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s = socket.socket (socket.AF_INET, socket.SOCK_STREAM)
print "Default socket timeout: %s" %s.gettimeout ()
s.settimeout (100)

print "Current socket timeout: %$s" %s.gettimeout ()
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$ python 2_5_echo_server_with_diesel.py --port=8800
[2013/04/08 11:48:32] {diesel} WARNING:Starting diesel <hand-rolled select.epoll>

HERIR

TATRLHAFFI B E R T IERATAEVRR T XA B, SRMPENZ, A=
BN, A RO IRA TR T B2, XAEIRATA B s e 2 S

WHL S A A TR & B feedback@packtpub.com,  ZEMRAE E MR 4 .

WRVRZF LR, AXRE A, A HAG AT, e A T & e
Hudik E-www.packtpub.com/authors

BERXF

BAEARE LA T —AdiPacktib IRAYHS, S TIEARAIAT AR BRI, Bl Tk o fr g fit
T AT RS o

TEUIRFIAES

AnARAR A IE i hitp://www.packtpub.com P I M P A R B 5, AT RAMIZIN 7 HR O 28060 1 Packt
FE R BIAS o WnSRARE A T A SE AR 15, AT LA R]http:/www.packtpub.com/support, ¥
WK IS, AT 2 AR A s — BB 7 RS SO 4 F IR o

Ehiz

BARTRA T2 IR B A B HER P, (RS RISTEITME S . QARARAE AR A B T AR
( SCFESR AR AR ), 1 R R R AT A S R, AT o SAEAAT LA BR A
B MEEE, WA T U FERA . AR AR EE 1, EViAlhttp://www.packtpub.com/
submit-errata, £ “Errata Submission Form” ( #&3CHiRFRH ) ik BN K, i ABRTER
iR I UE 2 5 AL B Packe M ul, S INBIINA BIRSN R, A AR A A
M58, E Vi http://www.packtpub.com/support, EREFIN 4% .

ERHEER ALlbj(flt0426@163.com) T= EERRIX



LR RN

XFET AR, LI R SRR 2 — R TR R, Pack R B AR RRAORAF o A SRARTE FL IR
W _E A BRBATT 25w R AT AT AR A i, 35 S5 RO AT i st 44 A, LAFEFAT TR
AT o

QIR A& BT BRI BE, 1 i copyright@packtpub.comik R F AT,

PREGZEAR AT LIS B R AT EEALRS , A R TFBRATAWH M s A B o AR E
Jﬁmﬁ\:iﬁo
SERRE

URARXS A AT N AL BER, 1 A& % BT IR 2 questions@packtpub.com, FA TS
Jifgie

ERHEER ALlbj(flt0426@163.com) T= EERRIX



BRTXSR Aklbj(flt0426@163.com) E= BEEhr



=

E1E EEF. IPVANEENER

BREGERURFR -+ ovveevvrermrermresnieiins 1
1.1 fAAN oo 1
1.2 FTEFEAS 44 F IPvA Hd(h -veeevemeieeeieen 2
121 FEB T A oo b
122 SEERIELE oo 2
1.2.3  JBIL M ooveerneermeeieei 3
1.3 FRBULFRVEAT Y TP Hudik -oeeveeeeeeiein 4
1.3.1  SEERIBLE oo 4
1.3.2  JRFEHF oveeeeeemeineiein, 4
1.4 Kf IPvA MG AN TR AR 3 oo 5
141 EERIBL e 5
1,42 JRIBLHT ooveveeeerseii 6
1.5 SIS O R R RS 4 6
1.5.1 BB TAE e 6
1.5.2  SEERIBLE e 6
1.5.3  JREBSSHT ooveeeererneiinc 7

1.6 ZEHLT15 R0 £ 545 2 [l A L
B 7
1.6.1  SEERIBLE e 7
1.6.2  JREBSSHT ooveeeeeereseeine 8
17 B IR A 25 B R o8
171 SEBRIB LR ovveeeenreeeiee 8
172 JRFDLHF -ereeereemmeereneneenec 9
1.8 ARTHEHIAL BHASHE S A oo 9
1.8.1 SRIERIELE -oeeeeeeeeeeeeeeeee 9
1.8.2  JBFE LM ovveereveernereiieniieiis 10
19 BT R K A 12
1.9.1  SEERIBLE oo 12
1,92 JBIE M oeveererreremeisiiiis 13
110 A& R BH 2E s AR P ZEARE oo 13

2.3

2.4

1.10.1  SEEEIEZE oovreverereeineineeins 13
1.10.2  JRIB T ooeeevemeneeiiiis 14
FHEEFHHE e 14
1111 SEERIBLR ooeoeermmmeeeeeeeiie 14
1.11.2 }?iﬁh\#ﬁ‘ .................................. 16
AT 285 5 ] B 55 5 3R O T E 24 ip
PP woeevereeeemmmeeeenee e 16
1121 A& TAE e 16
1.12.2  SEERIBLR oooeeevvmmmeeeeeeeii 16
1.12.3 }?Ij!lﬁj\#ﬁ‘ .................................. 17
5 —~ SNTP EFﬁﬁ% ......................... 17
1.13.1  SEERIVE LR -ooovveeerneeeenneeeiiiiiis 17
1.13.2  JRIE T ooveeneeeneeiiieiiiis 18
o 55— 1 B [ S P /IR 55
TOE ] woveeereeee e 18
1.14.1  SEERIE LR -ooveeeerveeeeneneiiiieis 18
1.14.2 /g;g/ﬂ\;}fr .................................. 21
B2 ERAZREMRERFORH
PHERE - veeeerrre e 22
ﬁ;ﬁj[\ ......................................................... 22
TEERE T IS5 AP P (]
FOTKingGMixIm  sereereereereernessessesussueiniss 23
221 FEERIB L oeereeeerreeeee, 23
222 }%’7;3151\7})? ...................................... 25
AR T 55 B o 18 1
ThreadingMixIn ................................... 25
231 BB IAE 26
2.3.2  FEERIB LR e 26
2.3.3 BRI e 27
ﬁiﬂﬂ select.select ?ﬁg*/l\ﬁgﬂiﬁ
HRGG S veeevvmeermmmee 28

ERHEER ALlbj(flt0426@163.com) T= EERRIX



2 B %
241 FIIBLE e 28 3.8.3 JRIL M e 56
242 JBID LT e 34 3.9 i FHAHE BB T EA 13
2.5 f#iff] select.epoll ZI&E H Web k% [EJTE R cveoveermeemeemenmee e 57
B e 34 3.9.1 M IA 57
251 SEMRIE LR e 34 3.9.2 IR I LR e 57
252 }%;ﬁh\#ﬁ» ...................................... 37 393 /?iﬁé]\ﬁﬁ’ ...................................... 58
2.6 i IR Diesel Z 5 Il IR 55 3.10 i Unix SR TR TR )3
B 37 [ o 58
2.6.1 SEH TAE 37 3101 SEERTB LR e 58
2.6.2  FEERIB LR e 37 3.10.2  JRFR M e 60
2.6.3  JBID LM oo 39 311 B {i}iﬁ 16] Python B 1Pve
EIE PV, Unik BERTRAM o e ’
FED o 40 3112 BB e 61
3.1 RN e 40 3113 JRER M e 63
3.2 JUACHEY L A B AR AL oo 41 312 M IPV6 Mok L TPV BT -weveeeeeoee 63
32,1 BRERIH LR e 41 3021 BEERIR L e, 63
322 BB H o 43 3122 JRID AT e 64
3.3 A ICMP AR 28 g AL ooeeeeeens 44 313 HE A IPV6 [0 22 P R 45 58 eeee 64
331 MEB TAE - 44 RN L 0 0 Tt 64
3.3.2 BRERIH LR e 44 3032 JRIE M e 67
3.3.3  JRIL AT e 48
34 HERERRRIR RS [ 48 BAE HTTP MUK LRIE oo 68
341 FEIRIBLR e 48 4.1 fRIN e 68
3.4.2 /?53‘157\7"5’ ...................................... 50 4.2 M HTTP H&%%g‘]rﬁﬁjﬁ ....................... 68
3.5 MRS IR oo 51 421 EIRIB LR e 69
3.5.1 MEHTAF - 51 422 JRIDLH e 70
3.52  FEIRIBLR e 51 4.3 TEVRBYTEAS TR HTTP 352K coeveeeeeeees 70
3.5.3  JBID LM e 52 43,1 FEERIB LR 70
3.6 IHIFATIEANEDON IP il 52 432 JRID M e 72
3.6.1 MEH TAF 52 4.4 Pin M EHEEL cookie S corerereeneenns 72
3.6.2  EERIB LR e 53 44,1 FERIB LR 73
3.6.3 }%3&15‘,\7}&- ...................................... 53 4.4.2 }%;gg/\*ﬁ- ...................................... 75
3.7 R IIE T TR TFRS veeeeeeeneees 53 4.5 FEATITTFERA vveeverinieiiiis 75
3.7.1 }f{%l’ﬁ? ...................................... 54 4.5.1 ,f;_%.l/ﬁz ...................................... 75
3.7.2  SEERIB LR e 54 4,52 FEIRIE L e 75
373 }?33151\7}5- ...................................... 55 453 }?33151\7}5- ...................................... 77
3.8 KR L th R TF R f TG voeeereerereeseneenes 55 4.6 TEITCIRIR S 28R L Web JEsR eeeereeeees 77
3.8.1 ;f_{%»l/f/}f ...................................... 55 4.6.1 f_{%l/ﬁg ...................................... 77
3.8.2  SEERIB LR ceeeerereeeeeeneee i 55 4.6.2 IR IE L e 77
BRTXESR ALlbj(flt0426@163.com) E= EFERRIY



4.7

4.8

4.9

4.10

5.1
5.2

53

5.4

4.63  JRILLHT oo 78
filiFi] HEAD TR AG £ [ GUR A A77E -+ 78
471 FEIIBLE e 78
472 JBIBLHT coeeveerneernie 79
& Frimth3E L Mozilla Firefox:------ 79
4.8.1 FEIRIBLR e 79
4,82 JRIBLHT cooeveerneereei 20
] HTTP [R5 154 Web iHKIHFE
FRJTHE G vveeeveeemnee e 80
4.9.1 FIRIBLR e 81
4,92 JRIBLHT cooeeereeeree 82
i — A SRR S L DI RERY HTTP
T AU weveeveerem e 82
4.10.1  FERIBLR e 83
4.10.2  JRIB BT ceerereernreieeiei 84
i Python 1 OpenSSL 45—~
TATBALI HTTPS RGS R vveevveeereernneennenns 84
4111 A TAE e 84
4112 FERIBLE e 84
4113 JRFL LA orererereneeeniiis 86
£5%F BTEHMY. FTP 1 CGI
RFR oo ]7
TR wvemeremere e 87
Bl 14 FTP AR5 25 1 S oo 87
521 MR TAE e 87
522 SEERIBLE oo 88
5.2.3  JRFE LT ceeererreeieeei {9
AN EALSERE FTP IR 55 &%
FH e 89
53,1 EBTAE 89
5.3.2  SEERIB LR e 89
5.3.3  JREE LA ceeerereereneeee e 90
T TAR F S i 2 R 4 i ZTP
SO G B L TR 3 v 91
541 SR TAE e 91
542  FERIB LR e 91
5.4.3  JRIE LT ceeeeeneerenneie 93
544 BRFEFR e 94
ifiid POP3 B F AR HRHLFURLE 94

5.5

5.6

5.7

5.8

B6E

6.1
6.2

6.3

6.4

6.5

6.6

55.1 BETAE 94
5.5.2  SEERIB LR e 94
553 }%3;315‘,\7})? ...................................... 95
S5 IMAP P G T R 4525 i1
1 SO 95
5.6.1 B TAF e 95
5.6.2  SEERIE LR ceeeeeereeeeenee 96
5.6.3  JRET LA eeveereeeene 97
i Gmail [y SMTP fIR 55 # Kk A
RR A L TR - veeeeeeesesessesesseseiseieicins 97
5.7.1 ;ﬁ_é._—r_/ﬁ; ...................................... 97
5.7.2  EERIB LR e 97
5.7.3  JRIL LA e 99
{8 F CGI }E:T Python Y Web JIR %5
BT ANBHZIR e 99
5.8.1 TEERIELE e 99
5.8.2  JRIL LA eereereree 101
FEMMMEMSERIERF - 103
f‘g‘ﬁji\ ....................................................... 103
(ARG AN B LS /A B 11 103
6.2.1 JEB T AE o 103
6.2.2 TERIE L e 104
6.2.3 }?iﬁh\*ﬁ’ .................................... 104
6.2.4 };‘%ﬁ»,ﬁ .................................... 104
AT AP URL {82 BB AL AR 105
6.3.1  SEERIBLR oo 105
6.3.2 /?iﬁh\*ﬁ’ .................................... 106
TE?%%H%JJPE‘JIE ......................... 106
6.4.1 SEB TAE - 107
6.4.2  SEIRIB LR eeeeeeeeeee 107
6.4.3 /?iﬁh\*ﬁ’ .................................... 109
1%}%%@.%(@2%}&'—% ................................ 110
6.5.1 JEB T AE o 110
6.5.2  SEERIBLYR eeeeeeeeeeei 110
6.5.3 /?iﬁh\*ﬁ’ .................................... 111
142 GitHub T LIS GJE oeeveeeeeeens 111
6.6.1 SEB TAE o 112
6.6.2  SEIRIB LR ceeereeeeeee 112
6.6.3 /?iﬁh\*ﬁ’ .................................... 113

ERHEER ALlbj(flt0426@163.com) T= EERRIX



4 3] x

6.7 TEBUBBC BT BT B YR -oovveeeeveeeneeenns
6.7.1 B TAE e,
6.7.2  EERIELR oo
6.7.3 /?\;gy,};]:ﬁ— ....................................

6.8 JEHU T HI AR oo
6.8.1 SZIERIB L -werereerereerrerrenneneneenns
6.8.2  JRIL LM eeeeeerereene

BTE BIEEEIE e

Tl A oo

7.2 fd ] telnet 7EZLFR EHLHHAAT shell
ﬁﬁé .......................................................
7.2.1 /ﬁé‘l’ﬁz ....................................
T2 BEERIRLE e,
723 ﬁ\gy};{:ﬁ— ....................................

7.3 it SFTP AUSCIFA i B i ik
|:':| ...........................................................
731 B TAE
732 ERIERIE L werererererreeenneeeens
733 JRIDL M e

7.4 FTENIGFRRAH) CPU S HEL oo
TA1 B TAE
T4 EIERIE L oo
T 43 JRILLHF oo

7.5 TEIGEEMPL P Python [, -onveeenneennes
751 SEB TAE e
752 EIERIE L oo
753 JREDL M e

7.6 AR FHLIEFT MySQL fird oo
7.6.1 SEB TAE e
762 EIERIE L oo
7.6.3  JRERL M e

7.7 ik SSHAUSUIFA LR B A o -
771 B TAE e
772 ERIERIE L oo
773 JRERL M e

7.8 IGHEFLE Apache IBATRRG - oeeeeeeeens
7.8.1 EB TAE
782  IERIE L oo
7.8.3  JRELL M e

128

£ 8E {EH Webhk%: XML-RPC.

SOAP F1 REST +eeeeeeeeesveseeennenns
8.1 [ weeerseerersessessmseie e
8.2 AFfAHL XML-RPC {55 5 -+vvveeereeees
821 B T A
822 HERIE Lo
8.2.3  JBIB L AT e
83 S5 —NLLUME. LI XML-RPC
TR G5 R v
8.3.1 MR IE Lk
8.3.2  JRIB AT oo
8.4 izfT—N3CHF HTTP SEANIERY
XML-RPC IRGGRE wovvreveesneesneeninaninn
8A.1  FHEIE L oo
8.4.2  JBIB LM e
8.5 ffifH REST M Flickr "rilitsE—2t
e = =
8.5.1 EERIBLE e
8.5.2  JBIB LA e
8.6 R Ihifh S3 Web IR 55 S FiiY
SOAP JF coevverververmeneesenininees
8.6.1 fEB T Ao
8.6.2 MR IE Lo
8.6.3 JBIB LT e
8.7 A BIVREENZEL oo
8.7.1 JEB T AE
8.7.2 MR IB Lo
8.7.3  JBIB LM e

8.8 SHIITMINE APIFEW b hig &
[’g‘[:ﬁ .......................................................

8.8.1 B TAE

8.8.2 MR IE Lk e

8.8.3  JRIB L HT eeverrereieiee
FOE MEKIBMEEM
0.1 fAAN weeeeerereeee
9.2 MRIRPAZE BT - veevveeereermmeeneneiineis
0.2.1 SEE T Ao

022 EIRIBLR e

0.2.3  JBIE LM e

ERHEER ALlbj(flt0426@163.com) T= EERRIX



9.3

9.4

9.5

i peap Fe i SR L R AR AT N

pcap BT veeeememee 159
0.3.1 EIRIBLE oo 159
0.3.2  JBIL LM coveeneeenee 161
15 HTTP Kt 0 a i s sy i 8 -+ 162
9.4, 1 FIRIE Ly covveerererernenenii, 162
0.4.2  JRILLPMT woveerveerneerneenieeiieis 163
FARG AR ENLAGEG T veeevereneesneeiienns 163
0.5.1 FERIELR oo 164
0.5.2  JRILLPMT woeeereeerneerieeie 165

9.6

9.7

9.8

A B LEHRALI TP HdE coevveeeeeeeeeieenn 165
0.6.1 FEIRIE LR ooeveeerereeeeiee 165
962 }%;Eh\*ﬁ- ................................... 167
PEIORAF Y peap SCIF LA R it -ooeeee 167
9.7.1 IR IE LR e 167
972 }?gz;};}ﬁ- .................................... 169
FAREBARALIY T +voeveeeereeemenseeieennns 169
0.8.1 FERIELR oo 169
0.8.2  JRIL LM oeveeereeneeie 170

ERHEER ALlbj(flt0426@163.com) T= EERRIX



BRTXSR Aklbj(flt0426@163.com) E= BEEhr



ST, IPVARIE SRR R
i34/ 25 SR

LA

RELHE

Q FTEIR £ 45 FITPv4 i hE

Q FREGERE A A IPHLhE

Q HFIPvARBIE AT AN R S =X

O JE 45 E By D RN B IR 55 44

Q EHUFTT R RIRLE 75 22 ) A e e
Q B FF AR BCBRIA B A s ]

Q P AR

Q BUCE T Ak I vh X K/
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0 95— SNTPEK F'ifi
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PR R B RS EART , AN — DT GRAN FEEAR P HAE W0 F 98 . ARTEA- 2310 0w
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2 H1FE EBEF. IPVARMEYGE P BIRS SR

Q B LSO IS T7 1, R 1 ISR T84, Blanab B lmy . Senp
DX/ NI ZERE A 5

Q &, SIS IEMSLBIr LI 2% P, AT —SESCBRpE S5, Blanfiis s i)
EMZ o5 as A, o i TR % 7 s/ e 55 45 B AS

PRAT U A B8R B 07 20 S 1 R9% 7 S/ 55 e L o

1.2 FTEMEZFZRF IPv4 bk

AN, IR EPOE AR A AL E R, BN EALA | TP R 454 1 Ao 25 ok sbf
B Py thon AR A 5) 3JHL .

121 HEEITE

95 AL Z RS BEAE A b2 Python, RZHULinux B4 TMUARTI%E T Python., WAl FIfHAK
Windows#AERSE, A LAMPython ) Wk F R 28— HEHI SC/: . http://www.python.org/download/

BT R ARG IR C A4 T Python, A] DA B #RE RGN SCRY . 7EIAE F 224 f PythonZ )5 ,
A LLFEAT 217 di Apython, Z20¥T - Pythonfi# F4% . Hil A python /i N iZ s i B ee HE /R 4T
>>>, ELRRH A0 PR

~$ python

Python 2.7.1+ (r271:86832, Apr 11 2011, 18:05:24)

[GCC 4.5.2] on linux2

Type "help", "copyright", "credits" or "license" for more information. >>>

1.2.2 LEURZ
AT AR, 7T LA 45 e Py thonfi B £ o
e, M T HNaS S APython i socket JE ;
>>> import socket
SRJG, JMlsocket R gethostname () Hid:, HULESURAFIE— A8tk IR iz«
>>> host_name = socket.gethostname /()
>>> print "Host name: %s" %host_name

Host name: debiané

>>> print "IP address: %s" %socket.gethostbyname (host_name)
IP address: 127.0.1.1

X ECERVERT DU N B, U — M A B dlprint_machine_info () .
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FATEAEH M _main_ ACHEIrh I AIX AN R, i847H), PythonZs A HE4L AL 5 K,
BIaN__name__ . 7EXXH, _ name_ FIRBHRRFHIRESY . WRIEMSITHEITIIA ()5
FIar 2 FTs ), name__ F(EHR_ main__, {2, WHREHMBATZA, HHHART . W@
WEUL, WRAEMASTT R, & A 32 Tprint_machine_info () PREL; WHERTEH
flAS A, P ST B iE FH X A pR %R

AU B 1- VRS T A R BE s i R, AR s

#!/usr/bin/env python

# Python Network Programming Cookbook -- Chapter -1

# This program is optimized for Python 2.7. It may run on any
# other Python version with/without modifications.

import socket

def print_machine_info() :
host_name = socket.gethostname ()
ip_address = socket.gethostbyname (host_name)
print "Host name: %s
print "IP address: %

)

" % host_name
s" % ip_address

if _ name_ == '__main__ ':
print_machine_info ()

RGBT A, ZAEar A T IR SR, AR PR
$ python 1_1_ local_machine_ info.py

TEFBEE b, Won TA N

Host name: debiané
IP address: 127.0.0.1

TEPRB R L, i A N AR AR LAY EHLRC A 2 P ANl

1.2.3 [RIBSHT

import socket i f] 5 A Python$2 it i — N0 W 4% . SR IE AR WS T H R 4.
gethostname () flgethostbyname (host_name) . Y{ﬁ/&\ﬁ?*ﬂu%/\help (socket.geth-
ostname) A BN E., BUETEN Y #5 FFi/ialhttp://docs.python.org/3/library/socket.html, 7EfAFT4
TR EAEX PR BE B, R AT

gethostname(...)

gethostname() -> string
Return the current host name.

gethostbyname(...)
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gethostbyname (host) -> address
Return the IP address (a string of the form '255.255.255.255') for a host.

BB AESE, REIE EVLSAR M EHLRZ . B AR — 1SR
hostname, IR [BI%} L AYTPHHE

1.3 REUZIZIRZHY IP bk

AT I BT A Y WA A O I B TP HiLAE , il pRige A ek 4s o AT A 28— ] R
PREOR TE X — 1 4F

1.3.1 SEEUES

QSR AR A R 2 Y IP L, TT LA Y B i flgethos tbyname () , HBHUELRE
BB ENLA .

XHL, FATEF AR il gethostbyname () o IEFRATDRA— F XA RIS AL
ARSI -2 s T Ul SRBGE R B 28 RYIPHIAIE , 20 R B -

#!/usr/bin/env python

# Python Network Programming Cookbook -- Chapter - 1

# This program is optimized for Python 2.7.

# It may run on any other version with/without modifications.

import socket

def get_remote_machine_info():
remote_host = 'www.python.org'
try:
print "IP address: %$s" %socket.gethostbyname (remote_host)
except socket.error, err_msg:
print "%s: %$s" % (remote_host, err_msg)

if _ name_ == '_ _main___
get_remote_machine_info ()

BT B 2R B LU ft

$ python 1_2 remote_machine_info.py
IP address of www.python.org: 82.94.164.162

1.3.2 JREDH

ii/l\lﬁlﬂ]%jﬂgethostbyname ﬁffﬁ%fﬂq)ﬁﬁiﬂljget remote_machine_info () Bf
Hoh, @G T SRS, W EARR TR, BRATHE EEE A R EGA I E try -except 3R
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1.4 4 IPv4 Hohk 353 ) R ) 6945 X, 5

B, XELERE, AR IT K gethostbyname () B B & A T #51%, X512 K H
try-exceptIA-I

RUNFAME M remote_host XML, Hlwww.python . org il— N ANFETERIIN 4, 4N
www.pytgo.org, SRIFHUT Fikars .

$ python 1_2 remote_machine_info.py
www.pytgo.org: [Errno -5] No address associated with hostname

try-except ik T451R, JEMMH P B T—MERE R, YWHIEA www . pytgo . orgB i
XTI B TP HHE

1.4 1% IPv4 St A% 3R B AN Bl AR 0

Un R EAG IR 45 pR R, A7 i A 547 H I SRR TP I F A AR, R 2T e e
A TR Y320 — il X

141 SENCES
Pythonfsocket FEHL L T 1R 22 ISR AL B [P HIEAS S0 SR KL, 1 B3R A T8 L i M4 -

inet_aton () fllinet_ntoa().

N1k E Lconvert_ip4_address () AL, P inet_aton () fMlinet_ntoa () FHIPH
ko FRATEAS PSR BIIPHINE: 127.0.0.1F1192.168.0.1,

ARABIE B 1388 T Ui %€ L convert_ip4_address () BREL, WFARN:

#!/usr/bin/env python

# Python Network Programming Cookbook -- Chapter - 1

# This program is optimized for Python 2.7.

# It may run on any other version with/without modifications.

import socket
from binascii import hexlify

def convert_ip4_address() :
for ip_addr in ['127.0.0.1', '192.168.0.1']:
packed_ip_addr = socket.inet_aton(ip_addr)
unpacked_ip_addr = socket.inet_ntoa(packed_ip_addr)
print "IP Address: %s => Packed: %s, Unpacked: %s"\
% (ip_addr, hexlify(packed_ip_addr), unpacked_ip_addr)

if _ name_ == '__main__ ':
convert_ip4_address ()

BAE, BT XA, 2EPIL N
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$ python 1_3_ip4_address_conversion.py

IP Address: 127.0.0.1 => Packed: 7£000001, Unpacked: 127.0.0.1
IP Address: 192.168.0.1 => Packed: c0a80001, Unpacked: 192.168.0.1

1.4.2 JRIBSHT

TEXATEE - for - inTB AL P47 $3 I8 SR TP LR S A T () 3252 — i il A%
i, MHIEPFM Toinasci iR Hhex1i fypR%L, PAT/S#ERIE R — a8 .

1.5 B Erim O ML EIR S &
HSRAE R EIIA IS5 Il I3 R 2 TAE TCPECUDP L A3 1 L.

151 HE&IIE

AR 28 IR S5 FH 3 11, AT LA socket e H it get servbyport () BRECKE IR 4%
B4 T o PE XA RS ] AR 75 Dl bR e TR 47

1.5.2 SEHUES

A EE X £ind_service_name () BREL, T{Pyﬂlon[él/:l for-infFEH I k%lget servbyport () ,
R IL AR, fFilansofi2s,

A B -4 /R T W% L find_service_name () PREL, TN

#!/usr/bin/env python

# Python Network Programming Cookbook -- Chapter - 1

# This program is optimized for Python 2.7.

# It may run on any other version with/without modifications.

import socket

def find_service_name() :

protocolname = 'tcp'

for port in [80, 25]:

print "Port: %s => service name: %s" % (port, socket.getservbyport (port,
protocolname))

print "Port: %s => service name: %s"

o°

(53, socket.getservbyport (53, 'udp'))

if name == '__main__ ':
find_service_name ()

IBATEAEA, 2B R
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$ python 1_4_ finding service_name.py

Port: 80 => service name: http
Port: 25 => service name: smtp
Port: 53 => service name: domain

1.5.3 BRESH
FEANTCWE T, i FH or - it [ — 240725 f, 7GR T, ZREOH TR IR S5 44

1.6 ENFHFFNEFTIFZ B #R

I 5 (IR I 28 1 T, B/ A BRE o A R AR 5 DA Z (AL R P IZ B0 o 7EiX R A
H, TS EALRAE RS B e B M 28 ks =X, BB O T e, DR O X IR () 3R
jiﬁz:_'ﬁfi o

1.6.1 SENCES

Python[f)socket FEFRAE T W B 76 W 45 215 e M EHLF 0 1 2 AL AH B AL 3 i R B, R MT RE
FE T X B pR %L, filiintohl () flhtonl () .

FATHAE L convert_integer () BREL, #Hntonl () fintonl () FERECRFEHARIRE 2R
Bl

ACABIE B 1-5 R T U € Y convert_integer () BREL, W F AN

#!/usr/bin/env python

# Python Network Programming Cookbook -- Chapter -1

# This program is optimized for Python 2.7.

# It may run on any other version with/without modifications.

import socket

def convert_integer():

data = 1234

# 32-bit

print "Original: %s => Long host byte order: %s, Network byte order: %s"\
% (data, socket.ntohl (data), socket.htonl (data))

# 16-bit

print "Original: %s => Short host byte order: %s, Network byte order: %s"\
% (data, socket.ntohs(data), socket.htons(data))

if _ name_ == '__main__ ':
convert_integer ()
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IBATIXA TG, SEFL T
$ python 1_5_integer_ conversion.py

Original: 1234 => Long host byte order: 3523477504, Network byte order: 3523477504
Original: 1234 => Short host byte order: 53764, Network byte order: 53764

1.6.2 JREDH

TEIXAN TG, FATTLARE RO B, 78 T Anr e S s R 28 515 A BT 197 socket
JER 2R R Bintonl () ERIZE T PR TR BT o R T BIn R M4 5 hom
FHL; 1FRKBIE; sFOREIE, Ml6fi.

1.7 REFHFINEIANEIZFEBATATE
HEF, IR EA P socket FEHEE @ MEBNE, FlUNER B A E]

1.7.1 SEECES

PRAT LB — D E RN 4 500, ] gettimeout () J5 1 3R BCER DA A4 A8 I sF RT3
settimeout () FIEBEE— R E]  XFPERAELE T & RS 28R IR A FH o

TEtest_socket_timeout () BRELH, BB —NERTX S, RIGH I EE 5 E S
1 5 AL BB A B[]

ARATE B 1-6JR T Wi € X test_socket_timeout () K%L, WT AN

#!/usr/bin/env python

# Python Network Programming Cookbook -- Chapter - 1

# This program is optimized for Python 2.7. It may run on any
# other Python version with/without modifications.

import socket

def test_socket_timeout () :
s = socket.socket (socket.AF_INET, socket.SOCK_STREAM)
print "Default socket timeout: %s" %s.gettimeout ()
s.settimeout (100)
print "Current socket timeout: %s" %s.gettimeout ()

if _ name_ == '__main__ ':
test_socket_timeout ()

7 ERUE, REE B e RN SERIG I R, AR s
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$ python 1_6_socket_timeout.py
Default socket timeout: None
Current socket timeout: 100.0

1.7.2 [RIBSH

X B B, e T BTG . BT AN SRR ML
BOASHEER TR, KRG, THHgettimeout () FIEIRIE BT E], FHE A
settimeout () FIEBHBGEIIFE] . f£4 settimeout () FIESET LR (RS E0)
WAL ENone, XA ETEAC TP ZE AR ERH ] . A RAE I I (0] 3% None ,  TUIZEH]
TERETF IR BRI

1.8 LI IEEREF IR

TEMLE R T, SR SBBXAMEN: — I 2aliE i, (A5 — TGS sml# HAll
JRRTCIEM LY o Pythonfsocket EFRME T — 071k, BBillid socket . error i L HE AL B H:
TR EX IO A28 LA

1.8.1 SEHURZ

BAPRHGE T try-except RAGHL, FEAHot R —F T BE & AR ETR . 8 TIRBUH P HA
AT LU Flargparsetfde X AMEE Y D REAR S K, ITAUE T LMEH sys . argvi#idrir 211250
Xt ry-except NN FIE/R T8 W ERFEAE, PInBIEERETWS | SRS . &
PRGNSR

T IAREE LA AR T A A BRSRE
AV B - TR T Wb Bl socket . error %, TF IR

#!/usr/bin/env python

# Python Network Programming Cookbook -- Chapter - 1

# This program is optimized for Python 2.7. It may run on any
# other Python version with/without modifications.

import sys
import socket
import argparse

def main() :
# setup argument parsing
parser = argparse.ArgumentParser (description='Socket Error Examples')
parser.add_argument ('--host', action="store", dest="host", required=False)
parser.add_argument ('--port', action="store", dest="port", type=int, required=False)
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parser.add_argument ('--file', action="store", dest="file", required=False)
given_args = parser.parse_args()

host = given_args.host

port = given_args.port

filename = given_args.file

# First try-except block -- create socket
try:

s = socket.socket (socket.AF_INET, socket.SOCK_STREAM)
except socket.error, e:

print "Error creating socket: %s" % e

sys.exit (1)

# Second try-except block -- connect to given host/port
try:
s.connect ( (host, port))
except socket.gaierror, e:
print "Address-related error connecting to server: %s" % e
sys.exit (1)
except socket.error, e:
print "Connection error: %$s" % e
sys.exit (1)

# Third try-except block -- sending data
try:

s.sendall ("GET %s HTTP/1.0\r\n\r\n" % filename)
except socket.error, e:

print "Error sending data: %s" % e

sys.exit (1)

while 1:
# Fourth tr-except block -- waiting to receive data from remote host
try:
buf = s.recv(2048)
except socket.error, e:
print "Error receiving data: %s" % e
sys.exit (1)
if not len(buf):
break
# write the received data
sys.stdout.write (buf)

1.8.2 [RIEDH

1EPython 1, 1] LU FlargparseHB AT 1 TS 8UE A RIAS LR AE AR b e 217540
XAMHRAEPython 2,79 0] Fl o AnSRAd AL IH AR AR () Python, X MEER AT L% “Pythonfl & 5|7
( Python Package Index, fijFKPyPI) Hkt, ffifeasy_installBipip%3&,
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XK R T =AM AT S8 B S S RSUES . LIRIA T A
$ python 1_7_socket_errors.py -host=<HOST> --port=<PORT> --file=<FILE>
WRARAER) FHUAETE, XA A S s an R 4R

$ python 1_7_socket_errors.py --host=www.pytgo.org --port=8080
--file=1_7_socket_errors.py

Address-related error connecting to server: [Errno -5] No address associated with
hostname

IR I 1 _ERAARSS, ARAIZE R R A 1, DU RIAS 2ol SR N S, A0
TR

$ python 1_7_socket_errors.py --host=www.python.org --port=8080
--file=1_7_socket_errors.py

AR AU R4S, R FEHlwww . python . org T A J&3m 118080
Connection error: [Errno 110] Connection timed out

Avid, AR IER R EAL . IERANG D AR AER, MR ATREE X — .
n, B T NIREAS, AR R, (5 A HTMLACRS ] 1 AR f [«

=

$ python 1_7_socket_errors.py --host=www.python.org --port=80
--file=1_7_socket_errors.py

HTTP/1.1 404 Not found

Server: Varnish

Retry-After: 0

content-type: text/html
Content-Length: 77

Accept-Ranges: bytes

Date: Thu, 20 Feb 2014 12:14:01 GMT
Via: 1.1 varnish

Age: 0

Connection: close

<html>

<head>

<title> </title>

</head>

<body>

unknown domain: </body></html>

XATHE R T WU try-exceptd, BRE A HhbBlsocket . gaierror it iy Z 40, HAl
HeffhbFsocket . error B9 o socket.gaierrorie il AHICHE IR, BRILZAMAE AR 5 .
socket.herror, CAPIHHLH TR ; WIREEZLFE T Hsettimeout () ik, EiEFHER

G2 socket . timeout w6
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1.9 EMEEFLEFFENE XK/

RZMEHT , BOANERET G IX R/ NITRERE . i, AT LUREERIA R B 7 G2 vh X )
E&}ﬁ—/l\ %ﬁﬂg{ao

1.91 SEEUES
RATE BT 2 [ set sockopt () FEEBHBINNEEFE XA/,

e, NP HE: SEND BUF STIZEMIRECV BUF SIZE. RIGTE— P eREohiEHERE
Sl setsockopt () Ik BRZHT, RAFCRAEZMX K/NEZD R, kM2
X RN R RE o

AR B 1-8 87 T A B 1 5 i) Ak AN e oh X R/, IR s -

#!/usr/bin/env python

# Python Network Programming Cookbook -- Chapter - 1

# This program is optimized for Python 2.7. It may run on any
# other Python version with/without modifications.

import socket

SEND_BUF_SIZE = 4096
RECV_BUF_SIZE = 4096

def modify buff_size():
sock = socket.socket (socket.AF_INET, socket.SOCK_STREAM )

# Get the size of the socket's send buffer
bufsize = sock.getsockopt (socket.SOL_SOCKET, socket.SO_SNDBUF)
print "Buffer size [Before]:%d" %$bufsize

sock.setsockopt (socket.SOL_TCP, socket.TCP_NODELAY, 1)
sock.setsockopt (

socket.SOL_SOCKET,

socket .SO_SNDBUF,

SEND_BUF_SIZE)
sock.setsockopt (

socket .SOL_SOCKET,

socket.SO_RCVBUF,

RECV_BUF_SIZE)

bufsize = sock.getsockopt (socket.SOL_SOCKET, socket.SO_SNDBUF)
print "Buffer size [After]:%d" %$bufsize

if _ name_ == '__main__ ':
modify buff_size()

AT ERIAS , 2 BB R Gt DOR/INAITS FE 1L . MRAEVRBT FHHRVE R SR AS i3
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, FEEIAY% Al BEA BT AN -

$ python 1_8 modify buff size.py
Buffer size [Before]:16384
Buffer size [After]:8192

&t

1.9.2 JRIBSHR

EEETNG F ] i igetsockopt () Mlsetsockopt () 43l 4k BURME B £ 32 7 Xt
%E/‘JE‘@D setsockopt()ﬁ%?ﬁﬁ&j‘/l\?ﬁ: level. optnameﬂ[valueO ,EQEF', optname
RIS, , value BN, H— NSNS & (so_*% ) N[ fEsocket il
g%o

1.10 BEEFHAMEESIFAERN

RUIEOL T, TCPEREFA TRHER . Wl Rul, BRAETEH T A, SRS
RSB BAETY o i, HHconnect () APIE, EHEEAESBHIER RS N T, H2ER
WA 1k IRZE T, WAL — BRI SS dmm b SoE A S b 48E . fan, g
T A WO Y A e R s, RO ISR O DRE , DMETEERA R AR U i
e, X EAE BT R E AR P IR

1.10.1 SEECEZ

A PRFE — T 7EPython A WFLEETT . 7EPythonH, EHE T 0] LIS A PH ZER & IR R
ZERi, EARFHZER T, JHHAPUG, filllsend () Birecy () 7EE, Q05 2] 8 24 4 5
o ARFERHZER Y, B BRI SR IEERE, FRATAT LA — 558 M TCPER T, ilfE
FH ZEA AN B ZE A A rh P T4 E S50

H T REAERH ZERE A T, AN R RS i setblocking (1)
AR O ZERIA, BF M Hsetblocking (0) BT AR RN &5, BT
AR BFE 2 B 1 E, WEUTHE AR

BT 19 JR T ANt 4 i Ry B ZERE AR ZE K, W R R

#!/usr/bin/env python

# Python Network Programming Cookbook -- Chapter - 1

# This program is optimized for Python 2.7. It may run on any

# other Python version with/without modifications.

import socket
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def test_socket_modes() :
s = socket.socket (socket.AF_INET, socket.SOCK_STREAM)
s.setblocking (1)
s.settimeout (0.5)
s.bind(("127.0.0.1", 0))

socket_address = s.getsockname ()
print "Trivial Server launched on socket: %s" %str(socket_address)
while (1) :

s.listen (1)

if _ name_ == '_ _main__
test_socket_modes ()

BATEANBE, SR si— MRS, THE R, ke SR .

$ python 1_9_ socket_modes.py
Trivial Server launched on socket: ('127.0.0.1', 51410)

1.10.2 [RIESHR

fL/I\IjUH%'fP FATHE1E S setblocking () Fik, B HEZFIIHZER S, 2L, TR
fEOfL XA Tk, EEREF R AR ZER,

XA IHRETE 5 TH A —SE s rh o T2, S PR U R

1.11 EREEFHI

SRR B SR TCRCH], A A ilﬁ‘éé‘f [l —3 1 _BIB AT R T ear A% . Ll
BT, ﬁﬂ%gﬁ Ui P e B — AR RIS Ao 1, X AU T, PR TR O AR 55 A
Ui 11 o

1.11.1 IECES

QURAESEAG T 1817 Python B R FIRSS 4, 3R K2R B IEBTT, SRR
XA T o ARERGESE, BRI

Traceback (most recent call last):
File "1_10_reuse_socket_address.py", line 40, in <module>
reuse_socket_addr()
File "1_10_reuse_socket_address.py", line 25, in reuse_socket_addr
srv.bind( ('', local_port) )
File "<string>", line 1, in bind
socket.error: [Errno 98] Address already in use

XA (R R8 iR Jy J fo FH - H % 1 SO_REUSEADDR .
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Bl ERT X R, AT LAA il & e RE, WamdiHRE ., R,

i

setsockopt () Fik, BHthl & ARSE ., FHEIEE AR, RT3 — Mtk I,
WEWr e AR P S o RN ?kﬁ]%?ﬁﬁ%%KeyboardInterruptﬁiﬁ?,ii*i%ET<Cnﬂ+C

BE5, PythonfIARZZ (1isfT, (HAZ BREMFHIHE.
TS H1-10878 T ANl s PR ok, 40 F s -

#!/usr/bin/env python

# Python Network Programming Cookbook -- Chapter - 1

# This program is optimized for Python 2.7. It may run on any
# other Python version with/without modifications.

import socket
import sys

def reuse_socket_addr () :
sock = socket.socket( socket.AF_INET, socket.SOCK_STREAM )

# Get the old state of the SO_REUSEADDR option
old_state = sock.getsockopt (socket.SOL_SOCKET, socket.SO_REUSEADDR)
print "Old sock state: %s" %o0ld_state

# Enable the SO_REUSEADDR option

sock.setsockopt ( socket.SOL_SOCKET, socket.SO_REUSEADDR, 1 )
new_state = sock.getsockopt( socket.SOL_SOCKET, socket.SO_REUSEADDR )
print "New sock state: %s" %new_state

local_port = 8282

srv = socket.socket (socket.AF_INET, socket.SOCK_STREAM)
srv.setsockopt (socket.SOL_SOCKET, socket.SO_REUSEADDR, 1)

srv.bind( ('', local_port) )
srv.listen(1l)
print ("Listening on port: %s " %$local_port)
while True:
try:
connection, addr = srv.accept()

print 'Connected by %s:%s' % (addr[0], addr[l])
except KeyboardInterrupt:

break
except socket.error, msg:

print '%s' % (msg,)

if _ name_ == '__main__ ':
reuse_socket_addr ()
XA TR (i S 0T B

$ python 1_10_reuse_socket_address.py
0ld sock state: 0

New sock state: 1

Listening on port: 8282
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1.11.2 RIS

PRA] DLAE— 20T B f Tk AN AR, RIS TE 5 — 2% 1 H#if Atelnet localhost
8282, I XAIRS A8 . MRS A RERE G, b AT A A [l — o D P . SR,
AR E so_REUSEADDRIWABA TACH FE R, IS5 49K A S PRGBS .

112 APIZERTE] AR 35 A5 SR BR T ED =5 ATk (8]

TRZ R EORBCAE YIS G, BANUnix REEH Bmake i o BEAT LAY ] AT REAN TS HER
3 ZORIR 2% R AR ] Rz 55 2 7] 25

1121 HE&IE

YRAT LAGR S —~Python % P, L0 s b BB ] FEEAS W28 Bf [A] iR 55 A ] 20 o 5% i — 4k
VB, FEMifHntplib, M “PEREIPMY” ( Network Time Protocol, FjFRNTP ) AbFHE P im
FIRS 25 Z 38 (5 o AR A L entplib, W LMfiflpipiieasy_install APyPI
e, AT

$pip install ntplib

1.12.2 KECRZ

FATEEAHE—NTPClient LM, SRIGAEXA LB LI FHrequest () ik, ENTPARS %
B HhEAE ATk .

ARSI L-1UR7R 1 Anfaf A28 I [ i 55 - ARIBCY T RIFATEN R, 40 7R s -

#!/usr/bin/env python

# Python Network Programming Cookbook -- Chapter - 1

# This program is optimized for Python 2.7. It may run on any
# other Python version with/without modifications.

import ntplib
from time import ctime

def print_time() :
ntp_client = ntplib.NTPClient ()
response = ntp_client.request('pool.ntp.org')
print ctime(response.tx_time)

if _ name_ == '_ _main__ ':
print_time ()
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TERI LR L, BT XSO R B0 an s -

$ python 1_11 print_machine_time.py
Thu Mar 5 14:02:58 2012

1.12.3 [RIBSHR

EXANTEH, A1 E T —ANTPE Fifi, [MNTPAR S fipool .ntp. org&Kie T —"NTP
i%ﬁj‘ko urﬁlmfiﬁﬁctime ( ) @ﬁTTEDHj%O

1.13 HE— SNTP EFix

SRR, A AT ZEANTPARSS # EARBOR A Al 38 2 XA S0, sl Ll
FEFANTPE I AERA , MUAE T B 25 ] AL

1.13.1 SEEUEZ
IR T35 = 5 PR S — AN RIS SN TP P13

B, ENFNH R NTP_SERVERMITIMEL970, NTP_SERVERJIEZE /Uit B34 4 (1) IR 55 v b
hik, TIME19703819704F1 A 1H (1Y Epoch ), 7Ehttp://www.epochconverter.com/ | 1] PA# & Epoch
B (I, B3 HE A (] % 46 B Epoch B} [BI{EL o 3X /™% P %t 38 128 UDP Pp i A1) 3 — > UDP £ 42 7
(sock_DGRaM ), HITi&EiEMRssdn. 5, &P umedi— Rt 8dE  \x1b' + 47 * '\0"
RYSNTPIR S5 4t . UDPE P i 43 5l sendto () FlrecvErom () ik A ik FHEICEIRE .

P55 g [ml Ry st ()5 B AT AE — DR P, B s B ] s cruc o AU Bt . JRATTAT
it PR R PR LA CR . e, BROTEMIBGH B8 EisdiTIME1970, FHEIEIERY
e

S E B -12 /87N T W[ 2 5 X S SNTPE g, U1 R s

#!/usr/bin/env python

# Python Network Programming Cookbook -- Chapter - 1

# This program is optimized for Python 2.7. It may run on any
# other Python version with/without modifications.

import socket
import struct
import sys

import time

NTP_SERVER = "0O.uk.pool.ntp.org"
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TIME1970 = 2208988800L

def sntp_client():
client = socket.socket (socket.AF_INET, socket.SOCK_DGRAM)
data = '\xlb' + 47 * '\0'
client.sendto(data, (NTP_SERVER, 123))
data, address = client.recvfrom( 1024 )

if data:

print 'Response received from:', address
t = struct.unpack( '!12I', data ) [10]
t -= TIME1970

print '\tTime=%s' % time.ctime(t)

if _ name_ == '_ _main__ ':
sntp_client ()

XS T 38 1 SNTP BRSO 45 i 8] i 55- & AR BCY BTN ] I TEN R, R s
$ python 1_12 sntp_client.py

Response received from: ('87.117.251.2', 123)
Time=Tue Feb 25 14:49:38 2014

1.13.2 [RIESHR

XASNTPE Fum i — N B 7, RG e 6 8dE . MNTPARS #8 (X B
BJE0 . uk.pool.ntp.org ) WHIEIEE, fifstructiBliHEE ., &5, 19704141
H %t iR TR, P8 FHPython N B Y t ime B ) c t ime () Jr i $TENRT[A]

114 HE—NREENERE Fin/fRSE N A

221id PythonH socke tAE R IYFEAR AP, BAEFRA RIS — D EHL TR AR A E F i, 3%
L, AREA HL A HIERT IR I P R A AR

1.14.1 SKECRZ

TERXAGIF o, ARG de A& i B 2, #Re R ik . FRATE AL Python
Hiargparseffibl, TEarSAriEETCPYG H o [R5 SR % P oA AR E B 28

FAVRM G S5 a5 BRI —PTCPEIE TR . ARG e I HE A, X HARE AT
Z W55t ftiatr 200, BANHEER FINEEA B & 8 Eim 1 E . 7EREVTBrBe, €
backlogZHfe Alisten () IFiE, TEMRSFASTEBNSIR MW A% Pt . B, A2 ik
i, fess AR Ak — s s . RS, ARSS de TR e R 25 % g

AR B 1-13affs 1 Wfel 4 0] 5 7 FH A AR 55 4%, TR B -

ERHEER ALlbj(flt0426@163.com) T= EERRIX



1.14 H#EB—/AME@ TR P H/REZ A 19

#!/usr/bin/env python

# Python Network Programming Cookbook -- Chapter - 1

# This program is optimized for Python 2.7. It may run on any
# other Python version with/without modifications.

import socket
import sys
import argparse

host = 'localhost'
data_payload = 2048
backlog = 5

def echo_server (port) :
""" A simple echo server """
# Create a TCP socket
sock = socket.socket (socket.AF_INET, socket.SOCK_STREAM)
# Enable reuse address/port
sock.setsockopt (socket.SOL_SOCKET, socket.SO_REUSEADDR, 1)
# Bind the socket to the port
server_address = (host, port)
print "Starting up echo server on %s port %s" % server_address
sock.bind(server_address)
# Listen to clients, backlog argument specifies the max no. of queued connections
sock.listen (backlog)
while True:
print "Waiting to receive message from client"

client, address = sock.accept()
data = client.recv(data_payload)
if data:

print "Data: %s" %data

client.send(data)

print "sent %s bytes back to %s" % (data, address)
# end connection
client.close()

if _ name_ == '__main__ ':
parser = argparse.ArgumentParser (description='Socket Server Example')
parser.add_argument ('--port', action="store", dest="port", type=int,

required=True)
given_args = parser.parse_args ()
port = given_args.port
echo_server (port)

R PRt , RAOTEQIE % P BT, RE G728 e Mg 1 iE 2R
S, B uflig B Test message. This will be echoedXikZAMRE w8225, LHELETE
JUANEE R BerP Il R I ATE R . X R TP try-except 3, HiZRAC B FE &k Az AT AT

EL AL
JT 1o

AT ELL-13b 7R 1 el 4 5 [ SRR A % - 3, AR BT
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#!/usr/bin/env python

# Python Network Programming Cookbook -- Chapter - 1

# This program is optimized for Python 2.7. It may run on any
# other Python version with/without modifications.

import socket
import sys

import argparse
host = 'localhost'

def echo_client (port):
"v" A gimple echo client """
# Create a TCP/IP socket
sock = socket.socket (socket.AF_INET, socket.SOCK_STREAM)
# Connect the socket to the server
server_address = (host, port)
print "Connecting to %s port %s" % server_address
sock.connect (server_address)

# Send data
try:
# Send data
message = "Test message. This will be echoed"
print "Sending %s" % message
sock.sendall (message)
# Look for the response
amount_received = 0
amount_expected = len(message)
while amount_received < amount_expected:
data = sock.recv(1l6)
amount_received += len(data)
print "Received: %s" % data
except socket.errno, e:
print "Socket error: %s" %str(e)
except Exception, e:
print "Other exception: %s" %str(e)
finally:
print "Closing connection to the server"
sock.close ()

if _ name_ == '__main__ ':
parser = argparse.ArgumentParser (description='Socket Server Example')
parser.add_argument ('--port', action="store", dest="port", type=int,
required=True)
given_args = parser.parse_args()
port = given_args.port
echo_client (port)
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1.14.2 [RESH
N T AR ARG o Z A, B — i BUR S AN IR S5 de A .

$ python 1_13a_echo_server.py --port=9900
Starting up echo server on localhost port 9900

Waiting to receive message from client
RIE, TEI— Ao BLsT 7% P, AN R

$ python 1_13b_echo_client.py --port=9900
Connecting to localhost port 9900

Sending Test message. This will be echoed
Received: Test message. Th

Received: is will be echoe

Received: 4

Closing connection to the server

R TG, RGeS LI HA
Data: Test message. This will be echoed

sent Test message. This will be echoed bytes back to ('127.0.0.1', 42961)
Waiting to receive message from client
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Q e RS Ry i ForkingMixIn
Q 7EEHEF MRS 27 P i fiThreadingMixIn
Q ffiflselect.selectfiE— MWK EME 4
Q ffifflselect . epoll £ %5 FHWebfil 55

Q i FHIH- % e Diesel 22 i 2 FH [1] & iR 55 4%

2.1 &Y

AREALTE T — L R R TV IR S5 SRR TERE . FIRT— &R, AEBEBEZANE
JUmE RS AT O0 , 10 ELnT LAl AR o s e AN B AR BH AR i AR TR P i A HH 3K
TR SR AL BB ANIR o IRIEAN % P S W el A BRI I AE T AR 18], IR 55 Do S5 Fr b 2
SERL, A LA 55 S SR el A A 2 i £

AREREAN Hselect B, XABIHE TR ZHAE R LN select RGUIHTIHANZ
b, AT FE S H VO YR, Linux P 7] 17 7] http:/man7.org/linux/man-pages/man2/
select. 2.html& & T, TP T select RETIHIRY AT HITIAE . AT EREF MRS A E M Z
M AL H., Fillselect A ARSI IRATT M AR B 28 0B 47 . A 4E5 =5 Python FE L EEHT B
FA TR ALK Py, AT AL & — Ml ] Diesel I A B 75 151 B0

N BRI, FATH M BILANE P, (A3 LAY AR A I, LR eIk B
JLHE LA
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22 HEEEFRSHFIEFPEH ForkingMixIn

TREZPE E S — 5 Python B T IG5 A o MRS5S Ab B P i At R SR N AN
BHZE, PRIMEEAR 3 —FhIL i e B Kb LA 25 i

Python 2.7/t i Socket Server BB UL T HIAN S S ForkingMixIn%l]ThreadingMixInO
ForkingMixIn4<s j\j!:/\z)ﬁlﬂﬁlﬁjz{}fﬁﬁig/\%fl_%ﬂzo 2'—‘13 ITZ ForklnngxIn%'é , Threading
MixInZEAE N —TT RN, H KSocketServer B AYTENE , 155 [ Python 3RS : http:/docs.
python.org/2/l1brary/socketserver.htmlo

221 SEECESZ

FATE R H]socket server g fitiy2e, EEHE 1T HAYE RS 4. Socketserverfi
BedR AL T ] L E A TCP . UDP N HA MY IR S5 %8 . AT LG ForkingServerds, 4k
ﬁ(TCPServerﬂlForkingMixIn%o E‘ﬁ#/l\ﬁﬁcﬁ:ForkingServer;@ﬁ:f)uTZ.Eﬁ%ij]%bsz/JFﬁ
ARG AR, OlanE) S E2 5 . 98 Mok B0 WE T B N B ERE . FRATT Y MR 55 i AR K
ForkingMixInZ'é, daf}/f:ﬂ‘fﬂg)ﬂﬁﬁﬁo

ForkingServerZSih EAIH—MERAL BT, UEHTANfT bR P il =R o AEXAN g,
ﬁﬂ‘] EI(J Eﬁ%gﬁ/ﬁ\ @Eg)ﬂ l—fﬁJﬁ?’iJﬁ E’J IA‘??@ $ o 1Fﬁaszﬂ‘Iﬂ%’é]?orkingServerRec_[uestHandl er
4K H Socket ServerEHILBaseRequestHandlerZs,

IEIEEE(%%%E‘JEFﬁﬁ*ﬁForkingClientﬂu@ﬁﬁﬁrﬂﬁ%ﬂ’aﬁiﬁéﬁgo TEPythonH', ZAYFY
WOEME__init_ (). HIRIEG], Elsel t/ENSHIEA__init__ () ik, DMESEEBIK
B EYE . ForkingClientiEHEM MW IRSS 4R EAE__init_ () LT RIlAfk, SRG7Erun ()
Dy RS a Z A TH R

TSR ARANHIGE “TR M X4 92" ( Object-oriented Programming, fijFKOOP ), 24> X1
W 2 B e K — F OOPHY FEAE 2

#ifilForkingServer2, W LURZIZANWIRE P, A RS54 QT 2 F i
AU A2 RS T WM e 7 I 55 #e i Pl il ForkingmixInZE, AR IR

#!/usr/bin/env python

# Python Network Programming Cookbook -- Chapter - 2

# This program is optimized for Python 2.7.

# It may run on any other version with/without modifications.
# See more: http://docs.python.org/2/library/socketserver.html

import os
import socket
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import threading
import SocketServer

SERVER_HOST = 'localhost'

SERVER_PORT = 0 # tells the kernel to pick up a port dynamically
BUF_SIZE = 1024

ECHO_MSG = 'Hello echo server!'

class ForkingClient () :
"vm A client to test forking server"""
def _ _init_ (self, ip, port):
# Create a socket
self.sock = socket.socket (socket.AF_INET, socket.SOCK_STREAM)
# Connect to the server
self.sock.connect ((ip, port))

def run(self):
"vm Client playing with the server"""
# Send the data to server
current_process_id = os.getpid()

print 'PID %$s Sending echo message to the server : "$s"' % (current_process_id,
ECHO_MSG)

sent_data_length = self.sock.send(ECHO_MSG)

print "Sent: %d characters, so far..." %$sent_data_length

# Display server response
response = self.sock.recv (BUF_SIZE)
print "PID %s received: %s" % (current_process_id, response[5:])

def shutdown (self) :
"mn Cleanup the client socket """
self.sock.close()

class ForkingServerRequestHandler (SocketServer.BaseRequestHandler) :
def handle(self):
# Send the echo back to the client
data = self.request.recv(BUF_SIZE)
current_process_id = os.getpid()

response = '%$s: %s' % (current_process_id, data)

print "Server sending response [current_process_id: data] = [%s]" %response
self.request.send(response)

return

class ForkingServer (SocketServer.ForkingMixIn,
SocketServer.TCPServer,
)
"""Nothing to add here, inherited everything necessary from parents"""
pass

def main() :
# Launch the server
server = ForkingServer ( (SERVER_HOST, SERVER_PORT), ForkingServerRequestHandler)
ip, port = server.server_address # Retrieve the port number
server_thread = threading.Thread(target=server.serve_forever)
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server_thread.setDaemon (True) # don't hang on exit
server_thread.start ()
print 'Server loop running PID: %s' %os.getpid()

# Launch the client(s)
clientl = ForkingClient (ip, port)
clientl.run()

client2 = ForkingClient (ip, port)
client2.run()

# Clean them up
server.shutdown ()
clientl.shutdown ()
client2.shutdown ()
server.socket.close()

if _ name_ == '__main__ ':
main()

222 JRIEBSHT

FLFEPRIHE T —4 Forkingserver3Lfl, 1EASFHREAER GigfT. RGHAIEMNANF
J IR 55 %A H

BATEAEAR, SEFTN

$ python 2_1_ forking mixin socket_server.py

Server loop running PID: 12608

PID 12608 Sending echo message to the server : "Hello echo server!"

Sent: 18 characters, so far...

Server sending response [current_process_id: data] = [12610: Hello echo server!]
PID 12608 received: : Hello echo server!

PID 12608 Sending echo message to the server : "Hello echo server!"

Sent: 18 characters, so far...

Server sending response [current_ process_id: datal] = [12611: Hello echo server!]
PID 12608 received: : Hello echo server!

TEVRI B A P ] RE AN R A IR 55 #1145, DR 115 44 R GE N Sh &Sk

2.3 HTEEEFRESHEEFP(FEH ThreadingMixIn

O TR R AN GG S S PR AR Y, RS SN HRY . vTRERY
JRHA . PR )t ?T”FHE’J«U(M, SRR RE AR 1 2 2B, 55, MBNXANRT R, ik
B socketserver FEE 74 ML IS4, #ifHfiHThreadingMixInZs,
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231 HE&EITIE
X R — T AU LA Nk St e 1 ThreadingMi x Indi 5 — AN 1] FHINE BT IR S5 45

TERBIRE

M 4 R AR 38 L http://www.packtpub.com @ Z MK 7 M F 69 B 5, T AMIZK
Q F P T 848 5 Packt B 5 69 TR . A BARE M ALY 7 W E oG R F, This
Fhttp://www.packtpub.com/support, EMK PG, KAV HIREE WA T

B AR A A 8 W, T R A

2.3.2 SEEUESZ

IR — TP T ForkingMix InfEHEFIR S5 4+, ffi/llThreadingMixIndi’5 I EHET
I 55 g S A A [F] B4 1] S i 55 as A, AN AT LA, 96, ThreadedTCPserverik
K [ TcPServerfiTheadingMixIn, % FUUiiEikiX A ZLMMURS #R0T, SOIH#—Hdte.
112 Ilhttp://docs.python.org/2/library/socketserver.html .

BRI GS e R A P2 ForkingServerRequestHandler 7E— A2 A U B 1] 45
NP, RN ISR fE B . R L, FRATHE R P AR AS O E— A pR A
MAE—AE, F P U A E% P anEs, SRIGnIRSG A% HE .

A BA2-2 J R T Al 7 0] i B iR 55 #e P i H ThreadingMixInZ, WIFFR:

#!/usr/bin/env python

# Python Network Programming Cookbook -- Chapter - 2

# This program is optimized for Python 2.7.

# It may run on any other version with/without modifications.

import os

import socket
import threading
import SocketServer

SERVER_HOST = 'localhost'
SERVER_PORT = 0 # tells the kernel to pickup a port dynamically
BUF_SIZE = 1024

def client(ip, port, message):
" A client to test threading mixin server"""

# Connect to the server
sock = socket.socket (socket.AF_INET, socket.SOCK_STREAM)
sock.connect ( (ip, port))
try:

sock.sendall (message)

response = sock.recv(BUF_SIZE)
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print "Client received: %s" $%response
finally:
sock.close()

class ThreadedTCPRequestHandler (SocketServer.BaseRequestHandler) :
""" An example of threaded TCP request handler """
def handle(self):
data = self.request.recv(1024)
current_thread = threading.current_thread()
response = "%s: %$s" % (current_thread.name, data)
self.request.sendall (response)

class ThreadedTCPServer (SocketServer.ThreadingMixIn, SocketServer.TCPServer) :
"""Nothing to add here, inherited everything necessary from parents"""
pass

if _ name_ == "__main__ ":

# Run server

server = ThreadedTCPServer ( (SERVER_HOST, SERVER_PORT),
ThreadedTCPRequestHandler)

ip, port = server.server_address # retrieve ip address

# Start a thread with the server -- one thread per request
server_thread = threading.Thread(target=server.serve_forever)
# Exit the server thread when the main thread exits
server_thread.daemon = True

server_thread.start ()

print "Server loop running on thread: %s" $%$server_thread.name

# Run clients

client (ip, port, "Hello from client 1")
client (ip, port, "Hello from client 2")
client (ip, port, "Hello from client 3")

# Server cleanup
server.shutdown ()

233 [RIBSHR

AT B SR — RS AR, IFER R B ARSIR s = AN IEAT P, 1 AR A5 AR R
IR MmN, AR5 AT LR 2% o . FEAR S #ioR AL B T handle () JTIEH,
TTHUE] T HATZAR RE BIFRHATEN R, X287 BAERRRE P it PN [l

FER P RSS2 A TP B T sendall () ik, DAGRIE A R BEE T K

$ python 2_2_ threading mixin_ socket_server.py
Server loop running on thread: Thread-1

Client received: Thread-2: Hello from client 1
Client received: Thread-3: Hello from client 2
Client received: Thread-4: Hello from client 3
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24 {fF] select.select ‘RE—HIXERFZEE

TER Y4 155 e LR P FR T BEAT JL T s LT %0 P [ 2 FE A 55 2, st g 25
i O B A2 R R T REANTISCBR . ol T INAF AT 32 BR, HENLICPURE I ARR, FfllH:
B A EAR A B A% i, SELF, Pythonf it select BURFEME DX —RIAE,

241 LECEZ

AT E — AR IR R 55 a5, AFILE 80 280 % P oo i 42, RATTEAS
selectiiBR it select () Irik, TEMIR 2 M55 4% A% 7 i B A AR AR 2 AN 22 BHLIE TH B I
AN

XA Tm AT F— A S RE S sh & P om AR S5 2%, S TIIAS I 2248 58 - -name 288, HATE
MWITHEANT - -name=server, AT G IR E RS54 o WK --—nameZE0FE & T HAN(E,
filiNclient1iclient2, WA SR =% F i, WK % M55 40488 B9 D Ear 21154k
--port W& E . XA HRRFMI T, SAFFEA R R 5 5 Al 55 745 R 7 i o

RIS H2-3)8 R T — " Mili Hlselect . select9S BMIR E N HAE], W0 F Fiw .

#!/usr/bin/env python

# Python Network Programming Cookbook -- Chapter - 2

# This program is optimized for Python 2.7.

# It may run on any other version with/without modifications.

import select
import socket
import sys
import signal
import cPickle
import struct
import argparse

SERVER_HOST = 'localhost'
CHAT_SERVER_NAME = 'server'

# Some utilities

def send(channel, *args):
buffer = cPickle.dumps (args)
value = socket.htonl (len(buffer))
size = struct.pack("L",value)
channel .send(size)
channel.send (buffer)

def receive(channel) :
size = struct.calcsize("L")
size = channel.recv(size)
try:
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size = socket.ntohl (struct.unpack("L", size) [0])
except struct.error, e:
return ''
buf = ""
while len(buf) < size:
buf = channel.recv(size - len(buf))
return cPickle.loads (buf) [0]

send () PREIZIL—1 E 4 2 8 channel Fl— 1 E N S8 *args, i Hcrickletibl i
dumps () JIEFFIESE, T structBHFEEAR RN FIFE, receive () PREHIZIL—
NEA %ﬁchannel °

SR E L chatServerZs, WINHIRN:

class ChatServer (object) :
"'" An example chat server using select """
def _ _init_ (self, port, backlog=5):

self.clients = 0
self.clientmap = {}
self.outputs = [] # list output sockets

self.server = socket.socket (socket.AF_INET, socket.SOCK_STREAM)
self.server.setsockopt (socket.SOL_SOCKET, socket.SO_REUSEADDR, 1)
self.server.bind( (SERVER_HOST, port))

print 'Server listening to port: %s ...' %port
self.server.listen (backlog)

# Catch keyboard interrupts

signal.signal (signal.SIGINT, self.sighandler)

def sighandler(self, signum, frame):
""" Clean up client outputs"""
# Close the server
print 'Shutting down server...'
# Close existing client sockets
for output in self.outputs:

output.close()

self.server.close()

def get_client_name(self, client):
""" Return the name of the client """
info = self.clientmap[client]
host, name = info[0][0], info[l]
return '@'.join((name, host))

ChatServer&f FE AT LU T FIN

def run(self):
inputs = [self.server, sys.stdin]
self.outputs = []
running = True
while running:
try:
readable, writeable, exceptional = select.select (inputs, self.outputs, [])

BIR# XSGR AKIbj(flt0426@163.com) £= BEHRIY



30 % 2% R SHRAAEET VORI

except select.error, e:
break

for sock in readable:
if sock == self.server:
# handle the server socket
client, address = self.server.accept ()

print "Chat server: got connection %d from %s"

address)
# Read the login name
cname = receive(client).split('NAME: ') [1]

# Compute client name and send back
self.clients += 1

send(client, 'CLIENT: ' + str(address[0]))
inputs.append(client)
self.clientmap[client] = (address, cname)

# Send joining information to other clients

msg = "\n(Connected: New client (%d) from %s)"

self.get_client_name(client))
for output in self.outputs:
send (output, msg)
self.outputs.append(client)

elif sock == gys.stdin:
# handle standard input
junk = sys.stdin.readline()
running = False
else:
# handle all other sockets
try:
data = receive (sock)
if data:
# Send as new client's message...

msg = '\n#[' + self.get_client_name (sock)

# Send data to all except ourself
for output in self.outputs:
if output != sock:
send (output, msg)
else:

%

o
s

(client.fileno (),

(self.clients,

+ ']>>' + data

print "Chat server: %d hung up" % sock.fileno()

self.clients -= 1
sock.close ()
inputs.remove (sock)
self.outputs.remove (sock)

# Sending client leaving information to others
% self.get_client_

msg = "\n(Now hung up: Client from %s)"

name (sock)
for output in self.outputs:
send (output, msg)
except socket.error, e:
# Remove
inputs.remove (sock)
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self.outputs.remove (sock)
self.server.close()

VIR AR 25 e 55 A B | — e @bk . 2% P ol %?fhﬁﬁﬁkﬁf$ﬂﬁﬁtﬂEﬁi?%%%zo FZ A
BIEIRS wEE T —FE, WAL tistaE 1 i bk AT, 330 A M80nT LA P IR]— s 1 50 IR
%o WK ZE NS5 # IR T A A — S Mbacklog, FHFE MRS MWt A1
e KA

AR 2 55 fn A MERAN AT, BT MEH s igna LB P i IBfE .
Wi/ — i s S R A o ChatServerZENHWIES (s1cINT ) HEM T —MMF 5 A5k
sighandler. {7 S4B Bk NEEREE AR HINE S )5, QM Tl BT, Hrh g
Fe Pl RBIC A IR SR AR

IR EIRS 0 FEPITHERrun (), fEwhilefGFRPHATENE . run () FEEMR T —1
selectZ [, MIASHUEM R ZIRS A EH T stdin, T SEH RS w5 B BTy £
Eo W Hselect.select () FIEFEMHEI =R, TiEEY | WEEERFMREEETY. W
RENMRSs e RGO RS, o TS i Bdis . iR T s e s an A 5
FRA—DRE P mERIRS & BT, RGeS Pmi 45, WA AR P, i
KEASET AN, Hﬁﬂi%ﬂﬁ%%ﬁ*ﬁtﬂ %Uﬂﬂ AR 2 R 55 BB P AL % P s
e mEA, FeRE % P AR B, R BRI TE R P i e AR B IR = (15 L

MR 38 2 s 1260 3 DA AR .

class ChatClient (object) :
" A command line chat client using select """

def _ init_ (self, name, port, host=SERVER_HOST) :
self.name = name
self.connected = False
self.host = host
self.port = port
# Initial prompt

self.prompt="["' + '@'.join((name, socket.gethostname().split('.')[0])) + "]I> "'
# Connect to server at port
try:

self.sock = socket.socket (socket.AF_INET, socket.SOCK_STREAM)

self.sock.connect((host, self.port))

print "Now connected to chat server@ port %d" % self.port

self.connected = True

# Send my name...

send(self.sock, 'NAME: ' + self.name)

data = receive(self.sock)

# Contains client address, set it

addr = data.split('CLIENT: ') [1]

self.prompt = '[' + '@'.join((self.name, addr)) + 'I> '
except socket.error, e:

print "Failed to connect to chat server @ port %d" % self.port
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sys.exit (1)

def run(self):
vvm Chat client main loop """
while self.connected:
try:
sys.stdout.write(self.prompt)
sys.stdout.flush()
# Wait for input from stdin and socket
readable, writeable,exceptional = select.select ([0, self.sock], [1,I[1])
for sock in readable:
if sock ==
data = sys.stdin.readline() .strip()
if data: send(self.sock, data)
elif sock == self.sock:
data = receive(self.sock)
if not data:
print 'Client shutting down.'
self.connected = False
break
else:
sys.stdout.write(data + '\n')
sys.stdout.flush()

except KeyboardInterrupt:

print " Client interrupted. """
self.sock.close()
break

WAL R = & P iR 2 T name 28, AR EMESHRZ G, XNBFERIESNR
St o FIRTLITRBEE T — 3 E IHRTT [ name@host]>o P T erun () TEIEEE
FIRSS A AR P — BT . AR RS54 25, MR =& P it i fHselect () HikEM .

HEN B TR, B P it R ECEE . W sockMfE o, i HA ] HIEdE,
F T AR LB E . Bk R BEA 2 R TE s tdout B AR A A4 T4 L . TR
ZHMAT SIS, RIRSS A 5E & s, AR s

if _ name_ == "_ _main__ ":
parser = argparse.ArgumentParser (description="'Socket Server Example with Select"')
parser.add_argument ('--name', action="store", dest="name", required=True)
parser.add_argument ('--port', action="store", dest="port", type=int, required=True)

given_args = parser.parse_args ()
port = given_args.port
name = given_args.name
if name == CHAT_SERVER_NAME:
server = ChatServer (port)
server.run()
else:
client = ChatClient (name=name, port=port)
client.run()

XA R 2T =0 — TR SR E N Ss dr, PR TR SR =% 0 . 5 3h
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R4 b, TEA AT ASE(--name=server fll--port=8800, Jizliclientlf}, K FZ
BN - -name=clientl; Jodllclient2ff M- -name=client2, ARG Eclient 1 K IXTHE
"Hello from client 1", iiﬁ\ﬁﬁﬁié§ﬁaﬁ%%EClient2E@?gﬁ%ﬂio Fﬂtﬁ, %Eclient2fpﬁiﬁ§ﬁ5
Hhello from client 2", & FEclient1AY%uHH IR,

255 e i R A

$ python 2_3_chat_server_with_select.py --name=server --port=8800
Server listening to port: 8800 ...

Chat server: got connection 4 from ('127.0.0.1', 56565)

Chat server: got connection 5 from ('127.0.0.1', 56566)

client 1Ay HIANR ;

$ python 2_3_chat_server_ with_select.py --name=clientl --port=8800
Now connected to chat server@ port 8800

[client1@127.0.0.1]>

(Connected: New client (2) from client2@127.0.0.1)
[client1@127.0.0.1]> Hello from client 1

[client1@127.0.0.1]>

#[client2@127.0.0.1]>>hello from client 2

client2f N .

$ python 2_3_chat_server_with_select.py --name=client2 --port=8800
Now connected to chat server@ port 8800

[client2@127.0.0.1]>

#[client1@127.0.0.1]>>Hello from client 1

[client2@127.0.0.1]> hello from client 2

[client2@127.0.0.1]

HEA SRR AN T AR s

ver_with_select.py --name=clie
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242 [RIBSHT
TEXAEE P T e LT P SEH PR%EL: send () Flreceive () o

TEMN R 2 1 55 s AN 7 i R 1S P A~ pR R, AT AR i 7s o WK 3 A 55 e A 1 i
HE CRJTIE AT A 20 T

2.5 {fF select.epoll ZIKE FH Web fR553:

Pythonf{Jselec ek A RZA X EF- 5 UM 45 M PR, 78 Linuxis &l LU
epolle XA PREHIEAE RGNS, LIAREA FAF A T o Wk H i

N select.select TET .

251 SEEUEZ
A TRGE — AT A WeblR 5578, Tl A 392 1 55 28 1 T B0 P33R [ —F 7 S0AK

XA HEIAS A% O E Web IR 5 U wT i b ad b, RATTESR A Ik select . epoll (), MR
Z R SCUHRARST, DR BFEAHE A HI o 7EWeblIRE as TS, B SR It
ROMEES

TURSYE B2-4J8 R 1 I ffi ] select . epol 1S BAH BRI Web/lR 55 4, 4N iz

#!/usr/bin/env python

# Python Network Programming Cookbook -- Chapter - 2

# This program is optimized for Python 2.7.

# It may run on any other version with/without modifications.

import socket
import select
import argparse

SERVER_HOST = 'localhost'

EOL1 = b'\n\n'

EOL2 = b'\n\r\n'

SERVER_RESPONSE = b"""HTTP/1.1 200 OK\r\nDate: Mon, 1 Apr 2013 01:01:01
GMT\r\nContent-Type: text/plain\r\nContent-Length: 25\r\n\r\n

Hello from Epoll Server!"""

class EpollServer (object):
" A socket server using Epoll"""

def _ _init_ (self, host=SERVER_HOST, port=0):

self.sock = socket.socket (socket.AF_INET, socket.SOCK_STREAM)
self.sock.setsockopt (socket.SOL_SOCKET, socket.SO_REUSEADDR, 1)
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self.sock.bind( (host, port))

self.sock.listen(1)

self.sock.setblocking (0)

self.sock.setsockopt (socket.IPPROTO_TCP, socket.TCP_NODELAY, 1)
print "Started Epoll Server"

self.epoll = select.epoll()
self.epoll.register(self.sock.fileno(), select.EPOLLIN)

def run(self):
""rExecutes epoll server operation"""
try:
connections = {}; requests = {}; responses = {}
while True:
events = self.epoll.poll (1)
for fileno, event in events:

if fileno == self.sock.fileno():
connection, address = self.sock.accept/()
connection.setblocking(0)
self.epoll.register (connection.fileno(), select.EPOLLIN)
connections|[connection.fileno()] = connection
requests[connection.fileno()] = b'"
responses [connection.fileno()] = SERVER_RESPONSE

elif event & select.EPOLLIN:
requests[fileno] += connections[fileno].recv(1024)
if EOL1l in requests[fileno] or EOL2 in requests([fileno]:
self.epoll.modify(fileno, select.EPOLLOUT)
print('-'*40 + '\n' + requests([fileno].decode()[:-21)
elif event & select.EPOLLOUT:
byteswritten = connections[fileno].send(responses[fileno])
responses[fileno] = responses[fileno] [byteswritten:]
if len(responses([fileno]) == O0:
self.epoll.modify(fileno, 0)
connections[fileno] .shutdown (socket.SHUT_RDWR)
elif event & select.EPOLLHUP:
self.epoll.unregister (fileno)
connections([fileno] .close()
del connections[fileno]
finally:
self.epoll.unregister (self.sock.fileno())
self.epoll.close()
self.sock.close()

if _ name_ == '__main_ ':
parser = argparse.ArgumentParser (description='Socket Server Example with Epoll')
parser.add_argument ('--port', action="store", dest="port", type=int,

required=True)
given_args = parser.parse_args ()
port = given_args.port
server = EpollServer (host=SERVER_HOST, port=port)
server.run()

BATANEAS, L5 R TS (il inFirefox B 1E ) H¥i Ahttp:/localhost:8800/15 1] Ik 55 7% ,
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TEZ S 2R BN T -

$ python 2_4_simple_web_server_with_epoll.py --port=8800

Started Epoll Server

GET / HTTP/1.1

Host: localhost:8800

Connection: keep-alive

Accept: text/html,application/xhtml+xml, application/xml;qg=0.9,*/*;qgq=0.8
User-Agent: Mozilla/5.0 (X11l; Linux i1686) AppleWebKit/537.31 (KHTML, like Gecko)
Chrome/26.0.1410.43 safari/537.31

DNT: 1

Accept-Encoding: gzip,deflate, sdch

Accept-Language: en-GB,en-US;g=0.8,en;g=0.6

Accept-Charset: IS0-8859-1,utf-8;g=0.7,*;q=0.3

Cookie: MoodleSession=69149dqgnvhett7br3gebsrcmhl; MOODLEID1 =%257F%25BA%2B%2540V

GET /favicon.ico HTTP/1.1

Host: localhost:8800

Connection: keep-alive

Accept: */*

DNT: 1

User-Agent: Mozilla/5.0 (X11; Linux i686) AppleWebKit/537.31 (KHTML, like Gecko)
Chrome/26.0.1410.43 safari/537.31

Accept-Encoding: gzip,deflate, sdch

Accept-Language: en-GB,en-US;g=0.8,en;g=0.6

Accept-Charset: ISO-8859-1,utf-8;g=0.7,%*;9=0.3

TED W A5 I 23 B LR 3% A 730K
Hello from Epoll Server!

X — i R A A AR T -

Eile Edit View Search Terminal Help
farug@ubuntu:chapter2$ python 2_4_simple_web_server_with_epoll.py - -port=8860
Started Epoll Server

Host: localhost:8800

Connection: keep-alive

User-Agent: Mozilla/5.@ (X11; Linux x86_64) AppleWebKit/536.5 (KHTML, like Gecko) Chrome/19.0.1084.52 Safari/536.5
|Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8

IAccept-Encoding: gzip,deflate,sdch

IAccept-Language: en-US,en;q=0.8

IAccept-Charset: 1S0-8859-1,utf-8;q=0.7,%;q=0.3

GET /favicon.ico HTTP/1.1
Host: localhost:8800

1*
User-Agent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/536.5 (KHTML, like Gecko) Chrome/19.0.1084.52 Safari/536.5
IAccept-Encoding: gzip,deflate,sdch

IAccept-Language: en-US,en;q=0.8

[Accept-Charset: I150-8859-1,utf-8;9=0.7,%;9=0.3

M@ @ localhost:8800 - Google Chrome
localhost:8800

* © localhost

Hella from Epoll Server!
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252 [FIBoH4T

FEWebfil 55 #iEpollserver MR A PRI T — M EHFIRS 45, 968 B4 b AL 48 2
Ui E o MRS AR BT AR ZERIA (setblocking (0) ), JFXE T TCP_NODELAYHE
T, LR S5 48 05 G e m] T REAS s ( b AngE SSHIERE T ) ARG AIEE T —{ select . epoll ()
S, PSR SR AL X AL, DA _

TEIXAWebl 55 2 i run () Jrik FOHR T BT E0E . S0E i TRR EFOR .

0O EPOLLIN: EHEFiZsff
0O EPOLLOUT: ERFEHM

XA EBE RS 2430 3/ 1% A SERVER_ RESPONSE, WIER 1 IR S5 #a1) 2% F siiAE 5 5K
P&, "L fEEPOLLOUTH A 5E . A NFET IR, EPOLLHUPEH S — W MG 5 R 4,
BT RS

2.6 fERAH%FE Diesel ZHEAEIREREE

ARG EE S — DRI A RE 28 AR, (RS A2 A AD AR AR S5 e AT, Hedn
VORI BT Pl MR LSRR PIREAS (O R SE . ARZ Python W45 JPEATR ] LAE B fRIEAE
HACR MR o X HLFRAT T — P Btx MO RERY A, B M AEDiesel.

2.6.1 HEEIIE

Diesel fiff H1-IE FH ZE MR B AR BT G N 45 ik 55 2 U505 . Diesel i Ml F A7 31X 24—/ i :
“Diesel#Z.Ose— M E BT, i epol LRI LI AUPERE, RIMEA 10 00082
FEFEARTCYS . 3 — 1 FRATT 3 AT — A7 51 1] 3 R 55 28 2R Diesel i % o IRFE 242 Diesel 3.0
sCHEERRA, i Hpipm IV 5EA: $ pip install diesel >= 3.0,

2.6.2 SEECESZ

TEPythonf¥DiesellEZR N AR P (i Happlication () FRASLHIRIGGIL, 1AL 3 pR R
WHEX AT | o AR — T ff i Dieseldn s 7] i il 55 #% & 2 A fRTH.

AR 3 BA2-5 R T WAl I Diesel 4 55 1] R 45 2%, 4R /s«

#!/usr/bin/env python

# Python Network Programming Cookbook -- Chapter - 2

# This program is optimized for Python 2.7.
# It may run on any other version with/without modifications.
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# You alos need diesel library 3.0 or any later version

import diesel
import argparse

class EchoServer (object) :
"v" An echo server using diesel"""

def handler (self, remote_addr):
"""Runs the echo server"""
host, port = remote_addr[0], remote_addr[l]
print "Echo client connected from: %s:%d" % (host, port)

while True:
try:
message = diesel.until_eol ()
your_message = ': '.join(['You said', messagel])
diesel.send (your_message)
except Exception, e:
print "Exception:",e

def main(server_port):
app = diesel.Application()
server = EchoServer ()
app.add_service(diesel.Service(server.handler, server_port))

app.run()

if _ name_ == '_ _main__ ':
parser = argparse.ArgumentParser (description='Echo server example with Diesel')
parser.add_argument ('--port', action="store", dest="port", type=int,

required=True)
given_args = parser.parse_args ()
port = given_args.port
main (port)

BTN A, a5 2 R an N e

$ python 2_5 echo_server with_diesel.py --port=8800
[2013/04/08 11:48:32] {diesel} WARNING:Starting diesel <hand-rolled select.epoll>
Echo client connected from: 127.0.0.1:56603

TESS — 23 10 rp ] LA Telnet 7 ik 422 1] AR 55, I B I, AR B

$ telnet localhost 8800
Trying 127.0.0.1...

Connected to localhost.

Escape character is 'A]'.
Hello Diesel server?

You said: Hello Diesel server?

AR E R T I Diesel WK Rk 55 48 58 B AR
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% Farug@ubuntu: chapter2
File Edit View Search Terminal Help
farug@ubuntu:chapter2$
farug@ubuntu:chapter2$ python 2_5_echo_server_with_diesel.py --port=8800
[2014/02/22 10:13:23] {diesel} WARNING:Starting diesel <hand-rolled select.epoll>
Echo client connected from: 127.0.0.1:52494

File Edit View Search Terminal Help
farug@ubuntu:chapter2$ telnet localhost 8888
Trying 127.0.0.1...

Connected to localhost.

Escape character is "~]'.
Hello Diesel sever!
fou said: Hello Diesel sever!

26.3 RIESTHR

AR AT ST TSE - —port HAK B 15, K HAL Bimain () B, Dieselh; FHEEF7E
main () RECHRIGRIEIFETT.

TEDiesel P “MR5%7 B, FH%EF?TU?’I@E k%5 . EchoServerKHiE X T
handler () ik, 1EARS SHREMS AL PRI 0% P i . 847 IRS5 B B llhandler () J5 I Fl
F 5B NS E G fiservice () ik,

handler () JrEREMRSS #0170, FERXMEACH, HR55 4 BR [H B S0A .

USRI A BTSSR R i) g T — A A BAFR ] S 7 s/l 55 e s (ARSI R
1-13a) XL, RULRAER ), FATAT Z5 SRR, IEEfEﬁ%TE?F%jJ%*T@J%’ﬂ“FHE
iﬁto
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WA
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RETHE :

Q JEAS b L % B A L

Q @A ICMPZE 5 P 2% 1 E L

O MRS F4&

O MR E N

Q R B PR T W TP ik

Q A R RS

Q R 2 R R TS 1A

Q i FARE B3 F I T A HERE A1
Q il FHUnix3EH F AT HERE RS

Q #IAREE B Python /& & SZHFIPVOE T
Q MIPv6HEhE 4L HUIPVORTSE

Q a5 — AN IPv6Inl i 5 7 i/ AR 55 %

3.1 &Y

AR FH—2L5 = Y EPython socket TR L, i BN P —LE 94K, HilinPython
brEEH ayncore St b . SILFEIRT, MBS RIBZARIMPML, FlIUNICMPA LR FIPv6%:
F i/ R 55 7 o

AR FE I 1 — LR T A 21 T LA ) Python s = AR FH L, 9] A Python P 25 T2 > 51 584
B P 285 85 A ITUHUZE Scapy o

A EE TR TG L A 2 Python FIPVO AL BE 5 1s . AU4ETFF & — NIPVO R - i/ IR 554 oy FH
o HA IR 03 K Unix s 15
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3.2 ARMImOELBIIZEEN

A, VRS T 5E  B  HIAS M 11 % 16 B0 Fe 4 0 T 1 B A e
Bl FIFXANThEE, TRAEF S SRS A I, T ASRE DT ) b k33
3.21 SEEUESZ

ARG — DA Hbsiig e A AR, 8800 1 H2 W 21 A9 T A7 I 1t B 4 ] 1) 43 K 1 1 0L
( http://www.google.com ). FRAITAT LAFEAS My = HUFIZE AR AL [l 15— A8 A RIS o fa i UL,
XS EA M 155, O FATTHITE Web il 55 Az A7 7E 808 11 L.

FRBSVE 3= e — i U Aon ], an R R

#!/usr/bin/env python

# Python Network Programming Cookbook -- Chapter - 3

# This program is optimized for Python 2.7.

# It may run on any other version with/without modifications.

import argparse

LOCAL_SERVER_HOST = 'localhost'
REMOTE_SERVER_HOST = 'www.google.com'
BUFSIZE = 4096

import asyncore
import socket

B4, WAk E X portForwarderZk:

class PortForwarder (asyncore.dispatcher) :
def _ _init_ (self, ip, port, remoteip,remoteport,backlog=5):

asyncore.dispatcher._ _init_ (self)
self.remoteip=remoteip
self.remoteport=remoteport
self.create_socket (socket.AF_INET, socket.SOCK_STREAM)
self.set_reuse_addr ()
self.bind( (ip, port))
self.listen (backlog)

def handle_accept(self):
conn, addr = self.accept()
print "Connected to:",addr
Sender (Receiver (conn) ,self.remoteip, self.remoteport)

RJGE L Receiverflsenderds, WITF AN

class Receiver (asyncore.dispatcher) :
def __init__ (self,conn):
asyncore.dispatcher._ init_ (self,conn)
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self.from _remote_buffer="'"
self.to_remote_buffer='"
self.sender=None

def handle_connect (self):
pass

def handle_read(self):
read = self.recv(BUFSIZE)
self.from _remote_buffer += read

def writable(self):
return (len(self.to_remote_buffer) > 0)

def handle_write(self):
sent = self.send(self.to_remote_buffer)
self.to_remote_buffer = self.to_remote_buffer|[sent:]

def handle_close(self):
self.close()
if self.sender:
self.sender.close()

class Sender (asyncore.dispatcher) :
def __init__ (self, receiver, remoteaddr, remoteport) :
asyncore.dispatcher.__init__ (self)
self.receiver=receiver
receiver.sender=self
self.create_socket (socket.AF_INET, socket.SOCK_STREAM)
self.connect ((remoteaddr, remoteport))

def handle_connect (self):
pass

def handle_read(self):
read = self.recv(BUFSIZE)
self.receiver.to_remote_buffer += read

def writable(self):
return (len(self.receiver.from_remote_buffer) > 0)

def handle_write(self):
sent = self.send(self.receiver.from_remote_buffer)
self.receiver.from_remote_buffer = self.receiver.from remote_buffer[sent:]

def handle_close(self):
self.close()
self.receiver.close()

if _ name_ == "_ _main__ ":
parser = argparse.ArgumentParser (description='Stackless Socket Server Example')
parser.add_argument ('--local-host', action="store", dest="local_host",
default=LOCAL_SERVER_HOST)
parser.add_argument ('--local-port', action="store", dest="local_port", type=int,
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required=True)

parser.add_argument ('--remote-host', action="store", dest="remote_host",
defaul t=REMOTE_SERVER_HOST)
parser.add_argument (' --remote-port', action="store", dest="remote_port",

type=int, default=80)
given_args = parser.parse_args ()
local_host, remote_host = given_args.local_host, given_args.remote_host
local_port, remote_port = given_args.local_port, given_args.remote_port

print "Starting port forwarding local %s:%s => remote %s:%s" % (local_host,
local_port, remote_host, remote_port)

PortForwarder (local_host, local_port, remote_host, remote_port)

asyncore.loop ()

BATRXANEAR, AN _

$ python 3_1 port_forwarding.py --local-port=8800
Starting port forwarding local localhost:8800 => remote www.google.com:80

AEFT IR e 4%, Vil http:/localhost:8800, I W g SR RIS E 0, fEMITHhe
H U A B

Connected to: ('127.0.0.1', 38557)

A by i 11 5 e B e e R AL i R T T A AR T B

Applications Places " gy [] B

arch Terminal Help

faruq@ubunt chapter3§ python 3_1_port_forwarding.py --local-port=8800
Starting port forwar ng lucal lucalhoct 8800 => remote www.google.com:80

Connected to: ('12 ', 52514)

File Edit View arch Terminal Help
farug@ubunt zhapterlsD

Google - Google Chrome

Google

L o & https://www.google.co.uk.

+You

Google

3.2.2 [RIBHHR

?tﬂ]ﬁ'J@T—/l\fﬂ% D%Zi?’@PortForwarder , K E asyncore.dispatcher, asyncore.
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dispatcherZSfde | —MEHFNG, @t 7268 By e H TR W=, Bl anidss
B P i B RS BT . ARTT DL B e SO ek, 7E LR IEAS 3R AT R E e
Thandle_accept () ko

FANHA W% 7K H asyncore.dispatcher , Receiver ZSAEBHHE A IR P imig oK,
sender BN — " Receiver I, HIBHE ZILLH P b, WARFTIL, XA E LT
handle read(). handle write () flwriteable () =¥k, HBEYELHERE FEHL A H
J i 22 [6) A R ) 3 A o

R YL, PortForwarderZRfE—NAHIEHE T T IRAFHEAME Pl R, RS
el sender BRI, FHIHIReceiver S Kb 5 LA FAILHE & di I 22 [H] A R[] il A
3.3 Bid ICMP &EIE MM

ICMP£ 5 (ICMP ping ) AR ILisk A5 38 O I 28 R . ICMPA B HGERAR AT 50, 4T
T Ta 20, i Aping www.google.comBI ], XFEPythonfe )7 H XA fHAXERIWE? XA~
T SRR T —A ] BR Y Py thon 7 56 JEIAS
3.31 HEEIE

BRI s T A, T 20A O P s B AR A 1T o

3.3.2 SERUERZR
PRATEMar M, AEPython AR RGP iping i, AR PI/R:

import subprocess
import shlex

command_line = "ping -c 1 www.google.com"
args = shlex.split (command_line)
try:

subprocess.check_call (args, stdout=subprocess.PIPE, \
stderr=subprocess.PIPE)
print "Google web server is up!"
except subprocess.CalledProcessError:
print "Failed to get ping."

Ry, RO, REFWping T HATSCIEARTT, siEICETIR . BEiS, A7 2E—
AGOEE Py thon AN SCBR AR B0 . 1R, X IAS 2L TR P sl A B B B 0338 AT o

(D ICMPZInternet Control Message Protocol (A K, REZE “MLEHIHRSCHML . —3FH 1
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AT H3-2 R T AR HAATICMP &SR, 4R s -

#!/usr/bin/env python

# Python Network Programming Cookbook -- Chapter - 3

# This program is optimized for Python 2.7.

# It may run on any other version with/without modifications.

import os
import argparse
import socket
import struct
import select
import time

ICMP_ECHO_REQUEST
DEFAULT_TIMEOUT =
DEFAULT_COUNT = 4

= 8 # Platform specific
2

class Pinger (object):
""" Pings to a host -- the Pythonic way"""

def _ _init_ (self, target_host, count=DEFAULT COUNT, timeout=DEFAULT_TIMEOUT) :

self.target_host = target_host
self.count = count
self.timeout = timeout

def do_checksum(self, source_string):
"vv  Verify the packet integritity """
sum = 0
max_count = (len(source_string)/2)*2
count = 0
while count < max_count:

val = ord(source_string[count + 1])*256 + ord(source_string[count])

sum = sum + val
sum = sum & Oxffffffff
count = count + 2

if max_count<len (source_string) :
sum = sum + ord(source_string[len(source_string) - 1])
sum = sum & Oxffffffff

sum = (sum >> 16) + (sum & Oxffff)

sum = sum + (sum >> 16)

answer = ~sum

answer = answer & Oxffff

answer = answer >> 8 | (answer << 8 & O0xff00)
return answer

def receive_pong(self, sock, ID, timeout):

Receive ping from the socket.

time_remaining = timeout
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while True:
start_time = time.time()

readable = select.select([sock], [], [], time_remaining)
time_spent = (time.time() - start_time)
if readable[0] == []: # Timeout

return

time_received = time.time()
recv_packet, addr = sock.recvfrom(1024)
icmp_header = recv_packet[20:28]
type, code, checksum, packet_ID, sequence = struct.unpack(
"bbHHh", icmp_header
)
if packet_ID == ID:
bytes_In _double = struct.calcsize("d")
time_sent = struct.unpack("d", recv_packet[28:28 + bytes_In_double]) [0]
return time_received - time_sent

time_remaining = time_remaining - time_spent
if time_remaining <= 0:
return

A TEE Lsend_ping () 7k, EERIFROEHE %5 HbrENL, mH, EXIrkd
WE P Hdo_checksum () Jrik, KA REHEI R, WTFUIR:

def send_ping(self, sock, 1ID):

Send ping to the target host

target_addr = socket.gethostbyname (self.target_host)
my_checksum = 0

# Create a dummy heder with a 0 checksum.

header = struct.pack("bbHHh", ICMP_ECHO_REQUEST, 0, my_checksum, ID, 1)
bytes_In_double = struct.calcsize("d")

data = (192 - bytes_In_double) * "Q"

data = struct.pack("d", time.time()) + data

# Get the checksum on the data and the dummy header.
my_checksum = self.do_checksum(header + data)
header = struct.pack(
"bbHHh", ICMP_ECHO_REQUEST, 0, socket.htons (my_checksum), ID, 1
)
packet = header + data
sock.sendto (packet, (target_addr, 1))

AR E X —1TJ77k, ping_once (), Hia HAREN AR AR . fEXNI7ET, 2
ICMPHsf& i socket () Tk, BIE—DBEIRIICMPER T . S A BRI f A BRI AR
FOU BT ARSI SR AR AT .
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def ping_once(self):

RAREPITH ET7 e ping () o XDNITEH AN forifFf, 7Efor I ping_once ()
J7ikicount o FESRI [A] AR 56 A 7 AR, BAAARD . AR BEATIR [PISER I R], WA A

Returns the delay (in seconds) or none on timeout.
icmp = socket.getprotobyname ("icmp")
try:
sock = socket.socket (socket.AF_INET, socket.SOCK_RAW, icmp)
except socket.error, (errno, msg):

if errno == 1:
# Not superuser, so operation not permitted
msg += "ICMP messages can only be sent from root user processes"

raise socket.error (msg)
except Exception, e:
print "Exception: %s" % (e)

my_ID = os.getpid() & OxXFFFF

self.send_ping(sock, my_ID)

delay = self.receive_pong(sock, my_ ID, self.timeout)
sock.close()

return delay

TR M, ARSI

if

def ping(self):

Run the ping process

for i in xrange(self.count):

print "Ping to %s..." % self.target_host,
try:
delay = self.ping_once()
except socket.gaierror, e:
print "Ping failed. (socket error: '%s')" % el[ll]
break
if delay == None:
print "Ping failed. (timeout within %ssec.)" % self.timeout
else:
delay = delay * 1000

print "Get pong in %0.4fms" % delay

__name___ == '__main__ ':
parser = argparse.ArgumentParser (description='Python ping')
parser.add_argument ('--target-host', action="store", dest="target_host",

required=True)

given_args = parser.parse_args ()
target_host = given_args.target_host
pinger = Pinger (target_host=target_host)
pinger.ping ()
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LU B B A is AT I AN, A3 20005 R B .

$ sudo python 3_2_ping remote_host.py --target-host=www.google.com

Ping to www.google.com... Get pong in 7.6921ms
Ping to www.google.com... Get pong in 7.1061ms
Ping to www.google.com... Get pong in 8.9211ms
Ping to www.google.com... Get pong in 7.9899ms

333 [RIES

Pinger&iE L TIRZAMII L, WG aE TSR, HEMHPEE, S8R
ME, WS

O target_host: &I HIRENL;

Q count: ZFUIREL;

O timeout: IXMEHEEIATLE AR TE A A B4 E o

fEsend_ping () 7 EHFERECT HAR EHLAIDNS EHL4 , R Hstruct il 7—4
ICMP_ECHO_REQUESTH AL, TEX ik —E Effi Hldo_checksum () J7 i A B0 19 5
. do_checksum () LW —MEFAH, 23 A2 J5 A i— AN ORI A . FERRIC
receive_pong () FTIETEAR BITK M A ] 2 BT — ELAERFR N , a4 BRI A, SR )5 JTUICMP
Wl A5, X EERAID, PSR R -0 LG BRI E 3R R ]

3.4 FRrmiEMiRkss L4k
AT, FERGIRSS WA, LB AT — MR A RS R AT R 28

341 SLHUEZ

AT LARE — AP, — S A MRS 4, ok s — Bt ], 2 A
BRI BT TR A TR 2 F R A H L B — S Web TR 25 2% . LR85 T A Laos 11
A A 2 AR B AL (5

IRASIE2A3-3 R T W S 4 5 B4k, W F R

#!/usr/bin/env python

# Python Network Programming Cookbook -- Chapter - 3

# This program is optimized for Python 2.7.

# It may run on any other version with/without modifications.

import argparse
import socket
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import errno
from time import time as now

DEFAULT_ TIMEOUT = 120
DEFAULT_SERVER_HOST = 'localhost'
DEFAULT_SERVER_PORT 80

class NetServiceChecker (object) :
""" Wait for a network service to come online"""
def __init__ (self, host, port, timeout=DEFAULT_TIMEOUT) :
self.host = host
self.port = port
self.timeout = timeout
self.sock = socket.socket(socket.AF_INET, socket.SOCK_STREAM)

def end_wait (self):
self.sock.close()

def check(self):
""" Check the service """
if self.timeout:
end_time = now() + self.timeout

while True:
try:
if self.timeout:
next_timeout = end_time - now()
if next_timeout < 0:
return False
else:
print "setting socket next timeout %ss" %$round(next_timeout)
self.sock.settimeout (next_timeout)
self.sock.connect((self.host, self.port))
# handle exceptions
except socket.timeout, err:
if self.timeout:
return False
except socket.error, err:
print "Exception: %$s" %err
else: # if all goes well
self.end_wait ()
return True

if _ name_ == '__main__ ':
parser = argparse.ArgumentParser (description='Wait for Network Service')

parser.add_argument ('--host', action="store", dest="host",
defaul t=DEFAULT_SERVER_HOST)

parser.add_argument ('--port', action="store", dest="port", type=int,
defaul t=DEFAULT_SERVER_PORT)

parser.add_argument ('--timeout', action="store", dest="timeout", type=int,

defaul t=DEFAULT_TIMEOUT)
given_args = parser.parse_args ()
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host, port, timeout = given_args.host, given_args.port, given_args.timeout
service_checker = NetServiceChecker (host, port, timeout=timeout)
print "Checking for network service %s:%s ..." %(host, port)
if service_checker.check() :
print "Service is available again!"

WRAEARI B ListTE — P WebllR 55 %%, il Apache, 21Tk MIA S 2B 210 T i -

$ python 3_3 wait_for remote_service.py
Waiting for network service localhost:80 ...
setting socket next timeout 120.0s

Service is available again!

BUAESS 1 ApacheE 7, FRHBATIXAMAIAS, SRS HS Apache, U B 24 A, 78
e b, fiban .

Exception: [Errno 103] Software caused connection abort
setting socket next timeout 104.189137936

Exception: [Errno 111] Connection refused

setting socket next timeout 104.186291933

Exception: [Errno 103] Software caused connection abort
setting socket next timeout 104.186164856

Service is available again!

T A R T 25 R Apache WebfIR 55w it R .

s fully qualified domain name, usin r Serveriane

rt

not rellably s fully qualified domain name, using 127.@.0. r ServerNane

faruagubuntu: chap ]

342 [RIBOHT

LIRIEAE FargparseHUZIOH AT, AELFEHLA | S RG], AR AR RS
ERF T TT MRS B[] XA AR T — NetserviceCheckerJ5L M, SRJ5 1 Hcheck ()
ke AT ISR ERJEEE R, M HEE M settimeout () LSRG A
5], Rinext_timeout. #RJGcheck () HIETHHERE F M connect () Jr ke RS H] 235
ZHTAET T B 2RSS S T H o check () LA RN ERL AT 5, DL a7
sy Bs} () IR P 4 o P e e B )
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3.5 MEEFHAIEDO

TEPython 51 H B2 4 PR 25 45 LT AME . AIRZER =J7 PR LI, A LA EI T
Aid, BATRE— T anfar LU S e IR 8 i —#ds

351 HEEIE
AT 5 BEAE LinuxiZ 45 HPHE 4T, AR I T R MZ5 3201, 0T AT R A4 :

$ /sbin/ifconfig _

3.5.2 SEEUEZ

AT B34 R T Wfar g &3 01, R B

#!/usr/bin/env python

# Python Network Programming Cookbook -- Chapter - 3

# This program is optimized for Python 2.7.

# It may run on any other version with/without modifications.

import sys
import socket
import fcntl
import struct
import array

SIOCGIFCONF = 0x8912 #from C library sockios.h
STUCT_SIZE_32 = 32

STUCT_SIZE_64 = 40

PLATFORM_32_MAX_NUMBER = 2%**32
DEFAULT_INTERFACES = 8

def list_interfaces():
interfaces = []
max_interfaces = DEFAULT_INTERFACES
is_64bits = sys.maxsize > PLATFORM_32_MAX_ NUMBER
struct_size = STUCT_SIZE_64 if is_64bits else STUCT_SIZE_32
sock = socket.socket (socket.AF_INET, socket.SOCK_DGRAM)
while True:

bytes = max_interfaces * struct_size

interface_names = array.array('B', '\0' * bytes)
sock_info = fcntl.ioctl (
sock.fileno(),
SIOCGIFCONF,
struct.pack('iL', bytes, interface_names.buffer_info() [0])
)
outbytes = struct.unpack('iL', sock_info) [0]
if outbytes == bytes:
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max_interfaces *= 2
else:
break
namestr = interface_names.tostring/()
for i in range(0, outbytes, struct_size):
interfaces.append( (namestr[i:1+16].split('\0', 1) [0]))
return interfaces

if _ name__ == '__main__':
interfaces = list_interfaces()
print "This machine has %s network interfaces: %$s." % (len(interfaces), interfaces)

EIRBAARES N 2 1T, F i AR AT

$ python 3_4_ list_ network interfaces.py
This machine has 2 network interfaces: ['lo', 'ethO'].

3.5.3 [FRENR

AT AR S PRI R IE T . 1ist_interfaces () ik — B
TR, AR P RAREN R 2542 1 F R, ek 2P fnc e B i iocel () ik, fnctl
BB T —2Unixf2 )y, Fliltncel () o MR ATERIZ S HIATER Y LT 1O
BAE . SUUHIARTF B R E T X R B £11eno () JIHEZRIR.

ioctl () LM HAMSEES . CEZF e LW H i SToCGIFADDR, LLAffifstruct
B e [0 pack () PR OER A2 B Y BB S5 R o B A5 R R B 0 I8 A7 M Bk BR AF TR R
interface_names™, ZBHGIERNioctl () FIEMEERIRM . Mioctl () Ik ml4s
sock_inforPBUBEMRIG , AR K/NIAE By tesklZE, WP RIZE4: O R BIGT . N TR IkZ
FIBR I VR AN IR, X MR EEAE— D whilefEIRR 2R, DAMEIRE T,

BOMZAFNEFinterface names I FAF AP HENL, e BuX 48 & 18 B,
SRIGEHEARAFAER IR E O R AR, FElist_interfaces () REEJG, RELHXAEN
BIE

3.6 HHIKFPENEOR IP Hulik
TEPython M 25 1 R A vl BE TR Bk HY A~ P 2843 1 TPt

3.6.1 HEETITIE

XA SELinux % Y o B —2EPythonBi R 2 Kl i1, A WindowsHIMac V-5 #4172
PIRYTIEE. N, http:/sourceforge.net/projects/pywin32/42 % i Windows S HR ) 22
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3.6.2 SKEUEZ
PRAT A £nc e IR AR I B0 25 FPAE T TP L .
AU B3-S R 1 AT e AR A B 5 P 4R 98 E 4 RGPS, AR s

#!/usr/bin/env python

# Python Network Programming Cookbook -- Chapter - 3

# This program is optimized for Python 2.7.

# It may run on any other version with/without modifications.

import argparse
import sys
import socket
import fentl
import struct
import array

def get_ip_address (ifname) :
s = socket.socket (socket.AF_INET, socket.SOCK_DGRAM)
return socket.inet_ntoa(fcntl.ioctl (
s.fileno(),
0x8915, # SIOCGIFADDR
struct.pack('256s', ifname[:15])

) [20:247)

if _ name_ == '__main__ ':
parser = argparse.ArgumentParser (description='Python networking utils')
parser.add_argument ('--ifname', action="store", dest="ifname", required=True)

given_args = parser.parse_args ()
ifname = given_args.ifname
print "Interface [%$s] --> IP: %s" % (ifname, get_ip_address (ifname))

BAMEA ks 1 R —AT, AR R

$ python 3_5_get_interface_ip_ address.py --ifname=eth0
Interface [eth0] --> IP: 10.0.2.15

3.6.3 RIS

XA FIRT— TS L IRIIA N — s 21T S50 BEAR I IPHLhE B 2582 11 44 o
get_ip_address () REBIHE—NEZLFNS, SRIFHMfnctl. ioctl () REFI X N EHF
Y RAHRITPIE B . TER, socket.inet_ntoa () BREAIVERE, 0 dhH B s 300 T2 /Y
NZEAT Y oA

3.7 HMEEFFHROEETE
USRI A AT 2 1 0 P L A B AR L, 4 7
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TFg o XFEA REAIEIE a5 1B A A0 T3 RS B4 1
3.71 EETE

XATEE N LinuxiZ & ME 1Y, KNI TCETEWindowsaiMac 4B T, XPHmg S T —
AN E A T H——nmap. FEnmapht M ikhttp:/nmap.org/H A] DL T i 245 8.

iB47

XML T Bpython-nmaptiidl, nIEifpipZds, WFPIR:

$ pip install python-nmap

3.7.2 SEEUEZ
TRATTAT LA — AN X4, K5 G T A TPHINE , T FEAT (] — R i AR e 1

RS

RAD T BA3-6 S R T WAT 400 I 25 322 T RRDIRZS, W

#!/usr/bin/env python

# Python Network Programming Cookbook -- Chapter - 3

# This program is optimized for Python 2.7.

# It may run on any other version with/without modifications.

import argparse
import socket
import struct
import fcntl
import nmap

SAMPLE_PORTS = '21-23"

def get_interface_status (ifname) :

if

sock = socket.socket (socket.AF_INET, socket.SOCK_DGRAM)

ip_address = socket.inet_ntoa(fcntl.ioctl(
sock.fileno ()
0x8915, #SIOCGIFADDR, C socket library sockios.h
struct.pack('256s', ifname[:15])

) [20:247])

nm = nmap.PortScanner ()

nm.scan (ip_address, SAMPLE_PORTS)

return nm[ip_address] .state()

__name__ == '__main__ ':
parser = argparse.ArgumentParser (description='Python networking utils')
parser.add_argument ('--ifname', action="store", dest="ifname", required=True)

given_args = parser.parse_args ()
ifname = given_args.ifname
print "Interface [%$s] is: %s" %$(ifname, get_interface_status(ifname))
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WERIBATIXA A A e tho PR, 257 RIS 1 1Y% i -

$ python 3_6_find network interface_status.py --ifname=eth0
Interface [eth0] is: up

3.7.3 RIS

XA AT A TR O 4, RIEF HfS % get _interface_status () FREL, XA
BOm 3 A FR—ANUDPEAE TR 4 $8 3)12:4% 1 TP Hb AL

XA T 25— Ty i nmap i) SR E . FRATHT LU Hpip MPyPIE 2 3E X MR . nmapd]
S Hnm, JEiE L Port Scanner () BIELRY . WA A HILIP IS 5 BE SR HOGH 7 9 26 422 11 1Y
RE

3.8 MM EZHRFBEILE

WA NG R4 rh—Se i g AT L, LRGN S — AR 2 1R IR Le EHLATT IS, ARAT
DA S — MR B SY , iJoRe 75 FAR EA LK 2 AT R r

3.8.1 HEEIE

XA TS TG B2 Scapy [ (2.200 FRRAS ), I 2 Hidik Mhttp://www.secdev.org/projects/scapy/
files/scapy-latest.zip

3.8.2 EESZ

FRATAT A G 56 =05 W45 5301 Scapy it SIICMPE . AN S22 Wia 473 4
A, FrAHE B Pythonh Y schedlbidl , AT SS .

AR B3-7 )87 1 AT RN AR TS Ao, R P «

#!/usr/bin/env python

# Python Network Programming Cookbook -- Chapter - 3

# This program is optimized for Python 2.7.

# It may run on any other version with/without modifications.
# This recipe requires scapy-2.2.0 or higher

import argparse

import time

import sched

from scapy.all import sr, srp, IP, UDP, ICMP, TCP, ARP, Ether
RUN_FREQUENCY = 10

scheduler = sched.scheduler (time.time, time.sleep)
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def detect_inactive_hosts (scan_hosts):
Scans the network to find scan_hosts are live or dead
scan_hosts can be like 10.0.2.2-4 to cover range.
See Scapy docs for specifying targets.
global scheduler
scheduler.enter (RUN_FREQUENCY, 1, detect_inactive_hosts, (scan_hosts, ))
inactive_hosts = []
try:
ans, unans = sr(IP(dst=scan_hosts)/ICMP(), retry=0, timeout=1)
ans.summary (lambda(s,r) : r.sprintf("$IP.src% is alive"))
for inactive in unans:
print "%s is inactive" %inactive.dst
inactive_hosts.append (inactive.dst)

print "Total %d hosts are inactive" % (len(inactive_hosts))
except KeyboardInterrupt:

exit (0)
if _ name_ == "_ _main__ ":
parser = argparse.ArgumentParser (description='Python networking utils')
parser.add_argument ('--scan-hosts', action="store", dest="scan_hosts",

required=True)
given_args = parser.parse_args ()
scan_hosts = given_args.scan_hosts
scheduler.enter (1, 1, detect_inactive_hosts, (scan_hosts, ))
scheduler.run/()

T FEIAS By i £ 40 TR A A TS -

$ sudo python 3_7_detect_inactive_machines.py --scan-hosts=10.0.2.2-4
Begin emission:

.*...Finished to send 3 packets.

Received 6 packets, got 1 answers, remaining 2 packets
10.0.2.2 is alive

10.0.2.4 is inactive

10.0.2.3 is inactive

Total 2 hosts are inactive

Begin emission:

* Finished to send 3 packets.

Received 3 packets, got 1 answers, remaining 2 packets
10.0.2.2 is alive

10.0.2.4 is inactive

10.0.2.3 is inactive

Total 2 hosts are inactive

3.8.3 [RIEBSR
IR EAS e M AR AT A B — 2 N 2% ML, RfE RS fE scan_hostsHY, RGHIE—
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ANHEERE, BfF—FHafT—Kdetect_inactive_hosts () BA%{, detect_inactive_hosts ()
PR S U scan_hosts, ZPREIA T ScapyEHsr () PREL.

detect_inactive_hosts () BREFR I Hschedule. enter () B, LLEZHEA O 10 2
Ja KB T, tntk—k, ?ﬁﬂ‘]ﬁ'fﬂ%“éﬁiﬂ;ﬁﬁh THRES T .

Scapy/FE st () BREFEI S B EIP . PR — e HilE B . XA S,
scan_hostsf&4A1P () Jrik, fE By BAR 0L, MU & HICMP, PHsGd nl{fi FHTCPE{UDP,
FATRATH8 E A — YOI I I )i oy —F>, DUMESRTHIAAR RS T3, AT L) A O 24k, %
FNFF5 TR AT E

PR s T () TE— T R R R Y ERLAITER A B9 L. FAT AR T TERIE i 4L,
M — I, SRIRITENH R

3.9 (EABEENEZRFHNITERNIAIZEERE

BHEF, P IAS S o SRR S . FUnix/Linux, & —PHESME “MHiEnER:
F”, Blsocketpair, X—T1%FIHAELSZE

39.1 EEIE

XA A A Unix/Linux EHLM S, ANl A 7E Windows/MacH 217 .

3.9.2 LR
A1 E A test_socketpair () RETPHE IS, M EEFMsocketpair () PREL.
I TE 3-8 — P socketpair IR B, WITFFIR:
#!/usr/bin/env python
# Python Network Programming Cookbook -- Chapter - 3
# This program is optimized for Python 2.7.

# It may run on any other version with/without modifications.

import socket
import os

BUFSIZE = 1024
def test_socketpair():

" Test Unix socketpair"""
parent, child = socket.socketpair ()
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pid = os.fork()

try:

if pid:
print "@Parent, sending message..."
child.close()
parent.sendall ("Hello from parent!")
response = parent.recv (BUFSIZE)
print "Response from child:", response
parent.close()

else:

print "@Child, waiting for message from parent"
parent.close()
message = child.recv (BUFSIZE)
print "Message from parent:", message
child.sendall ("Hello from child!!")
child.close()

except Exception, err:

print "Error: %$s" %$err

if _ name_ == '__main__ ':
test_socketpair ()

RS B A0 B

$ python 3_8_ipc_using socketpairs.py
@Parent, sending message...

@Child, waiting for message from parent

Message from parent: Hello from parent!
Response from child: Hello from child!!

393 [RIESh

socket.socketpair () BREGR PRI HIE N ERE TS, X BERNTEHF—DFRAA
BT, BN TERET . 1T Hos. fork () HERAER T H— 00, HiR [H145 R AL
HRIID, FEAHERE, Jedt o — R BT e, RGeS pr bR p B R
sendall () FIEZLIIEE . fEtry-except AT, BALFRITED K

3.10 {EA Unix i EZEFITIHIZERE

A B A Unix3 2325 ( Unix Domain Socket, fAjFRUDS ) 2B pEFE 2 (0] 8 (=0 5 fE
TEUnixH , — YIRS o Q0 SRR T B — AN X FP R AR [R]85 1) 5, X ASTROms ] LAZS /R — 25 B

3.10.1 SLEES
FRATZ S 8 —NUDSHRS B8, 458 38— AU RSB A% b R Ta 38— ANUDS% P, i)
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A AT B A TR 45
RIS B3-9att— N Unixddl EE TR 545, W R

#!/usr/bin/env python

# Python Network Programming Cookbook -- Chapter - 3

# This program is optimized for Python 2.7.

# It may run on any other version with/without modifications.

import socket
import os

import time

SERVER_PATH = "/tmp/python_unix_socket_server"

def run_unix_domain_socket_server() :
if os.path.exists (SERVER_PATH) :
os.remove ( SERVER_PATH )

print "starting unix domain socket server."
server = socket.socket( socket.AF_UNIX, socket.SOCK_DGRAM )
server .bind (SERVER_PATH)

print "Listening on path: %$s" $SERVER_PATH
while True:

datagram = server.recv( 1024 )

if not datagram:

break
else:
print "-" * 20
print datagram
if "DONE" == datagram:
break
print "-" * 20

print "Server is shutting down now. ..
server.close ()

os.remove (SERVER_PATH)

print "Server shutdown and path removed."

if name == '_main__"':
run_unix_domain_socket_server ()

ARALIE BA3-9b & — P UDSE i, 4R s

#!/usr/bin/env python

# Python Network Programming Cookbook -- Chapter - 3

# This program is optimized for Python 2.7.

# It may run on any other version with/without modifications.

import socket
import sys
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SERVER_PATH = "/tmp/python_unix_socket_server"

def run_unix_domain_socket_client () :
""" Run "a Unix domain socket client """
sock = socket.socket (socket.AF_UNIX, socket.SOCK_DGRAM)

# Connect the socket to the path where the server is listening
server_address = SERVER_PATH
print "connecting to %s" % server_address
try:
sock.connect (server_address)
except socket.error, msg:
print >>sys.stderr, msg
sys.exit (1)

try:
message = "This is the message. This will be echoed back!"
print "Sending [%s]" %message
sock.sendall (message)
amount_received = 0
amount_expected = len(message)

while amount_received < amount_expected:
data = sock.recv(1l6)
amount_received += len(data)
print >>sys.stderr, "Received [%$s]" % data

finally:
print "Closing client"
sock.close ()

if name == '__main__':
run_unix_domain_socket_client ()

255 g 640 HE AR s

$ python 3_9a_unix domain_socket_server.py
starting unix domain socket server.
Listening on path: /tmp/python unix_socket_server

This is the message. This will be echoed back!
;v AR R

$ python 3_9b_unix domain_ socket_client.py
connecting to /tmp/python_unix socket_server
Sending [This is the message. This will be echoed back!]

3.10.2 JRIERR
FATAHUDSH 1 om FIfE 554 LT — SR AR, AR AR A T
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TERR S5 A B ACHS  , URAT— UGB A TR Jm B ARATIORATAE , DR MR o SRJS B — 1 Unix
BAERER Y, eI EMEE L, WUt ARER . AR BER T, firecy () Tk
BRI 3 A 1 ORI T EN I B 1

% oAU B T — A Unix i 5457, S HE TR IR 55 de ik o % 7 i il sendal1 )
Jrik e ss A ik — R, RS SERRX L SR ], FHTEIH

3.11 HIARER Python EE#F IPv6 EEF

IPES6IE (TPv6 ) 70 Ml AN A2 Mgk P TF 6 R FH . JLRRAE 2 S — NP6 I R, _
B SC B HNE R R 2 T 45 IPv6,, FELinux/Unix™, Al3@ T @ e SN «

$ cat /proc/net/if_ineté6

00000000000000000000000000000001 01 80 10 80 lo
£e800000000000000a0027£f£fe950d1a 02 40 20 80 eth0

i FHPython It iT LUK A2 VR A B 38 S 15 SCRFIPVG, LA 222 i Py thon 2 75 30 HF o

3111 EFRTIIE
TEXATE R, B lpipZi2E—"Python®E = F &, netifaces, W FAIR:

$ pip install netifaces

3.11.2 SLEGEZ

FATAT IS =5 Pineti faces B MR BYBL# 278 SCRFIPvO . FRATTEE A AT A>3 v 19
interfaces () AL, FIHRGEHPAHET,

ARH I FA3-10 2 KA I 45 2 15 L HFIPVO A PythonfiIAS , R Bk .

#!/usr/bin/env python

# Python Network Programming Cookbook -- Chapter - 3

# This program is optimized for Python 2.7.

# It may run on any other version with/without modifications.
#IPv6 test in Unix commandline: S$cat /proc/net/if_ineté6

import socket
import argparse
import netifaces as ni

def inspect_ipv6_support () :

" Find the ipvé6 address"""
print "IPV6 support built into Python: %s" %$socket.has_ipv6
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ipv6_addr = {}
for interface in ni.interfaces():
all_addresses = ni.ifaddresses(interface)
print "Interface %s:" %$interface
for family,addrs in all_addresses.iteritems() :
fam_name = ni.address_families[family]

print ' Address family: %s' % fam_name
for addr in addrs:
if fam_name == 'AF_INET6':
ipv6_addr[interface] = addr['addr']
print ! Address : %s' % addr['addr']
nmask = addr.get ('netmask', None)
if nmask:
print Netmask : %$s' % nmask
bcast = addr.get ('broadcast', None)
if bcast:
print ' Broadcast: %$s' % bcast

if ipv6_addr:

print "Found IPv6 address: %s" %$ipv6_addr
else:

print "No IPv6 interface found!"

if _ name_ == '__main__ ':
inspect_ipv6_support ()

XA RIS By i 1 4 B -

$ python 3_10_check_ ipvé6_support.py
IPV6 support built into Python: True
Interface lo:
Address family: AF_PACKET
Address : 00:00:00:00:00:00
Address family: AF_INET
Address : 127.0.0.1
Netmask : 255.0.0.0
Address family: AF_INET6
Address : ::
Netmask : ffff:ffff:ffff:ffff:FEFF:FFfFf:fFFFf:FEFF
Interface ethO:
Address family: AF_PACKET
Address : 08:00:27:95:0d:1a
Broadcast: ff:ff:ff:ff:ff:£ff
Address family: AF_INET
Address : 10.0.2.15
Netmask : 255.255.255.0
Broadcast: 10.0.2.255
Address family: AF_INET6
Address : fe80::a00:27ff:fe95:dla
Netmask : ffff:ffff:ffff:fFfff::
Found IPv6 address: {'lo': '::1', 'ethO': 'fe80::a00:27ff:fe95:dla"'}
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3.11.3 [REDR

KA 1 B L AFIPVO ) B4 inspect_ipv6_support () B Jefli [ socket .has_ipv6efs
e Pythonfi 2 B TIPVv6 2 £F . ARG fnetifacestitiffinterfaces () BREL, FIH
FirfHn . MHlifaddresses () JTEMIRAEA T —ADMZHED, 23R MEXAS4E T A TP
Hko SRJE N ERBUR R IPARSCAR B, Ianphscis . stk . PIZSHERD AN e bk . QR pMSU DT
BiaF_INET6, SUHLMIZEHEE D AHEEAINE 1Pve_addressF i,

3.12 M IPv6 tthlit 12 EY IPv6 B4

TEIPVOR R, ARELMIPvOsthE H 4k AT A5 B o 17, FERERFC 351300 X, HijTh 644
IPvo ik 4 X 3 FH T 2R A7 I IDZH A 38 % FH— B ORI ER (/48 ), nJLIE XARZ T
K. HEARRYATS (Hlhn/64 ), {3 FPython A< 7T LASE 75 (6 1 £k BT 265 6 o

3121 SEREZ
AR LI S = 5 inet i faces flnetaddr3k i IPvo b P AYTPVORTSR, AT /N

#!/usr/bin/env python

# Python Network Programming Cookbook -- Chapter - 3

# This program is optimized for Python 2.7.

# It may run on any other version with/without modifications.

import socket
import netifaces as ni
import netaddr as na

def extract_ipv6_info():
" Extracts IPv6 information"""
print "IPV6 support built into Python: %s" $%$socket.has_ipv6
for interface in ni.interfaces():
all_addresses = ni.ifaddresses(interface)

print "Interface %s:" %interface
for family,addrs in all_addresses.iteritems() :
fam_name = ni.address_families[family]
#print ' Address family: %$s' % fam_name
for addr in addrs:
if fam_name == 'AF_INET6':

addr = addr['addr']
has_eth_string = addr.split("%$eth")
if has_eth_string:

addr = addr.split("%eth") [0]

print IP Address: %s" %na.IPNetwork (addr)

print " IP Version: %$s" %na.IPNetwork (addr) .version

print " IP Prefix length: %s" %na.IPNetwork (addr) .prefixlen
print " Network: %s" %na.IPNetwork (addr) .network
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print " Broadcast: %s" %na.IPNetwork (addr) .broadcast

if _ name__ == '__main__':
extract_ipv6_info ()

XA A B i 1 4R B

$ python 3_11 extract_ipvé_prefix.py
IPV6 support built into Python: True
Interface lo:
IP Address: ::1/128
IP Version: 6
IP Prefix length: 128
Network: ::1
Broadcast: ::1
Interface ethO:
IP Address: fe80::a00:27ff:fe95:d1a/128
IP Version: 6
IP Prefix length: 128
Network: fe80::a00:27ff:fe95:dla
Broadcast: fe80::a00:27ff:fe95:dla

3.122 [RIERMR

PythonffJnetifaces i H interfaces () flifaddresses () 4™ B& E AR B 25 422 11 1)
IPvoHiLhL . b I W24 kI Fine t addr BB B o XA I TPNetwork () FEHA3E J5 vk
AR IPvABIPVOBLE, JFITHIAHATZR . RIZG LA FE bk . X 26 (5 B TPNetwork ()
é’éiﬁﬂﬂ'{]version\ prefixlen, networkflbroadcast/@IEHF IR,

3.13 HwE— IPv6 B EEFim/fRFEE
PRELE— A SRV S5 Ao 13, A RIS & AIPVARAT (T X

3131 SLEUEZ

X FLA % 75 58 RN 5 TPvA I g 26 i/ IR 55 e — o ME— B2 DRI, A TTTPve s At
BTN

FRASYE H3-11afEIPvO Rl B AR S5 2%, AT TR

#!/usr/bin/env python

# Python Network Programming Cookbook -- Chapter - 3

# This program is optimized for Python 2.7.

# It may run on any other version with/without modifications.

import argparse
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import socket
import sys

HOST = 'localhost'

def echo_server (port, host=HOST) :
""r"Echo server using IPv6 """

for result in socket.getaddrinfo (host, port, socket.AF_UNSPEC, socket.SOCK_STREAM,

0, socket.AI_PASSIVE):
af, socktype, proto, canonname, sa = result
try:
sock = socket.socket (af, socktype, proto)
except socket.error, err:
print "Error: %s" %err

try:
sock.bind(sa)
sock.listen(1)

print "Server lisenting on %s:%s" % (host, port)

except socket.error, msg:
sock.close()
continue
break
sys.exit (1)
conn, addr = sock.accept()
print 'Connected to', addr
while True:
data = conn.recv(1024)

print "Received data from the client: [%$s]" %data

if not data: break
conn.send (data)

print "Sent data echoed back to the client: [%s]"

conn.close()

if name == '__main__':

parser = argparse.ArgumentParser (description='IPv6 Socket Server Example')

$data

parser.add_argument ('--port', action="store", dest="port",

required=True)
given_args = parser.parse_args ()
port = given_args.port
echo_server (port)

AHE R BA3-1 1bJEIPvO ] B % P, AR Al

#!/usr/bin/env python
# Python Network Programming Cookbook -- Chapter - 3
# This program is optimized for Python 2.7.

# It may run on any other version with/without modifications.

import argparse
import socket
import sys
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HOST = 'localhost'
BUFSIZE = 1024

def ipv6_echo_client (port, host=HOST) :
for res in socket.getaddrinfo (host, port, socket.AF_UNSPEC, socket.SOCK_STREAM) :
af, socktype, proto, canonname, sa = res
try:
sock = socket.socket(af, socktype, proto)
except socket.error, err:
print "Error:%s" %err
try:
sock.connect (sa)
except socket.error, msg:
sock.close()
continue
if sock is None:
print 'Failed to open socket!'
sys.exit (1)
msg = "Hello from ipvé6 client"
print "Send data to server: %s" %msg
sock.send (msg)
while True:
data = sock.recv(BUFSIZE)
print 'Received from server', repr (data)
if not data:
break
sock.close()

if _ name_ == '__main__ ':
parser = argparse.ArgumentParser (description='IPv6 socket client example')
parser.add_argument ('--port', action="store", dest="port", type=int,
required=True)
given_args = parser.parse_args()
port = given_args.port
ipv6_echo_client (port)

e 55 A5 i)t AT

$ python 3_12a_ipvé6_echo_server.py --port=8800

Server lisenting on localhost:8800

Connected to ('127.0.0.1', 35034)

Received data from the client: [Hello from ipvé client]

Sent data echoed back to the client: [Hello from ipvé6 client]

& I A AR
$ python 3_12b_ipvé6_echo_client.py --port=8800

Send data to server: Hello from ipv6é client
Received from server 'Hello from ipvé6é client'

N R E R T IPv6 . i MR 55 4 2 W] Y A2
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i

File Edit View Search Terminal Help

arug@ubuntu:chapter3$ python 3_12a_ipv6_echo_server.py
berver lisenting on localhost:8888

onnected to ('127.0.8.1', 43596)

feceived data from the client: [Hello from ipvé client]
Fent data echoed back to the client: [Hello from ipvé client]

--port=8800

™ Farug@ubuntu: chapter3
File Edit View Search Terminal Help

aruq@ubuntu:chapter3$ python 3_12b_ipv6_echo_client.py
fend data to server: Hello from ipvé client
heceived from server 'Hello from ipvé client'

--port=8800

3.13.2 [FEIB9Hh

1Pv6 [l it [l 55 4 B S5l socket . getaddrinfo () SRHUH B IYIPvEfF Bl . 1R, BIZTCP

B E R PMUEAF_unspEC, 13 EIAY(E BURA IMERICH . RIS S e T
Horp=AMEE: Ml | BTN AR IEERTIERTA P R E T L b,

WP Z AR . AL IEES , IRS5 AR P i AR R, AR [0 25 7 i

RS T, FRATEIE T — MR IPVOI & N S B 3L, AR5 78X A3 L i
send () FERESYE, FAHrecy () JrEHEUIRS 4% B0 i 8HE .
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EELIHE:

O MHTTPHRSS %% T 240

Q FEARIIEEE PR IRHTTPIE K

Q 5[a) W33 f5 HEH cookief B

Q 23 W TR

Q it CHLAR 55 % & 2% Webiii sk

Q i FHHEADIF >R KL 25 M 52 B A7

Q & fha sl Mozilla Firefox

Q i FHHHTTP RS54 Webit R IHFERHT 56

Q 5 — ST AL DI RE M HT TP A 7% 7 Ui

Q {ii HIPythonF1OpenSSL4w 5 — ™ fiij H AU HTTPS AR 55 #%

41 &N

AT ZPython HTTP WIS FI— 655 =5 I IIRE . Flan, DI—FsE &b BfaEa s
AEEEHTTPIE R M requestsf . HHPA —TmE 15 T openssLF, AJH# T HFSSLAYWebAR 5545

ZA TR 21 T HT TP AR 28 MR, 1Al FH PO TIRSR 2 AC M TR BRL | b B 41
A R4

4.2 MHTTP RS TEHHIE

PR RER B0 S — A B AUHT TP R S g, 183 )5 A AHTTPHMME B AT Web R 55 % b T 2%
—IBORE  XJE A CIFAHTTPR 280 sE—4 .
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421 SLHUES

FRATTEAL FH Python 2 5 1 1075 30 BE %% 7 [n] www.python.org . 33 > I % #% {if F Python H %)
httplibBiE

RADIE 41U T U] 4 S — AR S HT TP o, 40 R s

#!/usr/bin/env python

# Python Network Programming Cookbook -- Chapter - 4

# This program is optimized for Python 2.7.

# It may run on any other version with/without modifications.

import argparse
import httplib

REMOTE_SERVER_HOST = 'www.python.org'
REMOTE_SERVER_PATH VA

class HTTPClient:

def __init__ (self, host):
self.host = host

def fetch(self, path):
http = httplib.HTTP(self.host)

# Prepare header
http.putrequest ("GET", path)

http.putheader ("User-Agent", _ file_ )
http.putheader ("Host", self.host)
http.putheader ("Accept", "*/*")

http.endheaders ()

try:
errcode, errmsg, headers = http.getreply ()
except Exception, e:
print "Client failed error code: %s message:%s headers:%s" % (errcode,
errmsg, headers)
else:
print "Got homepage from %$s" %self.host

file = http.getfile()
return file.read()

if _ name_ == "_ _main__ ":
parser = argparse.ArgumentParser (description='HTTP Client Example')
parser.add_argument ('--host', action="store", dest="host",

defaul t=REMOTE_SERVER_HOST)
parser.add_argument ('--path', action="store", dest="path",

defaul t=REMOTE_SERVER_PATH)
given_args = parser.parse_args ()
host, path = given_args.host, given_args.path
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client = HTTPClient (host)
print client.fetch(path)

ii/l\ﬁllﬂg‘%ﬁﬁ\}iwwwpythonorgqjgkﬁlg/\mﬁ BT BEASES 7] L3S 2 EVLALR RS
B, WA LORNEE . BT IA S & BT

$ python 4_1 download_data.py --host=www.python.org
Got homepage from www.python.org
<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://
www.w3.0org/TR/xhtmll/DTD/xhtmll-transitional.dtd">
<html xmlns="http://www.w3.0g/1999/xhtml" xml:lang="en" lang="en">
<head>
<meta http-equiv="content-type" content="text/html; charset=utf-8" />
<title>Python Programming Language &ndash; Official Website</title>

USRS TS RO ATEAE, 2 SR T IR 9 F o

$ python 4_1_download_data.py --host='www.python.org' --path='/not-exist’
Got homepage from www.python.org
<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://
www.w3.0org/TR/xhtmll/DTD/xhtmll-transitional.dtd">
<html xmlns="http://www.w3.0rg/1999/xhtml"” xml:lang="en" lang="en">
<head>
<meta http-equiv="content-type" content="text/html; charset=utf-8" />
<title>Page Not Found</title>
<meta name="keywords" content="Page Not Found" />
<meta name="description" content="Page Not Found" />

422 [JRIBESh

X AT FPython I N & Eht tplib, & X T —AHTTPClients, MIEFEFHL FIRECE
o FEfetch () LA HETTP () PREC AN B sRZL (filllput request () Flputheader () )
BT — AN ERAHTTPE i, & eH8 & — 1 GET/path P4, ARJG BEE A CEE, HYE MY
BiIAS (__file_ ).

KR getreply () HIEMAE—"try-excepth, M ilgetfile () IR,
SRS BB T N 2

4.3 FERENZFFER HTTPIE
RPT AR — ™ F1 CLHOWebliR45 45 AL PR, S Il — R AU T .

431 SENUES
PythonfE i, T — B % Fi B WeblIR 4548, W LAEGAFTH 3, IR R
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$ python -m SimpleHTTPServer 8080

PAT X A A4 5 278 U 18080 | i3 8 — N HTTP Web iR 45 % o i 3o 78 0 W2 2% iy A
http://localhost:8080, FJ LAVIRIX M RSS# . VREEE BIRIRIaT T iR a4 T SCPfe B Vwo
AN SO T A e b Web il 55 s U 25 | S0, il Aiindex.html, 7E00 Y225 g 23 b s iX
SN . AR IR TE 2 FE R WebliR 5545, SR 8h B C 2 HlHTTPAR 55 25

AL BA4-2 23X N E HIRUHTTP WebR 55 %%, 10 F iR

#!/usr/bin/env python

# Python Network Programming Cookbook -- Chapter - 4

# This program is optimized for Python 2.7.

# It may run on any other version with/without modifications.

import argparse
import sys
from BaseHTTPServer import BaseHTTPRequestHandler, HTTPServer

DEFAULT_HOST = '127.0.0.1"
DEFAULT_PORT = 8800

class RequestHandler (BaseHTTPRequestHandler) :
"m" Custom request handler"""

def do_GET (self):
""" Handler for the GET requests """
self.send_response(200)
self.send_header ('Content-type', 'text/html"')
self.end_headers()
# Send the message to browser
self.wfile.write("Hello from server!")
return

class CustomHTTPServer (HTTPServer) :
"A custom HTTP server"
def _ _init_ (self, host, port):
server_address = (host, port)
HTTPServer._ _init_ (self, server_address, RequestHandler)

def run_server (port) :

try:
server= CustomHTTPServer (DEFAULT_HOST, port)
print "Custom HTTP server started on port: %s" % port
server.serve_forever ()

except Exception, err:
print "Error:%s" %$err

except KeyboardInterrupt:
print "Server interrupted and is shutting down..."
server.socket.close()

if _ name_ == "_ _main__ ":
parser = argparse.ArgumentParser (description='Simple HTTP Server Example')
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parser.add_argument ('--port', action="store", dest="port", type=int,
defaul t=DEFAULT_PORT)

given_args = parser.parse_args ()

port = given_args.port

run_server (port)

T T A AR R — A TR B HT TPAR 55 7% -

File Edit View Search Terminal Help

farug@ubuntu:chapter4s python 4_2_simple_http_server.py --port=8800
Custom HTTP server started on port: 8808

localhost - - [22/Feb/2014 11:25:41] "GET / HTTP/1.1" 280 -

localhost - - [22/Feb/2014 11:25:41] "GET [favicon.ico HTTP/1.1" 200 -

" localhost:8800 - Google Chrome

localhost:8800
& @ localhost ol A

Hello from server!

BITIX P WebR 55 %%, SRIGFERIEAS R Uin], SFFIWELS R T—473CK “Hello from
server!”, W RN

$ python 4_2 simple_http server.py --port=8800

Custom HTTP server started on port: 8800

localhost - - [18/Apr/2013 13:39:33] "GET / HTTP/1.1" 200 -
localhost - - [18/Apr/2013 13:39:33] "GET /favicon.ico HTTP/1.1" 200

432 [RIESh

TEX A g, T2 X T customHTTPServer 25, B 4k 7K H HTTPServer X5, 1F
CustomHTTPServer KM E HEH, KE T RS I A A 05, 8T
RequestHandlerdS, & umiZHIIRS 8 L, MRS #5itiEidRequestHandl er RAMFHIFK .

RequestHandlerZ&E X T AN FmGETIH R Y 771k o XAk 101 5 7 g & 2% —~HTTP
BHEE CIREAS200), ARG Hwrite () R EI—RIEE “Hello from server!” .

4.4 ipiE) b fE32EN cookie (E 2

TR Z W3 5 i cookie FEAR A A b 5 FP 776 45 A 8. o R 1T BEARELAE B cookie P IRAF IR .,
B P cookie [ B2 7 Wk o
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441 LGRS
TERBLHRATTEE G SR A T AU 70 5= R s www.bitbucket.org, FRATEAEE S I ( https://bitbucket.
org/ account/signin/?next=/ ) FEATE AT B, B SR UL AR Q0 R R

® & Log in — Bitbucket - Google Chrome
& Log in — Bitbucket

= > | & Atlassian, Inc. [US] https://bitbucket.org,
LOg in Switch to OpeniD log in

Username or email

Password

m Forgot your password?

Need an account? Sign up free.

or

g Google “ Facebook - Twitier GitHub _

AT F RN FEBID, AR5 e 23R ERUE . FRATT e e B s sk o, 75
VilRlE T, A& TEcookiet PR T4,

RASIE 4-3U B T W $EH cookiefs B, WIF R

#!/usr/bin/env python

# Python Network Programming Cookbook -- Chapter - 4

# This program is optimized for Python 2.7.

# It may run on any other version with/without modifications.

import cookielib
import urllib
import urllib2

ID_USERNAME = 'id_username'

ID_PASSWORD = 'id_password'

USERNAME = 'you@email.com'

PASSWORD = 'mypassword'

LOGIN_URL = 'https://bitbucket.org/account/signin/?next=/"
NORMAL_URL = 'https://bitbucket.org/'

def extract_cookie_info():

"v"" Fake login to a site with cookie"""

# setup cookie jar

cj = cookielib.CookieJar ()

login_data = urllib.urlencode ({ID_USERNAME : USERNAME,
ID_PASSWORD : PASSWORD})

# create url opener

opener = urllib2.build_opener (urllib2.HTTPCookieProcessor(cj))
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resp = opener.open (LOGIN_URL, login_data)
# send login info
for cookie in cj:
print "----First time cookie: %s --> %s" % (cookie.name, cookie.value)
print "Headers: %s" %resp.headers
# now access without any login info
resp = opener.open (NORMAL_URL)
for cookie in cj:
print "++++Second time cookie: %s --> %s" %(cookie.name, cookie.value)
print "Headers: %s" %resp.headers
if _ name_ == '_ _main__ ':
extract_cookie_info()
YA LNy e ZB A
IBFTIA A FE R B R A

$ python 4_3_extract_cookie_information.py

----First time cookie: bb_session --> aed58ddel228571bf60466581790566d
Headers: Server: nginx/1.2.4

Date: Sun, 05 May 2013 15:13:56 GMT

Content-Type: text/html; charset=utf-8

Content-Length: 21167

Connection: close

X-Served-By: bitbucket04

Content-Language: en

X-Static-Version: c67fb01467cf

Expires: Sun, 05 May 2013 15:13:56 GMT

Vary: Accept-Language, Cookie

Last-Modified: Sun, 05 May 2013 15:13:56 GMT

X-Version: 14£f9c66ad9db

ETag: "3ba81d9eb350c295a453b5ab6e88935e"

X-Request-Count: 310

Cache-Control: max-age=0

Set-Cookie: bb_session=aed58ddel228571bf60466581790566d4; expires=Sun, 19-
May-2013 15:13:56 GMT; httponly; Max-Age=1209600; Path=/; secure

Strict-Transport-Security: max-age=2592000
X-Content-Type-Options: nosniff

++++Second time cookie: bb_session --> aed58ddel228571b£f604665817905664
Headers: Server: nginx/1.2.4

Date: Sun, 05 May 2013 15:13:57 GMT
Content-Type: text/html; charset=utf-8
Content-Length: 36787

Connection: close

X-Served-By: bitbucket02
Content-Language: en

X-Static-Version: c67£fb01467cf

Vary: Accept-Language, Cookie
X-Version: 14f9c66ad9db
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X-Request-Count: 97
Strict-Transport-Security: max-age=2592000
X-Content-Type-Options: nosniff

442 RIS

F AT {8 ] Python H1 1) cookielib # Ht Al @ T — 4> cookie % ¥ cj o % 5% £ 4l 1 JH
urllib.urlencode () &gt . urllib2 A HH Nouild_opener () ik, HSHRE—1
HTTPCookieProcessorZSSLfil, A TZAE Z B & i cookie KA {E 45 HTTPCookieProcessor
KM% urllib2.build_opener () J7iZAYiR MHEJE—NURLY [, FRATE A A
FIFFASPIR . — IR RS DUTHT , — R U5 [0 Xl 9 1 0L o DA Bz 14 B ¥ AT LA, FESet-Cookie
HiBH HiEE T —"4 cookie, Blbb_session, cookielibfEfyHH £ {5 B 0] LI7EPython'E /X
B E, MhkEhttp:/docs.python.org/2/library/cookielib.html,

4.5 REIMTIRS
WIS RIS, — T2 i T M SEF Uk S o DA, T T PPy thon I R3S .

451 HEEITIE

XASTEmE FHE] T — P Pythonf = L, "fErequests, XAMFHLI LTS W e TR
B9 : http://docs.python-requests.org/en/latest/user/install/ . ] 41, 1] LAFE A 247 i Fpip % 3%
requestsfidk, WTFHR:

$ pip install requests

452 SLEUEEZ

IERA DR — S B IS, M Twitter i P o BESE R BT LUE P FPEK 77 GETHI
POST, AKBURIYEE, P8 RAR, — WA TGETIHRIEAL Uk WiE it posTi K
Kk o FNPRAX— T X 7 242 3K

ARG BR4-AT ] 1 e 42 232 P DU B, BT s

#!/usr/bin/env python

# Python Network Programming Cookbook -- Chapter - 4

# This program is optimized for Python 2.7.

# It may run on any other version with/without modifications.

import requests
import urllib
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import urllib2

ID_USERNAME = 'signup-user-name'

ID_EMAIL = 'signup-user-email'

ID_PASSWORD = 'signup-user-password'

USERNAME = 'username'

EMAIL = 'you@email.com'

PASSWORD = 'yourpassword'

SIGNUP_URL = 'https://twitter.com/account/create'

def submit_form() :
""rSubmit a form"""
payload = {ID_USERNAME : USERNAME,
ID_EMAIL H EMATL,
ID_PASSWORD : PASSWORD, }

# make a get request
resp = requests.get (SIGNUP_URL)
print "Response to GET request: %s" %resp.content

# send POST request

resp = requests.post (SIGNUP_URL, payload)

print "Headers from a POST request response: %s" %resp.headers
#print "HTML Response: $%s" %resp.read()

if _ name_ == '__main__ ':
submit_form()

BT AR, SBEFW

$ python 4_4_ submit_web_form.py
Response to GET request: <?xml version="1.0" encoding="UTF-8"?>
<hash>
<error>This method requires a POST.</error>
<request>/account/create</request>
</hash>

Headers from a POST request response: {'status': '200 OK', 'content-
length': '21064', 'set-cookie': '_twitter_ sess=BAh7CD--
d2865d40d1365eeb2175559dc5e6b99f64ea39ff; domain=.twitter.com;
path=/; HttpOnly', 'expires': 'Tue, 31 Mar 1981 05:00:00 GMT',
'vary': 'Accept-Encoding', 'last-modified': 'Sun, 05 May 2013
15:59:27 GMT', 'pragma': 'no-cache', 'date': 'Sun, 05 May 2013
15:59:27 GMT', 'x-xss-protection': 'l; mode=block', 'x-transaction':
'a4b425eda23b5312', 'content-encoding': 'gzip', 'strict-transport-
security': 'max-age=631138519', 'server': 'tfe', 'x-mid':
'f7cde9a3£3d111310427116adc90bf3e8c95e868', 'x-runtime': '0.09969°',
'etag': '"7af6£92a7f7b4d37a6454caa6094071d"', 'cache-control': 'no-
cache, no-store, must-revalidate, pre-check=0, post-check=0', 'x-
frame-options': 'SAMEORIGIN', 'content-type': 'text/html;
charset=utf-8'}
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453 [RIEBESH

AT T8 =TI requests, X METHRAL T A3 Tk get () Flpost (),
RELERA i URLH AR I 250 3 5

TERXATOE R, BRI T — Rl i, P4 AR ek, T
TwitterllK ) o FATHE el HGET ) AR AC R AL, [HTwittersR 7] — MR, Bt K32 frposTlith.
SRIGFATME FposTIr kiR e 8ids , A5 R Twitterd5Z 1 HIWHEK, X — st T LA B SRR S

4.6 JRTKIBARSRSAIE Web 1B3K

VR AT REARGE L AR B 1) 90 T, SRR SR i 8 T — R BIRSS- 8, ifi AR B A A, sy
PAGEF T ANTOnS o 7500, AT LA 1 oAt mT P i 2 SR R 5
461 HEITIE

R B — ] A BIR 55 45 o R T LA P28 Al He 49 2R 5 |4 4R 30— A S 2R (AR BRI 55
Mo XHL, NTHUR, AVHEHGBEIRS % E165.24.10.8,

46.2 KHUES
BAPRIE L — A AR IR S5 28 A S HTTPIE R .
A FRA-510 B T 38 i AR R AR 555 3% WeblioR, AR R
#!/usr/bin/env python
# Python Network Programming Cookbook -- Chapter - 4
# This program is optimized for Python 2.7.

# It may run on any other version with/without modifications.

import urllib

URL = 'https://www.github.com'
PROXY_ADDRESS = "165.24.10.8:8080" # By Googling free proxy server
if _ name_ == '__main__ ':
resp = urllib.urlopen(URL, proxies = {"http" : PROXY_ADDRESS})
print "Proxy server returns response headers: %s " %resp.headers

BATEAEAR, SBEFTN .

$ python 4_5_ proxy web_request.py
Proxy server returns response headers: Server: GitHub.com
Date: Sun, 05 May 2013 16:16:04 GMT
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Content-Type: text/html; charset=utf-8

Connection: close

Status: 200 OK

Cache-Control: private, max-age=0, must-revalidate
Strict-Transport-Security: max-age=2592000

X-Frame-Options: deny

Set-Cookie: logged_in=no; domain=.github.com; path=/; expires=Thu, 05-
May-2033 16:16:04 GMT; HttpOnly

Set-Cookie: _gh sess=BAh7...; path=/; expires=Sun, 01-Jan-2023 00:00:00
GMT; secure; HttpOnly

X-Runtime: 8

ETag: "66fcc37865eb05c19b2d15£fbb44cd7a9"

Content-Length: 10643

Vary: Accept-Encoding

4.6.3 JRIBSHT

XA VU AR TR, 0 FH A A3 b 4R 210 0 — > 2 S AR AR 55 4% U7 [l 4 25 A AR 43 = )
www.github.com, QRS 88 A HHE A Z5ur 11 i b furlopen () ko FRATHEME N (HT TP
FRFTER IR, DAUEWMR R B 2 TR .

4.7 {£B HEAD iE ki EMTTI =B FHE

PRATRERAEA T EHTMLN A FTHR T A AL ) R AR o O FAT T ZH 0 8 4 % 7 i A2
Pget HEADIFR, MRABLERERIIE X, HEADIERFIGETIH R MmN —FE, SR RTH BA i
2 HEEADIE R AT LAARIBOR L B # 8 IC5 8, A5 R BT 2

471 SENCES

FRATE ) www.python.org & % — NHEADIF K o X MERAS FEE TWINE, ek A RS
TSR B IERA IR, Flilok. FOUNDHMIMOVED PERMANENTLYZ%,

PR B4-616 B T el i I HEADIE KA AL I 5T, 40 F R

#!/usr/bin/env python

# Python Network Programming Cookbook -- Chapter - 4

# This program is optimized for Python 2.7.

# It may run on any other version with/without modifications.

import argparse
import httplib
import urlparse
import re
import urllib
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DEFAULT_URL = 'http://www.python.org'
HTTP_GOOD_CODES = [httplib.OK, httplib.FOUND, httplib.MOVED_PERMANENTLY ]

def get_server_status_code(url) :
Download just the header of a URL and
return the server's status code.
host, path = urlparse.urlparse(url) [1:3]
try:
conn = httplib.HTTPConnection (host)
conn.request ('HEAD', path)
return conn.getresponse().status
except StandardError:
return None

if _ name_ == '__main__ ':
parser = argparse.ArgumentParser (description='Example HEAD Request')
parser.add_argument ('--url', action="store", dest="url", default=DEFAULT_URL)

given_args = parser.parse_args ()

url = given_args.url

if get_server_status_code(url) in HTTP_GOOD_CODES:
print "Server: %s status is OK: " %url

else:
print "Server: %s status is NOT OK!" %url

IBATRAAS , 2R IEHEADTT R A0 S B B RIS, AR PR

$ python 4_6_checking webpage with_HEAD request.py
Server: http://www.python.org status is OK!

$ python 4_6_checking webpage with_HEAD request.py --url=http://www.zytho.org
Server: http://www.zytho.org status is NOT OK!

472 [RIBOHT

AT Fnt tpl ipBEE A HTTPConnect ion () Jik M Ak SS #f A AL HEADIF K . UNSRFT 2L,
A DA BT R B AR o FEIX DI, HTTPConnection () J7 kA ) & www.python.org B Ui
USRURLASIER, 763 (0165 ) ] 4232 51) 3 Hh il Joy 3% 21038 1] A i 1

kY

4.8 ZEFAuE{hEERK Mozilla Firefox
TEPythonf UL H , AR AT BEABARE BAE i FiMozilla Firefox il WebfIR 55 %

481 SENCES
VRAT ATZEHTTPIE R BB o & 2% 11 5 0 FE P AR AR
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ARIETE B4-7UL T QAT 2 P v 2% M ozilla Firefox ) Wi #s, 40F B .

#!/usr/bin/env python

# Python Network Programming Cookbook -- Chapter - 4

# This program is optimized for Python 2.7.

# It may run on any other version with/without modifications.

import urllib2

BROWSER = 'Mozilla/5.0 (Windows NT 5.1; rv:20.0) Gecko/20100101 Firefox/20.0'
URL = 'http://www.python.org'

def spoof_firefox():
opener = urllib2.build_opener ()
opener.addheaders = [ ('User-agent', BROWSER) ]
result = opener.open (URL)
print "Response headers:"
for header in result.headers.headers:
print "\t",header

if _ name_ == '_ _main__ ':
spoof_firefox()

BTN AR, SBEFWN

$ python 4_7_spoof mozilla firefox in_client_code.py
Response headers:
Date: Sun, 05 May 2013 16:56:36 GMT
Server: Apache/2.2.16 (Debian)
Last-Modified: Sun, 05 May 2013 00:51:40 GMT
ETag: "105800d4-5280-4dbedfcb07£f00"
Accept-Ranges: bytes
Content-Length: 21120
Vary: Accept-Encoding
Connection: close
Content-Type: text/html

4.8.2 JRIBHOHT

FAME Hur1 128 #build_opener () JTIABIE [ E LN BEAS , LA BT ik
HNMozilla/5.0 (Windows NT 5.1; rv:20.0) Gecko/20100101 Firefox/20.0,

4.9 {FH HTTP [E45753& Web 1B KB 5

PRI REARLE Weblil 55 A 7E T 2 SURA 4 A PERER BL . FRAFHT TP BE S Tl iR 190 5 P
AR
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491 SCHUEZ
BATRIE — 1 WebR 5548, LN L8 il gzipht 205 FHE LA Ui 4
RIS B 4-SULRH T anfaf JE4E HTTPEHE . W1 R ik

#!/usr/bin/env python

# Python Network Programming Cookbook -- Chapter - 4

# This program is optimized for Python 2.7.

# It may run on any other version with/without modifications.

import argparse

import string

import os

import sys

import gzip

import cStringIO

from BaseHTTPServer import BaseHTTPRequestHandler, HTTPServer

DEFAULT_HOST = '127.0.0.1"
DEFAULT_PORT = 8800
HTML_CONTENT = """<html><body><hl>Compressed Hello World!</hl></body></html>"""

class RequestHandler (BaseHTTPRequestHandler) :
""" Custom request handler"""

def do_GET (self):
""" Handler for the GET requests """
self.send_response(200)
self.send_header ('Content-type', 'text/html")
self.send_header ('Content-Encoding', 'gzip')
zbuf = self.compress_buffer (HTML_CONTENT)
sys.stdout.write("Content-Encoding: gzip\r\n")
self.send_header ('Content-Length', len(zbuf))
self.end_headers()

# Send the message to browser

zbuf = self.compress_buffer (HTML_CONTENT)
sys.stdout.write("Content-Encoding: gzip\r\n")
sys.stdout.write("Content-Length: %d\r\n" % (len(zbuf)))
sys.stdout.write("\r\n")

self.wfile.write (zbuf)

return

def compress_buffer(self, buf):
zbuf = c¢StringIO.StringIO()
zfile = gzip.GzipFile(mode = 'wb', fileobj = zbuf, compresslevel = 6)
zfile.write (buf)
zfile.close()
return zbuf.getvalue()

if _ name_ == '__main__ ':
parser = argparse.ArgumentParser (description='Simple HTTP Server Example')
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parser.add_argument ('--port', action="store", dest="port", type=int,
defaul t=DEFAULT_PORT)

given_args = parser.parse_args ()

port = given_args.port

server_address = (DEFAULT_HOST, port)

server = HTTPServer (server_address, RequestHandler)

server.serve_forever ()

XAA G, 78 W Y% 57 1) http:/localhost:8800 , 2% & £ W ¥ 4% o R TSR
“Compressed Hello World!” ( HTTPJEZE)5/5 245 H ), T PR

$ python 4_8 http compression.py

localhost - - [22/Feb/2014 12:01:26] "GET / HTTP/1.1" 200 -
Content-Encoding: gzip

Content-Encoding: gzip

Content-Length: 71

localhost - - [22/Feb/2014 12:01:26] "GET /favicon.ico HTTP/1.1" 200 -
Content-Encoding: gzip

Content-Encoding: gzip

Content-Length: 71

AR RS T WebliR 55 ] iz 28 P 2 (9 7

File Edit View Search Terminal Help

farug@ubuntu:chapter4$

faruq@ubuntu:chapter4a$ python 4_8_http_compression.py
localhost - - [22/Feb/2014 12:61:26] "GET / HTTP/1.1" 200 -
Content-Encoding: gzip

Content-Encoding: gzip

Content-Length: 71

localhost - - [22/Feb/2014 12:01:26] "GET /favicon.ico HTTP/1.1" 200 -
Content-Encoding: gzip

Content-Encoding: gzip

Content-Length: 71

@ localhost:8800 - Google Chrome

localhost:8800

L @ localhost: v A

Compressed Hello World!

492 RIS

A 1L B b BaseHTTPServer B Y HTTPServerds, BT —1"WeblR 55 %, 2RJG MiX
MRS BRI E LT — MR AP s, EfdiH compress_buf fer () i HE4E & 45 7 i i A
AR, PSS E IFHTMLIN 2 K 2L 28 % P b

410 HE— NI SESETIEN HTTP BEZ ik
PRATREAR S 5 — SRR i, B TR R R R R Uk R 2 U BEARSE T 2850
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4.10.1 SCECEZ

iEFRATMwww.python.org I~ T 2 Python 2.7/ A% . {fi Hresume_download () BREL T 2AYC
PEAE ISR BBARSE N2 R T 2 N EE .

RS IE L 4-9U B T Unfaf 4k2 N3k, W F s

#!/usr/bin/env python

# Python Network Programming Cookbook -- Chapter - 4

# This program is optimized for Python 2.7.

# It may run on any other version with/without modifications.

import urllib
import os

TARGET_URL = 'http://python.org/ftp/python/2.7.4/"'
TARGET_FILE = 'Python-2.7.4.tgz'

class CustomURLOpener (urllib.FancyURLopener) :
""v"Override FancyURLopener to skip error 206 (when a
partial file is being sent)

def http_error_206(self, url, fp, errcode, errmsg, headers, data=None) :
pass

def resume_download() :
file_exists = False
CustomURLClass = CustomURLOpener ()
if os.path.exists (TARGET_FILE) :
out_file = open (TARGET_FILE, "ab")
file_exists = os.path.getsize(TARGET_FILE)
#If the file exists, then only download the unfinished part
CustomURLClass.addheader ("range", "bytes=%s-" % (file_exists))
else:
out_file = open(TARGET FILE, "wb")

web_page = CustomURLClass.open (TARGET URL + TARGET_FILE)

#Check if last download was OK

if int (web_page.headers['Content-Length']) == file_exists:
loop = 0
print "File already downloaded!"

byte_count = 0
while True:
data = web_page.read(8192)
if not data:
break
out_file.write(data)
byte_count = byte_count + len(data)

web_page.close ()
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out_file.close()

for k,v in web_page.headers.items() :
print k, "=",v
print "File copied", byte_count, "bytes from", web_page.url

if _ name_ == '_ _main__ ':
resume_download ()

BT ARG, 2B BN f AR

$ python 4_9 _http fail_over_client.py
content-length = 14489063

content-encoding = x-gzip

accept-ranges = bytes

connection = close

server = Apache/2.2.16 (Debian)

last-modified = Sat, 06 Apr 2013 14:16:10 GMT
content-range = bytes 0-14489062/14489063
etag = "1748016-dd15e7-4d9b1d8685e80"

date = Tue, 07 May 2013 12:51:31 GMT
content-type = application/x-tar

File copied 14489063 bytes from http://python.org/ftp/python/2.7.4/Python-2.7.4.tgz

4102 RIS

TEXATEH, FRATE LT —AURLFTIF#825, 487K Hurllibfid iy FancyURLopener
2, At EE LT HTFEBFENAERNnttp_error_206 () /1%, resume_download () PRELE
ekt HAR SCUFRABAEAE, WSRAAER 22Ul A 2 CAYURLAT A2 R 38,

411 s Python 1 OpenSSL R E— B A HTTPS AR5 25
Prits BAd I Pythondi 5 — N 4 B WebliR 55 %, T HLELZAH T SSLAFAIE 43 3¢ F

4111 HEEIE

PR F5 B 48 5 = J5 Python %2 $ pyopenssL . X S A Ht A] A PyPL |- 4%, Hbhik
https://pypi.python.org/pypi/pyOpenSSL ., 7E Windows FllLinux 3= A1 |- #f B 42 %% — b HAh i) 40, 7
http://pythonhosted.org/pyOpenSSL/H A 1

411.2 SEEEZ

FEUE A SCUF P S0 AR H S5, FAT Tk ] LA — A WebliR 55 2%, RIS UES 101 % 7 iy
KBNS
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AL BA4-10 222 HTTPAR S a5 09SS4 R FR

#!/usr/bin/env python

# Python Network Programming Cookbook -- Chapter - 4

# This program is optimized for Python 2.7.

# It may run on any other version with/without modifications.
# Requires pyOpenSSL and SSL packages installed

import socket, os

from SocketServer import BaseServer

from BaseHTTPServer import HTTPServer

from SimpleHTTPServer import SimpleHTTPRequestHandler
from OpenSSL import SSL

class SecureHTTPServer (HTTPServer) :
def __init__ (self, server_address, HandlerClass):

BaseServer._ _init_ (self, server_address, HandlerClass)

ctx = SSL.Context (SSL.SSLv23_METHOD)

fpem = 'server.pem' # location of the server private key and the server
certificate

ctx.use_privatekey file (fpem)

ctx.use_certificate_file(fpem)

self.socket = SSL.Connection(ctx, socket.socket(self.address_family,
self.socket_type))

self.server_bind()

self.server_activate()

class SecureHTTPRequestHandler (SimpleHTTPRequestHandler) :
def setup(self):
self.connection = self.request
self.rfile = socket._fileobject(self.request, "rb", self.rbufsize)
self.wfile = socket._fileobject(self.request, "wb", self.wbufsize)

def run_server (HandlerClass = SecureHTTPRequestHandler,
ServerClass = SecureHTTPServer) :
server_address = ('', 4443) # port needs to be accessible by user
server = ServerClass (server_address, HandlerClass)
running_address = server.socket.getsockname ()
print "Serving HTTPS Server on %s:%s ..." %(running_address[0],
running_address[1])

server.serve_forever ()

if name == '__main__ ':

run_server ()
IBATIXA A 5 2B B0 T i i -

$ python 4_10_https_server.py
Serving HTTPS Server on 0.0.0.0:4443 ...
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4113 RIS

ARARAT S HITT 2 55 WebIi 55 i A SO 23 2 B, BRI OB R 2 1 ], HEAR L
FRARE—FER . R — AR S, XA T ssL. context () ik, JHHSER
SNSSL.SSLv23_METHOD, FAI{#iFPython OpenSSLEE = H it itAYconnectionZRAIEE T —
ASSLEFHF . connectionBiyiE Ji kS EURATHANEM 1R 34, DU E T

%EL{O

i 55 % WO UE A SCAF R A AE 20 B &b o iR SO RSSO R . mJE, M
server_activate () 7GRS #% o
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Q ARSI AL FEEREFTPAR 55 4
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51 &Y

ARFEIE IS Python S ZHFTP . B F B FICGLE G PN . PythoniX [ ] 5 1R E st AR A 4o
i FHPython ] DIR J5 i Hb SR AT BR A FTPHERAE , 5140 T 280 A% S0

AN AT LOAT B A TN, 9 ANAE Python IR A% BRAS TR, F IR AF (ol Gmail ), i FH X SE 100
A LLE I IMAP . POP3FISMTPHM AL . FEAIL L FHRE, 8G — DS IRE T —A S0 FF
CGIZIBERYWebR 55 %%, /R T IEAMICGIERIE, BIin4m s Webli FHH B9 % ¥ & 2 5.,

52 FIH FTP miZRRSE ==

PRA] BEAR S H Linux WAZFTPR 3 ( ftp.kernel.org ) WA SCHF . X ATA0m-ta vl FH7E HAE TP R
7

521 EEIE
TSR A PR P F TP I3 , AR BB L FH P 44 R (7T i AR T Linux P A%
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5.2.2 SEEUEZ

BENTEH A FTP il AR BUCCHE, AT DM ] feplibfE . XA TR SR W] 7E http:/docs.
python.org/2/library/ftplib.html - F .

AT — T U f I £ ep1 i 0ARBOCCA T
A E H5- 12— WA FTPIE RN, A0 R s

#!/usr/bin/env python

# Python Network Programming Cookbook -- Chapter - 5

# This program is optimized for Python 2.7.

# It may run on any other version with/without modifications.

FTP_SERVER_URL = 'ftp.kernel.org'
import ftplib

def test_ftp_connection(path, username, email):
#Open ftp connection
ftp = ftplib.FTP(path, username, email)

#List the files in the /pub directory
ftp.cwd (" /pub")

print "File list at %s:" %path

files = ftp.dir()

print files

ftp.quit ()

if _ name_ == '__main__ ':
test_ftp_connection (path=FTP_SERVER_URL, username='anonymous',
email="'nobody@nourl.com')

XATE2F) HHFTPRAE ( ftp.kernel.org/pub ) FRAYSCAEFISCHEIE . iBf T XA IR TR, &F )
W4

$ python 5_1 1list_files_on_ftp_server.py
File list at ftp.kernel.org:

drwxrwxr-x 6 ftp ftp 4096 Dec 01 2011 dist
drwxr-xr-x 13 ftp ftp 4096 Nov 16 2011 linux
drwxrwxr-x 3 ftp ftp 4096 Sep 23 2008 media
drwxr-xr-x 17 ftp ftp 4096 Jun 06 2012 scm
Arwxrwxr-x 2 ftp ftp 4096 Dec 01 2011 site
drwxr-xr-x 13 ftp ftp 4096 Nov 27 2011 software
drwxr-xr-x 3 ftp ftp 4096 Apr 30 2008 tools
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XA TWE ] feplib €] & T — 4> i $ 3| fip kernel.org/pub I 1Y FTP % J7' Ui £33 .
test_ftp_connection () AL SEUEEFTPIR S w8 Frits (U BKAE . FH P & A ksl

FTP & P ¥ 23 % (1 feplibE A Fre () REL AN &, H S 80k 214 A test_ftp_
connection () ZEL, FTP () REGR [ —A% Fumaiil, S8 HFTPar 4, il
Iﬁa%ﬂﬁnp7cwd o dir( ﬁ(ﬁﬁ@ﬁ%ﬁ’]ﬁ(ﬁﬁ% jf’]o

AFRSERNE, G ftp. quit () & IFFTPSE .

5.3 BAMIH LEEIZTIE FTP AR5+
PRATREARE S AL RIFTPAR 55 4% o

531 HE&IIE
IERAPRAE A HFTPR 55 % . 7EUnix/LinuxHt, AT LU R ka4 4 wu-ftpd il :

$ sudo apt-get install wu-ftpd
TEiE1 T WindowsH ik 5, Al L Ze3E FileZilla FTPAR S5 4%, 1 2l Mhttps:/filezilla-project.org/
download.php?type=server,

PRIV 1235 FEF TP AR 55 28 GL A UL B R B —NFTPIK 7

PRATRERRE FAE—ASCHFBIFTPIR S b o ARAT IR B IR S5 g ik . BSR4 AN S22
A ASEL . RRZAEAR HUFT i — A SCF, 44 Mreadme.txt, 78 HL [ il 5 26 S0AC

5.3.2 SEEUEZ

FRATTEE T 1 A BA KA E— A FTPACHBAR 55 %% o #EUnix/Linux, 7 L 3Ewu-fipdfl, &
J&, ATDAESCIE AR RIC B P IE H sk o ARA] LU il 55 i bk . 8 sk FEdl A S 244
JEAS s A S HL

FCRSYE B5- 22 F TP A% SCHR ], A s

#!/usr/bin/env python

# Python Network Programming Cookbook -- Chapter - 5

# This program is optimized for Python 2.7.
# It may run on any other version with/without modifications.
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import os
import argparse
import ftplib
import getpass

LOCAL_FTP_SERVER = 'localhost'
LOCAL_FILE = 'readme.txt'

def ftp_upload(ftp_server, username, password, file_name):
print "Connecting to FTP server: %s" %ftp_server
ftp = ftplib.FTP(ftp_server)
print "Login to FTP server: user=%s" %username
ftp.login (username, password)
ext = os.path.splitext(file_name) [1]

if ext in (".txt", ".htm", ".html"):
ftp.storlines("STOR " + file_name, open(file_name))
else:
ftp.storbinary ("STOR " + file_name, open(file_name, "rb"), 1024)

print "Uploaded file: %s" %file_name

if _ name_ == '__main__ ':

parser = argparse.ArgumentParser (description='FTP Server Upload Example')

parser.add_argument ('--ftp-server', action="store", dest="ftp_server",
default=LOCAL_FTP_SERVER)

parser.add_argument ('--file-name', action="store", dest="file_name",
default=LOCAL_FILE)

parser.add_argument ('--username', action="store", dest="username",

default=getpass.getuser())
given_args = parser.parse_args ()
ftp_server, file_name, username = given_args.ftp_server, given_args.file_name,
given_args.username
password = getpass.getpass (prompt="Enter you FTP password: ")
ftp_upload(ftp_server, username, password, file_name)

WSS T AMFTPARS 4%, 14T X A 5 28 AFTPAR S5 #00F B A% SCfF dniians
T AR E BN T4, XA T fLreadme. txt U

$ python 5_2 upload file_ to_ftp_ server.py

Enter your FTP password:

Connecting to FTP server: localhost

Login to FTP server: user=faruq
Uploaded file: readme.txt

$ cat /home/farug/readme.txt

This file describes what to do with the .bz2 files you see elsewhere
on this site (ftp.kernel.org).

5.3.3 [RIENR

TEXA g, A URIEASHIFTPAR 55 #8 IEAEIE 1T o BRI ZANA T LI HEIEFEF TP IR 55 #%
fEftp_upload () JyikH , i FHPython [ £ tpl i bR LA FTE () PRECAIEE— P FTPEENT 4 .
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RIFTAMLogin () I7ik, BRI H.

BoRWIG, fEfepXt % BIHH Jiikstorlines () Bistorbinary () $4TSTORAT S o Hij—1>
ik T &5 ASCISCA U, BIATHTMLBREE SCAR U . T — N T &k — el 2t 16)
R4 30

X EEFTPIT LU AR try -catch B iRAL BEH Y,y TATSCRTN, X BUFBAT X Afi.

54 PHEITIEBRPRRRELSER ZIP XH GBI B FiH & 1E
TSR /G TAE H 5 0 P 5 R 4R R ZIP SO e 3 8 M, %5 245 T e P 0 A T

VRET LB R A TS0

541 H&TITIE

UNRAR B 7% T AT G2 AT AT IR IR 55 2% , R T B2 — A AR MR F IR 55 2% , B Wlpost fix,
TEDebian/Ubuntu R 4¢ ] LA Fapt -get AUBRIA R B 4255, W R A2 s

$ sudo apt-get install postfix

542 SEHURZ

FANTHE S 2 TG AT H 5%, S5 G —E i TR %?Hﬂﬁﬁﬂiﬁﬁﬁﬁl\jﬁE’JSMTPIMEii,
LRI AR i L 7 W AR 55 Ak o A A BORSZR AL, R E AR A5 B AR A A7 280 b
I

FRAD I 53R T WAl S A e He i W Z 1P S PR ot i TR Ak, A R s

#!/usr/bin/env python

# Python Network Programming Cookbook -- Chapter - 5

# This program is optimized for Python 2.7.

# It may run on any other version with/without modifications.

import os

import argparse

import smtplib

import zipfile

import tempfile

from email import encoders

from email.mime.base import MIMEBase

from email.mime.multipart import MIMEMultipart

def email_dir_zipped(sender, recipient):
zf = tempfile.TemporaryFile(prefix="mail', suffix='.zip"')
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zip = zipfile.ZipFile(zf, 'w')

print "Zipping current dir: %s" %os.getcwd()

for file_name in os.listdir (os.getcwd()):
zip.write(file_name)

zip.close()

zf.seek (0)

# Create the message
print "Creating email message..."
email_msg = MIMEMultipart ()

email_msg['Subject'] = 'File from path %s' %os.getcwd()
email_msg['To'] = ', '.join(recipient)
email_msg['From'] = sender

email_msg.preamble = 'Testing email from Python.\n'
msg = MIMEBase('application', 'zip')

msg.set_payload(zf.read())

encoders.encode_base64 (msg)

msg.add_header ('Content-Disposition', 'attachment',
filename=os.getcwd () [-1] + '.zip')

email_msg.attach (msg)

email_msg = email_msg.as_string()

# send the message
print "Sending email message..."
try:
smtp = smtplib.SMTP('localhost')
smtp.set_debuglevel (1)
smtp.sendmail (sender, recipient, email_msg)
except Exception, e:
print "Error: %s" %$str(e)
finally:
smtp.close ()

if __name__ == '__main__':
parser = argparse.ArgumentParser (description='Email Example')
parser.add_argument ('--sender', action="store", dest="sender",
default='you@you.com')
parser.add_argument ('--recipient', action="store", dest="recipient")
given_args = parser.parse_args()
email_dir_zipped(given_args.sender, given_args.recipient)

BTN A S B B AT Br7s o PUOATTFE 1R HBPEIRIEEE, Frllid s T —2e
SMER

$ python 5_3_email current_dir_zipped.py --recipient=faruqg@localhost
Zipping current dir: /home/faruq/Dropbox/PacktPub/pynet-cookbook/
pynetcookbook_code/chapter5

Creating email message...

Sending email message...

send: 'ehlo [127.0.0.1]\r\n’'

reply: '250-debiané6.debian2013.com\r\n’

reply: '250-PIPELINING\r\n'

reply: '250-SIZE 10240000\r\n’
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reply: '250-VRFY\r\n'

reply: '250-ETRN\r\n'

reply: '250-STARTTLS\r\n'

reply: '250-ENHANCEDSTATUSCODES\r\n'

reply: '250-8BITMIME\r\n'

reply: '250 DSN\r\n'

reply: retcode (250); Msg: debian6.debian2013.com
PIPELINING

SIZE 10240000

VRFY

ETRN

STARTTLS

ENHANCEDSTATUSCODES

8BITMIME

DSN

send: 'mail FROM:<you@you.com> size=9141\r\n'
reply: '250 2.1.0 Ok\r\n'

reply: retcode (250); Msg: 2.1.0 Ok

send: 'rcpt TO:<farug@localhost>\r\n'

reply: '250 2.1.5 Ok\r\n'

reply: retcode (250); Msg: 2.1.5 Ok

send: 'data\r\n'

reply: '354 End data with <CR><LF>.<CR><LF>\r\n'
reply: retcode (354); Msg: End data with <CR><LF>.<CR><LF>
data: (354, 'End data with <CR><LF>.<CR><LF>')
send: 'Content-Type: multipart/mixed;
boundary="===============0388489101==. .. [TRUNCATED]
reply: '250 2.0.0 Ok: queued as 42D2F34A996\r\n’'
reply: retcode (250); Msg: 2.0.0 Ok: queued as 42D2F34A996
data: (250, '2.0.0 Ok: queued as 42D2F34A996')

543 [RIBo4T

R T A R AR S B SR B AT R TPythonqj Mzipfile.smtplibfllemail
A, XAfFemail dir_zipped () HEHI, XA S8 KA AR A
) R - HIR b

J T EESCE, FATME A cemptilefi i TemporaryFi 1B d T — IS SCAF, X
ASFIIEE Imail, JEBER . zip. SREHEIGE SUHE NS5 L iz ipFi 1e RINFITE T7 ik,
VIR —AZIP R4 SCIF RS BB AR R4 X % E R lwrite () J7%%, USRS HET H s g S

NT KIER T, Bl Hemail .mime.multipartHFAIMIMENUl tipart () 2565

T—/MIME ~multipart Bl FIESE BT HEE—RE, 80 e AR PR G B
THBIFRE R OE -

LR B4 B R i v TMEBase () ik AIE . RATE ek Happlication/zipH#k, KRG
TEMHE XS % L set_payload () Fik., N T IEFMEILEE , T encoderstil i)
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encode_base64 () /i{k. add_header () JFikReH BIFRA T E M EH . 26, 220
Fhr, aTpasmBl s T, R RATEH Tattach () k.

PR Y 3% TR, B smtpl ibREHR P ) sMTR R B EE — AN S, FE AN S
sendmail () LG, S FHERE R S8 IR IE AT L TI0I % 2o . Rk A4 Bk
T, Rit, WERGREERIRRAT R, WTLETIRERA, WA,

544 BEZXR

Q AT BB Python PR TE S ) SCAY,  Hudik Mhttp://docs.python.org/2/library/smtplib.html.,

o

5.5 iBid POP3 Y & & TR FHB
PRA] BEARIE 1 POP3 ML I 204K (s HABAT An]— A IR AR S5 $2 AL R ) Ik P R il 7

55.1 H&EIE
FLAFTINANTONS | R EAT 28 Wk H At I 45 B PR 140 PR

5.5.2 SEEUEZ

FATE 22U T B P A Tl PR RS — BRI R A AT, B0 TR
W, EEARTEA AT, MUETRE T AR A, 1 HARE R R,

ARSI BA5 -4 1 4] id i POP3 RS T A s P (9 v 1 IR 1F - G R s

#!/usr/bin/env python

# Python Network Programming Cookbook -- Chapter - 5

# This program is optimized for Python 2.7.

# It may run on any other version with/without modifications.

import argparse
import getpass
import poplib

GOOGLE_POP3_SERVER = 'pop.googlemail.com'

def download_email (username) :
mailbox = poplib.POP3_SSL (GOOGLE_POP3_SERVER, '995')
mailbox.user (username)
password = getpass.getpass (prompt="Enter your %A% password: ")
mailbox.pass_ (password)
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num_messages = len(mailbox.list()[1])

print "Total emails: %s" %$num_messages

print "Getting last message"

for msg in mailbox.retr (num_messages) [1]:
print msg

mailbox.quit ()

if _ name_ == '__main__ ':
parser = argparse.ArgumentParser (description='Email Download Example')
parser.add_argument ('--username', action="store", dest="username",

default=getpass.getuser())
given_args = parser.parse_args ()
username = given_args.username
download_email (username)

BT A 2B RN s o 9 T ORISR A A TN

$ python 5_4_ download_google_email via_pop3.py --username=<USERNAME>
Enter your A% password:

Total emails: 333

Getting last message

. .. [TRUNCATED]

55.3 [RIESHR

XA T W& AE 1 POP3 MM P g A8 ik 7 Hp R 3086 — BFHRPF . PEdownload _email () PR%K
H, i Fpoplipfi i pop3_sSLAME T — P mailbox %, fEPOP3_SSLAHIILIE Tk,
TAUEN T B IWPOP3 RSG5 #s Mk A 15, AR5 TEmailboxX % L Huser () Bk, WEH
PR F . %5 f Fgetpasstidt fifgetpass () Ik Dh—Fde 2095 MNP 1% A R,
RIF L hmailbox X 4, fEmailbox ¥4 FIHH11ist () ke i—A Pythond!| % I IE R [0 H
FHB:

XA AIA S S F IR BB, SRS T retr () DRSS — 3l . 555, fEmailbox
Mg EPE quic () ik, ZabiiREE.

5.6 8T IMAP i EYWOTIZAR 5535 P AVE TR

B 1 FIPOP3 ML Z A, 38 1T LA HIIMAP PSS R = Fp 3 ] o~ o (5 Pk Aoy 2%,
[l J BB PN 2 B ER o

56.1 HEZIE
FEETTIXANTONS , AR ST 7 sk A R 55 B AL B 14 F TR
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5.6.2 SLHEUEZ

TEFRATHEH R AR AT 7 WP, BRI — BRI ARAREA MBS, 26— TR
PEROZIEA [ A BRI UGDH S o

ARSI S-S 7 1 Unn]id i IMAPBIMS AT JK = P A L TR, AR s

#!/usr/bin/env python

# Python Network Programming Cookbook -- Chapter - 5

# This program is optimized for Python 2.7.

# It may run on any other version with/without modifications.

import argparse
import getpass
import imaplib

GOOGLE_IMAP_SERVER = 'imap.googlemail.com'

def check_email (username) :
mailbox = imaplib.IMAP4_SSL (GOOGLE_IMAP_SERVER, '993"')
password = getpass.getpass (prompt="Enter your %A% password: ")
mailbox.login (username, password)
mailbox.select ('Inbox')
typ, data = mailbox.search(None, 'ALL')
for num in data[0].split():

typ, data = mailbox.fetch(num, ' (RFC822)"')
print 'Message %s\n%s\n' % (num, datal[0][1])
break

mailbox.close()
mailbox.logout ()

if _ name_ == '__main__ ':
parser = argparse.ArgumentParser (description='Email Download Example')
parser.add_argument (' --username', action="store", dest="username",

default=getpass.getuser())
given_args = parser.parse_args ()
username = given_args.username
check_email (username)

BT AR 2B/ RN o T ORIEREL, M T —LEE R

$ python 5_5_check remote_email_ via_imap.py --username=<USER_NAME>
Enter your 5#% password:

Message 1

Received: by 10.140.142.16; Sat, 17 Nov 2007 09:26:31 -0800 (PST)
Message-ID: <...>@mail.gmail.com>

Date: Sat, 17 Nov 2007 09:26:31 -0800

From: "Gmail Team" <mail-noreply@google.com>

To: "<User Full Name>" <USER_NAME>@gmail.com>

Subject: Gmail is different. Here's what you need to know.
MIME-Version: 1.0

Content-Type: multipart/alternative;
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boundary="----=_Part_7453_30339499.1195320391988"
--=----=_Part_7453_30339499.1195320391988
Content-Type: text/plain; charset=IS0-8859-1
Content-Transfer-Encoding: 7bit
Content-Disposition: inline

Messages that are easy to find, an inbox that organizes itself, great
spam-fighting tools and built-in chat. Sound cool? Welcome to Gmail.
To get started, you may want to:

[TRUNCATED]

56.3 [RIESHR

FIRA AT S EP IR T 44, RGP check_email () PRER, 1EXERECH,
il imaplibfH P MAP4_SSLEBIE T — P mailbox X%, SLHIMLEHE AT KK IMAPR
Z-a BRI A 1S

SRIG , TEXA Rl 3005 S8k 1 o #0581 getpasstibi i getpass () kM
AR SRIG fFmailbox X% il select () ik, HEFRUAE .

TEmailbox X% o] IH R ZH Hn ik, HH A JEsearch () flfetch (), TEXH
AR FR AR B — BB . BJE, TEmailboxX% FiHHclose () Mlogout () ik, Laihss
WIMAPE

5.7 &iT Gmail B SMTP Ak 5588 & 1% T A Mt RO B8 T i+
P VR A BRAG oL TP P 26— IR S S o, /P A A R —
A3

57.1 HE®EIE
FEETTIXANTONS , AR S 7 Mk A R 55 B AL R 4 B TR

5.7.2 SEHURZ

FATAT LB — BB, HEPythonfILOGO python-logo.gif SN MR, SR )5 A HIK F
RE5— W

FRA IR L5 -6 7R 1 Anfay A RR M 2 v ik - R A2 -

#!/usr/bin/env python

# Python Network Programming Cookbook -- Chapter - 5
# This program is optimized for Python 2.7.
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# It may run on any other version with/without modifications.

import argparse
import os
import getpass
import re
import sys
import smtplib

from email.mime.image import MIMEImage
from email.mime.multipart import MIMEMultipart
from email.mime.text import MIMEText

SMTP_SERVER = 'smtp.gmail.com'
SMTP_PORT = 587

def send_email (sender, recipient):
""" Send email message """
msg = MIMEMultipart ()
msg['Subject'] = 'Python Emaill Test'
msg['To'] = recipient
msg['From'] = sender
subject = 'Python email Test'
message = 'Images attached.'
# attach imgae files
files = os.listdir(os.getcwd())
gifsearch = re.compile(".gif", re.IGNORECASE)
files = filter(gifsearch.search, files)
for filename in files:
path = os.path.join(os.getcwd(), filename)
if not os.path.isfile(path):
continue
img = MIMEImage (open(path, 'rb').read(), _subtype="gif")
img.add_header ('Content-Disposition', 'attachment', filename=filename)
msg.attach (img)

part = MIMEText ('text',6 "plain")
part.set_payload (message)
msg.attach (part)

# create smtp session

session = smtplib.SMTP (SMTP_SERVER, SMTP_PORT)

session.ehlo()

session.starttls ()

session.ehlo

password = getpass.getpass (prompt="Enter your %A% password: ")
session.login(sender, password)

session.sendmail (sender, recipient, msg.as_string())

print "Email sent."

session.quit ()

if _ name_ == '__main__ ':
parser = argparse.ArgumentParser (description='Email Sending Example')
parser.add_argument ('--sender', action="store", dest="sender")
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o

parser.add_argument ('--recipient', action="store", dest="recipient")
given_args = parser.parse_args ()
send_email (given_args.sender, given_args.recipient)

ISR AL I R R IER, BT MR 2B BNINHE , Rt —E R AR s T
F— T HRFhE o BT AMEARZ IS, W AR B R R AR A SR R A
KT HET

$ python 5_6_send_email from gmail.py --sender=<USERNAME>@gmail.com -
recipient=<USER>@<ANOTHER COMPANY.com>

Enter you Google password:

Email sent.

573 [RIBSHR

TEX NS send_email () BRECHPEIEE T —EHB1E, o1 Wsend_email () BREHRAL T4
P, A AT P R R BB S Rms g ff FIMIMEMul tipart () JrikAlE:, SRJEEIN
TEM W NEEAN

T M BT AR h T4k it =R B FI S T Python i TE M 38 i A FAE B . 1 F B X g
Hemail.mime.imagefiR 1 MIMEImage () JFikAIE . ARG HE R XL BE T IEFE T,
B e FHE R B AT R A ns g X R o WA TR, A TR AITE for IR B Z A4~
IR SR, o] Aas gl SCARH:

KT R, A8 T —ASMTPAE, JFEXAiE T4 F A TR v, i
flehlo () Mistarttls () . RG24 RIS R B SRS AU SMTPAR 554 , F5-J8 H sendmail ()
Tk Kk IR

5.8 R CGIl AHET Python B9 Web fRFZ 2 HE—INEBSIR

WM A% T ( Common Gateway Interface, fAIF#RCGI ) J&=WebZi e i—FhbrifE, it CGI,
AT LA PRI AR A= A 55 2 i o VR T BEAEUEREBUR P 0 4 i A R BB, o ) 1) ) —A>
GUA, BRIAISCE] T P AT A
5.8.1 SLECEZ

AT BB T — 1 X HFCGUHIAR A Web il 55 #% o F& 41141 FH Python 2 5 1) CGI I A il 7£
cgi-bin/ T HE, RGNS R MERAHTMLIE . $EA8RBIS, WeblR 55 24t £ AR &
RAACGIAS, FoATEE 2 A PEIA A= B 4 o

G BA5-7 8 R T ATk PythonZi 5 Y WebfIR 55 f 32 17CGI :
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#!/usr/bin/env python

# Python Network Programming Cookbook -- Chapter - 5

# This program is optimized for Python 2.7.

# It may run on any other version with/without modifications.

import os

import cgi

import argparse

import BaseHTTPServer

import CGIHTTPServer

import cgitb

cgitb.enable() ## enable CGI error reporting

def web_server (port) :
server = BaseHTTPServer.HTTPServer
handler = CGIHTTPServer.CGIHTTPRequestHandler #RequestsHandler
server_address = ("", port)
handler.cgi_directories = ["/cgi-bin", 1]
httpd = server (server_address, handler)

print "Starting web server with CGI support on port: %$s ..." $%$port

httpd.serve_forever ()

if name == '__main__ ':

parser = argparse.ArgumentParser (description='CGI Server Example')

parser.add_argument ('--port', action="store", dest="port", type=int,

required=True)
given_args = parser.parse_args()
web_server (given_args.port)

i AR R TS FHCGIRY Web/li 55 s 1EAE ] IR I 25 -

File Edit view Search Terminal Help

farug@ubuntu:chapter55 python 5_7_cgi_server.py --port=8800
Starting web server with CGI support on port: 8808 ...
localhost - - [22/Feb/2014 12:28:38] "GET / HTTP/1.1" 200 -

Directory listing For /- Google Chrome

Directory listing for /

calhost wl A

Directory listing for /

e 5 1 list files on ftp server.py

¢ 5 2 upload file to fip server.py

e 5 3 email current dir zipped.py

¢ 5 4 download google email via pop3.py
¢ 55 check remote email via imap.py
e 56 send email from gmail.py

¢ 5 7 cgi server.py

¢ 5 7 send feedback.html

e _init_.py

¢ cai-bin/

+ python-logo. gif

* readme.ixt
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BT EARSE, SERWT
$ python 5_7_cgi_server.py --port=8800
Starting web server with CGI support on port: 8800 ...

localhost - - [19/May/2013 18:40:22] "GET / HTTP/1.1" 200 -

PUAE, VREAEN Y4 i Al http:/localhost:8800/5 7 send feedback.html.,,
REFER)— AR, BOIRERPTIE T R NE:

Name: Userl
Comment: Commentl

I R E RS T AR R R B g AT S A R

File Edit View Search Terminal Help
faruq@ubuntu:chapters$ python 5_7_cgi_server.py --port=8800
Starting web rver with CGI port on port: 8800
2 "GET / HTTP/1.1" 200 -
"GET /5_7_send_feedback.html HTTP/1.1" 200 -
] code 404, message File not found
localhost - - [22/Feb/2014 12 :56] "GET /favicon.ico HTTP/1.1" 404 -

[ localhost:8800/5_7_sen
L . @ localhost ° X

Name:
‘Comment: Submit

SR 5 D0 U 2 95 FE A2 1) 3 http://localhost:8800/cgi-bin/5 7 get feedback.py, EiX UL HHAR
SEF R
Userl sends a comment: Commentl

P PRS2 R fe b g

| ] €GI Program Example

& @ localhost ol X

User1 sends a comment: Comment1

58.2 [RIBHSNHR
FATENET — AR HTTPAR S %%, LIS FHCGHE K - Pythonfi*ﬁﬁ%BaseHTTPServer
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McGIHTTPserver PHRAL T X BEEET
FATHCE T A FRRERE, (0BT /cgi-binfE il CGIIA . HABS A REIZFTCGIIA

AF5_7_send_feedback.html P AYHTMLI 5% 2 T —MRE LAYHTMLE S, W5 LT
4%5%:

<html>
<body>
<form action="/cgi-bin/5_7_get_feedback.py" method="post">
Name: <input type="text" name="Name"> <br />
Comment: <input type="text" name="Comment" />
<input type="submit" value="Submit" />
</form>
</body>
</html>

W, XPNRBEPITEREPOST, action/@MEBIEN T /cgi-bin/5 7 get feedback.py . X
SRR

#!/usr/bin/env python
# Python Network Programming Cookbook -- Chapter - 5
# This program requires Python 2.7 or any later version

# Import modules for CGI handling
import cgi
import cgitb

# Create instance of FieldStorage
form = cgi.FieldStorage()

# Get data from fields
name = form.getvalue('Name')
comment = form.getvalue('Comment')

print "Content-type:text/html\r\n\r\n"

print "<html>"

print "<head>"

print "<title>CGI Program Example </title>"

print "</head>"

print "<body>"

print "<h2> %s sends a comment: %s</h2>" % (name, comment)
print "</body>"

print "</html>"

EXNCGUEA, M cgilibbifiFieldstorage () ik, M5 —HTAHHTML
R AR S , RIGH Hlgetvalue () FIEAHH AN A (namefllcomment ), fiefi, iX
A B R—F730F, AP RS T —RBIEHE, VE R AR R 5
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FaiEME SR izF

FELHE:

Q {4 T4 b K] APTIE % 2\ W) k-
O i 45 b R UR LA 28 BEAR bR
O R4 GRS

Q il AP R KA

O #RGitHubH RS G

Q ZHBBCHYHTE T AR

O JEH 5T a2

6.1 &

AREE G — LA BRI Py thon A, AILEARMIMZE HARICH FIE S, BanZs mldik . 5wl
He i et TR 2ty o B B T B TR . ik e Py thon JIAS TR 1 ANl A2 29 B APTIRE - iy LA B i B )
Jr AR AR R

Fi HR Ik SO MG FRANO: , RBESR B i i 42 24Tk a0 S, Biln, $kB—FARINIEHER, 1
TETEM . HrE . B EE.
6.2 FRSIHE API#E R /AT

VR BEAR T8 B AT A b X N — 22 145 8w B ol o

6.2.1 HEZTIE

YR0] LA F Python i M B4R IS e py geocoder I R AN M A A . AR ZL(d Fpipokeasy_install
MPyPU:%E%éﬁ/I\E:P, AR A A pip install pygeocoderB{s$ easy_install pygeocoder,
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6.2.2 SCERRZK

BATIRAS FH LA TPythonf R AD A 1R € [ 35 44 2285 1 Argos A PR 7 (1 btk

FRASIE F6- U — A SR M B A n ], TR — S A R, W R o .

#!/usr/bin/env python

# Python Network Programming Cookbook -- Chapter - 6

# This program is optimized for Python 2.7.

# It may run on any other version with/without modifications.

from pygeocoder import Geocoder

def search_business (business_name) :

results = Geocoder.geocode (business_name)

for result in results:
print result

if _ name_ == '__main__ ':
business_name = "Argos Ltd, London"
print "Searching %s" %business_name
search_business (business_name)
XA ZFTED H Argos A PR RIRUHILHE , QR Bz o it i PN 2 MR A0 iy £ 26 1) b 2 2 L 72
A M 225

$ python 6_1_ search_business_addr.py
Searching Argos Ltd, London

Argos Ltd, 110-114 King Street, London, Greater London W6 0QP, UK

6.2.3

[RIB 534

XA TR T Python 55 =5 M JRZR A5 .

BATERE ST — A RS, search_business (), HBHUEAFIK, R EHAA

Hfkthigeocode () Tk, geocode () AT REIR M FA LGSR, HARBGR T8 2R 10 04T

TERX Y, fZ4hgeocode () HIEMHAE R CH T IE “Argos Ltd, London”, 15 Zf45 &
ArgosH PR/ FI AL, B “110-114 King Street, London, Greater London W6 0QP, UK”,

6.2.4

pygeocoder FEARIR K, ARZ 5 PG AS A B A BB AIA TR THRE . 1ETT R Bt b A

SEGIR

FPEAN UL, ik Ahttps:/bitbucket.org/xster/pygeocoder/wiki/Home ,
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6.3 (ERAAHME URL 12 Z IR AR

A IR BRI RS, I kT 44 BT T A MR A AR o R B ANAE R I 4 ]
B S5 R AR5 =T P

6.3.1 SEEUEZ

TEEA ] B B TIBOR v, FAT I A5 Sl 4T UR LA i) — DT I A BE 2R . TR
W 8 R — R Z S R AR BN A1) BTG A URL . FATT AT LA BT 187 A 25 R DA i ] v 42

R
kTt 2 1l flar gpars e B M A 47 HI AR

oI R URLA FHur 1 1ibfi h i urlopen () AT, WERURLIER), S753]—1~XML
k=

SRJFALBEXMLAG ), ZRIGZIRT I B AR o
A B 6-2fdT AT s [ 2 P — IR At BAR AR, AR R

#!/usr/bin/env python

# Python Network Programming Cookbook -- Chapter - 6

# This program is optimized for Python 2.7.

# It may run on any other version with/without modifications.

import argparse
import os
import urllib

ERROR_STRING = '<error>'

def find_lat_long(city):
" Find geographic coordinates """
# Encode query string into Google maps URL
url = 'http://maps.google.com/?g="' + urllib.quote(city) + '&output=js’'
print 'Query: %s' % (url)

# Get XML location from Google maps
xml = urllib.urlopen (url) .read()

if ERROR_STRING in xml:

print '\nGoogle cannot interpret the city.'

return
else:

# Strip lat/long coordinates from XML

lat,lng = 0.0,0.0

center xml [xml.find (' {center')+10:xml.find('}"',xml.find('{center'))]
center.replace('lat:',"'"').replace('lng:"',"'")

center
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lat,1lng = center.split(',"')
print "Latitude/Longitude: %s/%s\n" %(lat, 1ng)

if _ name_ == '_ _main__ ':
parser = argparse.ArgumentParser (description='City Geocode Search')
parser.add_argument ('--city', action="store", dest="city", required=True)

given_args = parser.parse_args()

print "Finding geographic coordinates of %s" %given_args.city
find_lat_long(given_args.city)

IBFTIXANIASS, 2B BIZERUT mAH s
$ python 6_2 geo_coding by google_maps.py --city=London
Finding geograhic coordinates of London

Query: http://maps.google.com/?g=London&output=js
Latitude/Longitude: 51.511214000000002/-0.119824

6.3.2 [RIESMR

XA AT AT ARIBORTT 4, RJEH AL £ind_lat_long () PREL. XA PR KA ]
urllibfHtH furlopen () BACEAHHEAR S, FSRIXMUAIIE R . KI5, 7EFFRIR9%E
RPWRTFTH  <error>', WRIA TIPSR BRI,

WRARIE UGS XMLATEN K, A BARZTAT, KPR R T A LR . a0 5
e, SRR B ROREE . (BT R, ROTAREL AL

ATV AT R ARk £1nd O MIEER XML R BUH 25 B M2 . AT R A o7
“center”, DLHFk M PRARARAE B o (EAFRIRISS R 0 & — e BN 74T, BT AU Hlreplace ()
TR R o

PRAT LA A TOms A 4R 5 AT AT — el T e 4

6.4 MEREEEANHTHNE

P RSN AEF ARG, IR T ILFIrAREE, GInAY . SFrsoRSE . R RA
il FHPythonIIAFE AR 1 B PR R L4, TS5 o

N R SR
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Islam - Wikipedia, the free encyclopedia - Google Chrome

Lo ol Aricle Tak

Wlxn;nmA .l amending our Terms of Use: ®
The Froe Eacyelopeia ) on a proposed regarding undi i

o

Islam
Fiom Wikipedia. the ke encycicpedia

subsmit o ared serve Al (Goc) 1 Mot afso believe that
ioveain before many imes SHEOUGNGUE 1hi WAk, KNG noLanly Ihough
5.1 They mamain have been

bus consider e Atatic Guran 1o be bt the
‘ana practices inciude the which are basic concepts and obligatory acts of
witually every dspect of BN gueGance on mullEwows Topics Tom Bk

6.41 HEIIE

=

75 E A pipoeasy_install MPyPI L %35 = )7 i pyyaml, AR S pip
install pyyamlEi$ easy_install pyyaml,

6.4.2 SLEURZ
FAREIET “Islam” HRASLEFE, SRRHRAERITE R, —A7 R
OB I H6-3 IR T A EEESE FRH PR 50T, PR

#1/usr/bin/env python

# -*- coding: utf-8 -*-

# Python Network Programming Cookbook -- Chapter - 6

# This program is optimized for Python 2.7.

# It may run on any other version with/without modifications.

import argparse
import re
import yaml
import urllib
import urllib2

SEARCH_URL =
'http://%s.wikipedia.org/w/api.php?action=query&list=search&srsearch=%s&sroffset=%
d&srlimit=%d&format=yaml'

class Wikipedia:

def _ _init_ (self, lang='en'):
self.lang = lang
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def _get_content(self, url):
request = urllib2.Request (url)
request.add_header ('User-Agent', 'Mozilla/20.0")

try:

result = urllib2.urlopen (request)
except urllib2.HTTPError, e:

print "HTTP Error:%s" % (e.reason)
except Exception, e:

print "Error occured: %s" %str(e)
return result

def search_content (self, query, page=1, 1limit=10):

offset = (page - 1) * limit
url = SEARCH_URL % (self.lang, urllib.quote_plus(query), offset, limit)
content = self._get_content (url).read()

parsed = yaml.load(content)
search = parsed['query']['search']
if not search:

return

results = []
for article in search:
snippet = article['snippet']

snippet = re.sub(r'(?m)<.*?>', '', snippet)
snippet = re.sub(r'\s+', ' ', snippet)
snippet = snippet.replace(' . ', '. ')
snippet = snippet.replace(' , ', ', ')

snippet = snippet.strip()

results.append ({
'title' : article['title'].strip(),
'snippet' : snippet

1)

return results

if _ name_ == '__main__ ':
parser = argparse.ArgumentParser (description='Wikipedia search')
parser.add_argument ('--query', action="store", dest="query", required=True)

given_args = parser.parse_args()

wikipedia = Wikipedia ()

search_term = given_args.query

print "Searching Wikipedia for %s" %search_term
results = wikipedia.search_content (search_term)

print "Listing %s search results..." %len(results)
for result in results:

print "==%s== \n \t%s" %(result['title'], result['snippet'])
print "---- End of search results ----"

IBATIXAAARTELESE R ER “Islam”, 75320 A% 1 25540 F s

$ python 6_3_search article_in_ wikipedia.py --query='Islam'
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Searching Wikipedia for Islam
Listing 10 search results...
==Islam==
Islam. (|1 | s | 1 |a | m LuJle¥ , ar | ALA | al-lIslam 21? 1 seleIm | IPA
ar-al_islam. ...
==Sunni Islam==

Sunni Islam (¢ | s | u: |n | iore | s | v | n| i]) is the
largest branch of Islam ; its adherents are referred to in Arabic as ...
==Muslim==

A Muslim, also spelled Moslem is an adherent of Islam, a
monotheistic Abrahamic religion based on the Qur'an —which Muslims
consider the ...
==Sharia==

is the moral code and religious law of Islam. Sharia deals with
many topics addressed by secular law, including crime, politics, and ...
==History of Islam==

The history of Islam concerns the Islamic religion and its
adherents, known as Muslim s. " "Muslim" is an Arabic word meaning
"one who ...
==Caliphate==

a successor to Islamic prophet Muhammad ) and all the Prophets
of Islam. The term caliphate is often applied to successions of
Muslim ...
==Islamic fundamentalism==

Islamic ideology and is a group of religious ideologies seen as
advocating a return to the "fundamentals" of Islam : the Quran and
the Sunnah. ...
==Islamic architecture==

Islamic architecture encompasses a wide range of both secular
and religious styles from the foundation of Islam to the present day.
---- End of search results ----

6.4.3 [RIBSI

B, ATAZE T TR CENGER T RITURLEAR . AR5 E X —N4% FHuikipediafiZs,
HABFWH MNP _get_content () fllsearch_content () o BIMEW T, #IGLR, ESE
P1langi® Hen (Hik ),

AT TR A A E A PG Y search_content () 75, B b iiE = & FEAFE .
A% TUEUFIR [Pl 25 A e, 193 EIEAYIE R URL, search_content () FiEMpage S E= 1%
0, IR 2B (page -1) * LimitifHAH,

HRE RN AT _get_content () I L3k . FE_get_content () FFIEH AT
urllibfidrhfurlopen () R, 7EHZRURLY, AT FAMERIE Hyaml, XA i
Gl SCASE . ARG FHE I Python ) pyyaml FEAFHTS 3 1 yam LA 48 R 45 53

B RE R ANEN R A X E S G RPN . B, re.sub(r' (?m)<.*?>', ',
snippet) fE74F i snippet EHRILHL (2m) <. *2>) BN A . A AEHE—2D 27 ] IENZRIASL,
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1 5122 Python 3CFY ,  Hbhikf&http://docs.python.org/2/howto/regex.html,

TEAESEFT R, B SCREAAT — MR E R U] . AT T — St P M 35, 1)
KPR RN ICRAAL S — MYRGCR AR PRS0 D7 d 7 B s 3, FTEHE R
4R

6.5 fERARRRRMN
USRS IR, 3 IO RERE AR T iR 715 KRR

6.5.1 HEEIIE

TERULARFIE T S B 2 FITE SRS S T BT RO o AnSRANNIE, W] LATE 2 )Y
Wb, SEIEA IR,

6.5.2 SCHUEZ

FATEME AL (http:/finance.google.com/ ) HZRFEEA R . VR AFEMT A1 TH
AR, AR TR

AR R 6-4Ut AT FE A R PR e, AT s -

#!/usr/bin/env python

# Python Network Programming Cookbook -- Chapter - 6

# This program is optimized for Python 2.7.

# It may run on any other version with/without modifications.

import argparse

import urllib

import re

from datetime import datetime

SEARCH_URL = 'http://finance.google.com/finance?g="

def get_qguote (symbol) :

content = urllib.urlopen (SEARCH_URL + symbol) .read()
m = re.search('id="ref_694653_1".*?>(.*?)<', content)
if m:

quote = m.group(l)
else:

quote = 'No quote available for: ' + symbol
return quote

if _ name_ == '__main__ ':
parser = argparse.ArgumentParser (description='Stock quote search')
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parser.add_argument ('--symbol', action="store",
given_args parser.parse_args ()

print "Searching stock quote for symbol
print "Stock quote for %s at %s:

get_quote(given_args.symbol))

tggr
DY

dest="symbol",

required=True)

%given_args.symbol
% (given_args.symbol

, datetime.today (),

BT ARG, BRI THAHE S . XHE, R AR T goog, HEBTAMBAN,
WFFR:

$ python 6_4_google_stock_quote.py --symbol=goog

Searching stock quote for symbol 'goog’

Stock quote for goog at 2013-08-20 18:50:29.483380: 868.86
6.5.3 [RIESR

FEX A, i Furl 1 ibfR s furlopen () PREM A B2 90 3l o A IO 540 -

FAMEHENFRIL KX Fre, NF—
WA U84 E A FIAYID

FA XA TR T 45K

6.6 % GitHub FRVREREEE
Y& R—~PythonFe [ 51 , /AT

B AR . refEfsearchrRBURIEK,

REHR

RIGREAT, 7E20134E8 H20H , HAH 2:868.86.

HEEL 4 E GitHub ( http://www.github.com, 411" 1 (Y # A Frs )

AR M T I GitHub, fR0T REIR 1’%6%%?&7‘%?‘\. A, dr] IR a4 it

S*'r GitHubff — M I APHE LT, W] DA AT AR £
EGI e P 2 A

@O Github - Bulld software bettar, together. - Google Chrome

GitHub

XA T s RE DA A A R _

Build software

better, together.

ollaboration, co

ce and private
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6.6.1 HEZTIE

B TIEA AT 2B Pythonsf — )i Erequests, T4 $ pip install requestsif
$ easy install requestsBIA],

6.6.2 SEEUEZ

A2 E L search_repository () AL, HSERMERS (MRITFHA ). CELAFHER
HEES , 15 2R N 25 8 . iRHEGitHub B APL, T I AT : issues_url has_wiki,
forks_url. mirror_url. subscription_url., notifications_url. collaborators_
url.,updated_at.private,pulls_url. issue_comment_url. labels_url., full_name.
owner , statuses_url, id. keys_url., description., tags_url. network_count.
downloads_url, assignees_url, contents_url, git_refs_url. open_issues_count.
clone_url.,watchers_count, git_tags_url.milestones_url, languages_url, size.
homepage. fork., commits_url, issue_events_url., archive_url. comments_url.
events_url . contributors_url., html_url. forks. compare_url. open_issues.
git_url, svn_url. merges_url, has_issues, ssh_url, blobs_url. master_branch.
git_commits_url., hooks_url. has_downloads. watchers. name., language, url.
created_at. pushed_at. forks_count., default_branch., teams_url. trees_url,

organization, branches_url, subscribers_urlﬂlstargazers_urlO

OIS B 6-525 i T 7EGitHubH 48 RIS O PETEIE 1S, W R R .

#!/usr/bin/env python

# Python Network Programming Cookbook -- Chapter - 6

# This program is optimized for Python 2.7.

# It may run on any other version with/without modifications.

SEARCH_URL_BASE = 'https://api.github.com/repos'

import argparse
import requests
import json

def search_repository(author, repo, search_for='homepage') :
url = "%s/%s/%s" % (SEARCH_URL_BASE, author, repo)
print "Searching Repo URL: %s" %url
result = requests.get(url)
if(result.ok):
repo_info = json.loads (result.text or result.content)
print "Github repository info for: %s" %repo
result = "No result found!"
keys = []
for key,value in repo_info.iteritems() :
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if search_for in key:
result = value
return result

if _ name_ == '__main__ ':
parser = argparse.ArgumentParser (description='Github search')
parser.add_argument ('--author', action="store", dest="author", required=True)
parser.add_argument ('--repo', action="store", dest="repo", required=True)
parser.add_argument ('--search_for', action="store", dest="search_for",

required=True)

given_args = parser.parse_args ()
result = search_repository(given_args.author, given_args.repo,
given_args.search_for)

if isinstance(result, dict):

print "Got result for '%$s'..." %$(given_args.search_for)

for key,value in result.iteritems():

print "%s => %$s" %(key,value)

else:

print "Got result for %s: %$s" %$(given_args.search_for, result)

WAz FT XA S 2R Python WebHEZ DjangoIPIA &, 3 EIAZERANT PR -

$ python 6_5_search_code_github.py --author=django --repo=django --search_for=owner
Searching Repo URL: https://api.github.com/repos/django/django

Github repository info for: django

Got result for 'owner'...

following url => https://api.github.com/users/django/following{/other_user}
events_url => https://api.github.com/users/django/events{/privacy}
organizations_url => https://api.github.com/users/django/orgs

url => https://api.github.com/users/django

gists_url => https://api.github.com/users/django/gists{/gist_id}

html_url => https://github.com/django

subscriptions_url => https://api.github.com/users/django/subscriptions
avatar_url => https://l.gravatar.com/avatar/£d542381031aa84dca86628ece84f
c07?d=https%3A%2F%2Fidenticons.github.com%2Fe94df919e51ae€96652259468415d4£f77 .png
repos_url => https://api.github.com/users/django/repos

received_events_url => https://api.github.com/users/django/received_events
gravatar_id => £4542381031aa84dca86628ece84£fc07

starred_url => https://api.github.com/users/django/starred{/owner}{/repo}
login => django

type => Organization

id => 27804

followers_url => https://api.github.com/users/django/followers

6.6.3 [RIED

AR = AT 8: OFEEE (--author ), BE4 (--repo). B RAEE
(--search_for ). ﬁ%%ﬁmargparseiﬁﬁiﬁ@*ﬁo

fEsearch_repository () FRELH, HXELa 1T SERINE]— 1 [EE 8 R URLY, K5
W requeststiithfget () L PFBIEREE R .
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RIMER T, RPIAEREE R ZISONK R . K5, W sontitihiyloads () kA HE
REER PR FR AN R, HEEEXT R EIR Al 4 search_repository () BREHITEHFET

fE__main_ B, BATKGARREAIEST A — D Python PG . WAL, ik Di4h
JEREXTED R s A, ERATENSER,

6.7 i£EX BBC BYEETIEE

ANSRARTETT e — B I RIS DGR AE 2 A I, B/ AR S s T B AN [l T el 1R (4o
BBCHIE AL ) AHTH . 1EFA T (I PythoniiA ABBC I HUHT ] .

6.7.1 HEZIIE
XA TEAR AT T Pythonf = )5 JiE feedparsers VRATLARAT T 1 A A 4 2B AN «
$ pip install feedparser
Bk

$ easy install feedparser

6.7.2 SEEUEZ

B, FATENBBCH) Ml b HeFIH7 1T B IR AYURL o X NURL AT AR AR AN R 28 L )
AR, BN | BT | RTINS o IR RS nT UM T Y
APAIREL, SR)5, JHread_news () PREL, MBBCHYMI, - iszHUHT ]

A H6-6 UL B 1 T NBBCHYHT I TT B IR ORI, 4R s

#!/usr/bin/env python

# Python Network Programming Cookbook -- Chapter - 6

# This program is optimized for Python 2.7.

# It may run on any other version with/without modifications.

from datetime import datetime
import feedparser
BBC_FEED_URL = 'http://feeds.bbci.co.uk/news/%s/rss.xml’'

def read_news (feed_url):
try:
data = feedparser.parse(feed_url)
except Exception, e:
print "Got error: %s" %str(e)

for entry in data.entries:
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print (entry.title)
print (entry.link)
(
(

print (entry.description)
print ("\n")
if _ name_ == '__main__':
print "==== Reading technology news feed from bbc.co.uk (%s)===="

%datetime. today ()
print "Enter the type of news feed: "
print "Available options are: world, uk, health, sci-tech, business, technology"
type = raw_input ("News feed type:")
read_news (BBC_FEED_URL %type)

print "==== End of BBC news feed ====="

BITRXAEAE, 2 Ve S . ARV, W2 R SRS iRop B ]
LURNTSE TR

$ python 6_6_read_bbc_news_feed.py

==== Reading technology news feed from bbc.co.uk (2013-08-20 19:02:33.940014)====
Enter the type of news feed:

Available options are: world, uk, health, sci-tech, business, technology

News feed type:technology

Xbox One courts indie developers
http://www.bbc.co.uk/news/technology-23765453#sa-ns_mchannel=rss&ns_source=PublicR
SS20-sa

Microsoft is to give away free Xbox One development kits to encourage

independent developers to self-publish games for its forthcoming console.

Fast in-flight wi-fi by early 2014
http://www.bbc.co.uk/news/technology-23768536#sa-ns_mchannel=rss&ns_source=PublicR
SS20-sa

Passengers on planes, trains and ships may soon be able to take advantage

of high-speed wi-fi connections, says Ofcom.

Anonymous 'hacks council website'
http://www.bbc.co.uk/news/uk-england-surrey-23772635#sa-ns_mchannel=rss&ns_source=
PublicRSS20-sa

A Surrey council blames hackers Anonymous after references to a Guardian
journalist's partner detained at Heathrow Airport appear on its website.

Amazon.com website goes offline
http://www.bbc.co.uk/news/technology-23762526#sa-ns_mchannel=rss&ns_source=PublicR
SS20-sa

Amazon's US website goes offline for about half an hour, the latest high-

profile internet firm to face such a problem in recent days.

[TRUNCATED]

6.7.3 [RIBSIN

Tiﬁ/l\lﬁlﬂ]% =8 , read_news ( yﬂ(@i?ﬁ :J:Python/w = 7‘71“5’:@% feedparser, feedpars er*%
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Berfitparse () J7E AZSHALIE 2R (w17 T B I8 A A 800

TEXANIME T, parse () IS EHITHVAURL, 1X1~URLHIBBC_FEED_URLAIH ' AY
LN

IR TCS i fparse () T EIRBOT BT (%0, FHERE RGN BITEN K, flins
FORTHROARAEL SRR A

6.8 EEYM DI A Ay 5EE

AT IR AT REARTE ) 00 A RSN SRR o 7R I SO NI AR, AT LU S A R D RE AR B OB
Fo ALERE AL RERSE W R KRHE T . WARIR DU S, IRV — IR AR, BRER DT
B NURL, AT . X DI H AR A S SE BUAEIAESS .

6.8.1 SLHUEZ

Mk L search_links () REL, EHAASEG MRURL, IS RGKE . #R
KEET o RN URLM BN A R ] BEA TR Z 4R, M HASBEAR 7 N A P b T2
AOBEREEICHL, BrAFRA TGS IR . O TEREBIHE R, FATE LT —MRE, BIsEErR
I, AR RT .

TR 6-745 T RN U SEERIARS, AR B -

#!/usr/bin/env python

# Python Network Programming Cookbook -- Chapter - 6

# This program is optimized for Python 2.7.

# It may run on any other version with/without modifications.

import argparse
import sys
import httplib
import re

processed = []

def search_links(url, depth, search):
# Process http links that are not processed yet
url_is_processed = (url in processed)
if (url.startswith("http://") and (not url_is_processed)) :
processed.append (url)
url = host = url.replace("http://", "", 1)
path = "/"

urlparts = url.split("/")
if (len(urlparts) > 1):
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host = urlparts([0]
path = url.replace(host, "", 1)

# Start crawing

print "Crawling URL path:%s%s " % (host, path)
conn = httplib.HTTPConnection (host)

req = conn.request ("GET", path)

result = conn.getresponse ()

# find the links
contents = result.read()
all_links = re.findall('href="(.*?)"', contents)

if (search in contents):
print "Found " + search + " at " + url

print " ==> %s: processing %s links" %(str(depth), str(len(all_links)))
for href in all_links:
# Find relative urls
if (href.startswith("/")):
href = "http://" + host + href

# Recurse links
if (depth > 0):
search_links (href, depth-1, search)

else:
print "Skipping link: %s ..." %url
if _ name_ == '__main__ ':
parser = argparse.ArgumentParser (description='Webpage link crawler')
parser.add_argument ('--url', action="store", dest="url", required=True)
parser.add_argument ('--query', action="store", dest="query", required=True)
parser.add_argument ('--depth', action="store", dest="depth", default=2)

given_args = parser.parse_args ()

try:

search_links(given_args.url, given_args.depth,given_args.query)
except KeyboardInterrupt:

print "Aborting search by user request."

WHRIEF T XA AR TEWwWwW.python.org T8 K python, 2F FIZEMPUT m A4 -

$ python 6_7_python_link crawler.py --url='http://python.org' --query='python'
Crawling URL path:python.org/
Found python at python.org

==> 2: processing 123 links
Crawling URL path:www.python.org/channews.rdf
Found python at www.python.org/channews.rdf

==> 1: processing 30 links
Crawling URL path:www.python.org/download/releases/3.4.0/
Found python at www.python.org/download/releases/3.4.0/
==> 0: processing 111 links
Skipping link:
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https://ep2013.europython.eu/blog/2013/05/15/epc20145-call-proposals ...
Crawling URL path:www.python.org/download/releases/3.2.5/
Found python at www.python.org/download/releases/3.2.5/

==> 0: processing 113 links

Skipping link: http://www.python.org/download/releases/3.2.4/ ...
Crawling URL path:wiki.python.org/moin/WikiAttack2013
ACAborting search by user request.

6.8.2 [RIESMR

AT =N 1738 BRINURL (--url), BT H (--query ). BIHHE
(--depth ), XEZHHargparseRiHfHT,

X =24 Asearch_links () BB, 2xid I 78 & 9 5T rh R B B0 pir A B4 . 4
BRI AR WA, ARNLZSE TR HAS . ik, A4 iEsearch_links () BREUITE
try-exceptBtH, DUEHA M fEMEEL P AR PTGk Cal+Cit

search_links () BREHEVT S MR- A Eprocessedf| . processed il 7t 4 Rt
b, DS A P ek s T

FRIG RS, HELAIE AL BEHTTP URL, B ik IR A SSLERTE R 1% . URLBL /MK EHL
ISR PESSr . T2CHUE FHhttplibEH FHTTPConnection () PRELE AL, SR)E A —1
GETIHK, [ IEMIF R r e kb BN, , WSCHE M 0 H A BT A B o SR e By Hp A FR &R
FI B . QRR B T oGk, WiATEI R,

Wtk 2 A BEREE FARTRI B 5 GBI DT IRl SRR 3 T AISCHERE, AU7EMBhERTIN Eheep: /7,
AR e AIURL . AR RIRERTE, ST LU R, BREME G, HRIAIER
PRE. HIURBIE NN, HINss
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FELHE:

Q ff Ftelnet{E L FE FHLH F 7 shellfiy 4
Q it SFTPE U il B Fe i £ rh
Q FTEPER R A I CPUTE B

O 7R FE L2 Pythonfy

Q fEim i FHLHE T MySQLAT A

Q it SSHt UL B FE i £ rh

Q L E Apacheiz T/l

7.1 &Y

AT — ST R Python 4 . JXSEITIE Y H A, [0] RGEAS B 61 IR 2Py thon e F> S/ 41 N
a5 RIS HEE R RGP TS . AT e 438 I Python P & te lnet 11 b 5 Y ] HAICHE
RN G IR Fparami ko, FR/A AR KAV IE RGUE B fabric, S5 A SE
J A SHALEREAT 55 (AT Web i PSRBT Y i SCHF ) BT R B IR B AR fabricf.,

7.2 (¥ telnet EZIZENH 1T shell &%
TN SR AL o telnetiE $2 [H 1) P 28 S8 e L sl i i 2, o5 (1 FH bash JAIAS o 32 B 5 Ushell, 1 AFE
PythoniIAs Ho 58 ik —F1E o XTI ZE0 HE— BT S telnet 208, 1B Q] 7E o fe AL AT

shellfii 2> .

721 EEIE

PRAFEAE H O BB h L itelnet IR 55 4%, IFHPR LR IE W 21T, K0T LIEFEAE R G &
B PR 22 e lnet IR 55 2540 o BT, 7EDebian/Ubuntu™, 7] U#ifHapt-getiiaptitude®dt
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telnetdfd, UWITNMHEIAIAESHIN:

$ sudo apt-get install telnetd
$ telnet localhost

722 SKECRZR
Fefi Az XA BREL, A S AT ARIBUT PR, SRR Herelnetl 55 25

F
RIERLIR , XA R sin & SR IR Ss 4%, SR)5 o an SRR, Bansl il —A4~ H g
I

PRSI TR — M telnet 2 G AU, 7R EHLP AT — P Unixfig %, W 7R

#!/usr/bin/env python

# Python Network Programming Cookbook -- Chapter - 7

# This program is optimized for Python 2.7.

# It may run on any other version with/without modifications.

import getpass
import sys
import telnetlib

HOST = "localhost"

def run_telnet_session():
user = raw_input ("Enter your remote account: ")
password = getpass.getpass()

session = telnetlib.Telnet (HOST)

session.read_until("login: ")
session.write(user + "\n")
if password:
session.read_until ("Password: ")
session.write(password + "\n")

session.write("ls\n")
session.write("exit\n")

print session.read_all()

if _ name_ == '_ _main__ ':
run_telnet_session()

WERA H B A His T A telnet IR 95 4% , IBATIX DA, 2 BRI AR EHLAH P Ik P
I, 7EDebiani & *P A TIX S telnet 2515 2 A H 40T B -

$ python 7_1_execute_remote_telnet_cmd.py
Enter remote hostname e.g. localhost: localhost
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Enter your remote account: faruq
Password:

1s

exit

Last login: Mon Aug 12 10:37:10 BST 2013 from localhost on pts/9
Linux debian6é 2.6.32-5-686 #1 SMP Mon Feb 25 01:04:36 UTC 2013 i686

The programs included with the Debian GNU/Linux system are free software;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/*/copyright.

Debian GNU/Linux comes with ABSOLUTELY NO WARRANTY, to the extent
permitted by applicable law.

You have new mail.

farug@debian6:~$ 1s

down Pictures Videos
Downloads projects vEd
Dropbox Public

env readme.txt

farug@debian6:~$ exit

logout

7.2.3 [RIBSHR

/I\KIH%E*;JEHPythOnV\]EE@telnetlibMéﬁEﬁﬁU@telneté}\iﬁo run_telnet_session ()P
BN AT AR IOH P 44 FN s o SREUE RS 1 R getpas st i getpass () PREL, XA-HR
BAIRER AR AR N

AT B rtelnet 2 iE, T ELHIfbrelnetZ, WAL B E UL SE, EXDIMEH,
FHLA F1ocalhost, MRAT UM HargparsefiH EHLA L LS IIA

telnetZx i YL RE 1 AT LAI Hlread_until () JrEE3RI B s Pom ARt 2 A AN D iR
. R, MiHlwrite () BRI 2R — AT R R S In R B (FEIX DI, B[R —
B MR L), IR 7 e R A i L

RIG, L1 KILAEREREIIT. )5, KiXexittHWiEsE, Hd Hread_all ()
FTFAONERE FHLH i 2B ATE R s, R I TENAE bR

7.3 Eid SFTP X EH|ZIZiZ g+

N ARAR 22 A M AT A M 15 2 P ) SO AR B R B AR e & v, mT DU e 2 SCHL sl
( Secure File Transfer Protocol, f&j#KSFTP ),
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7.31 HEEIE

XAV B F— 458 KA EE =5 M4 FEparamiko, (s Q0f{# FISFTPAE il Scf4:, W~
B2 BTN o paramikofYHEGHI LIS AT LM GitHub ( https:/github.com/paramiko/paramiko ) [ $iH,
ol (il HIPYPIZE «

$ pip install paramiko

7.3.2 SEEUESZ

BT ZE A AT R — SR A, BRI AR M4 L RSSdesm L JRSCPEA L BRRSC
Ph4 . TR L, FATTAT LA BRIl B 2 L A (L

BRI AR R S5 T L P A AR, K PNME AT LU P TR A A7 A AR
AT BA7-2U W T A ad i SETPAE S R I B AR EHL, AR s -

#!/usr/bin/env python

# Python Network Programming Cookbook -- Chapter - 7

# This program is optimized for Python 2.7.

# It may run on any other version with/without modifications.

import argparse
import paramiko
import getpass

SOURCE = '7_2_copy_remote_file_over_sftp.py'
DESTINATION ='/tmp/7_2_copy_remote_file_over_sftp.py '

def copy_file(hostname, port, username, password, src, dst):
client = paramiko.SSHClient ()
client.load_system_host_keys()
print " Connecting to %$s \n with username=%s... \n" % (hostname,username)
t = paramiko.Transport ( (hostname, port))
t.connect (username=username, password=password)
sftp = paramiko.SFTPClient.from_transport (t)
print "Copying file: %s to path: %s" %(src, dst)
sftp.put(src, dst)
sftp.close()

t.close()
if _ name_ == '_ _main__ ':
parser = argparse.ArgumentParser (description='Remote file copy')
parser.add_argument ('--host', action="store", dest="host", default='localhost')
parser.add_argument ('--port', action="store", dest="port", default=22, type=int)
parser.add_argument ('--src', action="store", dest="src", default=SOURCE)
(

parser.add_argument ('--dst', action="store", dest="dst", default=DESTINATION)

given_args = parser.parse_args ()
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hostname, port = given_args.host, given_args.port
src, dst = given_args.src, given_args.dst

username = raw_input ("Enter the username:")
password = getpass.getpass("Enter password for %s: " $username)

copy_file(hostname, port, username, password, src, dst)

4Ny | A ) A
BITIXANIASS, B BIZERUT w1

$ python 7_2_ copy remote_file over sftp.py

Enter the username:faruqg

Enter password for faruq:

Connecting to localhost

with username=faruq...

Copying file: 7_2_copy remote_file_ over_sftp.py to path:
/tmp/7_2_copy remote_file_over_sftp.py

7.3.3 [RIBoHR
AT T ARO[l ks AR, K5 B e A 4%, @t SFTPA fhl SC k.

Aﬁzmﬁ?ﬁéﬁé\’?*ﬂﬁiﬁ/\% Yicopy_file () FREL, K5 i FparamikoEH Y SSHC1ient
KA ASSHE i, X% P i 2 IR G0 EVE Y . RIEEIE#E—Transport A1 5L
B, EREIE RS # . HIEAISFTPi%E 3% £ sftp H paramiko JFE 7 B SFTPClient . from
transport () REEIHE, HSHUETranspor tZ2AY5LH .

SFTPEFESFZ 5, lilput () 7 B N IEHAEA M SO B e EHL
. SPERA NG Eli ] close () Ik, W PISFTPIEHFIIRIZA A . — 2T

7.4 FTENIEFZ&FHI CPUEE
HI, Bl T B8 1 SSHIE R & P AT — AN A . B, ZRim R & HCPURK
RAME B SCRIEAE AT LU FE A7 Py thon I A 52 7

741 HEEIE

VR EEALRE S = 7 iparamiko, UNF M2 7R o parami koIS AT M GitHub G 2 H
PREL, Hihik Ahttps:/github.com/paramiko/paramiko.,

$ pip install paramiko
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742 SEHURZ:

FATAT LAME Hiparami koS i — L AR 2 i 4L Unixisi & o

SRIE, B XA 2E, TR LLSEHGE R IR £ ) /proc/cpuinfo U, FREXCPUTE B,

ARG H7-3 24 T VIR A CPUAR B ARSI R s -

#!/usr/bin/env python

# Python Network Programming Cookbook -- Chapter - 7

# This program is optimized for Python 2.7.

# It may run on any other version with/without modifications.

import argparse
import getpass
import paramiko

RECV_BYTES = 4096
COMMAND = 'cat /proc/cpuinfo'

def print_remote_cpu_info (hostname, port, username, password) :
client = paramiko.Transport ((hostname, port))
client.connect (username=username, password=password)

stdout_data [1
stderr_data = []
session = client.open_channel (kind='session')
session.exec_command (COMMAND)
while True:
if session.recv_ready():
stdout_data.append(session.recv (RECV_BYTES) )
if session.recv_stderr_ready () :
stderr_data.append(session.recv_stderr (RECV_BYTES) )
if session.exit_status_ready():

break
print 'exit status: ', session.recv_exit_status()
print ''.join(stdout_data)
print ''.join(stderr_data)

session.close()
client.close()

if _ name_ == '__main__ ':
parser = argparse.ArgumentParser (description='Remote file copy')
parser.add_argument ('--host', action="store", dest="host", default='localhost')
parser.add_argument ('--port', action="store", dest="port", default=22, type=int)

given_args = parser.parse_args()
hostname, port = given_args.host, given_args.port

username = raw_input ("Enter the username:")

password = getpass.getpass("Enter password for %$s: " %username)

print_remote_cpu_info (hostname, port, username, password)
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BATIX M IAS 2 R T8 E EHCPUMG R, X IR RAH B %, s

$ python 7_3_print_remote_cpu_info.py

Enter the username:faruqg

Enter password for faruq:

exit status: 0

processor: 0

vendor_id: GenuineIntel

cpu family: 6

model: 42

model name: Intel(R) Core(TM) i5-2400S CPU @ 2.50GHz
stepping: 7

cpu MHz: 2469.677

cache size: 6144 KB

fdiv_bug: no

hlt_bug: no

£f00£f_bug: no

coma_bug: no

fpu: yes

fpu_exception: yes

cpuid level: 5

wp: yes

flags: fpu vme de pse tsc msr pae mce cx8 apic sep mtrr pge mca
cmov pat pse36 clflush mmx fxsr sse sse2 syscall nx rdtscp 1lm constant_
tsc up pni monitor ssse3 lahf 1lm

bogomips: 4939.35

clflush size: 64

cache_alignment: 64

address sizes: 36 bits physical, 48 bits virtual
power management:

743 [RIESAT
W, WEREIIENSE, BlnEN4 . s ARSI, SR5, S EL A

print_remote_cpu_info () R

TEXA R, i Hparami kofiH ) Transpor t A H T —~SSHE i & . ARG fif
FHIRALAY P 2 A4 e AR 5 o FATTT LAYESSHE i I8 FHopen_channel () A
—/I\Jﬁilﬁiﬁifgf:iﬁo %*EE:@%%EHLEF'Tﬂﬁ?ﬁE/?\, ﬂu@}ﬂexec_comand()ﬁyfo

AT A KL AR EALZ G, T LGE B A5 G i recv_ready () S RIREGLRE F 4L
BN o FRATTRT AR PN 3, stdout_datafllstderr_data, FSEAAAEEE FHLAHH AN
RTH R

AT TIR AT, FTLMfHexit_status_ready () JriEtails], FUs st &
TERET S oin () HEEHREERRK,

wa, RIES IS FHclose () i, WG ME P bk .
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7.5 TEZRIFEENHZE Python &

TERTTE Lo, AR RETE RS T, fRmfe EALP I THRAERT, RERS A ER.
N THREIITHCR, Biﬁﬂﬁ%l.ﬁbﬁﬁ%, HU R R BT R i o P P 5 P g T i
AW R, X AR, IR 2R TE]

Fabric ( http://fabfile.org/ ) iX-1Pythonsf = Jy BH Al DU ik AN R, e HIFHC 13 Y 4t
RYAPL, REmSUH FHE AR 738 B o

X AT 2 i B8 51U A £ Fabric .

751 HEEIE

G, WATE LS Fabric, /0] LI# FHPythonfl 5 BE T Hpipileasy_installZi%%, WINH
2 7N . Fabricllfi Tparamikofidl, ZZdiFabrichf4: [ sh%tparamiko,

$ pip install fabric

X, RATEE S SSHIMSGERE IR FHL, ArAFFEE R EAL 2 TSSHIR S #% . WAl
TEARPLPIER (B RE RS ), WEAR D 3 opensshliR45 #¥41. 7FEDebian/Ubuntu
B, AT A P AR apt —get Z3E, W R THEIN AT 2 IS «

$ sudo apt-get install openssh-server

752 SKEUEZ:
T X B ARG AT 1 il fiff F Fabric*4 2% Python i .
TURSYE BR7-425 1 T e E ML 2 Python i JIrets rOAHS , AnF Bz

#!/usr/bin/env python

# Python Network Programming Cookbook -- Chapter - 7

# This program is optimized for Python 2.7.

# It may run on any other version with/without modifications.

from getpass import getpass
from fabric.api import settings, run, env, prompt

def remote_server():
env.hosts = ['127.0.0.1"]
env.user = prompt ('Enter user name: ')
env.password = getpass('Enter password: ')

def install_package():
run("pip install yolk")
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FabriciIZ8 F13- 38 Python AR (112 1777 A —HE o (i fabricF g LB FTA REFT B AE
—% A fabfile.py I PythonliA H, ZEX AN EIAC T, AR50 __main_ 5% o /R W] LUfd HFabric
APLE X7k, SRIG M A 1T T B fabPhd 7. B, FATAE flpython <scripts>.pyidfFabric
A, TR 2 AT H s B — A fabfilepy I A, 9k J5 01T fab one_function_name

another_function_name,

B2, FATRFRIET W2 P A5 2R B fabfile py A, g 1 fRIALERAE, RAT LB 8 SO
P, s A SO R fabfile. pyIAS o B 5E, MMBRAT AR fabfile.py L1, 2RI A
H— Mg ] fabfile ) Pk = .

$ rm -rf fabfile.py
$ 1In -s 7_4_install python package_remotely.py fabfile.py

Wiz fabfile, 7EILFE EHLH L2 Pythonflyol ka2 A4 ML T 4

$ 1In -sfn 7_4_install_ python_ package_remotely.py fabfile.py
$ fab remote_server install_ package

Enter user name: farug

Enter password:

[127.0.0.1] Executing task 'install_package'

[127.0.0.1] run: pip install yolk

[127.0.0.1] out: Downloading/unpacking yolk

[127.0.0.1] out: Downloading yolk-0.4.3.tar.gz (86kB):
[127.0.0.1] out: Downloading yolk-0.4.3.tar.gz (86kB): 100% 86kB
[127.0.0.1] out: Downloading yolk-0.4.3.tar.gz (86kB):
[127.0.0.1] out: Downloading yolk-0.4.3.tar.gz (86kB): 86kB
downloaded

[127.0.0.1] out: Running setup.py egg_info for package yolk
[127.0.0.1] out: Installing yolk script to /home/faruqg/env/bin
[127.0.0.1] out: Successfully installed yolk

[127.0.0.1] out: Cleaning up...

[127.0.0.1] out:

Done.

Disconnecting from 127.0.0.1... done.

753 [RIBoH4T

ATEE R T WAl Python A 7R 2 EALH P T RS HUT 55 . XA e LT
ézkflo remote_server () BREUX EFabricHlenvIibE 20, BN T . P24 B4,

F—AM¥linstall_package () i Hrun () ik, HSEEREMSITPRMANMGS ., E1X
A, BT A JEpip install yolk, RI#fpipZid&Pythonflyolk, FIA AT AZCHE A
He, i Fabric/e e fe EALH T T4 T A SR T m Rk
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7.6 #AEmIBEENHIEIT MySQL %

WARAR T 2 A BEMySQLAR 55 4%, AT LIS XA TO o 3O 23 25 R AR AT £ Python
JEIAS v ) L AR My SQLIR 55 i ¢ 36 I e i & o AR B B — Ml B R IS 3 Y Web i T, X4
TOw ] LUAE A i 8 Web iy FH it #2 i — 43

761 HEEIE

XA VW AR 5 22554 B Fabric, RAT LA# HPython il T Hpipikeasy installid, U
T HE AT TR . Fabricffi Tparami kofilt, L2 Fabrich £ H %% paramniko.

$ pip install fabric

XH, FRATELE S SSHIMSGEREI AR ML, FrAAifEE e B2 TSSHARS 4. e
PP IR E 2  TMySQLAR % %% . 7EDebian/Ubuntutf, 0] LI# A& Pldtapt -get 2 opensshifil
mysql k554, WIT AR

$ sudo apt-get install openssh-server mysqgl-server

7.6.2 SEHURZ

MBI E —LEFabricE A i, FRE UL H TS BMySQLAY pREL, TEIXEEpRHT ,
BN IASERAS AT PUT X mysal, Mii&ifiTechofllSQLAFTA &1k mysql ., X AMBER{RIE
B Hb I S E01 G 13 hmy s o1 ] PAT S0

FRRSYE HL7-525 Y T IR TMySQLAT A A dg AL, 4R i -

#!/usr/bin/env python

# Python Network Programming Cookbook -- Chapter - 7

# This program is optimized for Python 2.7.

# It may run on any other version with/without modifications.

from getpass import getpass
from fabric.api import run, env, prompt, cd

def remote_server():
# Edit this list to include remote hosts
env.hosts = ['127.0.0.1"]
env.user = prompt ('Enter your system username: ')
env.password = getpass('Enter your system user password: ')
env.mysqglhost = 'localhost'
env.mysqgluser = prompt ('Enter your db username: ')
env.mysglpassword = getpass ('Enter your db user password: ')
env.db_name = "'

def show_dbs() :
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""" Wraps mysgl show databases cmd"""
g = "show databases"
run("echo '%s' | mysgl -u%s -p%s" %$(q, env.mysqgluser, env.mysglpassword))

def run_sql (db_name, query):
""" Generic function to run sgl"""
with cd('/tmp') :
run("echo '%s' |mysql -u%s -p%s -D %s" % (query, env.mysqluser, env.mysqglpassword,
db_name) )

def create_db():
"""Create a MySQL DB for App version"""
if not env.db_name:
db_name = prompt ("Enter the DB name:")
else:
db_name = env.db_name
run('echo "CREATE DATABASE %s default character set utf8 collate
utf8_unicode_ci;"|mysql --batch --user=%s --password=%s --host=%s'\
% (db_name, env.mysqgluser, env.mysglpassword, env.mysglhost), pty=True)

def 1s_db():
""" Tist a dbs with size in MB """
if not env.db_name:
db_name = prompt ("Which DB to 1ls?")
else:
db_name = env.db_name
query = """SELECT table_schema "DB Name",
Round (Sum(data_length + index_length) / 1024 / 1024, 1) "DB Size in MB"
FROM information_schema.tables
WHERE table_schema = \"%s\"
GROUP BY table_schema """ %$db_name
run_sqgl (db_name, query)

def empty_db():
"vv Empty all tables of a given DB """
db_name = prompt ("Enter DB name to empty:")

cmd = """
(echo 'SET foreign_key_checks = 0;"';
(mysqgldump -u%s -p%s --add-drop-table --no-data %s
grep “DROP) ;
echo 'SET foreign_key checks = 1;"') | \

mysgl -u%s -p%s -b %$s

""" % (env.mysgluser, env.mysglpassword, db_name, env.mysgluser, env.mysglpassword,
db_name)

run (cmd)

PRI IANEA, BRI — M R fabfile.py. 7EATITHIAT T BT LLSE %
— AR
$ 1In -sfn 7_5_ run_mysql_command_remotely.py fabfile.py

SRR, AU £abo nl AT SCPFRAT AN [ R 454

BIR# XSGR AKIbj(flt0426@163.com) £= BEHRIY



130 % 7% Bik&HmAE

TR WA T — R ESFE (fiHSQLA flshow databases ):

$ fab remote_server show dbs

T iR Al — S H RIMySQLEWE 7 . IR 34T 7€ X FabricHi 525 it do_name, 2 /R—
MRRFF, BREA HARBEE 2 FR . BUEPEEE LR SQLa 2|4 : CREATE DATABASE

<database_name> default character set utf8 collate utf8_ unicode_ci;,
$ fab remote_server create_db
IX~Fabricir 4 7R 5080 1 KD -
$ fab remote_server 1ls_db()

"I > Fabricir 28 FH P4 730y s g1 dump Fllmy sq 115 28 R R o 334> sRA A T RIEL
i PE R TRUNCATEAT IS, FORI [ 2R i e o S5 SR 800 dt— A AT AT R O Eiis
E:F_‘#o

$ fab remote_server empty db()

KA B IR

$ fab remote_server show_dbs

[127.0.0.1] Executing task 'show_dbs'

[127.0.0.1] run: echo 'show databases' | mysqgl -uroot -p<DELETED>
[127.0.0.1] out: Database

[127.0.0.1] out: information_schema

[127.0.0.1] out: mysqgl

[127.0.0.1] out: phpmyadmin

[127.0.0.1] out:

Done.

Disconnecting from 127.0.0.1... done.

$ fab remote_server create_db

[127.0.0.1] Executing task 'create_db'

Enter the DB name: testl23

[127.0.0.1] run: echo "CREATE DATABASE testl1l23 default character set utfs8
collate uth_unicode_ci;“|mysq1 --batch --user=root --password=<DELETED>
--host=localhost

Done.
Disconnecting from 127.0.0.1... done.

$ fab remote_server show_dbs

[127.0.0.1] Executing task 'show_dbs'

[127.0.0.1] run: echo 'show databases' | mysqgl -uroot -p<DELETED>
[127.0.0.1] out: Database

[127.0.0.1] out: information_ schema
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[127.0.
[127.0.
[127.
[127.

.1] out: collabtive
.1] out: testl23
.1] out: testdb

.1] out:

o O oo
DY
o O oo

Done.
Disconnecting from 127.0.0.1... done.

7.6.3 [RIESHR

XAMHIAE ST Fabricffi LA R, 55— pi%lremote_server () BEMETAS &, AN HY
AP (127.0.0.1 ) PRAFAE EHLFN R A, AH RS H P 23565 MMy SQL& S % il i getpass ()
TTEEAREL,

A —A> BRECH i FabricH i run () BR%L, HEMySQLATA [l i 4imy sql il A T30, R ik4hin
FEMySQLIR %%

run_sql () PRECEIE TR, 10— R, Al 7e A s e . 14N, fEempey_db ()
PRECHIIT T run_sql () BB TSQLATS o X AMT LIRSS A | SRS

7.7 @i SSH M HHEmEIImizig &+

i Fabricff T I FE R G0 A FIAT 45, A SR AE 38 1o SSHEEAS #1555 Hh i) SO A5 B A ik 4%
W, AT LU FFabric N B fget () Alput () BREL X AT AR R 7 Ufa) 8 X pRBi& 4 s, If
HARAEHmT e A R 2 ],

771 EEIE

XA VAR TG 22 5 2 e Fabric, /R1] LA HPythonfl EHE T Hpipikeasy installZide, U
A IR -

$ pip install fabric

DCHL, A 12 i SSHIM A AL, Fr AL AR EHLH 226 1T SSHAR S 4 .

7.7.2 SRECESZ

A2 Ny FabricBoE A, SRR FE SR B, — T R EScHE, 55— 1T Lk
3t

FRASTH H7-6 238 1 SSHI S i B FR 15 £ T AR 94D, R B
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#!/usr/bin/env python

# Python Network Programming Cookbook -- Chapter - 7

# This program is optimized for Python 2.7.

# It may run on any other version with/without modifications.

from getpass import getpass
from fabric.api import local, run, env, get, put, prompt, open_shell

def remote_server():

env.hosts = ['127.0.0.1"]
env.password = getpass('Enter your system password: ')
env.home_folder = '/tmp'

def login():

open_shell (command="cd %s" %env.home_folder)

def download_file():
print "Checking local disk space..."
local("df -h")
remote_path = prompt ("Enter the remote file path:")
local_path = prompt ("Enter the local file path:")
get (remote_path=remote_path, local_path=local_path)
local("ls %s" %local_path)

def upload_file():
print "Checking remote disk space..."
run("df -h")
local_path = prompt ("Enter the local file path:")
remote_path = prompt ("Enter the remote file path:")
put (remote_path=remote_path, local_path=local_path)
run("ls %s" %$remote_path)

FRBI T A, BAIE— M EE ) K fabfile.py. 7EMTAATHRHT T A4 7T LASE X
— et

$ 1ln -sfn 7_6_transfer file over ssh.py fabfile.py
RO, ATLMEE ] £ab Al A T SCOHATAS TR R4 o
G, AR AR IR RS 4y, 1l LAizafT R IEX - Fabric PR :

$ fab remote_server login

AT Lk 25 2B Bl — 2R Wshe NI HIUIREE . ARG, FTRURE R H Y fir S48 SO IR
255 a4 B EE A B A

$ fab remote_server download_file
Fefelith, AR SCOAT DA R XS4

$ fab remote_server upload file
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TEXNIFHp, FRATE A SSHIE A I 25 . TR, PRBEAEAH A & P 2225 SSHAR 5545 4 ik
BATXNAS . AR, RATLME M remote_server () FRAL, HMUNZERERLEREENL, WFR:

$ fab remote_server login
[127.0.0.1] Executing task 'login’'
Linux debian6é 2.6.32-5-686 #1 SMP Mon Feb 25 01:04:36 UTC 2013 i686

The programs included with the Debian GNU/Linux system are free software;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/*/copyright.

Debian GNU/Linux comes with ABSOLUTELY NO WARRANTY, to the extent
permitted by applicable law.

You have new mail.

Last login: Wed Aug 21 15:08:45 2013 from localhost

cd /tmp

farug@debian6:~$ cd /tmp

farug@debian6:/tmp$

<CTRL+D>
farug@debian6:/tmp$ logout

Done.
Disconnecting from 127.0.0.1... done.

$ fab remote_server download_file
[127.0.0.1] Executing task 'download_ file'’
Checking local disk space...

[localhost] local: df -h

Filesystem Size Used Avail Use% Mounted on
/dev/sdal 62G 47G 126 81% /

tmpfs 506M 0 506M 0% /1lib/init/rw
udev 501M 160K 501M 1% /dev

tmpfs 506M 408K 505M 1% /dev/shm
Z_DRIVE 1012G 944G 69G 94% /media/z
C_DRIVE 466G 248G 218G 54% /media/c

Enter the remote file path: /tmp/op.txt

Enter the local file path: .

[127.0.0.1] download: chapter7/op.txt <- /tmp/op.txt
[localhost] local: 1ls .

7_1_execute_remote_telnet_cmd.py 7_3_print_remote_cpu_info.py
7_5_run mysql_command_ remotely.py 7_7_configure_ Apache_for_hosting

website_remotely.py fabfile.pyc _ init_ .py test.txt
7_2_copy remote_file over_sftp.py 7_4_install python_package_
remotely.py 7_6_transfer file over_ssh.py fabfile.py
index.html op.txt vhost .conf

Done.

Disconnecting from 127.0.0.1... done.
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7.7.3 JRIBoOH

TERX AT, 2 T LA~ Fabric PAUE Y PR, 7EAS LB A AR R A 2 AL F S o 1ocal ()
PRETEA MR TP HATERE, run () BB AR B T T4

TE_ALHT BOCHFRT R Ao A AR & ] RS 8]

XA RAVER I Unix iy @ £ 5B o WA BB SCPFI A T I AT FP a5 , T B 25
TR, LI R AP A ShidT

7.8 IEFEECE Apache B{TM4

Fabric bR ] UL LIE H P Bz ts, ol LUBYUH P B0yisft, WRARELFEApache R 55
IR, T B PR AR A RE B A B SCE DL S S Web IR 55 %% o X AN A4 Fabric Y
sudo () BREL, LB B FEnfE s & h AT an 4o X L, FRATTEEE B 1217 M3k BT A5 A Apache
AL FEHL,

781 HEEIE

X AN T 75 S TE AR M £ e 2 Fabric . AR 1T LUl Python % # T Hpip o easy_
install %%, G NHMHA IR

$ pip install fabric

XHL, FRATELE S SSHIMSGE R ML, P LAAAEL A WL 22235 121 SSHIR 55 %7
o FE ML H I T A 2 FiE 1T Apache Web IR 55 #% . 7£ Debian/Ubuntu P, 7] DU FH £ 45 B &%
apt-getZ 3%, WINHIIATE N

$ sudo apt-get install openssh-server apache2

7.8.2 SEEUEZ

5, FRATEHE Apache Y L2 AT FI— LU E 280, (lanWebliR s a0 . P4l 1E
PUTEAUEC B SCPFRYBRAR AT IR PRI . S L6 S H0n] LU SO

RIG, & X REL, remote_server () flsetup_vhost (), f#ifFabriciifTApachelit &
1% .

AR A 7- T2 R IC B Apacheiz AT Wl Irds iU, A0 R s .
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#!/usr/bin/env python

# Python Network Programming Cookbook -- Chapter - 7

# This program is optimized for Python 2.7.

# It may run on any other version with/without modifications.

from getpass import getpass
from fabric.api import env, put, sudo, prompt
from fabric.contrib.files import exists

WWW_DOC_ROOT = "/data/apache/test/"

WWW_USER = "www-data"

WWW_GROUP = "www-data"

APACHE_SITES_PATH = "/etc/apache2/sites-enabled/"
APACHE_INIT SCRIPT = "/etc/init.d/apache2 "

def remote_server|():
env.hosts = ['127.0.0.1"]
env.user = prompt('Enter user name: ')
env.password = getpass('Enter your system password: ')

def setup_vhost():
""" Setup a test website """
print "Preparing the Apache vhost setup..."

print "Setting up the document root..."
if exists (WWW_DOC_ROOT) :

sudo("rm -rf %s" SWWW_DOC_ROOT)
sudo ("mkdir -p %s" SWWW_DOC_ROOT)

# setup file permissions
sudo ("chown -R %s.%s %s" %$(env.user, env.user, WWW_DOC_ROOT) )

# upload a sample index.html file
put (local_path="index.html", remote_path=WWW_DOC_ROOT)
sudo ("chown -R %s.%s %s" $(WWW_USER, WWW_GROUP, WWW_DOC_ROQT) )

print "Setting up the vhost..."
sudo ("chown -R %s.%s %$s" %$(env.user, env.user, APACHE_SITES_PATH))

# upload a pre-configured vhost.conf
put (local_path="vhost.conf", remote_path=APACHE_SITES_PATH)

sudo ("chown -R %s.%s %s" %('root', 'root', APACHE_SITES_PATH))

# restart Apache to take effect

sudo ("%s restart" $SAPACHE_INIT SCRIPT)

print "Setup complete. Now open the server path http://abc.remote-server.org/ in
your web browser."

N T IBATRAAA, SN HEXATIA EHLSCHEF, il etc/hosts :

127.0.0.1 abc.remote-server.org abc

B REE Ty S fabfile.py. fEATSATH, FTRAGEATT IR Ay 52 A
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$ 1In -sfn 7_7_configure_Apache_for hosting website_remotely.py fabfile.py
SRIG , FTLUEH £an PTHA T SO TAS [R] FR #4FE o

BT, AR A A SRS RE AR 55 4%, AT LAIE AT T I X FabriceR . 152 p0% 4551
LU

$ fab remote_server setup_vhost

[127.0.0.1] Executing task 'setup_vhost'

Preparing the Apache vhost setup...

Setting up the document root...

[127.0.0.1] sudo: rm -rf /data/apache/test/

[127.0.0.1] sudo: mkdir -p /data/apache/test/

[127.0.0.1] sudo: chown -R faruqg.faruqg /data/apache/test/

[127.0.0.1] put: index.html -> /data/apache/test/index.html

[127.0.0.1] sudo: chown -R www-data.www-data /data/apache/test/

Setting up the vhost...

[127.0.0.1] sudo: chown -R faruq.faruq /etc/apache2/sites-enabled/

[127.0.0.1] put: vhost.conf -> /etc/apache2/sites-enabled/vhost.conf

[127.0.0.1] sudo: chown -R root.root /etc/apache2/sites-enabled/
0
0

O O o oo

[127.0.0.1] sudo: /etc/init.d/apache2 restart

[127.0.0.1] out: Restarting web server: apache2apache2: Could not
reliably determine the server's fully qualified domain name, using
127.0.0.1 for ServerName

[127.0.0.1] out: ... waiting apache2: Could not reliably determine the
server's fully qualified domain name, using 127.0.0.1 for ServerName
[127.0.0.1] out:

[127.0.0.1] out:

Setup complete. Now open the server path http://abc.remote-server.org/ in your web
browser.

Done.
Disconnecting from 127.0.0.1... done.

IBATIAAA Z S, PR RITIR B, DAl AL (flhn/etc/hosts ) st YBRAS . 1
WSS AE RN i

It works!
This is the default web page for this server.
The web server software is running but no content has been added, yet.

7.8.3 [RIBSHR

XTSRRI R ) Apacheit B S AL B A H 1, SRIG A2 LT A PR fEremote_server ()
PRELT, AR —KE, 8 T FabricPRES4L, Hlin=EAL. FH 42 Msimss,

setup_vhost () AT | — RINHEAFHRIURII AT %o B8, [ilexists () AU AR
MELAIEE T B SCRIR F sk o AARIZERASAFLE, WURLIER, 72~ —BrhEsgald . A5 M
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P Tenounfivd, WP LIS B .

HE, 8 EZATML (indexhtml ) _EAEFISCRRERAR . B, HHESCHFERIDITR
FLPRI T WebJlR 558 HI

BEEUF SRR H 35, setup_vhost () PRI vhost.conf U 4% 51| Apache Y I il i i 4% 4%
BRI S A E AR P

5, XA AN E JE ApachelR 55 v, TRECE AR QUIRECE RS, PRSSTEN AT A BT
1Jj[Rlhttp://abe.remote-server.org/ff i 7~ F PN 25 .
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{ERWebBR%: XML-RPC,
SOAPFIREST

RETHE :

Q A HIXML-RPCAR 55 2%

Q Hi5E— L4 . ZIHXML-RPCHR S #

Q BT — S RFHTTPERANIE A XML-RPCHR 55 %
O {di FFIREST M Flickr i e g —26 18 H-{5 B

Q #% H W 53t S3 WebflR 45 X F5FHISOAP Ik

Q fif AT R EHE R

O 385 B I R APIHE W Db 8 R K 45

8.1 &Y

AR — LA R A Python W, 38 =R Rl 77 Al FHWebiR 55 o X ==& “XML
ZEAEE A" (XML Remote Procedure Call, fEFRXML-RPC ), “fjFAxt4 " ( Simple
Object Access Protocol, fAjF#RSOAP ) Fll “FRILZARASFE4L” ( Representational State Transfer, fijFR
REST ), WeblliRg5 1 B, S&il P3R4 A8 A OB M EE M 28 th3g B, 452 LR LA AT
BER . ZFhATE] AP Web IR 55 A f5E FHEAE T4 6]

AR X R E PR R B . XML-RPCHE FHHTTPE NGRS, (I XMLAE P
ZAE . SCHXML-RPCHI S 25 SRRl FLr & P i o & st R TR) B S 800 FH R 55 2%
PATIEARN . XML-RPCEA T, HE AR, SOAPA —HFREAIML, HTH{RTE
AR . RESTZ—Fh M XUk, 1 WeblR45 28151 5, RESTHUY A FHHT TP K 77
e, BIGET. POST. PUTHIDELETE. ASFHSMZ3ixX 4 Webll 55 WMSCRI XA I FHL , 52 AL —8k
W WAESS .
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8.2 #ifAH XML-RPC fR% ==

WERARZ B WebZife, FTREZSIBBXFEAYESS . I SZHFXML-RPCIR 55 Y 19 2l v 3 I — 4
R TERANHXML-RPCIR S5 Z i, BT — A XML-RPCR 55 4 F M B 3d 15 o

821 HEIIE

XA~ T W L ] Python Supervisor £2 )% . Supervisor ) 12 Ji T Ji3 sl M4 B 0] P47 RE ¥ o
Supervisor 7] IME R G G SFP R T, ARl FUbRE, HFtBReSNR G REEE T . 4
A7 T B4 BV AT 222 Supervisor ;

$ pip install supervisor

8.2.2 SEEUEAL

FATE R Supervisorfl it — L E S X T Hr R4 T — IR BIRCE, i T —Unix HTTP
RS BT M — R H A S, T2 rpcinterface: supervisorihy, H A rpcinterface_
factory &HRANE F Iimif (5 1Y o

ff program:8_2_ multithreaded multicall_xmlrpc_server.py b4, F1{#
SupervisorfiL & | — MM HLAIR S5 4 FR)T, $8E T a2 Fl—Le A 24k

A7 A 8- 1ade— A RI BA ¥ Supervisorfil &, 41T 7w

[unix_http_server]

file=/tmp/supervisor.sock ; (the path to the socket file)
chmod=0700 ; socket file mode (default 0700)
[supervisord]

logfile=/tmp/supervisord.log
loglevel=info
pidfile=/tmp/supervisord.pid
nodaemon=true

[rpcinterface: supervisor]
supervisor.rpcinterface_factory = supervisor.rpcinterface:make_main_rpcinterface

[program:8_2_multithreaded _multicall_xmlrpc_server.py]
command=python 8_2_multithreaded_multicall_xmlrpc_server.py ; the program (relative _

uses PATH, can take args)
process_name=% (program_name)s ; process_name expr (default % (program_name)s)

UARAEAR W G B A LA Supervisorfit B SCOF, T8 FHIX AN SCHA T A2 1 T Supervisor
BAE, JATT LGS — A~ XML-RPCE F'¥ii, 1E R Supervisor (0, FRIGETTH B#ERR (5 .
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UL BA8-1b 2 & I XML-RPCAR HB AR &5 25 091 CHS, 0N s .

#!/usr/bin/env python

# Python Network Programming Cookbook -- Chapter - 8

# This program is optimized for Python 2.7.

# It may run on any other version with/without modifications.

import supervisor.xmlrpc
import xmlrpclib

def query_ supervisr (sock) :
transport = supervisor.xmlrpc.SupervisorTransport (None, None,
'unix://%s' %sock)
proxy = xmlrpclib.ServerProxy('http://127.0.0.1",
transport=transport)
print "Getting info about all running processes via Supervisord..."
print proxy.supervisor.getAllProcessInfo()

if _ name_ == '__main__ ':
query_supervisr (sock="'/tmp/supervisor.sock"')

IBATIX A SupervisorsF R, 2B BT AR -

chapter8$ supervisord

2013-09-27 16:40:56,861 INFO RPC interface 'supervisor' initialized
2013-09-27 16:40:56,861 CRIT Server 'unix_http_server' running
without any HTTP authentication checking

2013-09-27 16:40:56,861 INFO supervisord started with pid 27436
2013-09-27 16:40:57,864 INFO spawned:

'8_2 multithreaded multicall_xmlrpc_server.py' with pid 27439
2013-09-27 16:40:58,940 INFO success:

8 2 multithreaded multicall_ xmlrpc_server.py entered RUNNING state,
process has stayed up for > than 1 seconds (startsecs)

TE, 7GR T FiEfEs_ 2 multithreaded multicall_xml rpc_server.pyo

WA, AR TTE P s, B4l Supervisorf XML-RPCAR 5 #5442 11, B 7w ik
s AR PR

$ python 8_1 query xmlrpc_server.py

Getting info about all running processes via Supervisord...
[{'now': 1380296807, 'group':

'8_2 multithreaded_multicall_xmlrpc_server.py', 'description': 'pid
27439, uptime 0:05:50', 'pid': 27439, 'stderr_logfile':

'/tmp/8_2 multithreaded multicall_ xmlrpc_server.py-stderr---
supervisor-i_VmKz.log', 'stop': 0, 'statename': 'RUNNING', 'start':
1380296457, 'state': 20, 'stdout_logfile':

'/tmp/8_2 multithreaded multicall_ xmlrpc_server.py-stdout---
supervisor-eMudgk.log', 'logfile':

'/tmp/8_2 multithreaded_multicall_ xmlrpc_server.py-stdout---
supervisor-eMuJdgk.log', 'exitstatus': 0, 'spawnerr': '', 'name’':
'8_2 multithreaded_multicall_xmlrpc_server.py'}l
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8.2.3 [RIETHR

XA EAE )5 63847 SupervisorsTF EFE (ifiidrpcinterfacelit & ), Supervisor<a 375
— AP XML-RPCHR % #%, Bls_ 2 multithreaded multicall xmlrpc_server.pyo

B umASHhE LT query_supervisr () ik, HBEUE Supervisor B4 7  FEX A,
ﬁ}ﬂUnle*ﬁ?ﬂ%ﬁ%ﬁJ@T /\SupervisorTransportj;@J 7)(}: %fﬁ]{kxmlrpcllb*%ﬁ%qﬂ
f)serverProxyKAIH | —"XML-RPCH 55 #fCH . 1445 serverProxy St 1y A IS HUE M
S5t HuhE AT B2 Y transport .

BfiJ5 , XML-RPCHR 5% CFRIE H Supervisor ' fljgetallProcessInfo () Fik, fEFIERERY
SEITEIH R, FTEIAYE BfUffipid. statenamefldescription®,

8.3 WME—NZ%IE. %A XML-RPC fR$

YRAT LR XML-RPCHR 55 # Rl 4232 Z A . XEMRE , 2R AT LA R [ —
ANEER M H, WERARSS 78 TR 24, RS8035 iR RE e B R TP Ut T o8 Z2 094 CHS . IR,
R By B AR AL TARFH ZER

8.3.1 SLHUEZR

AT LIE X — ServerThreadZt, #/K Hthreading. ThreadZs, M HW A LIFEX 2
B — A JE M A SimplexMLRPCServer L, XFERLREREZZ A T .

Ja, BATATLUE A% —DMARIA S 240 . ZXML-RPCIR S5 4%, 53—
TR TS R 0% i

TR H8-2 2 2 5 2 4fE . Z P TIXML-RPCHR 55 a4 I (4GRS, 4 R s «

#!/usr/bin/env python

# Python Network Programming Cookbook -- Chapter - 8

# This program is optimized for Python 2.7.

# It may run on any other version with/without modifications.

import argparse

import xmlrpclib

import threading

from SimpleXMLRPCServer import SimpleXMLRPCServer
# some trivial functions

def add(x,y):
return x+y
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def subtract(x, vy):
return x-y

def multiply(x, y):
return x*y

def divide(x, vy):
return x/y

class ServerThread(threading.Thread) :
def _ _init_ (self, server_addr):

threading.Thread.__init__ (self)
self.server = SimpleXMLRPCServer (server_addr)
self.server.register_multicall_functions()
self.server.register_function(add, 'add')
self.server.register_function (subtract, 'subtract')
self.server.register_function(multiply, 'multiply’')
self.server.register_function(divide, 'divide')

def run(self):
self.server.serve_forever ()

def run_server (host, port):
# server code

server_addr = (host, port)
server = ServerThread(server_addr)
server.start() # The server is now running

print "Server thread started. Testing the server..."

def run_client (host, port):
# client code
proxy = xmlrpclib.ServerProxy ("http://%s:%s/" %$(host, port))
multicall = xmlrpclib.MultiCall (proxy)
multicall.add (7, 3)
multicall.subtract(7,3)
multicall.multiply(7,3)
multicall.divide(7,3)
result = multicall()
print "7+3=%d, 7-3=%d, 7*3=%d, 7/3=%d" % tuple(result)

if _ name_ == '__main__ ':

parser = argparse.ArgumentParser (description='Multithreaded multicall XMLRPC
Server/Proxy')

parser.add_argument ('--host', action="store", dest="host", default='localhost')

parser.add_argument ('--port', action="store", dest="port", default=8000,
type=int)

# parse arguments

given_args = parser.parse_args()

host, port = given_args.host, given_args.port
run_server (host, port)

run_client (host, port)

BT AR, 2B BT i .
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$ python 8_2 multithreaded multicall_ xmlrpc_server.py --port=8000
Server thread started. Testing the server...

localhost - - [25/Sep/2013 17:38:32] "POST / HTTP/1.1" 200 -
7+3=10, 7-3=4, 7%*3=21, 7/3=2

8.3.2 RIS

TEXANTE R, FRATE L T serverThreadd, 447K HPythonZE 2 H [ ThreadZt . XA
KT server B N — 1 SimpleXMLRPCServer IR 5545 35441 . XML-RPCHR 4545 1 i ik
ATFERT TR . A T I FHZADIRE, TATEMRSS #8920 LA T register_multicall
functions () F,

SR AR DU AT B Y BRI XML-RPCAR 55 %% | add () . subtract (). multiply ()l
divide () o XJLAPRELAGVEH IE A FRETR

NTRERS 2%, BAETFHA OGS run_server () BREL, 7EXANREH, i HRT UL
EI/‘JServerThread%'@@'J@T—/I\Hlﬁ%%ggyﬂo ﬁ?)ﬁ?’fﬁ/l\ﬁﬁ%%%%ﬂﬁﬂiﬁﬁﬁstart () ﬁ(f)ﬁ@j
XML-RPCHZ45 %%

FEZ P i. run_client () PRERIAFE M Ar 24T R I EHLANGG H o 285 Fxmlrpclib
i serverProxy A — > XML-RPCHR 55 #R G HESL 6] o PR AR SE il L hiMul ticall
Xk, AT Hmulticall, AR, FTLLEITHTE & LB PUARPCHIE T, Wladd() .
subtract () , multiply () flldivide (). fJa, FATHET —KIHA (multicall () ) FKHL
a0 PGSR T E— AT TE R .

8.4 BIT—XHE HTTP EZAXINIERI XML-RPC PR 5538

HE, RTEELEXML-RPCR % # S BIESIfE . XIS T — AR B m R p], 1
A fEXML-RPCHR 55 #% S B HTTPEAIATIE

8.4.1 SLECEZR

TATATLAE X —~simpleXMLRPCServerZKf) 135, HHiE iFRACB 1, DI HSiEK
AR, FIHEE IR SR GEHE HLXT

A H.8-3a 2 fEXML-RPCHR 55 5 H S HT TPEEAYGIE S, an s

#!/usr/bin/env python

# Python Network Programming Cookbook -- Chapter - 8

# This program is optimized for Python 2.7.

# It may run on any other version with/without modifications.
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import argparse

import xmlrpclib

from base64 import bé64decode

from SimpleXMLRPCServer import SimpleXMLRPCServer, SimpleXMLRPCRequestHandler

class SecureXMLRPCServer (SimpleXMLRPCServer) :

def __init__ (self, host, port, username, password, *args, **kargs):
self.username = username
self.password = password
# authenticate method is called from inner class
class VerifyingRequestHandler (SimpleXMLRPCRequestHandler) :
# method to override
def parse_request (request) :
1f\SimpleXMLRPCRequestHandler.parse_request (request) :
# authenticate
if self.authenticate(request.headers):
return True
else:
# if authentication fails return 401
request.send_error (401, 'Authentication failed, Try agin.')
return False
# initialize
SimpleXMLRPCServer.__init__ (self, (host, port),
requestHandler=VerifyingRequestHandler, *args, **kargs)

def authenticate(self, headers):
headers = headers.get ('Authorization') .split()
basic, encoded = headers[0], headers[1]
if basic != 'Basic':
print 'Only basic authentication supported'’
return False
secret = b64decode (encoded) .split(':")
username, password = secret[0], secret[l]
return True if (username == self.username and password == self.password) else
False

def run_server (host, port, username, password) :
server = SecureXMLRPCServer (host, port, username, password)
# simple test function
def echo(msg) :
""'"Reply client in uppser case """
reply = msg.upper ()
print "Client said: %s. So we echo that in uppercase: %$s" %(msg, reply)
return reply
server.register_function(echo, 'echo')
print "Running a HTTP auth enabled XMLRPC server on %s:%s..." %(host, port)
server.serve_forever ()

if _ name_ == '__main__ ':

parser = argparse.ArgumentParser (description='Multithreaded multicall XMLRPC
Server/Proxy')

parser.add_argument ('--host', action="store", dest="host", default='localhost')
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parser.add_argument ('--port', action="store", dest="port", default=8000, type=int)
parser.add_argument ('--username', action="store", dest="username", default='user')
parser.add_argument (' --password', action="store", dest="password", default='pass')

# parse arguments

given_args = parser.parse_args ()

host, port = given_args.host, given_args.port

username, password = given_args.username, given_args.password
run_server (host, port, username, password)

BT AS, BOASE B T .

$ python 8_3a_ xmlrpc_server with http_auth.py

Running a HTTP auth enabled XMLRPC server on localhost:8000...
Client said: hello server.... So we echo that in uppercase: HELLO
SERVER. ..

localhost - - [27/Sep/2013 12:08:57] "POST /RPC2 HTTP/1.1" 200 -

PAE, FRAIRAE—ANR A & B, ol FH AR5 SR AT R 55—
AT BA8-3b & XML-RPCE i HA A, 4T Al

#!/usr/bin/env python

# Python Network Programming Cookbook -- Chapter - 8

# This program is optimized for Python 2.7.

# It may run on any other version with/without modifications.

import argparse
import xmlrpclib

def run_client (host, port, username, password):

server = xmlrpclib.ServerProxy ('http://%$s:%s@%s:%s' % (username, password, host,
port, ))

msg = "hello server..."

print "Sending message to server: %s " %msg

print "Got reply: %s" $%server.echo (msg)

if _ name_ == '__main__ ':
parser = argparse.ArgumentParser (description='Multithreaded multicall XMLRPC
Server/Proxy')

parser.add_argument ('--host', action="store", dest="host", default='localhost')

parser.add_argument ('--port', action="store", dest="port", default=8000,
type=int)

parser.add_argument ('--username', action="store", dest="username",
default="'user')

parser.add_argument (' --password', action="store", dest="password",

default='pass"')
# parse arguments
given_args = parser.parse_args ()
host, port = given_args.host, given_args.port
username, password = given_args.username, given_args.password
run_client (host, port, username, password)

BT AN, BB
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$ python 8_3b_xmprpc_client.py
Sending message to server: hello server...
Got reply: HELLO SERVER...

8.4.2 RIS

TEMRE tafiiA |, 47K SimpleXMLRPCServerdSiE X T SecureXMLRPCServer 125, 7EIX
TR BARE T, & X T HFE#EIE R i verifyingRequestHandler 2¢, fii F
authenticate () FEMIEAINIE,

FAHEHTTPIE R B 5 authenticate () ik, KiftauthorizationEHHbAY(E ., WNE
0% TBasic, Wffifbase6sbntfEREIR i b64decode () T MRS YRID )G S . $2HGH A P
ARSI, PRI S5 2R F6 A2 B8 S FEHE FL X

frrun_server () AT E XL T — B echo () THREL, B HAMFsecureXMLRPCServer
S L

R IEHA T, run_client () REISEUE RS b FPE TR, A XSS HUL 4%
ServerProxydMiE ik, AIE—9H], SR FHecho () HikAE—ITIHE.

8.5 {#H REST M Flickr pliE— LB {ER

R Z W3 #1338 1T REST AP Web IR 552 H o Flickrix /i~35 44 (1 JE 435 M sl e 244t T REST
el AEFRNPRYCERE—Se BT 58, M — IMRRIR A B 2 s T 8 R A LT

8.5.1 SLHUEZ

AT ZREST URLARHTTPIE R . WS, X LLURLIE GRS LEIIA T FRATAT LA
= Miirequests KERESTIH K . requestsPithif it T —LfHFI A 1, ikget () .
post (). put () flldelete (),

A T MFlickr ) Web IR 55805, RFs B M — ANk, SRIGIRELAPIZ 4 . AP 5 A
local_settings.py X4, & AT AT HEEAL,

Ay BA8-4 2 FHREST M Flickr - S 82 B8 -5 ELUras iOACHS, 4k s .

#!/usr/bin/env python

# Python Network Programming Cookbook -- Chapter - 8

# This program is optimized for Python 2.7.

# It may run on any other version with/without modifications.
# Supply Flickr API key via local_settings.py

import argparse
import json
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import requests

try:

from local_settings import flickr_apikey

except ImportError:

def

tag

pass

collect_photo_info(api_key, tag, max_count) :

"""Collects some interesting info about some photos from Flickr.com for a given
photo_collection = []

url = "http://api.flickr.com/services/rest/?method=flickr.photos.search&tags=%

s&format=json&nojsoncallback=1&api_key=%s" %(tag, api_key)

resp = requests.get(url)
results = resp.json()
count = 0
for p in results|['photos']['photo']:
if count >= max_count:
return photo_collection

print 'Processing photo: "%$s"' % pl['title']

photo = {}

url = "http://api.flickr.com/services/rest/?method=flickr.photos.getInfo&
photo_id= " + p['id'] + "&format=json&nojsoncallback=1&api_key=" + api_key

info = requests.get(url).json()

photo["flickrid"] = p['id']

photo["title"] = info['photo']['title']['_content']

photo["description"] = infol['photo']['description']['_content']

photo["page_url"] = info['photo']l['urls']['url'][0]['_content']

photo["farm"] = infol['photo']['farm']

photo["server"] = info['photo']['server']

photo["secret"] = info['photo']|['secret']

# comments
numcomments = int(info['photo']['comments']['_content'])
if numcomments:
#print " Now reading comments (%d)..." % numcomments
url = "http://api.flickr.com/services/rest/?method=flickr.photos.comments.

getList&photo_id=" + p['id'] + "&format=json&nojsoncallback=1&api_key=" + api_key

comments = requests.get(url).json()
photo["comment"] = []
for ¢ in comments|['comments']['comment']:
comment = {}
comment [ "body"] = c['_content']
comment [ "authorid"] = c['author']
comment [ "authorname"] = c['authorname']
photo [ "comment"] .append (comment)
photo_collection.append (photo)
count = count + 1
return photo_collection

if name == '__main__ ':

parser = argparse.ArgumentParser (description='Get photo info from Flickr')
parser.add_argument ('--api-key', action="store", dest="api_key",
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default=flickr_apikey)

parser.add_argument ('--tag', action="store", dest="tag", default='Python')
parser.add_argument (' --max-count', action="store", dest="max_count", default=3,
type=int)

# parse arguments
given_args = parser.parse_args ()
api_key, tag, max_count = given_args.api_key, given_args.tag,
given_args.max_count
photo_info = collect_photo_info(api_key, tag, max_count)
for photo in photo_info:
for k,v in photo.iteritems() :
if == "title":
print "Showiing photo info...."
elif k == "comment":
"\tPhoto got %s comments." %len(v)
else:
print "\t%s => %s" %(k,v)

Flickr APTZE4A ] LUjit#Elocal_settings.py SCAFH, WAl fEAr 2474t (38 1d --api-keyZE
B BRTAPUEH, nHaE R MEE R R K8 . BUEN T, XA K python
PR, SERREI 34, QR A R

$ python 8_4_get_flickr photo_info.py
Processing photo: "legolas"
Processing photo: ""The Dance of the Hunger of Kaa""
Processing photo: "Rocky"
description => Stimson Python
Showiing photo info....
farm => 8
server => 7402
secret => 6cbae671b5
flickrid => 10054626824
page_url => http://www.flickr.com/photos/102763809@N03/10054626824/
description => &quot; 'Good. Begins now the dance--the Dance of the
Hunger of Kaa. Sit still and watch.'

He turned twice or thrice in a big circle, weaving his head from right to left.
Then he began making loops and figures of eight with his body, and soft,

oozy triangles that melted into squares and five-sided figures, and

coiled mounds, never resting, never hurrying, and never stopping his

low humming song. It grew darker and darker, till at last the dragging,

shifting coils disappeared, but they could hear the rustle of the

scales.&quot;

(From &quot;Kaa's Hunting&quot; in &quot;The Jungle Book&quot; (1893) by Rudyard
Kipling)

These 0ld abandoned temples built around the 12th century belong to the
abandoned city which inspired Kipling's Jungle Book.

They are rising at the top of a mountain which dominates the jungle at
811 meters above sea level in the centre of the jungle of Bandhavgarh
located in the Indian state Madhya Pradesh.

Baghel King Vikramaditya Singh abandoned Bandhavgarh fort in 1617 when
Rewa, at a distance of 130 km was established as a capital.
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Abandonment allowed wildlife development in this region.

When Baghel Kings became aware of it, he declared Bandhavgarh as their
hunting preserve and strictly prohibited tree cutting and wildlife
hunting...

Join the photographer at <a href="http://www.facebook.com/laurent.
goldstein.photography" rel="nofollow">www.facebook.com/laurent.goldstein.
photography</a>

© All photographs are copyrighted and all rights reserved.
Please do not use any photographs without permission (even for private
use) .
The use of any work without consent of the artist is PROHIBITED and will
lead automatically to consequences.
Showiing photo info....
farm => 6
server => 5462
secret => 6£9c0e7£83
flickrid => 10051136944
page_url => http://www.flickr.com/photos/designldg/10051136944/
description => Ball Python
Showiing photo info....
farm => 4
server => 3744
secret => 529840767f
flickrid => 10046353675
page_url => http://www.flickr.com/photos/megzzdollphotos/10046353675/

8.5.2 [FIBHo#T

/\Iﬁfﬂg“@‘zﬂtTﬁﬂfﬂfiﬁﬁFlickrE‘JRHST APIFIE R H. . fEXA/RPFIH, collect_photo_
info () BRECAH =S4 Flickr APIEEH . 8RR A ZA B 01 R 45 R0

BATENFE —PNURLH T RB A . FE, EX1URLY, methodZ M Zflickr.
photos.search, L1535 1045 R4 A JEISON,

F—WiHget () A RIS RAEBE R Eresp, SRIGEX L& LTI son () ik,
P A ISONE 2L ARG FE— M H L [ photos ' 1 [ 'photo' 1 HHAYISON%HE . 153111
{5 B -7 Ephoto_collectiondl & P, FEXFIFR T, FikMA MEEH —NFHREIR, T
(A B AT TET AJSONAS e i Fr A R, A A9 15 B 5 — S GETIF R R L

T, BEREREIES, BERARE—cETER, MISONAE LN F 1 [ ' comments ' ]
['comment ' 1 JCEARIL, e, EXEIFHSIRA—FIRY, ISR IE R X R ) 74 B

fE__main_ Hp, A TMphoto_collection R Sziss 7, FTEIA IR T —LEF
JEH{F(/LJ\O
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8.6 HHEIT I S3 Web BRESTi5H) SOAP 53£
WNRARFETL S5 T RiBANTE R MY ( SOAP ) BIWebRSACH., A LIS IR .

8.6.1 HE&EITIE
TE AT R AT 17T LU A = J7 e soappy, HUT R A2 BT 22553 «

$ pip install SOAPpy

8.6.2 SEEUEZL
TRATEAIE—AMRIERT G, E RS e T b, S SR )y i

TERX NI, FRATTEANE S S3FF AR 55 A2 B, FATE LA T WeblR 55 APIRY I URL
PRTFEAT APIE A eI T AN AT 55

AR BR8-S SR AR 3#bS3 Webll 55 SZRFISOAP T L T s ACAS, U R /s

#!/usr/bin/env python
# Python Network Programming Cookbook -- Chapter - 8
# This program requires Python 2.7 or any later version

import SOAPpy

TEST_URL = 'http://s3.amazonaws.com/ec2-downloads/2009-04-04.ec2.wsdl"'

def list_soap_methods (url) :
proxy = SOAPpy.WSDL.Proxy (url)
print '$d methods in WSDL:' % len(proxy.methods) + '\n'
for key in proxy.methods.keys() :
print "Key Name: %s" %key
print "Key Details:"

for k,v in proxy.methods|[key]._ dict__ .iteritems():
print "%$s ==> %s" %(k,v)
break
if _ name_ == '__mani__ ':

list_soap_methods (TEST_URL)

IBITIXA ARG, SATEIHSCRE “WebllR45 5 B F " ( Web Services Definition Language,
fAi#XWSDL ) BRI A EE, DL — i, i s

$ python 8_5_search_amazonaws_with_SOAP.py
/home/farug/env/lib/python2.7/site-packages/wstools/XMLSchema.py:1280:
UserWarning: annotation is ignored

warnings.warn('annotation is ignored')
43 methods in WSDL:
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Key Name: ReleaseAddress
Key Details:
encodingStyle ==> None
style ==> document
methodName ==> ReleaseAddress
retval ==> None
soapAction ==> ReleaseAddress
namespace ==> None
use ==> literal
location ==> https://ec2.amazonaws.com/
inparams ==> [<wstools.WSDLTools.ParameterInfo instance at 0x8£fb9d0c>]
outheaders ==> []
inheaders ==> []
transport ==> http://schemas.xmlsoap.org/soap/http
outparams ==> [<wstools.WSDLTools.ParameterInfo instance at 0x8fb9d2c>]

8.6.3 [RIENHT

TEXNEIAH, BT —/ "4 H1list_soap_methods () Y, HS¥E—1URL. AR5
Vi FH soappy R H 1 AYWSDL . Proxy () i BIE—SOAPRFEXT 42, 1l HFSOAPJ5 1k Al 3 i i
AN R Hmethods B HEARHL

IR i D AREEXT Rme thodsJE ME P RS, AREUSITIEM N AYHES o 1E Cor fEFRFPFTEN A
HAKSOAPT LI TR, ALIm A MBI TR o

E; 7' 1§§}1§%§$ ?gg ;igfﬁu1Fﬂle
XRZ KL, B RAZE I HIRE R . BA PRI R R — 258

8.7.1 HEFIIE
XA GBS F—A55 = )7 Python/Frequests, T LUME fHpipZeds, R HHIa2FR

$ pip install requests

8.7.2 SEEUEL

BRI RAPURE SR, IREEM— K, PR BREE @m0 SN3KIAPI 4 . faj sk il
AT A W AT A 17 25 25 JavaScript ( ATAX ) API, 8ZZPythonH XK 4515 .

ARA B 8-6 2l A AR 2 Wl (5 S AR, R PR «

#!/usr/bin/env python
# Python Network Programming Cookbook -- Chapter - 8
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# This program requires Python 2.7 or any later version.

# It may run on any other version with/without modifications.
import argparse

import json

import urllib

import requests

BASE_URL = 'http://ajax.googleapis.com/ajax/services/search/web?v=1.0"

def get_search_url (query) :
return "%s&%s" $(BASE_URL, query)

def search_info(tag):
query = urllib.urlencode({'q': tag})
url = get_search_url (query)
response = requests.get (url)
results = response.json()

data = results|['responseData'l]

print 'Found total results: %s' % data['cursor']['estimatedResultCount']
hits = datal'results']

print 'Found top %d hits:' % len(hits)

for h in hits:

print ' ', h['url']
print 'More results available from %s' % datal'cursor']['moreResultsUrl']
if _ name_ == '__main__ ':
parser = argparse.ArgumentParser (description='Search info from Google')
parser.add_argument ('--tag', action="store", dest="tag", default='Python books")

# parse arguments
given_args = parser.parse_args ()
search_info(given_args.tag)

BT AR, WRTE - -cagZBPIRE THIRCHY, EREARTIR, IFTEIH4S
RO T R e 2 A DA R, IR R

$ python 8_6_search_products_from Google.py

Found total results: 12300000

Found top 4 hits:
https://wiki.python.org/moin/PythonBooks

http://www.amazon.com/Python-Languages-Tools-Programming-Books/b%3Fie%3DUTF8%26nod
e%3D285856
http://pythonbooks.revolunet.com/
http://readwrite.com/2011/03/25/python-is-an-increasingly-popu
More results available from
http://www.google.com/search?oe=utf8&ie=utf8&source=uds&start=0&hl=en&g=Python+books

8.7.3 [RIBHo4T

TEXATE R, FRATTE LT — A % get _search_url (), flifIBASE_URLH & fI#E
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W T4 R AR ZHURL

PATH R R search_info () BN —1NS%L, W RCHT, REMEBENFERP.
requestsERIER EHitget () ik, 152 A N B i ISONAE 5,

FATMISONIR XK (M responseDatafl FPHEHUIRAR LN . FU A9 A5 R A A e AR Y
FEFPARE SRR LA R AT VYA A URLAT B A

8.8 Bt miEE APIET IR HIEEER

UNSRARABTENE S fh rP AR R R, JHEEATRIME] A 2 RS b, AT LIS o
FMTZ G ar fE Y. g iR R

8.8.1 HEIIE

XA E I F]— 45 = J7PythonEbot t lenose, & MEEA i fHpip%ed, 4R mEKm4
7R«

$ pip install Dbottlenose

B, B DK DT S . RV RN B IDARAEAE SC local_settings.pyH . AS A5 T
AR AR AL T — AR B SCE . VR AT LUEECT XN A, B Sk,

8.8.2 SLHUEZ:
FATAT LU# oot tlenose FESE LY. b i i 18 X APL,
ARSI FA.8-7 A FH R i 48 R APIAE W Shafd Fp 48 R B e B9 ARAS, QR Fs

#!/usr/bin/env python
# Python Network Programming Cookbook -- Chapter - 8
# This program requires Python 2.7 or any later version

import argparse
import bottlenose
from xml.dom import minidom as xml

try:
from local_settings import amazon_account
except ImportError:

pass
ACCESS_KEY = amazon_account['access_key']
SECRET_KEY = amazon_account['secret_key']
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AFFILIATE_ID = amazon_account['affiliate_id"']

def search_for_books (tag, index):
"""Search Amazon for Books """
amazon = bottlenose.Amazon (ACCESS_KEY, SECRET_KEY, AFFILIATE_ID)
results = amazon.ItemSearch (
SearchIndex = index,
Sort = "relevancerank",
Keywords = tag
)

parsed_result = xml.parseString(results)

all_items = []
attrs = ['Title', 'Author', 'URL']

for item in parsed_result.getElementsByTagName ('Item') :
parse_item = {}

for attr in attrs:
parse_item[attr] = ""
try:
parse_item[attr] =
item.getElementsByTagName (attr) [0] .childNodes[0] .data
except:
pass
all_items.append(parse_item)
return all_items

if _ name_ == '__main__ ':
parser = argparse.ArgumentParser (description='Search info from Amazon')
parser.add_argument ('--tag', action="store", dest="tag", default='Python')
parser.add_argument ('--index', action="store", dest="index", default='Books')

# parse arguments
given_args = parser.parse_args ()
books = search_for_books(given_args.tag, given_args.index)

for book in books:
for k,v in book.iteritems () :
print "%s: %$s" %(k,Vv)
print "-" * 80

BT AR PR IR T M SR, 2 228U T T A% i -

$ python 8_7_search amazon_ for_books.py --tag=Python --index=Books
URL: http://www.amazon.com/Python-In-Day-Basics-Coding/dp/tech-data/1l
490475575%3FSubscriptionId%3DAKIAIPPW3IK7 6PBRLWBA%26tag%3D7052-6929-
7878%261inkCode%3Dxm2%26camp%3D2025%26creative%3D386001%26creative-
ASIN%3D1490475575

Author: Richard Wagstaff

Title: Python In A Day: Learn The Basics, Learn It Quick, Start Coding
Fast (In A Day Books) (Volume 1)

URL: http://www.amazon.com/Learning-Python-Mark-Lutz/dp/tech-data/1449355
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730%3FSubscriptionId%3DAKIAIPPW3IK7 6PBRLWBA%26tag%3D7052-6929-7878%261ink
Code%3Dxm2%26camp%3D2025%26creative%3D386001%26creativeASIN%3D1449355730
Author: Mark Lutz

Title: Learning Python

URL: http://www.amazon.com/Python-Programming-Introduction-Computer-
Science/dp/tech-data/1590282418%3FSubscriptionId%3DAKIAIPPW3IK7 6PBRLWBA%2
6tag%3D7052-6929-7878%261inkCode%3Dxm2%26camp%3D2025%26creative%3D386001%
26creativeASIN%3D1590282418

Author: John Zelle

Title: Python Programming: An Introduction to Computer Science 2nd
Edition

8.8.3 [RIEDR

AT FZE =7 FEbot t lenoseH W amazonZ I HE T — X%, (IR % R APIZETE
g rp b7 R . XEEAEFETNZE Bl search_for_books () FFE M. 7EXX2 FiHA
ItemSearch () J7 ¥ B, 43 58 search_for_books () PR 21 1Y 2 1% 45 SearchIndex Hil
Keywords%’@o %E%:’é%%fﬁﬁﬁrelevancerankﬁiﬁiﬁFﬁ?O

FREERA B P A mini domd% T ARBE, 3K LR T — N i iparsestring ()
I7 1%, A BIRAE SRIE AT 5 AR BE S5 o A BE 4454 3 flge t Bl ement sByTagName ()
IR AT R AR . ARG IHERECR, UBYEff Aparse_item 7, )5, LA
FEAT i A RES AR Bal1_itensFI 3R, BRI

ERHEER ALlbj(flt0426@163.com) T= EERRIX



W SIE MM

EELIHE:

mRUEATTERS Teinra)

Q i Hpeap’ fifi a5 B PAATF Hpcapht =X
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O SEBURAE A peap SCHE LA R
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9.1 &Y

AT L — S AT B Py thon AU, 1T M 2 10 2622 A ANl 4348 o FRAT 15600 Hip cap PR ILRAL
fitl. SRIGME M scapy, X2&— P LZETIZRBAY A, ATLSEARZHMINES . AEANH T —
BEffi f scapy S8 MUK H WAL 55, BIAHERAE IR AT Jpeapht X BSIESNK B, AR AE S
AL RYTPHBAL

ARTERAG T —LE 28 ARAGINAE G AT 55, 10 AN F PR A7 ¥ peap SCA Ji R I i A 4%
j:EHTE,ﬁO

9.2 IRIRMFZHIEE

URRAR X MRS H o 2 i B R AL IR, T LS5k NI iCfE, IR RETGIE MR A AT
PRI Z SN RAEEL, DR A P4 S LR 2 R4 S SR AR I B A A A

9.21 HEEIE
YR B 2 py 1 ibpcaplf (0.6.48 VA FRUA ) A REAH FHIX NN . XN ZEFE4E 1ESourceForge
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I+, HihikHAhttp://sourceforge.net/projects/pylibpeap/,

ik e L construct fE, W LMfiflpipiieasy_install MPyPL 4%, U NI MRS
FioR

$ easy install construct

9.2.2 SEEUESZ
FRATAT LA A 21 800G s TR () O 4% 132 11 44 FTCPa 11 545
PR35 B0 1R SR I 46 B AL T T (AR AS , Gn F Js «

#!/usr/bin/env python

# Python Network Programming Cookbook -- Chapter - 9

# This program is optimized for Python 2.6.

# It may run on any other version with/without modifications.

import argparse
import pcap
from construct.protocols.ipstack import ip_stack

def print_packet (pktlen, data, timestamp) :
""" Callback for priniting the packet payload"""
if not data:
return

stack = ip_stack.parse(data)
payload = stack.next.next.next
print payload

def main() :
# setup commandline arguments
parser = argparse.ArgumentParser (description='Packet Sniffer')
parser.add_argument ('--iface', action="store", dest="iface", default='eth0')
parser.add_argument ('--port', action="store", dest="port", default=80, type=int)
# parse arguments
given_args = parser.parse_args ()
iface, port = given_args.iface, given_args.port
# start sniffing
pc = pcap.pcapObject ()
pc.open_live(iface, 1600, 0, 100)
pc.setfilter('dst port %d' %port, 0, 0)

print 'Press CTRL+C to end capture'
try:
while True:
pc.dispatch(l, print_packet)
except KeyboardInterrupt:
print 'Packet statistics: %d packets received, %d packets dropped, %d packets
dropped by the interface' % pc.stats()

BIR# XSGR AKIbj(flt0426@163.com) £= BEHRIY



158 $9F M BiIfibit

if _ name_ == '__main__ ':
main()

BATEAHASE, WRAE AR T2 80E - -1 face=ethO M- -port=80, XA LIRIEM]
GOMYE R A R T A HT TP 6. AT MAASS , W RAE s Jilathttp://www.google.com,
S BT P i A B s £ -

python 9_1_ packet_sniffer.py --iface=eth0 --port=80

Press CTRL+C to end capture

0000 47 45 54 20 2f 20 48 54 54 50 2f 31 2e 31 04 0Oa GET / HTTP/1.1..
0010 48 6f 73 74 3a 20 77 77 77 2e 67 6f 6f 67 6¢c 65 Host: www.google
0020 2e 63 6f 6d 04 Oa 43 6f 6e 6e 65 63 74 69 6f 6e .com. .Connection
0030 3a 20 6b 65 65 70 2d 61 6¢c 69 76 65 04 Oa 41 63 : keep-alive..Ac
0040 63 65 70 74 3a 20 74 65 78 74 2f 68 74 64 6c 2c cept: text/html,
0050 61 70 70 6c 69 63 61 74 69 6f 6e 2f 78 68 74 64 application/xhtm
0060 6c 2b 78 64 6c 2c 61 70 70 6c 69 63 61 74 69 6f 1l+xml, applicatio
0070 6e 2f 78 64 6c 3b 71 34 30 2e 39 2c 2a 2f 2a 3b n/xml;q=0.9,*/*;
0080 71 34 30 2e 38 04 O0a 55 73 65 72 24 41 67 65 g=0.8..User-Agen
0090 74 3a 20 44 6f 7a 69 6¢c 6¢c 61 2f 35 2e 30 20 28 t: Mozilla/5.0 (
00A0 58 31 31 3b 20 4c 69 6e 75 78 20 69 36 38 36 29 X11; Linux i686)

00BO 20 41 70 70 6c 65 57 65 62 4b 69 74 2f 35 33 37 AppleWebKit /537
00co 2e 33 31 20 28 4b 48 54 44 4c 2c 20 6c 69 6b 65 .31 (KHTML, like
00D0 20 47 65 63 6b 6f 29 20 43 68 72 6f 64 65 2f 32 Gecko) Chrome/2
00EO 36 2e 30 2e 31 34 31 30 2e 34 33 20 53 61 66 61 6.0.1410.43 safa
00F0 72 69 2f 35 33 37 2e 33 31 04 O0a 58 2d 43 68 72 ri/537.31..X-Chr

0100 6f 6d 65 2d 56 61 72 69 61 74 69 6f 6e 73 3a 20 ome-Variations:

0110 43 50 71 31 79 51 45 49 6b 62 62 4a 41 51 69 59 CPglyQEIkbbJAQiY
0120 74 73 6b 42 43 4b 4f 32 79 51 45 49 70 37 62 4a tskBCKO2yQEIp7bJd
0130 41 51 69 70 74 73 6b 42 43 4c 65 32 79 51 45 49 AQiptskBCLe2yQEI
0140 2b 6f 50 4b 41 51 3d 3d 04 Oa 44 4e 54 3a 20 31 +OPKAQ==..DNT: 1
0150 0d O0a 41 63 63 65 70 74 24 45 6e 63 6f 64 69 6e . .Accept-Encodin
0160 67 3a 20 67 7a 69 70 2c 64 65 66 6c 61 74 65 2c g: gzip,deflate,
0170 73 64 63 68 0d Oa 41 63 63 65 70 74 2d 4c 61 6e sdch. .Accept-Lan
0180 67 75 61 67 65 3a 20 65 6e 2d 47 42 2c 65 6e 2d guage: en-GB,en-
0190 55 53 3b 71 3d 30 2e 38 2c 65 6e 3b 71 34 30 2e US;q=0.8,en;q=0.
01a0 36 0d Oa 41 63 63 65 70 74 2d 43 68 61 72 73 65 6. .Accept-Charse
01BO 74 3a 20 49 53 4f 24 38 38 35 39 24 31 2c 75 74 t: ISO-8859-1,ut
01co 66 2d 38 3b 71 34 30 2e 37 2c 2a 3b 71 34 30 2e £-8;9=0.7,*;g=0.
01D0 33 0d 0a 43 6f 6f 6b 69 65 3a 20 50 52 45 46 3d 3..Cookie: PREF=

ACPacket statistics: 17 packets received, 0 packets dropped, 0
packets dropped by the interface

9.2.3 RIBSH
XA TG A T peapZE H i pcapob) ec t AN IRFRZR LM . FEmain () ik alE T —A>
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pcapObjectRMSLA, RIGH Hlsetfilter () ik E T — il iEdy, HARHTTPAIE AL,
A, VM dispatch () FEFFHBRER, R BIEE Bprint_packet () REUGE—4
LB

fEprint_packet () BRELH, WEREHR AP AEE, # Hconstruct FEH A ip_stack.
parse () I EEHERICE K . MR MALZ AL BT, construct FEREFEMLIR K AGHT Bl

9.3 {¥H pcap &&= IEHIERIRF S pcap &3

peap ( packet capture, ZHRELiizR ) R ORAFMIZ B A —FPSCHAR . 5E T peapht Ui
PRI, & iilnlhttp://wiki.wireshark.org/Development/LibpcapFileFormat.

YRR AR AR ) R 28 e AL ORAF B — S PErp . DI — 2P AR, XA T S PR it 1
— AR IR

9.3.1 SEEUEZ

TEXATE AV scapy FEMREAR L, SRIGHHE A—D3CF . scapy FHYFTA 5L
JHeREORE SCRT U ATBECAT A, A0 T A AU s«

from scapy.all import *
XAMRIE R TR, AHEEEAE - R AU i ] .

ScapyFHFHYsni ££ () BREGZIHISEOE IR R BT A PR . FATIRE SC—A [T R, 24K
L A

AT B.9-2 28 P peap e il AR L B L R A7 peaph TR AU, IR s

#!/usr/bin/env python

# Python Network Programming Cookbook -- Chapter - 9

# This program is optimized for Python 2.7.

# It may run on any other version with/without modifications.

import os
from scapy.all import *

pkts = []
count = 0
pcapnum = 0

def write_cap(x):
global pkts
global count
global pcapnum
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pkts.append (x)
count += 1

if count == 3:
pcapnum += 1
pname = "pcap%d.pcap" % pcapnum
wrpcap (pname, pkts)
pkts = [1]
count = 0

def test_dump_file():
print "Testing the dump file..."
dump_file = "./pcapl.pcap"
if os.path.exists (dump_file):

print "dump fie %s found." %dump_file

pkts = sniff(offline=dump_file)
count = 0
while (count <=2):

print "----Dumping pkt:%s----"

print hexdump (pkts[count])
count += 1

else:

Scount

print "dump fie %s not found." %dump_file

if name == '__main__':

print "Started packet capturing and dumping...

sniff (prn=write_cap)
test_dump_file()

BT AS , B BT mr L -

# python 9_2_ save_packets_in pcap_ format.
ACStarted packet capturing and dumping...
Testing the dump file...

dump fie ./pcapl.pcap found.

----Dumping pkt:0----

0000 08 00 27 95 OD 1A 52 54 00 12 35
0010 00 DB E2 6D 00 00 40 06 7C 9E 6C
0020 02 OF 00 50 99 55 97 98 2C 84 CE
0030 FF FF 53 EO 00 00 48 54 54 50 2F
0040 30 30 20 4F 4B 0D OA 58 2D 44 42
0050 6F 75 74 3A 20 31 32 30 OD 0OA 50
0060 3A 20 6E 6F 2D 63 61 63 68 65 0D
0070 65 2D 43 6F 6E 74 72 6F 6C 3A 20
0080 63 68 65 0D OA 43 6F 6E 74 65 6E
0090 65 3A 20 74 65 78 74 2F 70 6C 61
00a0 61 74 65 3A 20 53 75 6E 2C 20 31
00bO0 20 32 30 31 33 20 31 35 3A 32 32
00cO 4D 54 0D OA 43 6F 6E 74 65 6E 74
0040 74 68 3A 20 31 35 0D OA OD OA 7B
00e0 3A 20 22 70 75 6E 74 22 7D
----Dumping pkt:l----

0000 52 54 00 12 35 02 08 00 27 95 OD

ERHEER ALlbj(flt0426@163.com) T= EERRIX
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Press CTRL+C to exit"

Press CTRL+C to exit

02
A0
45
31
2D
72
oA
6E
74
69
35
3A
2D
22

1A

08
A2
9B
2E
54
61
43
6F
2D
6E
20
33
4c
72

08

00
62
6C
31
69
67
61
2D
54
0D
53
36
65
65

00

45
oA
50
20
6D
6D
63
63
79
oA
65
20
6E
74

45

00
00
18
32
65
61
68
61
70
44
70
47
67
22

00

es'...RT..5...E.
...m..@.|.1..b..
...P.U..,..E.1P.
..S...HTTP/1.1 2
00 OK..X-DB-Time
out: 120..Pragma
: no-cache. .Cach
e-Control: no-ca
che. .Content-Typ
e: text/plain..D
ate: Sun, 15 Sep
2013 15:22:36G
MT. .Content-Leng
th: 15....{"ret"
: "punt"} None

RT..5...'.....E.
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0010 01 D2 1F 25 40 00 40 06 FE EF OA 00 02 OF 6C A0 e %@.@.......1.
0020 A2 62 99 55 00 50 CE 45 9B 6C 97 98 2D 37 50 18 .b.U.P.E.1..-7P.
0030 F9 28 1C D6 00 00 47 45 54 20 2F 73 75 62 73 63 .(....GET /subsc
0040 72 69 62 65 3F 68 6F 73 74 5F 69 6E 74 3D 35 31 ribe?host_int=51
0050 30 35 36 34 37 34 36 26 6E 73 5F 6D 61 70 3D 31 0564746&ns_map=1
0060 36 30 36 39 36 39 39 34 5F 33 30 30 38 30 38 34 60696994_3008084
0070 30 37 37 31 34 2C 31 30 31 39 34 36 31 31 5F 31 07714,10194611_1
0080 31 30 35 33 30 39 38 34 33 38 32 30 32 31 31 2C 105309843820211,
0090 31 34 36 34 32 38 30 35 32 5F 33 32 39 34 33 38 146428052_329438
00a0 36 33 34 34 30 38 34 2C 31 31 36 30 31 35 33 31 6344084,11601531
00b0 5F 32 37 39 31 38 34 34 37 35 37 37 31 2C 31 30 _279184475771,10
00cO 31 39 34 38 32 38 5F 33 30 30 37 34 39 36 35 39 194828_300749659
00do 30 30 2C 33 33 30 39 39 31 39 38 32 5F 38 31 39 00,330991982_819
00e0 33 35 33 37 30 36 30 36 2C 31 36 33 32 37 38 35 35370606,1632785
00£0 35 5F 31 32 39 30 31 32 32 39 37 34 33 26 75 73 5_12901229743&us

0100 65 72 5F 69 64 3D 36 35 32 30 33 37 32 26 6E 69 er_id=6520372&ni
0110 64 3D 32 26 74 73 3D 31 33 37 39 32 35 38 35 36 d=2&ts=137925856
0120 31 20 48 54 54 50 2F 31 2E 31 0D OA 48 6F 73 74 1 HTTP/1l.1l..Host
0130 3A 20 6E 6F 74 69 66 79 33 2E 64 72 6F 70 62 6F : notify3.dropbo
0140 78 2E 63 6F 6D 0D OA 41 63 63 65 70 74 2D 45 6E X.com. .Accept-En
0150 63 6F 64 69 6E 67 3A 20 69 64 65 6E 74 69 74 79 coding:identity
0160 0D OA 43 6F 6E 6E 65 63 74 69 6F 6E 3A 20 6B 65 . .Connection:ke
0170 65 70 2D 61 6C 69 76 65 OD OA 58 2D 44 72 6F 70 ep-alive. .X-Drop
0180 62 6F 78 2D 4C 6F 63 61 6C 65 3A 20 65 6E 5F 55 box-Locale:en_ U
0190 53 0D OA 55 73 65 72 2D 41 67 65 6E 74 3A 20 44 S..User-Agent:D
01a0 72 6F 70 62 6F 78 44 65 73 6B 74 6F 70 43 6C 69 ropboxDesktopCli
01b0 65 6E 74 2F 32 2E 30 2E 32 32 20 28 4C 69 6E 75 ent/2.0.22(Linu
0lcO 78 3B 20 32 2E 36 2E 33 32 2D 35 2D 36 38 36 3B X; 2.6.32-5-686;

01do 20 69 33 32 3B 20 65 6E 5F 55 53 29 0D OA 0D OA i32; en _US)....None
----Dumping pkt:2----

0000 08 00 27 95 0D 1A 52 54 00 12 35 02 08 00 45 00 «.'...RT..5...E.
0010 00 28 E2 6E 00 00 40 06 7D 50 6C A0 A2 62 OA 00 .(.n..@.}Pl..b..
0020 02 OF 00 50 99 55 97 98 2D 37 CE 45 9D 16 50 10 ...P.U..-7.E..P.
0030 FF FF CA F1 00 00 00 00 00 00 00 00  ..iiceeeecenn None

932 RESMH

XATEAE F scapy PEH IS pRE sni £ £ () Flwrpacp () iR ATA PSSR 6L, SREHH:
AR —A~ b i sniff O PREUHFREGE WG, FIHHwrite_cap () REG AR,
PR R T2 mAswt, B, B fiokessEd, @3 1T Bds g
FAS R . BT 30, {Epktshl R i Rpcapl . pcap CHH, SRIGHEcountZFm i %,
DMBE RS ARG 1 =ML, PR Rlpcap2 . pcap X HY, DI,

TEtest_dump_file () BREH, TAVEREAE TAE H # B & A7 78 15 A1 il S pcapl .
pcap. XIKVEHsniff () REITHSE Tof £1ine S8, MU 2 M4 hididi s, R
i Finexdump () PREUFISAEE 6L, FHEEEE NS TENTE R4 L
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941 SEEUEZ

FATZ A ] scapy FE P By sni ££ () BRBRAREUE L, 18 2 5E S —A> 0] 4] R ltmodi £y

packet_header (), TEF8E BRGNS B
A FR.9-3 EAEHTTPE IR L H B iAo M 1 3 e B ARAS , AR R

#!/usr/bin/env python

# Python Network Programming Cookbook -- Chapter - 9

# This program is optimized for Python 2.7.

# It may run on any other version with/without modifications.

from scapy.all import *

def modify packet_header (pkt) :
""" Parse the header and add an extra header"""

if pkt.haslayer (TCP) and pkt.getlayer (TCP) .dport == 80 and pkt.haslayer (Raw) :
hdr = pkt[TCP].payload._ _dict_
extra_item = {'Extra Header' : ' extra value'}
hdr .update (extra_item)
send_hdr = '\r\n'.join (hdr)

pkt [TCP] .payload = send_hdr

pkt.show ()

del pkt[IP].chksum

send (pkt)
if _ name_ == '_ _main__ ':
# start sniffing
sniff(filter="tcp and ( port 80 )", prn=modify_packet_header)

BATEAEAR, 28— MlREIN AR, ITENESUR RRAS, FHEER RIS,
N TR o XS] LA AT SR THE, 40 ccpdump filwi reshark.

$ python 9_3_ add_extra_ http header_ in_ sniffed_packet.py

###[ Ethernet ]###

dst = 52:54:00:12:35:02
src = 08:00:27:95:0d:1a
type = 0x800
###[ IP 1###
version = 4L
ihl = 5L
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tos = 0x0
len = 525
id = 13419
flags = DF
frag = OL
ttl = 64
proto = tcp
chksum = 0x171
src = 10.0.2.15
dst = 82.94.164.162
\options \

###[ TCP 1###
sport = 49273
dport = WWwW
seq = 107715690
ack = 216121024
dataofs = 5L
reserved = OL
flags = PA
window = 6432
chksum = 0x50f
urgptr =0
options = [1

### [ Raw ]###
load = 'Extra Header\r\nsent_time\r\nfields\r\

naliastypes\r\npost_transforms\r\nunderlayer\r\nfieldtype\r\ntime\r\
ninitialized\r\noverloaded_fields\r\npacketfields\r\npayload\r\ndefault_
fields'

Sent 1 packets.

942 RIS

B, WA HscapyEH ) sni £ £ () REIREEIEL, #imodify packet_header () bR
BRI SR IR R A TCPEWE A TCPHEAR)Z , & A:80% I A 1 )23k
TIEESRE Bhr. FFLL, T IR 0 S i i i S T Hok

JE AARA ) 1 A B B ) A R A . B Hl show () JRAITENTERR# b,
Tﬁﬁ'aﬂi@% PEREAT I, FAl HERE G po A s A 1 fee, PHERAR AR R4S

9.5 IFEIZIEENRYImO

AR Sl Ao BRI AR EHL, ARSI — B, ¥ “Connection is refused”
(FEAa3%E4E ), REHEHE, YR B A R R R FE EHLH AR 55 4815 1Rz T T o 2 Fp
THH, PRAT AR A v R R i R A e RS RV DL 20 0, RS ey
AR5 -
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9.5.1 SLHUEZ

il FHIPythontrifEfiE socket , FAMTAT ASE B A 3 H AT S5 o AT TZ AT AT FPilie =14
28 FRRENL, U H 5 R 1k 15

ARSI FR9-4 R AT A ML A3 L s AR, AR s

#!/usr/bin/env python

# Python Network Programming Cookbook -- Chapter - 9

# This program is optimized for Python 2.7.

# It may run on any other version with/without modifications.

import argparse
import socket
import sys

def scan_ports(host, start_port, end_port):
""" Scan remote hosts """
#Create socket
try:
sock = socket.socket (socket.AF_INET, socket.SOCK_STREAM)
except socket.error,err_msg:
print 'Socket creation failed. Error code: '+ str(err_msg[0]) + ' Error mesage:'
+ err_msgl[l]
sys.exit ()

#Get IP of remote host
try:

remote_ip = socket.gethostbyname (host)
except socket.error,error_msg:

print error_msg

sys.exit ()

#Scan ports
end_port += 1
for port in range(start_port,end_port) :
try:
sock.connect ( (remote_ip,port))
print 'Port ' + str(port) + ' is open'
sock.close ()
sock = socket.socket (socket.AF_INET, socket.SOCK_STREAM)
except socket.error:
pass # skip various socket errors

if _ name__ == '__main__':
# setup commandline arguments
parser = argparse.ArgumentParser (description='Remote Port Scanner')

parser.add_argument ('--host', action="store", dest="host", default='localhost')

parser.add_argument ('--start-port', action="store", dest="start_port",
default=1, type=int)

parser.add_argument (' --end-port', action="store", dest="end_port", default=100,
type=int)
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# parse arguments

given_args = parser.parse_args ()

host, start_port, end_port = given_args.host, given_args.start_port,
given_args.end_port

scan_ports(host, start_port, end_port)

WFEFTR A EA A M 45 19 1~100 555 11, AR 4RATIF 0 11, 2 SIS 1 i 4 -
# python 9_4_scan port_of_a_remote_host.py --host=localhost --start-port=1
--end-port=100

Port 21 is open

Port 22 is open

Port 23 is open

Port 25 is open
Port 80 is open

9.5.2 [FIBHo#4T

XA AR T infa] fi FHPythonbr i E socke t I 1545, R FTIFAYSR T o scan_ports ()
PREZIW =250 FHI4 . B DAL ESE T, SRIG 0 = A8 e vu Bl N A o

5L, fiflsocket () REBIE—PTCPELT
BT EE TR, [iHgethostbyname () PRk H L EHLAYIPHLAL .

BN EYLIIPHIILS , ffiH]connect () BRELSHEEHERIXDIP, WIRGEHAS), #LvtMl s A
JEATIT . /)5, [iflclose () RECEHTNG M, BEH— LIRS T — o H o

0.6 BHENMXHEER IP il
TERA T — PSR, A2 RIPH BARIPE w0, 7] IS NI .

9.6.1 SEEUEZ

FATAT IR T HARBUIT R B 2 S5, MAEMZE 04 . s . IRIP, . HAR
1P, H g I A T BEA TCPRERSR

FATAI LIS scapy PRAIEE—> F i L TCPE{UDPEUEAL, FRIGIH L3 M2,
PRASTE B9-5 12 [ 8 SCEHR BLIPHbhE I AR, 4 R iR «

#!/usr/bin/env python

# Python Network Programming Cookbook -- Chapter - 9

# This program is optimized for Python 2.7.

# It may run on any other version with/without modifications.
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import argparse

import sys

import re

from random import randint

from scapy.all import IP,TCP,UDP,conf, send

def send_packet (protocol=None, src_ip=None, src_port=None, flags=None, dst_ip=None,
dst_port=None, iface=None) :
"""Modify and send an IP packet."""
if protocol == 'tcp':
packet = IP(src=src_ip, dst=dst_ip)/TCP(flags=flags, sport=src_port,
dport=dst_port)
elif protocol == 'udp':
if flags: raise Exception(" Flags are not supported for udp")
packet = IP(src=src_ip, dst=dst_ip) /UDP(sport=src_port, dport=dst_port)
else:

[

raise Exception("Unknown protocol %s" % protocol)
send (packet, iface=iface)
if _ name_ == '__main__ ':

# setup commandline arguments
parser = argparse.ArgumentParser (description='Packet Modifier"')

parser.add_argument ('--iface', action="store", dest="iface", default='eth0')

parser.add_argument ('--protocol', action="store", dest="protocol",
default='tcp')

parser.add_argument ('--src-ip', action="store", dest="src_ip",
default='1.1.1.1")

parser.add_argument ('--src-port', action="store", dest="src_port",
default=randint (0, 65535))

parser.add_argument ('--dst-ip', action="store", dest="dst_ip",
default='192.168.1.51")

parser.add_argument ('--dst-port', action="store", dest="dst_port",
default=randint (0, 65535))

parser.add_argument ('--flags', action="store", dest="flags", default=None)

# parse arguments
given_args = parser.parse_args()
iface, protocol, src_ip, src_port, dst_ip, dst_port, flags = given_args.iface,
given_args.protocol, given_args.src_ip, \
given_args.src_port, given_args.dst_ip, given_args.dst_port,
given_args.flags
send_packet (protocol, src_ip, src_port, flags, dst_ip, dst_port, iface)

ARSI A, AT A2

tcpdump src 192.168.1.66

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
listening on eth0, link-type EN10OMB (Ethernet), capture size 65535 bytes
AC18:37:34.309992 IP 192.168.1.66.60698 > 192.168.1.51.666: Flags [S],

seq 0, win 8192, length 0

1 packets captured
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1 packets received by filter
0 packets dropped by kernel

$ sudo python 9_5 modify ip in_a packet.py
WARNING: No route found for IPv6 destination :: (no default route?)

Sent 1 packets.

9.6.2 JRIESHT

ﬁ/l\ﬂzl]zl-‘fé}\(Tsend_packet () ER%L, 1&*;%Scapyﬁbp7f‘@@—/l\IP§ﬁ%E@o send_packet ()
PR SE L S TR AL | R L B sl . B bR o AR E AN E PR, FlANTCPEUDP,
XA PR E A B S G SRR TCPEE D, LI AE flags S8 N, i =% .

KT ERTCPEHEAL, SacpyFEdfit T 1 () /TCP () PR%K. ZKfLlH, ZAHAIZRUDPEIE,
afRIE TP () /UDP () PREL,

wJr, fifsend () B IRIBHUR FEUIRAD .

9.7 ZEURTFHY pcap XHLAERMRE

AL BRI SR L, AR AT RERT ZEEEBCZ AT PRAT W peap SR BB . U, fR2EEEHpeap
SO, AERIERTE SRIPEL H FRIPHIAL o

9.71 SEEUEZ

AT EAE H scapy i B R PRAE Bpeap SCF o QN SR B peap XA, v LA 9,375 H By o
A,

RIG, NTaR IS5, FE Rl e A R A B i — A2t 4y send_packet () PR,
A FRL9-6 & S HRAE I peap SR F O 1 Tt AR A5, AR IR

#!/usr/bin/env python

# Python Network Programming Cookbook -- Chapter - 9

# This program is optimized for Python 2.7.

# It may run on any other version with/without modifications.

import argparse
from scapy.all import *

def send_packet (recvd_pkt, src_ip, dst_ip, count):
" Send modified packets"""
pkt_cnt = 0
p_out = []
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for p in recvd_pkt:
pkt_cnt += 1
new_pkt = p.payload
new_pkt [IP].dst = dst_ip
new_pkt[IP].src = src_ip
del new_pkt[IP].chksum
p_out.append (new_pkt)

if pkt_cnt % count == 0:
send (PacketList (p_out))
p_out = []

# Send rest of packet
send (PacketList (p_out))
print "Total packets sent: %d" %$pkt_cnt

if _ name_ == '__main__ ':
# setup commandline arguments
parser = argparse.ArgumentParser (description='Packet Sniffer')

parser.add_argument ('--infile', action="store", dest="infile",
default='pcapl.pcap')

parser.add_argument ('--src-ip', action="store", dest="src_ip",
default='1.1.1.1")

parser.add_argument ('--dst-ip', action="store", dest="dst_ip",
default='2.2.2.2")

parser.add_argument ('--count', action="store", dest="count", default=100,
type=int)

# parse arguments
given_args = ga = parser.parse_args ()
global src_ip, dst_ip
infile, src_ip, dst_ip, count = ga.infile, ga.src_ip, ga.dst_ip, ga.count
try:
pkt_reader = PcapReader (infile)
send_packet (pkt_reader, src_ip, dst_ip, count)
except IOError:
print "Failed reading file %s contents" % infile
sys.exit (1)

BT MRS, BRIASERIR T pcapl . pcap 3CIF, 78 &S EdE 12 A/ B EIRIPH b
FHFRIPHEEE SR 1. 1. 1.1 /12, 2. 2.2, W FmAIAYEH TR o B tcpdump T DA 21 3% Se 4045
ARSI AR

# python 9_6_replay traffic.py

Sent 3 packets.

Total packets sent 3

# tcpdump src 1.1.1.1

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
listening on eth0, link-type EN10OMB (Ethernet), capture size 65535 bytes
AC18:44:13.186302 IP 1.1.1.1.www > ARennes-651-1-107-2.w2-
2.abo.wanadoo.fr.39253: Flags [P.], seq 2543332484:2543332663, ack
3460668268, win 65535, length 179
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1 packets captured
3 packets received by filter
0 packets dropped by kernel

9.7.2 [FIBH4H4T

EANTEAT FH scapy EHTHY PcapReader () PRECONBE £ [ SR A I pcapl . pcap I,
Fl— BRI RS . IR T AT, st i X eS8, I, i BRI, ﬂDHuEB’J
TR o

AT SN BRI 5 e 4 send_packet () FREL. X RS EIE LA AE Ep_out ]
=, e A PR AL SRS B A R R, B ORIPA HFRIP, R Z 4, iffichecksum
A T, RO AR LT 2 TR TP b A BT

AbBRSE— BT, SERIRE R B Z8 T S0)5 , — DR — AR R T BB

9.8 FMBIFEVH &
INSRARBER L RO 03, 1T 2% A o FAT TP R A 1, 2% I A

9.8.1 SEEUEZ

FATAT LU scapy PRI R 2% 422 R AR 6L . iR EdR e )5, AT LR 1Rl ek ik
L, AFFRBCE HRER

A BRO- TR BR ALY B T AOACAS , AR PR

#!/usr/bin/env python

# Python Network Programming Cookbook -- Chapter - 9

# This program is optimized for Python 2.7.

# It may run on any other version with/without modifications.

from scapy.all import *
import os
captured_data = dict()

END_PORT = 1000
def monitor_packet (pkt) :
if IP in pkt:
if not captured_data.has_key (pkt[IP].src):
captured_data[pkt[IP].src] = []

if TCP in pkt:
if pkt[TCP].sport <= END_PORT:
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if not str(pkt[TCP].sport) in captured_data[pkt[IP].src]:
captured_datal[pkt[IP].src].append(str (pkt [TCP].sport))

os.system('clear')
ip_list = sorted(captured_data.keys())
for key in ip_list:
ports=', '.join(captured_datalkey])
if len (captured_datalkey]) == 0:
print '%s' % key
else:
print '%s (%s)' % (key, ports)

if _ name_ == '_ _main__ ':
sniff (prn=monitor_packet, store=0)

IBATIXANIASS , 2350 IR IPHhE RS o R TS — M R ], IPHERERY S —
DI T

# python 9_7_broadcast_scanning.py

10.0.2.15

XXX.194.41.129 (80)

XXX.194.41.134 (80)

XXX.194.41.136 (443)

XXX.194.41.140 (80)

XXX.194.67.147 (80)

XXX.194.67.94 (443)
XXX.194.67.95 (80, 443)

9.8.2 [RIESHR

XA scapy EH B sni ££ () BREXEARE 25 o B A . Hod e SCT —A 11 9 pR 2K
monitor_packet (), XIEIEOMUSALHE, RIEHHPMXAIARE, FIAIPAITCP, 4331 AN
E@ﬁitﬁlfr?—ﬁﬁ@ s ﬁk}ﬁﬂ%ﬁi’?/x% 7‘7Captu:nfed_dataEf‘J?J}ﬂiL "JIj o

WERF IR EAARAIP, gl —AocR, B, FHXNPRNGHS &), FTETXLEIP
Hohk, TR
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