[bookmark: X4f3eee90545a7d9a6abcda2e27b5af8d5b36f0c]（CVE-2020-12462）WordPress Plugin - Ninja Forms CSRF to XSS
[bookmark: 一漏洞简介]一、漏洞简介
Ninja Forms 3.4.24.2之前的所有版本中存在一个严重的CSRF to XSS漏洞。成功利用此漏洞可以使得攻击者将WordPress网站中启用的Ninja Forms表单替换为包含恶意JavaScript的表单。当用户使用这些表单时触发xss漏洞。
[bookmark: 二漏洞影响]二、漏洞影响
Ninja Forms < 3.4.24.2
[bookmark: 三复现过程]三、复现过程
根据漏洞披露来看，本次漏洞存在于ninja-forms\lib\NF_Upgrade.php文件 ninja_forms_ajax_import_form函数
在分析漏洞之前，我们先来了解下这个存在漏洞的文件是做什么用的。存在漏洞的文件名为NF_Upgrade.php，从字面意义上来看，是升级的意思，但这个文件的功能并不是如同其命名（Upgrade）那样用来升级ninja-forms插件版本，而是涉及到ninja-forms的一个特殊功能——“降级”
Ninja Forms插件中存在着一个名为 “降级”的功能。使用该功能用户可以将其表单样式和功能恢复为该插件2.9.x版本
[image: https://wiki.0-sec.org/img/3fce5f948c1c4c87ab4b309a76f9cc2e.png]
使用降级后，将删除目前安装的3.0版本的所有表单数据。因此该功能提示用户在使用该功能前导出表单数据。
从后台代码来看，点击降级按钮后，程序启用位于deprecated路径的旧版ninja-forms入口文件
[image: https://wiki.0-sec.org/img/1b5c4940ec75405d8ec1e2d03186a4ee.png]
下图是位于deprecated路径的2.x版本ninja-forms入口文件
[image: https://wiki.0-sec.org/img/1179ba70e99b43129c2e062fd18e9f22.png]
作为降级功能的一部分，ninja-forms编写了NF_Upgrade.php文件，文件中AJAX函数旨在在使用“降级”模式时可以导入正常模式中导出的表单
在了解了NF_Upgrade.php文件存在的意义之后，接下来分析下NF_Upgrade.php文件中存在漏洞的ninja_forms_ajax_import_form函数
[image: https://wiki.0-sec.org/img/038975fc6a9b4931a1f0b9aa951f0a18.png]
NF_Upgrade.php文件在25行处通过add_action注册了一个连接到ninja_forms_ajax_import_form函数的hook
[image: https://wiki.0-sec.org/img/013fbaece9d940859d43ad34dbb0e33d.png]
因此可以通过访问如下链接来触发ninja_forms_ajax_import_form函数
[image: https://wiki.0-sec.org/img/e6cc13ff67764b5bbb318fdf9b8c569e.png]
在了解了ninja_forms_ajax_import_form函数如何通过请求调用后，继续分析该函数
[image: https://wiki.0-sec.org/img/ff4f0d25601b4093a2ab6e4fce4f2340.png]
ninja_forms_ajax_import_form函数在27行处检验了用户权限
[image: https://wiki.0-sec.org/img/69273c8167ef41a8b5a09a61f9b3b467.png]
在29行处获取POST请求中import参数，在31行处获取POST请求中formID参数
[image: https://wiki.0-sec.org/img/55ddddf9f18e40ee80d06a3d59e814dd.png]
程序在35行处将POST中提交的import参数与formID参数传入import_form函数中进行导入处理
ninja_forms_ajax_import_form函数的作用，从对上文代码的理解，应该是用来给管理员提供导入表单功能用的。
但是ninja_forms_ajax_import_form函数在安全上仅仅校验了使用者的权限，这点确实可以防止未授权访问的发生，但并未校验提交表单中的csrf token进行校验，并不能防范csrf漏洞，因此攻击者可以构造一个恶意页面链接诱骗管理员点击，从而向Ninja Forms插件提交一个导入恶意表单的请求。
ninja_forms_ajax_import_form函数接收POST传入的两个参数：import参数与formID参数，import参数中的内容是导入表单的数据，formID参数值是对应的表单id。经过实际测试发现，如果formID参数设置为一个已经存在的表单，则导入的表单内容将会覆盖原有表单。
在测试环境中有如下表单normal_form。攻击者可以通过查看使用该表单的页面源码来获得formID，这里normal_form的formID为2
[image: https://wiki.0-sec.org/img/91fb4619b25e4086bb6903fb5027d197.png]
normal_form是一个简单的单行文本表单
[image: https://wiki.0-sec.org/img/efcda6df1ab041cd879c842132607458.png]
如果攻击者向在这个表单中插入一些恶意的js脚本，则可以在攻击时指定POST中formID为2
要覆盖的目标有了，但是导入的数据信息到底怎么构造呢？
回头看下ninja_forms_ajax_import_form函数
[image: https://wiki.0-sec.org/img/b723c3a19e554d52b0bdc55fc4827fac.png]
ninja_forms_ajax_import_form函数从POST请求中获取import参数，这个值就是导入模板的信息。接着程序将其传入import_form方法中进行导入处理。
$_POST[‘import’]值应该是什么样子的呢？只有知道了这个值的格式，我们才好构造payload
经过一番搜索，位于wp-content\plugins\ninja-forms\ninja-forms.php文件中
[image: https://wiki.0-sec.org/img/99687ebc1ce146c2b6619d1c5b11a22d.png]
我们可以看到如上的代码
可见程序通过template方法读取位于wp-content\plugins\ninja-forms\includes\Templates
文件夹的formtemplate-contactform.nff文件内容，并传入import_form接口
formtemplate-contactform.nff文件是这个样子的
[image: https://wiki.0-sec.org/img/b3b0f56b782c491292507ca7c2b20822.png]
到这里就很好办了，.nff文件正是ninja forms插件导出表单的默认格式。
[image: https://wiki.0-sec.org/img/6e197c2ae0ff452fb38e4a7b09e7af55.png]
因此利用思路比较清晰了
1. 攻击者在本地模仿目标表单模板构造一个含有恶意代码的表单模板
1. 通过ninja forms插件将其导出为.nff文件
1. 构造csrf页面，该页面会在管理员访问时发起csrf攻击，使用恶意的表单模板替换原有模板
1. 诱使管理员访问
1. 当用户与管理员使用这个恶意表单的页面时，xss将会被触发
现在已经理清利用思路，接下来构造一个恶意的.nff文件。模仿上文的normal_form表单，攻击者可以构造一个与之相似的恶意表单，与之不同的是，攻击者在描述处加入一行js脚本
[image: https://wiki.0-sec.org/img/990a6e5354f04fcf9e13aa067300dcc8.png]
攻击者将这个恶意的表单模板导出
[image: https://wiki.0-sec.org/img/b4eb8e798d0c446087626270e7ca0cf9.png]
导出的恶意表单部分内容如下
[image: https://wiki.0-sec.org/img/098629df8fda4b96866aaa63ddad1076.png]
攻击者构造一个表单提交页面，表单提交的地址为http://www.0-sec.org/wordpress/wp-admin/admin-ajax.php?action=ninja_forms_ajax_import_form
提交内容中import值为恶意文件内容、formID值为要覆盖的原normal_form的id，并诱使管理员点击页面链接
当攻击成功后，normal_form表单将会被恶意的表单覆盖
当用户使用该表单进行提交时
[image: https://wiki.0-sec.org/img/db282dc346e840d2a6efef675ae3a197.png]
点击submit时xss被触发
[image: https://wiki.0-sec.org/img/526e67e148e746bc999df2a563a83d9d.png]
不仅如此，当管理员在后台管理编辑该表单时，当进入编辑页面，xss仍然可以被触发
[image: https://wiki.0-sec.org/img/95eb269147ac407ea3cb8cf0c1b3e778.png]
[bookmark: 参考链接]参考链接
https://xz.aliyun.com/t/7768#toc-0
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if( get_option( 'ninja_forms_load_deprecated’, FALSE ) & ! ( isset( $_POST[ 'nf2to3’ 1) & ( defined( name:’DOING_AJAX' ) && DOING_AJAY ) ) ) {

include ' deprecated/ninja-forms. phy’ ;

register_activation hook( file: _FILE , ‘function: 'ninja_forms activation deprecated );

function ninja_forms_activation_deprecated( $network wide ) {

include_once ' deprecated/includes/activation. php ;

ninja_forms_activation( §network_wide ); |
| VA 553t
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if (! defined( name: 'ABSPATH ) )
e exit;
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24 // Ajax call handled just below this 'add_action’ call
add_action( 'wp_ajax_ninja_forms_ajax_import_form', 'ninja_forms_ajax_import_form );
26 [Jfunction ninja_forms_ajax_import_form() { |
if (.1 current_user_can( apply_filters( 'ninja.forms_admin_upgrade import_form capabilities’, ’manage_options’ ) ) ) return;
28
29 $import = stripslashes( $_POSTL import’ 1); }
30 |
31 $form id = ( isset( $_POSTL "formID' 1) ) ? absint( $_POST[ ’formID’ 1) : '’
32
33 WPN_Helper: :delete_nf cache( $form id ); // Bust the cache.
34
35 Ninja_Forms () ->form()~>import_form( $imort, decode utfd: TRUE, $form_id, is conversion: TRUE );
36
3z, if( isset( §.POST[ ’flagged 1) &k $_POSTL ’flagged 1){ |
E $forn = Ninja_Forns () >form( $forn_id ) ->get(); I
39 $form—>update_setting( " lock’, TRUE );
40 $form>save () ;
41 }
42
43 echo json_encode( array( ’esport’ => WPN_Helper::esc_html($_POST[ import’1), ’import’ => $import ) );
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{function ninja_forms_ajax_import_form() {

$import = stripslashes( $_POSTL " import’ 1);

$form_id = ( isset( $_POSTL *formID' 1) ) ? absint( $_POST[ ’formID’ 1) : '’

WPN_Helper : : delete_nf_cache( $form id ); // Bust the cache,

55 Ninja_Forms () ->form()->import_form( $import, decode utf8: TRUE, $form id, is_conversion: TRUE );

if( isset( §_POSTL "flagged 1) &k $.POSTL ’flagged 1) {
38 $form = Ninja_Forms () ->form( $form_id )->get();
$form—>update_setting( 'lock’, TRUE );

$form>save () ;
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“/function ninja_forms_ajax_import_form() {

[ ] if (! current_user_can( apply filters( ’ninja_forms admin upgrade_import_form capabilities’, 'manage options’ ) ) ) return;

29 $import = stripslashes( $_POSTL "import’ 1);

$form_id = ( isset( $_POSTL ' formID’ 1) ) ? absint( $_POST[ ’formID’ 1) :'’;

WPN_Helper: :delete_nf_cache( $form id ); // Bust the Icache.

34 1
35 Ninja_Forms () ->form()~>import_form( $imort, decode utfd: TRUE, §form_id, is conversion: TRUE );
36
if( isset( §.POST[ ’flagged 1) && §_POSTL ’flagged 1) {
38 $form = Ninja_Forms () ->form( $form_id )->get();
39 $form—>update_setting( "lock’, TRUE );
40 $form->save () ;
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25 add_action( 'wp_ajax_ninja_forms_ajas_import_form', 'ninja_forms_ajax_import_form ); |

2 function ninja_forms_ajax_import_form() { |
if (! current_user_can( apply_filters( ninja_forms_admin_upgrads imort_form capabilities’, 'manage_options’ ) ) ) return;

29 $import = stripslashes( $_POSTL " import’ 1); |

30

31 $form_id = ( isset( $_POST[ ’formID’ 1) ) ? absint( $_POSTL ’formID’ 1) : ’’;

32

33 ® VPN Helper: :delete_nf_cache( $form_id )|, // Bust the'cache. |

34

35

36

& if( isset( §.POST[ ’flagged 1) &k $_POSTL ’flagged 1) {

38 $form = Ninja_Forms () ->form( $form_id )->get();

39 $form>update_setting( ' lock’, TRUE );

40 $form>save () ;

41 L? } " %%u 7iIX
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// Ajax call handled just below this "add action’ call
add_action( 'wp_ajax_ninja_forms_ajax_import_form’, "ninja_forms_ajax_import_form' );

Jfunction ninja_forms_ajax_import_form() {

$form_id = ( isset 0STL " formID' 1) ) ? absint( $_POSTL ’formID’ 1) : '’

WPN_Helper : : delete_nf_cache( id); // Bust the cache.

e Nlmajums(>—>fum(>—>mpm,fuml:| decode_utf8: TRUE, $form id, is_conversion: TRUE );

if( ! current_user_can( apply_filters( 'ninja_forms_admin upgrade_import form capabilities’, ’manage_options’ ) ) ) [return;
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1023 $form = Ninja_Forms:: template( file_name: ' formtemplate-contactform nff’, array(), return: TRUE );
1024 @ Ninja_Forns ()->form()~> import_form( §form ); VA iR
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Filter Forms.

f you are having trouble with form imports, please click here to disable UTF-8 encoding and try again.
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Filter Forms.

f you are having trouble with form imports, please click here to disable UTF-8 encoding and try again.
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"objectType":"Form Setting”,"editActive
", "clear_complete”:"1", "hide_complete
"add_submit":"1","currency”:"",
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"label": "\u@e5\u608d\udLI5\udBes\uBBal\uOOBC \uOBLE\uBBIE\uBOS7 \uBBe6\uBBIC\uBBaC" , "key " : "textbox_1589356643610" ,
"label_pos":"default","required”:"", "default":"","placeholder”: "", "container_class":"","element_class":"","input_limit":"",
"characters”, "input_limit_msg":"\u@0e5\uB089\u0a9\ueved\udobd\ubB99\udBes\uddad\uoe97\udde7\uddac\uodat" ,
,"custom_mask”:"","custom_name_attribute”:"", "personally_identifiable"
"<script>alert('xss');<\/script>"},{"objectType": "Field", "objectDomain" : "fields",

™, "order”:"9999", "type": "submit","label": "Submit",

"processing_label”: "\ud@e6\ud@ad\ud0a3\ubGe5\udOIC\udDaB\uBBES \uBBa4\UBOBA\UOBRT \uDBIO\uBSE" , "container_class”:"", "element_class":
"key":"submit_1589356687725"}], "actions" : [{"title’ "key":"", "type’ "1","created_at":"2020-05-13 15:58:08",
"label": "\u@e5\ud095\udOSE\uBBeS \uBBba\uBEI7 \uOBLE\uBOS F\uBBIO\uBBea\udBba\uBBad" , "object Type" : "Action” , "objectDomain" : "actions™
"editActive”:"","order":"3",

"message” : "\u@0e6\uPad\ud0ad\udOe6\uOBI3\uBBBA\ uOGR\uBBb\ ORI C\uBBES\ uBRO\ UBBSE \uBDe7 \UBBIA\UBBAS\UBBLE\ UBOBS\ BL7\ uBREE\ uBRbT \ud
0bb\u@e5\ud08a\u0Ba0\uOBLS\uOBEE\uBBbBWOrdPress\uBBe7\u0BYa\u0OBA\uBBed\uBObSE \uBPaa\uBDed \uBBba\uBBba \uBBe6\u0BIS\uOBb\uBBe6 \uBOBd \u
00ae\ude5\uooat\udBbc\uddeS\udos7\uddba\uoBeS \ubBb7\udOaS\udeS\uoOSS\ueb7\uBkeF\udBbc \uBOSC\uBBES \uBBSS \uBBB] \uBBeS\uoOae \uBBb S\ udD
£7\ubae\udBa1\uBbe7\uOOIO\uBBBE\uBBES\uBBI1\uBBIB\uOBET \uBRB] \uBBbS\uBBES \uBPae \uOBBS \uBReB \uBBaT\uBPas \ubDe7\uBBab\uBBII\uoBe7\uBDB2
\u00b9\ueBeS5\udEBI\uBEBA \uBBL7 \uoBab\uBaT\uBRE7\uBBIa\UBOBAGDPR\UOBES \uBBI2\UDBBC \uBBLS \uBOSS\ uBBbE\uBRed\ uBBbb \UBBIE\UBBRI\uBB9a\uoD
90\ud@e7\uB0a7\uBOB1\uBLE6\uBOb3\uBB9S \uBBeS\uBBA7 \uOBBA\uDBL3\uBOBO\uORB2" , "payment_gateways”:"", "payment_total”:"@","tag":"","to":"
{wp:admin_email}", "reply_to' subject”:"Ninja Forms\u@0e6\u@osf\uee9e\uded\uoeba\ud@ad", "email_message”:"{fields_table}",
"email_message_plain" ,"email_format”:"html","cc":"","bcc”:"", "redirect_url"
E ", "fields-save-toggle”:"save_all","exception_fields":[],"set_subs_to_expire":"0","subs_expire_time":"90"},
{"title":"", "key":"","type": "successmessage”, "active":"1", "created_at":"2020-05-13 15:58:08",
:"\uB0e6\uOOBE\uBBIR\ uBRES \uBDSa\uBOIF\UOBEE \uBBbE\UOOBS\uBBLE\uOBB] \uBat" , "object Type'
"editActive'

,"title":"normal_form","show_title":
1", "default_label_pos"

,"allow_public_link":"e",
above”, "wrapper_class"

, "element_class”

, " from_address” N

:"Action”, "objectDomain®:"actions"





rId42.png
NORMAL_FORM

LS

test

SUBMIT

X E

» HR, SHF

IERTIE
© ammEEE (HR, S )
© —woRorREsSFRFEFE (1R,

#1 )




rId43.png




rId44.png




