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subfinder -domain tesla.com -all -t 100

https://github.com/projectdiscovery/subfinder
R4 : v2.5.7 (18 =H 2023)
Fiif: 616

E{THIE: 30 7

oneforall

python oneforall.py --target tesla.com --req False run
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https://github.com/shmilylty/OneForAll
4. v0.4.5 (10 tAH 2022)

Fiak: 424

IE{TEIE: 1595 557

i IBe ] 00:01:55.414 5

1 {=1k: 00:01:55.414

147, 129, 32 &0

13. 111, 49. 179 80

esla. com
tesla. com
p. tesla. com

theHarvester
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theHarvester

python theHarvester.py --domain tesla.com --dns-lookup --dns-brute --source

https://github.com/laramies/theHarvester
R&: v4.2.0 (14 )\B 2022)
Fid: 627

E{TRE: 4547
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600 wvpn?2. tesla. com

601 vpn3. tesla. com

602 w3-akamai—apigateway—procuretopayapi.tesla. com
603 warehouse—stg. tesla. com

604 warehouse. tesla. com

605 warpbilling. tesla. com

606 wdm. kronos. tesla. com

607 webmail. tesla. com

608 wim. kronos. tesla. com

609 workforce. tesla. com

610 ww. tesla. com

611 www—dev. tesla. com

612 www—static—dev. tesla. com

613 www-static—prod. tesla. com

614 |www—5tatic—qa. tesla. com | _I
615 www-static—stage. tesla. com

616 www—stg?. tesla. com

617 www—test. tesla. com

618 www—uat—qa. tesla. com
619 www-uat. tesla. com
620 www—uat2. tesla. com
621 www. ug. tesla. com
622 wwwdb. tesla. com

623 wwwmta3—emailbjpffins. emails. tesla. com

624 sla. com
625

626 il. tesla. com

627 zta—setup. tesla.com
1&NE
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anubis -t tesla.com

https://github.com/jonluca/Anubis
R4: v1.1.3 (10 —8 2023)
Fik: 536

ETHE: 317

0:00:31. 547
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amass

AMass

OWASP®

amass enum -passive -d tesla.com -src

https://github.com/OWASP/Amass
RR4s: v3.22.2 (21 =H 2023)
Fiif: 692

IE{TEIE: 4 55 36 7

i) 00:04:36.481 5

1 {=1E: 00:04:36.481
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Bbot
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bbot -t tesla.com -f subdomain-enum -c modules.massdns.max_resolvers=5000

https://github.com/blacklanternsecurity/bbot
R4s: v1.0.5.1331 (10 =H 2023)
Fid: 452

E1TAIE: 6 o 20 7

Subdomain Source
_sip._tls.tesla.com dnscommonsrv module

_sipfederationtls._tcp.tesla.com dnscommonsrv module

mta.tesla.com azure tenant module

t.tesla.com azure_tenant module
factory.de.tesla.com massdns module
origin-myapps.tesla.com massdns module
origin-profile-stg.tesla.com massdns module
origin-repair-api-stg.tesla.com massdns module
origin-repair-api.tesla.com masscdns module
origin-serviceapi-stg.tesla.com massdns module
origin-serviceapi.tesla.com massdns module
origin-wwwedn-new. tesla.com massdns module

www-uat-integration.tesla.com massdns module
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Tesla.com Subdomains Found

subdomain, 692

subdomain, 616 subdomain, 627

subdomain, 536

subdomain, 452
subdomain, 424

subdomain
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Tesla.com Subdomains Found

time(s), 260

time(s), 276

I
time(s), 31

time(s), 244

time(s), 115

time(s), 30
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BH#r: baidu.com
EEER13009F 8 =5,

ER—BVPS E#HITNIR, BT RSMIET.

Fuzzdomain
WRA: v3.22.2 (21 =H 2023)

Fiag: 242

E{TRE: 15 107

i bl 00:01:10.666 F52Y

1 {=1k: 00:01:10.666

fefs=: | baidu.com B (1 | 2538 | 500 g l HE | l £k | l FENR v I l Sh | [ H=Z |

o 2 :rsitaciDe 1300subdomaintd | Sk (] =2 sl |

[ 4mml ogrstuvwgyz0123456789 Min 1 Max 2 ] #mmi2 | parstuvwiyz0123456789 | Min 1 Max 2

Domain ;Ip |

w.baidu.com 220.181.38.148 220.181.38.251 i
yg.baidu.com 123.125.115.174,123.125.115.209 P
gis.baidu.com 180.97.33.90

md.baidu.com 182.61.62.50

| wx.baidu.com 180.76.179.76

tms.baidu.com 182.61.200.85

| ub.baidu.com 110.242 69216

zz baidu.com 182.61.201.91,182.61.201.90

ep.baidu.com 10.65.211.57

ga.baidu.com 220.181.107.197

sales.baidu.com 49.7.32.140

. baidu.com 11523921077

or.baidu.com 39.156.69.32,112.34 111.131 T
sk baidu.com 183232232 244 1=
ax.baidu.com 180.97.104.235 X
FHiEE S (L E 1S £ 130 baidu_comiE B (L5215 £241) L3554 1332
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Wfuzz

wfuzz -c -u “http://baidu.com/“ -H “Host:FUZZ.baidu.com” -w 1300.txt

Fiak: 55

EiTRIE: 195 40
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Gobuster
WRA: v3.1.0 (20 —H 2023)

Fiak:

IE{THIE: 3 55 20 7

gobuster dns -d baidu.com -w 1300.txt
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Ksubdomain
WR4A: v0.7 (12 —H 2021)

Fiag: 349

ETHE: 327

ksubdomain-d baidu.com -f 1300.txt
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WRA: vl (2021)

Fiag: 240

E{TEIE: 45532 &

altdns -1 1.txt -w 1300.txt -o 2.txt -r -s 11.txt
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Amass
WRA: v3.22.2 (21 =8 2023)

Fi: 214

EiTAIE: 35 36 %)

amass enum -active -brute -d baidu.com -w 1300.txt
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Tesla.com Subdomains Found
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https://github.com/assetnote/wordlists

LR e — X N R RIFNIR:

wget -r --no-parent -R "index.html*" https://wordlists-cdn.assetnote.io/dat:
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» "data"PRUEEER v O 2 subdomain 4

P
5 2m-subdomains.txt DAEMFEdat... v 28.0 MB
J £ EHEE: 2023/3/28 21:14

httparchive subdomains 2022 10 28.txt DAS#=#ndat.. “)26.3 MB
(SR HER: 2023/3/28 21:14

(Il

5 httparchive subdomains 2022 12 28.txt D\S#=#\dat.. FJv32.9 MB
o J ERIHER: 2023/3/28 21:14
5 httparchive subdomains 2023 03 28.ixt DAE#=#ndat.. +/v32.8MB
= (£ EER: 2023/3/28 21:14
e httparchive subdomains 2022 08 28.txt D\&E#=&\dat... )\ 26.9 MB
j [Ep7EEE: 2023/3/28 21:14
5 httparchive subdomains 2022 09 28.ixt Da\S@=#\dat.. +7)v24.8 MB
= [EREER: 2023/3/28 21:14
o httparchive subdomains 2022 05 28.txt DASE#E==E\dat... /v 14.6 MB
J {ERTHER: 2023/3/28 21:14
5 httparchive subdomains 2022 06 28.ixt DA\S#@r=#\dat.. F/)v 141 MB
J {ERTHER: 2023/3/28 21:14
5 httparchive subdomains 2022 07 28.ixt DAS#E=#\dat.. Fv18.5MB
= {ERTEEE: 2023/3/28 21:14
5 httparchive subdomains 2021 11 28.ixt DA\S#=#\dat.. #7153 MB
v = (SR EER: 2023/3/28 21:14

LG

https://otx.alienvault.com/api/v1/indicators/domain/baidu.com
/url_list?limit=10000&page=1
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https://developers.facebook.com/tools/ct?step size=30&query=baidu.com

https://crt.sh/?q=baidu.com
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[N Meta for Developers

crtshiD  Logged At &

9185521173
9180282638
9180262643
9178222562
9145175566

9113770139
9110779493

9110779573
9125349733
9107764799
9106320623

1477
9062639686
9062640994
9045260048
9045241968
9006962018
2006774061
9006755536
8983409151
B998399811
BI9R399SBT
BOBO3033T

2023-0419
2023-04-18
20230418
20230418
2023-0414

2023-04-11
2023-0410

20230410
20230410
2023-0410
20230410

20230407
2023-04-05
2023-04-05
2023-04-03
2023-04-03
2023-03-30
2023-03-30
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20230327
20230327
20230326
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Search Subscriptions
baidu.com
1

otacdn baidu.com

app ka baidu com

olacdn.baidu.com
sni cloudflaressl com

otacdn baidu.com
sni.cloudflaressl.com

creation ai baidu.com
infoflow. baidu.com
beeidaas com

cmartanne haidi ea

n% |

ES ]

CN=otacdn baidu.com

CN=app ka baidu.com

C=US, ST=California, L=San
Francisco, O=Cloudflare, Inc_,
CN=sni cloudflaressl.com

C=US, ST=California, L=San
Francisco, O=Cloudflare, Inc_,
CN=sni cloudflaressl.com

PN ST E Bl B e T Al e A

oy 3

C=US, O=DigiCert Inc,
OU=www.digicert.com,
CN=GeoTrust TLS RSA CA G1

C=Us, O=DigiCert Inc,
OU=www.digicert.com,
CN=Encryption Everywhere DV
TLSCA-G1

C=US, O=Cloudflare, Inc.,
CN=Cloudfiare Inc R5A CA-2

=US, O=Cloudflare, Inc.,
=Cloudflare Inc ECC CA-3

B

Groun by tesuar

SXATE, FAILERAEREAEANNES, T

HaH

Apr 18, 2023 - May 09,

2024

Apri7, 2023 - Apr 18,
2024

Apr 17, 2023 - Apr 16,
2024

Apr 17, 2023 - Apr 16,
2024

Issuer Name

i

Sl (CT

Precertificale)

Sxifs (CT
Precertificate)

Rinifts (T
Precertificate)

Smitfh (€T
Precertificate)

C=UsS, O=DigiCert Inc, OIJ-www digicert.com, CM=GeoTrust TLS RSA CA G

C=US, 0="Cloudfiare, Inc."

" CN=Cloudflare Inc ECC CA-3

C=UIS, 0= g\m&ﬂgrp inc.”, CN=Cloudflare Ing RSA CA-Z
C=US, 0=DigiCert Inc. OU=veww digicert, OOI'ﬂ Ch=Encryption E

rywhere DV TLS CA - G1

C=US, O=DigiCart |nc, CN=Digi

Criteria Type: Identity Match: ILIKE Search: ‘baidu com

Mot Before Mot After Common Mame Matching Identities
2023-04-19 2024-05-09 otacdn.baidu.com otacdn, baidu.com
2023-04-18 2024-04-16 snicloudflaressl.com otacdn, baidu,com
2023-04-18 2024-04-16 sni.cloudflaressl.com otacdn baidu.com
2023-04-18 2024-04-18 app.ka.baidu.com app.ka.baidu.com
202304-14 2024-05-14 misc baidu.com abot pos.baidu.com

creation. ai.baidu.com

dwz.hm baidu.com

2023-04-11 2024-04-30 * now.baidu,com

2023-04-10 2024-04-09 * com—baidu.com
2023-04-10 2024-04-09 *.com-baidu_com
2023-04-10 2023-07-09 * com-baidu.com
2023-04-10 2023-07-09 * com-baidu.com
2023-04-10 2024-04-09 snicloudflaressl.com
2023-04-07 2024-04-09 beareditorr boe.baidu.com
2023-04-05 2024-04-04 sni.cloudflaressl.com
2023-04-05 2024-04-04 sni_cloudflaressl.com

2023-04-03 2024-04-12 lookup.api.bsb baidu com
2023-04-03 2024-04-11 download.apibsb baidu.com

2023-03-30 2023-06-28 www.baidu.com

2023-03-30 2024-03-30 mona.bee.baidu.com
2023-03-30 2024-03-30 bior.boe baidu.com
2023-03-27 2024-04-16 edisk cloud.baidu.com
2023-03-27 2023-06-25 dula beetest. baidu.com
2023-03-27 2023-06-25 dula.beetest baidu.com

2022-07-05 2023-08-06 baidu.com

* infoflow.baidu.com
misc.baidu.com

* smartapps. baidu.com
*.now.baidu.com
*.com-baidu.com
com-baidu.com

* come-baidu.com
com-baidu.com
*.com-baidu.com
com-baidu.com

* com-baidu.com
com-baidu.com
*_com-baidu.com
com-baidu.com
beareditorr.bee baidu.com
otacdn.baidu.com
otacdn.baidu.com
laokup.api bsb baidu.com

www.baidu com
mona.boe baidu.com
bior.bee. baidu.com
edisk.cloud.baidu.com
dula.beetest baidu.com
dula.beetest baidu.com
* baidu.com

baidu.com

* bee baidu.com

download.api.bsb.baidu.com

P

C=US, O=DigiCert Inc, CN=DigiCert Secure Site Pro CM CA G3

C=GB, ST=Greater

L=Salford, O=Sectige Limited, ¢

ECC Domain

Secure Server CA

C=GB, ST=Creater Manchester, L=Salford, O=Sectigo Limited, CN=Sectigo ECC Domain Validation

Secure Server CA
C=US, O=Lel's Encrypl. CN=E1

CsLIS, OsL et's Encrypt, CN=E1

C=US. 0="Cloudflare, Inc.". CN=Cloudflare Inc ECC CA-3

C=Us. & Te'xas L= Hnustun Q= SSL Cnrpurallon CH=: SSL com RBSA SEL subCa
C=Us, O=DigiCert Inc. CN=DigiCert Secure Site Pro CH CA G3

Q=DigiCert Inc. CN=DigiCert Secure Site Pro CNCA G3
=DigiCert Inc. CH -IEImCEﬂ Secure Site Pro CN CA G3

T, O=ZeroSS1, ¥ L RSA Domain Secure Site CA
C=AT O=7er0SSH gN:zg;m RSA Domain Secure Site CA
C=BE, 0=GlobalSign nv-sa. CN= ISign RSA OV SS1 CA 2018
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