信息收集
                                               -----灯塔自动化推荐
Docker 安装
docker 安装参考：https://docs.docker.com/engine/install/
shell脚本:
curl -fsSL https://get.docker.com -o get-docker.sh
sudo sh get-docker.sh

灯塔安装
mkdir docker-ARL;cd docker-ARL
curl https://bootstrap.pypa.io/get-pip.py -o get-pip.py;python3 get-pip.py
[image: ]
pip3 install -i https://pypi.tuna.tsinghua.edu.cn/simple docker-compose
[image: ]
wget -O docker-ARL/docker.zip https://github.com/TophantTechnology/ARL/releases/download/v2.5.1/docker.zip

[image: 截屏2022-03-02 11.59.40]
unzip -o docker.zip
docker-compose pull
[image: 截屏2022-03-02 12.02.34]
docker volume create arl_db
docker-compose up -d
[image: 截屏2022-03-02 12.18.54]
dcoker-compose ps -a # 查看
[image: 截屏2022-03-02 12.19.17]

修改密码
默认密码是 admin/admin
登录端口: https://IP:5003/login
docker exec -ti arl_mongodb mongo -u admin -p admin
use arl
db.user.drop()
db.user.insert({ username: 'admin',  password: hex_md5('arlsalt!@#'+'你的密码') })
exit
[image: 截屏2022-03-02 12.35.55]

登录
[image: 截屏2022-03-02 12.39.15]

3. 配置钉钉机器人
首先自己先创建个群聊，【群聊】-【群设置】-【智能群助手】-【添加更多】-【添加机器人】-【自定义】-【添加】

[image: 截屏2022-03-02 13.39.00][image: 截屏2022-03-02 13.39.11]
[image: 截屏2022-03-02 13.39.39]

以下两个对应填入 config-docker.yaml中的 SECRET，ACCESS_TOKEN 
[image: 截屏2022-03-02 13.40.07]
[image: 截屏2022-03-02 13.40.59]
配置文件: docker-ARL/config-docker.yaml
[image: 截屏2022-03-02 13.42.45]
测试是否配置成功
docker-compose exec worker bash
python3.6 -m test.test_utils_push
[image: 截屏2022-03-02 13.52.23]
[image: 截屏2022-03-02 13.53.18]
监控
[image: 截屏2022-03-02 13.53.50]
上述是灯塔的安装，这个是自动检查的资产的好帮手，当你要挖掘的src有新的资产上线的时候，就自动发送到你的钉钉上，这时候，你就可以提前去挖掘，运气好就捡到高危险漏洞。
0x01 常用工具挖掘
还有一种信息收集收集方式就是直接子域名挖掘，然后一个站点一个站点的查看：
常用工具：Maltego CE,wydomain,subDomainBrute,dnsmaper,Layer子域名挖掘机 oneforall子域名收集工具
通过这些工具将相关域名的资产全部找出来，然后慢慢挖掘即可。



0x02 爬虫提取子域名
这类工具有很多，例如 burpsuite、appscan、awvs 都有爬虫的功能
[image: IMG_256]

0x03 搜索引擎
搜索引擎提供了一些高级搜索指令，site 就可以查询相关的域名，其实搜索引起收录的网页也是通过爬虫来爬取的。
[image: 4VG44)56L(]%K%@AGU9(3S0]
0x04 站点配置文件
crossdomain.xml，跨域策略配置文件
[image: IMG_256]
robots.txt，反爬虫配置文件，Robots 协议用来告知搜索引擎哪些页面能被抓取，哪些页面不能被抓取
[image: IMG_257]
[bookmark: _GoBack]
image7.png
T00t@VM-24-17-ubuntu: fopt/tools/docker-ARL# docker exec -ti arl mongodb mongo -u admin -p admin
MongoDB shell version vi.6.2:
connecting to: mongodb://127.0.0.
Inplicit session: session { "i
MongoDB server version: 4.8.27
Welcone to the MongoDB shell.
For interactive help, type "help".
For more comprehensive documentation, see

http://docs.mongodb. org/
Questions? Try the support group

http: //groups.google. con/group/mongodb-user
server has startup warnings:
2622-03-02T6L:18:47.214+0000 T STORAGE [initandlisten]
2622-03-02T6L:18:47.214+0000 I STORAGE [initandlisten] ** WARNING: Using the XFs filesystem is strongly reconmended with the WiredTiger storage engine
2022-03-02T04:18:47.214+0000 T STORAGE [initandlisten] ** See http://dochub.nongod. org/core/prodnotes-filesysten
Enable MongoDB's free cloud-based monitoring service, which will then receive and display
metrics about your deployment (disk utilization, CPU, operation statistics, etc).

7017/2gssapiServiceNane=nongodb
© UUID("9a512b8c-Ue6d-u8eb-bbs2-fufefécs3dfa") 3

The monitoring data will be available on a MongoDB website with a unique URL accessible to you
and anyone you share the URL with. MongoDB may use this information to make product
improvenents and to suggest MongoDB products and deployment options to you.

To enable free monitoring, run the following command: db.enableFreeMonitoring()
To permanently disable this reminder, run the following command: db.disableFreeMonitoring()

> use arl

switched to db arl

> db.user.drop()

e

> db.user. insert({ username: 'admin’, password: hex_mds(’arlsalt!@'+'mypass’) })
WriteResult({ "nInserte
> exit

bye
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T00t@VM-24-17-ubuntu:~/docker_arl# docker-compose exec worker bash
[root@8ssccfccosad codel# pythons.6 -m test.test_utils_push
[2022-63-02 13:51:48] [INFO] [MainThread] [fetchsite.py:8u] start fetch site 2

/usx/local/1ib/pythons. 6/site-packages/url1ib3/connectionpool .py:851: InsecureRequestWarning: Unverified HTTPS request is being made. Adding certificate verification

. see: https://urllibs.readthedocs. io/en/latest/advanced-usage. htnl#ssl-warnings
InsecureRequestwarning)
[2622-63-02 13:51:49] [INFO] [MainThread] [fetchsite.py:87] end fetch site elapse 6.8697107410436968
[2022-63-02 13:51:49] [INFO] [MainThread] [buildDomainInfo.py:u1] start build Domain info 2
[2022-63-02 13:51:49] [INFO] [MainThread] [buildDomainInfo.py:u4] end build Domain info 2 elapse ©.201L2555236816486
[2622-63-02 13:51:49] [INFO] [MainThread] [push.py:148] push dingding succ
.[2022-03-62 13:51:49] [INFO] [MainThread] [fetchsite.py:8u] start fetch site 2
[2622-63-02 13:51:56] [INFO] [MainThread] [fetchsite.py:87] end fetch site elapse 8.6683941459655762
[2022-63-02 13:51:56] [INFO] [MainThread] [buildDomainInfo.py:u1] start build Domain info 2
[2022-63-02 13:51:56] [INFO] [MainThread] [buildDomainInfo.py:u4] end build Domain info 2 elapse 6.2011320590972968L
e
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2. https://07cdss.baidu.com 404 Not Found 404
3. https://01pda.baidu.com 404 Not Found 404




image18.png
Burp Intruder Repeater Window Help

Mﬁmy‘sm‘&zm Intruder | Repeater | Sequencer | Decoder | Comparer | Extender | Project options | User options | Alets |

(o serr |

FYyyyyyyyy vy vy vy v v vvvvvvvovw

http://baojia. auto.qq.com
http://bbs ] qq.com
http://beian miit gov.cn
http://beijing auto.qq.com
http://bj house. qq.com
http:/7bj j qq.com
http://book qg.com
https://browser qg.com
http://bs |.qq.com
https//btrace qq.com
httpr//c isdspeed. qq.com
https-//c |.qq.com
http://campus.qq.com
http://ch.qq.com
https//cc xtgreat com
http://cd house qq.com

St lion

Filter: Hiding not found items hiding CSS, image and general binary content; hiding 4xx responses; hiding empty folders (2
» B[ https/7110 qq.com L; Host | Method | URL | Params | Sta.. 4| Length | MIVE type | Tile Comment [ Time rer
» Q7| https://888.qq.com
» ()| http:/fact3 hb.qq.com https://www. baidu.c. /baidu_html
*> [ http:-//adsrich.qq.com https:/iwww baiduc_. GET  /baidu htmi?from=no. v HTML
hitp://analy.qq.com https:/iwww.baidu.c... GET  /cache/sethelp/inde. HTML
hitp://api.sugg.sogou.com https:/Awww.baidu.c... GET  /content-search.xml XML
0] https://apis.map.qg.com https:/fwww baiduc . GET  /duty HTML
hitp://astro fashion.qq.com https:/Awww.baidu.c... GET  fimg/baidu_85beafs.
hitp:/fauto.qq.com httos:/fwww.baidu.c... GET __/is/components/hots. script
http://automall.qq.com I —
http://baike sos0.com Response

Raw | Params | Headers | Hex

| GET/HTTPA 1

Host: waw baidu com
Connection: close

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wind; x64) AppleWebKit/537.36 (KHTML, lie Gecko) Chrome/81 0,404,122 Safari/537.38
Accept: textihtml. application/xhtml+xml application/xmlq=0.9 jimage/webp image/apng, 7" 4=0.8 application/signed-exchange:v=b3;
Purpose: prefetch

Sec-Fetch-Site: none

Sec-Fetch-Mode: navigate

Sec-Fetch-User 21

Sec-Fetch-Dest: document

AcceptEncading: gzip, deflate

Accept-Language: zh-CN zhiq=09

Cookie: BIDUPSID=DFDFOF F7D5042A57E495225629109348; PSTM=1587089631; BAIDUID=DF DFOFF7D5042A57502657 BB8619975E FG=1;

9

2] (<] (=) (5] [1ype a search tem

| 0 matches




image19.png
GOOgle site:.qq.com x & Q

Q& LDER GFE QtE =S I

£ 70,400,000 SEER (RS 0.39 )

https:/ac.qq.com v

o8- BIENE R/ Mius- BI

FESASNANERTENS, ERSROIEE, ROEE, ERBESERNINRAERS
BAE, N EThMEETEIREEE. JE. AR, DR e AERS .

https:/x5.qq.com v

QQIZEFET5 Mub-BETHIRR

(QakEE) THEAMIE. SITSRENERIRE, 26000 A\FREER—EEEE. Q&
FEERTENEINE, RRENATE, REWENEEENR, -

https://weread.qq.com ~

SRR EAR BN S 2R R

HERBIRSRIERDE. A BE. ARS. 1T, SRERSTNERTS. SHET
RBRNESERTD, FEROREE, s E.

https://sports.qg.com v

BETAE_BEIRR
BT RFERSIET S, SRR





image20.png
<« C A Fz= | qq.com/crossdomainxml

[ afl-unicom: ##5.. @) Docker REEM... ® =rmiEsiEcithu.. = CTF Allin one

@ EAXposediEiRiE... MobSFERE-Wind...

This XML file does not appear to have any style information associated with it. The document tree is shown below.

v <cross-domain-policy>
<allow-access-from domain="*.qq. com’/>
<allow-access-from domain="+.gting. con’/>

</cross-domain-policy>
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Disallow:
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image1.png
T00t@VM-24-17-ubuntu: /opt/tools/docker-ARL# curl https://bootstrap.pypa.io/get-pip.py -o get-pip.py;python3 get-pip.py

% Total % Received % Xferd Average Speed Time Time Time Current

Dload Upload Total Spent Left Speed

100 2548k 100 2548k e e 11640 © ©0:03:44 0:03:44 --:--:-- 21023
ERROR: This script does not work on Python 3.6 The minimum supported Python version is 3.7. Please use https://bootstrap.pypa.io/pip/:
T00t@VM-24-17-ubuntu: /opt/tools/docker-ARL# 1s
get-pip.py
T00t@M-24-17-ubuntu: /opt/tools/docker-ARL# []





image2.png
T00t@VM-24-17-ubuntu: /opt/tools/docker-ARL# pip3 install -i https://pypi.tuna.tsinghua.edu.cn/simple docker-compose
Looking in indexes: https://pypi.tuna.tsinghua.edu.cn/simple
Collecting docker-compose

Downloading https://pypi.tuna.tsinghua.edu.cn/packages/£3/3e/ca05eu86duLe38ebt9Scasb8ca526b1920717173873u6ed1031ecf78966/docker_compose:
1 (114 kB)

I | 114 kB 5.7 MB/s

Requirement already satisfied: PyYAML<6,>=3.10 in /home/ubuntu/.local/lib/python3.6/site-packages (from docker-compose) (5.4.1)
Requirement already satisfied: jsonschema<t,>=2.5.1 in /home/ubuntu/.local/lib/python3.6/site-packages (from docker-compose) (3.2.8)

3T actdon racdhonn At arird ‘el 3% O
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T00t@VM-24-17-ubuntu: /opt/tools# wget -0 docker-ARL/docker.zip https://github.com/TophantTechnology/ARL/xeleases/download/v2.5.1/docker.zip
--2022-03-62 11:57:59-- https://github.com/TophantTechnology/ARL/releases/download/v2.5.1/docker.zip

Resolving github.com (github.com)... 20.205.243.166

Connecting to github.com (github.com)|20.205.243.166] :443... connected.

HTTP request sent, awaiting response... 362 Found

Location: https://objects.githubusercontent.com/github-production-release-asset-2e65be/294338949/69d9bc3e-1b0a- Lelb-be92-£5500c9acdbo?X-Anz-Algorithm
65X-Anz-Credential=AKIATWNIYAXUCSVEHS 3A%2F 20220302/ 2F us -east - 142F s 3%2F ansk_requestsX-Amz-Date=20220302T0359026X-Anz- Expires=3006X-Anz-Signature=3306
£5928709e6559853d93e826blic3d2€07207££1c537615X-Anz-SignedHeaders=hostsactor_id=eakey_id=0&repo_id=2943389L9&response-content-disposition=attachments|
ocker . ziparesponse-content-type=application%2Foctet-stream [following]

--2022-03-02 11:59:04-- https://objects.githubusercontent.con/github-production-release-asset-2e65be/294338949/09d9bc3e-1b6a- kelb-be92-£5500c9acdbe?;
AWS1i-HMAC- SHA25 66X -Amz- Credential=AKIATWNIYAXUCSVEHS 3A%2F 2022030 2%42F us -east - 142F s3%2F anst_requestX-Anz-Date=20220302T03590LZ8X-Anz-Expires=3008X-Anz
720e0378£43dd7c£5928769e6559853d93826buc3d2e07207£ £4c537016X - Anz- SignedHeaders=host&actor_id=6skey_id=esrepo_id=2943389u9&response-content-dispositil
#20filenanex3ddocker . zipsresponse-content-type=application#2Foctet-stream

Resolving objects.githubusercontent.com (objects.githubusercontent.com)... 185.199.169.133, 185.199.116.133, 185.199.111.133, ...

Connecting to objects.githubusercontent.com (objects.githubusercontent.com)|185.199.169.133|:4u3. .. connected.

HTTP request sent, awaiting response... 260 0K

Length: 3974 (3.9K) [application/octet-stream]

saving to: ‘docker-ARL/docker.zip’

docker-ARL/docker.zip 1004 >]  3.88K 10.0KB/s

2022-03-02 11:59:08 (10.0 KB/s) - ‘docker-ARL/docker.zip’ saved [3974/397u]
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T00t@VM-24-17-ubuntu: /opt/tools/docker-ARL# 1s
docker.zip get-pip.py
T00t@VM-24-17-ubuntu:/opt/tools/docker-ARL# unzip -o docker.zip
Archive: docker.zip

ing: arl_web.log

config-docker.yaml
dockez-compose.ynl

inflating: mongo-init.js

inflating: nginx.conf
T00t@VM-24-17-ubuntu: /opt/tools/docker-ARL# 1s
arl_web.log arl_worker.log config-docker.yaml docker-compose.ynl docker.zip get-pip.py mongo-init.js nginx.conf
00t@VM-24-17-ubuntu: /opt/tools/docker-ARL# docker-compose pull
Pulling rabbitmq (rabbitmq:3.8.19-management-alpine)...
3.8.19-managenent-alpine: Pulling from library/rabbitmq
29291e31a76a: Pull complete
fefcddusces2: Pull complete
febdce78s9se: Pull complete
93387edbdddc: Pull complete
0cuf96331156: Pull complete
8f7f3aaf76a4: Pull complete
36deblascb2b: Pull complete
fou183£ff6£17: Pull complete
cccaassesdob: Pull complete
Digest: sha256:5cd381c85ebeb7e13ec3df62eud6255f0fb2f8dabubaSeetti2fob66c8cO910e3
Status: Downloaded newer image for rabbitmq:3.8.19-management-alpine
pulling mongodb (mongo:4..27)...
4.0.27: Pulling from library/mongo
58690f9b18fc: Pull complete
bs1569e7c507: Pull complete
dagefuobseca: Pull complete
£fb15du6c38dc: Pull complete
8csbukesbscc: Pull complete
a336ecd37208: Pull complete
12c733cduSab: Pull complete
500d06255ed: Pull complete
166252996686 Pull complete
709f9e8f3ebu: Pull complete
22bds1sede72: Pull complete
760523b21eb5: Pull complete
766:(5baf511: Pull complete
sha256: 58cf38ccs66cbfcase626292ed83dba2bdsectes283184asf757c133cbfaela2
Downloaded newer image for mongo:4.e.27
scheduler (tophant/arl:latest)...
pulling from tophant/arl
sha256:e09669508874a55bdcbcc20dctlebd6le2ucd6307cet899a907d20fufcb382uc
Image is up to date for lophant/azl latest
Pulling worker (tophant/arl:latest)..
Pulling from tophant/arl
sha256:e0966950887ua55bdcbcc20dctlebd61e2ucd6307ceu899a907d20fufcb382uc
: Inage is up to date for tophant/arl:latest
Pulling web (tophant/arl:latest)...
latest: Pulling from tophant/arl
: sha256:e0966950887uassbdcbcc2odctiebds1e2ucd6307ceus99a907d2efufcb3s2uc
Inage is up to date for tophant/arl:latest
r00t@VM-24-17-ubuntu:/opt/tools/docker-ARL# |
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T0o0t@M-24-17-ubuntu: /opt/tools/docker-ARL# docker-compose up -d
Creating network "docker-arl_default" with the default driver

Creating arl_mongodb ... done

Creating arl_rabbitmq ... done
Creating arl_web ... done
Creating arl_scheduler . done

Creating arl_worker ... done
T00t@VM-24-17-ubuntu: /opt/tools/docker-ARL# [
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‘T00t@VM-24-17-ubuntu: /opt/tools/docker-ARLY docker ps -a

CONTAINER 1D IMAGE
Sddsusda1  tophant/arl:latest
ecs3ssestued

douebiusduos
Ssua79dususc
adsesbs7s7e1
e o

"docker-entzypoint.5_*
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