熵基科技股份有限公司zkteco门禁管理系统存在敏感信息泄露漏洞
资产确认
[image: ]
Fofa语句   app="zkteco-门禁管理系统"
[image: ]
第一处漏洞 日志信息泄露
验证url   http://111.206.86.166:1080/tmp/
[image: ]
一些员工信息
[image: ]
第二处 file目录信息泄露
验证url http://111.206.86.166:1080/file/
[image: ]
Help/
[image: ]
验证案例
案例1 http://221.193.242.9:8100/tmp/
[image: ]
具体信息
[image: ]
验证url 
[image: ]
案例2
http://58.56.187.6:8181/tmp/
[image: ]
验证url
http://58.56.187.6:8181/file/
[image: ]
案例3
http://202.105.18.238:8989/tmp/
[image: ]
[image: ]
image5.png
<« C A T2 | 111.206.86.166:1080/file/
O maze [0 I8s 0382 0T [ sc

Index of /

help/
help_en/
ZKOnline.ocx




image6.png
<« C A T2 | 111.206.86.166:1080/file/help/
O maze [0 I8s 0382 0T [ sc

addend imags_Lipa
addend imags_ 10jp0
addend imags 3jpa
addend image_ipa
addend image 6ipa
addend imags Zipa
addend imags Bjpa
alarmevantreportaace html
alisventreportoag himl
3apoption htm!

sreshim

Sticslvlate bl
Sttendance bt

Sttparam bt
Sttuserofrun il

Sttuserotun cip imscz003jnn
checkexact il
=)

gatsbsssinstal bl
datsbsseinatal clip imsos003jon
Gobackuplog him
‘Separtment html
devema ntml

gvice bt
dsvicedstamanage htrsl
dviceusermanzge himl
Seviog html
devRTMomtorhtral
Geurtmenitorsage html
doormngpage him!
gatime bt

‘empchange himl
‘empitemdefine htrm!
‘empleveloemppags html
‘emplevelbylevsizage himl
‘emplevelreportoagshim
‘employae ntml
‘empspecday il
SingerarintDrverlnstalltel
functionlnfo himl

eroug ntml

groupmsg himl
holdayhtml

{accesshiml

iclockhtml

imeges/

ingexhtn

instantms ntel
issuscard il

isvends

isis

lesveclsszhiml

leavslog tml
logantryntm!
model_iniog

modeZ zniog
monitoralar

ssge html
monitoraliosg html
‘monitoralinage clip image002jpg





image7.png
center 20220901.txt
center_20220902.txt
center 20220903 txt
center 20220904 txt
center 20220905 txt
center_20220906.txt
center 20220907.txt
center 20220908 txt
center 20220909 txt
center 20220910.txt
center 20220911.txt
center 20220912.txt
center 20220913 txt
center 20220914 txt
center 20220915 txt
center 20220916.txt
center 20220917.txt
center 20220918 txt
center 20220919.txt
center 20220920.txt
center 20220921.txt
center 20220922.txt
center 20220923 txt
center 20220924 txt
center 20220925 txt
center 20220927.txt
center 20220928 txt
center 20220929 txt
center 20220930.txt
center 20221001.txt
dev_postlog
SvcZKECOBackupDB.log
SvcZKECODataCommCenterService.log.

AS_20220720085419.xls
AS_20220720105549.xls
AS_20220720105602.xls




image8.png
A B c D H H G H
ARRS e HIRES FIIEIR #31 FE0C +5 B

000000001 FEk 1 ISR 0 3267548
000000002 NEE 1 ISR 0 5501939
000000003 Fl 1 ISR 0 5813004
000000004 BOKER 1 WIS 0 5904638
000000005 BER 1 WIS 0 15934052
000000006 BEERI 1 ISR 0 5871760
000000007 R 1 ISR 0 4241115
000000008 =g 1 ISR 0 11725319
000000009 [E52 1 ISR 0 15964001
000000010 XBFH 1 ISR 0 5865357
000000011 5 1 ISR 0 5865701
000000012 Vi) 1 WIS 0 5816425
000000013 R 1 ISR 0 15905436
000000014 ESS 1 ISR 0 5840601
000000015 B 1 WIS 0 15947929
000000016 EREAE 1 WIS 0 5885418
000000017 ESTEN 1 ISR 0 5840621
000000018 SKfEEE 1 ISR 0 5582720
000000019 ESil 1 ISR 0 5911574
000000020 =515 1 ISR 0 5912283
000000021 e 1 ISR 0 4479017
000000022 R 1 ISR 0 4530869
000000023 FisEE 1 ISR 0 3267137,
000000024 [ 1 ISR 0 5842069
000000025 BEm 1 WIS 0 3189907
000000026 Bx 1 ISR 0 4506720
000000027 HAmE 1 ISR 0 4490616
000000028 HBEE 1 ISR 0 4474491
000000029 £ 1 WIS 0 4543415
000000030 P 1 ISR 0 3267114
000000031 SREEER 1 ISR 0 3287046
000000032 T 1 ISR 0 3235787
000000033 = 1 ISR 0 4544148
000000034 ESE 1 =)= 0 4546055





image9.png
€ > C A T&2| 221.193.242.9:8100/file/
O maze [0 I8s 0382 0T [ sc

Index of /

help/
help_en/
photo/
ZKOnline.ocx




image10.png
mEEe | L

=5 FP®E ML
= 20210712142703.xls
20210922153919.xIs
= 20211008151615.xls
20211105150851.xls
20211115094818.xls
20211209141032.xIs
20220117112400.xIs

=_20220609105758.xls

SITEEEIEIE 20220803100848.xIs
&8R4 20190116191642.xIs
18R 20190117131514.xls
&8R4 20190117131515xs
&8R4 20190117141126.xs

22188402 20190118104430.xls
22183402 20190118104431.xls
22188402 20190118104646.xIs

22188402 20190201084125xls
2218342 20190211091328.xls
22183402 20190218085846.xIs

22183402 20190301080006.xIs
22183402 20190311091936.xls
£E18A4A% 20190318083317.xIs
2218340 20190318083318.xls




image11.png
<« C A T#% | 58.56.187.6:8181/file/
O maze [0 I8s 0382 0T [ sc

Index of /





image12.png
center_20220917.txt
center_20220918.txt

center_20220925.txt
center_20220926.txt
center 20220927 txt
center_20220928 txt
center_20220929.txt

center_20221001.txt

dev_post.log
SvcZKECOBackupDB.log

SvcZKECODataCommCenterService.log
SvcZKECOWEBService.log
tmptxt

zk-eco.log
AZ_20200424171211.xls
AZ_20211203115410.xIs
AZ_20220217114701.xls

A& _20220302180707 xls
AZ_20220302181030.xls
AZ_20220407115546.xls
ABAE 20220217143540.xIs

AB&E 20220302180748.xls

AB&E 20220302180802.xIs
FEFEETE 20211203115634.Xls





image13.png
HIRES FIER #31 26 +5

1023 AT BERATEES E] 0 2495002525

1023 ATV BEERATEES E] 0 2494898205

1033 RAZ E] 0 1596792861

900 T8 0 4023686832

998 BT ERI ] 0 3809480661

5 998 I ERI ] 0 3806129525
FpEheE 2018 ABTEER 0 504216887
FIHE 2020 Hth, BRI E] 0 3809980853
B 1052 Wi El 0 2496968173
B 1004 BED E] 0 3806274565
BRERES 2011 G2 E24 0 2061522308
TBEE 2011 G2 0 12731235
SRR 2070 ZFSERER 0 3522820869
ESIEHY 2070 FHSEER 0 39297715
ST 1052 Wi E] 0 2495301757
B 2070 ZFSEER 0 11231027

BIEE 2020 Hth, BRI Z 0 13722067
JEIVES 1010 WESE 7 0 2497356445
L, 1041 e El 0 3809155605
555 1033 RAZ E] 0 1597702557

[5id 1053 7 0 3521869189
e 1033 El 0 3809917749
KBRS 1033 El 0 3524728613
[E55 1033 E] 0 3806392085

5 1010 & 0 2503191917

N 1053 0 2497010365
RE 1053 0 4024341472

BYE 1010 WS 0 2050766804
BEEY% 1035 f e E] 0 2496458989
TS 1033 AT El 0 3805715589

57 1023 AT BERATEES E] 0 3523745413

[N 998 BT ERI ] 0 1057146167
R 998 BT ERI ] 0 1057347271
BRI 998 BT ERI ] 0 504472951





image1.png
IR EIRAE

ZKTe=coffiE Tl =mav AR |30123308ERER PO ARFIAQ021)  EEEARI2021) OSSN TR 8 SIARNT 475 >

[ apRR2ny
>
FEREA: SER TA4RML> | N 11,136.903873(70) | FE—HtASFRLES: 914419006698651618 EZTHIER

E3jE: Q,4006-900-999 EZEBE(49) H5%S: amy.zhou@zkteco.com FREVEZHNE femE iR
' RE: www.zkteco.com EZRhE ik JARERSEEEE T TRE32S [iias]
§ ’ B BEREROERASIZ—FUEMRBIARORA, IYSE5HER. SRHANEE. S8 TR S=NERSTRARL. AT .. B
MRXIERE =
frll s e
020 LT 4082 @ EE2ERII ’O ® mreusums EEE ERRERTEN

EERE: REENHEERE 20211130 BHEEZ < GUEE

iE): [ZED NS o 5= |





image2.png
FOFA

= Q

PRUHEEHES

1,256 SRUVAREE (553 SMNZIP) |, 41 ms, SKRRIEER,
B FREIE, ik all BEERTS.





image3.png
& > C A F%£| 111.206.86.166:1080/tmp/
O ommze [ Ims [ ¥Im2 0T 0 osc
Index ot /

« center 20220901.txt
« center 20220902.txt
« center 20220903.txt
« center 20220904.txt
« center 20220905.txt
« center 20220906.txt
« center 20220907.txt
« center 20220908.txt
« center 20220909.txt
« center 20220910.txt
o center 20220911.txt
« center 20220912.txt
« center 20220913.txt
« center 20220914.txt
« center 20220915.txt
« center 20220916.txt
« center 20220917.txt
« center 20220918.txt
« center 20220919.txt
« center 20220920.txt
o center 20220921.txt
« center 20220922.txt
« center 20220923.txt
« center 20220924.txt
« center 20220925.txt
« center 20220929.txt
« center 20220930.txt
o center 20221001.txt
dev | g

* SvcZKECOBackupDB.log
* SucZKECODataCommCenterServicelog
« SVCZKECOWEBService.log

20190401174109.xs

=_20190920111806.pdf
20200604091936.XIs
20200604091944.pdf
20200604092108.pdf
20200604092215.xIs

=_20200604092223 pdf





image4.png
S
BfiE]

ARRS

el

IBESEP

BRESLEBVBIBIRINB I3 @R BRI 0@~ @ swn S

= R

+5 NG EIR i HARE
2019-04-01 17:25:13 000000421 [ 9834336 AERTA] b % A
2019-04-01 17:24:20 - - AERTA] % i i
2019-04-01 17:13:33 000000421 [ 9834336 AERTA] b % A
000000425 K8 16000599 AERTA] b % A
000000425 K8 16000599 AERTA] b % A
2019-03-26 08:53:57 000000421 [ 9834336 AERTA] b % A
2019-03-25 18:01:43 000000425 kS 16000599 AERTAT] % % A
2019-03-25 09:00:03 000000425 =] 16000599 AERTAT] % % A
000000421 [EE 9834336 AERTA] b % A
000000421 [ 9834336 AERTA] b % A
— — AERTA] x x b
2019-03-22 10:08:38 000000421 [EE 9834336 AERTA] b % A
2019-03-22 10:08:35 000000421 [EE 9834336 AERTA] b % A
2019-03-22 10:08:34 000000421 [EE 9834336 AERTA] b % A
2019-03-22 10:08:26 000000421 [EE 9834336 AERTA] b % A
2019-03-22 08:14:55 000000421 [ 9834336 AERTA] b % A
000001067 HEFIR 8933222 AERTA] b % A
000000425 SKE 16000599 AERTA] b % A
000000421 [EE 9834336 AERTA] b % A
2019-03-20 09:13:04 000000421 [ 9834336 AERTA] b % A
2019-03-19 18:11:05 000001067 Ei=viins 8933222 AERTA] b % A
2019-03-19 10:42:54 000000425 KE 16000599 AERTA] b % A
000000425 SKE 16000599 AERTA] b % A
000000421 [ 9834336 AERTA] b % A
2019-03-17 16:09:29 - - AERTA] % i i
2019-03-17 16:08:53 - - AERTA] % i i
2019-03-17 16:06:43 000000421 [EE 9834336 AERTA] b % A
000000038 1385 3676384 AERTA] b % A
000000421 [EE 9834336 AERTA] b % A
2019-03-15 09:01:56 000000421 [EE 9834336 AERTA] b % A
2019-03-14 18:36:09 000000215 EZ 14855143 AERTA] b % A
2019-03-14 08:48:16 000001067 BIEFFHIE 8933222 AERTA] b % A
2019-03-13 18:05:28 000001067 Ei=viins 8933222 AERTA] b % A
T T A

2019-03-13

53

RE

1

o el





