               业务逻辑漏洞
                               ——————并发
1.漏洞描述：
  竞争/并发漏洞，常属于逻辑业务中的漏洞类型，例如攻击者通过并发http/tcp请求而达到多次获奖、多次收获、多次获赠等非正常逻辑所能触发的效果。
下面以简化的例子说明在交易的Web应用程序中潜在的并行问题：


1.帐户A有100存款，帐户B有100存款。用户1和用户2都希望从帐户A转10分到帐户B.
2.如果是正确的交易的结果应该是：帐户A 80分，帐户B 120分。
3.然而由于并发性的问题，可以得到下面的结果：
4.用户1检查帐户A ( = 100 分)
5.用户2检查帐户A ( = 100 分)
6.用户2需要从帐户A拿取10分(=90分)，并把它放在帐户B (=110分)
7.用户1需要从帐户A拿取10分(仍然认为含有100个分)(=90分)，并把它放到B(=120分)
8.结果：帐户A 90 分，帐户B 120 分。
2.漏洞测试工具：
Turbo intruder 工具是burp自带的插件，可以用于对密码的爆破，验证码的爆破和并发漏洞测试。

[image: [MR4}~F`BHV$8)P~[B)8$QM]
测试方法:使用Turbo intruder模块对其抓包进行测试：
3.案例 ：
某某度并发领取智能算力：
[image: ~({GV$W_%@24VT31VV]P]5Q]
[image: P3E3U7IL%B)DQWVVD_BS7TB]
然后进入领取奖励的时候点击抓包发送到turb0模块：
[image: SA(9DJ56)YV1%Z[GG]`I1G3]
然后攻击刷新页面即可：

[image: 8OHWEGG7[7)E`Q1P3EVN93E]
刷新一下:
 [image: V%XWD_L5JHUQX``~I3Q6K$D]
这个漏洞大概给了50积分  也就是250元 ，当然并发漏洞在我们测试是非常多的下面看看这些审核通过的：
[image: TD5@`{}WKUG@1TXG@~`Y}XB]
[image: XH_KPCS@GLIWPK%GF5U}A7N]
挖这些漏洞只需要努力和坚持就行，对于学生来说一个月挖几百块的零花钱完全不是问题，下面是我对并发测试场景的总结
并发测试主要测试场景：签到、每天领积分，点赞，评论点赞处等，测试是否并发发送请求服务器可多次响应
4. [bookmark: _GoBack]提升危害
思考：如何提升并发漏洞的危害呢？
 如果要提升并发漏洞的危害，那我们必须和金钱的地方挂钩或者要让厂商感觉可以利用这一点来到达辱羊毛的效果，此时我们的并发漏洞也可以获取的高额赏金：
[image: BN{]BHZ)Y8BP3)VPO9SU71S]
该漏洞获取了150积分，在比赛期间是4倍就是600分也就是3000rmb,可以说此漏洞毫无技术可言，只需要自己善于发现即可
而且这样的漏洞点还很多：
 [image: ~C_`4V5VB_%FHH1})[KV(F0]
 
   
image7.png
20 2021-11-1510:19:58 EodGED]

- 2021-11-15 10:16:59 B
10 2021-11-15 101428 E=GE)
10 20211115 10:10:12 E=GE)

it s toosss e

2021-11-1510:03:17 BER (B8R

- - 2021-11-15 10:00:24 B
FERA 3 2021-11-01 21:39:34. BER (B8R
g 8 2021-11-01 19:52:31 BER (B8R

REtRRRE 8 2021-11-01 19:49:18 BEE (BeE)




image8.png
20

10

10

10

2021-11-15 140701

2021-11-1513:17:03

2021-11-1511:12:42

2021-11-1510:5553

2021-11-1510:37:05

2021-11-1510:34552

2021-11-1510:32:39

2021-11-1510:29:10

2021-11-1510:25:13

2021-11-1510:22:19





image9.png
RARS RA
EID

RRSH s n -
A

SSiE EEREEANAEE |REEE, LR, S0
R AR - S EEER

iEuEdiEl 2021-11-22 10:00:220

mESF FE

SR A

EREEF 150





image10.png
RS
®REID
RS

B5EH
R
123ndiE
BEETF
HEER
EREEM
B

BER (BE5)

S G

AR | B REEATEMERSRAAE
R - - EtERREER

2021-12-06 18:43:03

&

B

200




image1.png
B Burp Suite Professional v2.0.11beta - Temporary Project - licensed to google By:LianZhang

Burp Propct W ZRE ®O H Tubo htruder

s | 86 | k= | ass | 228 | =r% | #58 vk [#eeE | 25em | Aren

%5 | Bappstore | an | #m

BApp Store

BAPPEETRTH f, EBup SutemARE.

= [== [#& [== =35 [#a [ K
7| | Turbo Intruder

SSL Scamner frirdrtny ——— 15452018 S

Stepper drirdeirdy — 1645 2020 ‘Turbo Intruder is a Burp Sute extension for sending large numbers of HTTP requests and analyzing the resuts. ts.

Subdomain Extractor frerdrtets —4 02+=7 2019 ntended to complement Burp nfruder by handing atacks that require extreme speed or complexdy. The folowing

Taborator frerirtrys —t 07+£2021  Proextension features set t apart:

Target Redrector frerdrtres —

ThreadFix frerdrtre Pro extension @ Fast-Turbo hruder uses a HTTP stack hand-coded from scratch wih speed n mind. As a resut, on many

Timeinator, Time Based Atiacker 4 targets t can seriusly outpace even fashionable asynchronous Go scrips.

Tmestamp Edtor 4 @ Fexiole - Atacks are configured using Python. This enables handing of complex: requirements such as.

Token Exractor signed requests and mult-step atack sequences. Also, the custom HTTP stack means  can handie

:““’"“"""‘" ‘malformed requests that break other ibraries.

@ Scalable - Turbo iiruder can achieve fat memory usage, enabling relable muli-day attacks. i can also be run
i headiess environments via the command ine.

f— @ Converient - Boring resuts can be automaticaly ered out by an advanced difing aigorthm adspled from
E Backsiash Powered Scaner
—t Onthe ther hand s undeniaby harder o use, and th network stack s a reiabe and bate-tested 5 core
WAF Cookie Fetcher At — 165 2018 Bups.
WaFDetect AANDL ——F 25AE22  Proexenson )
Wayback Hachne P 18755 2018 Basicuse
WCF Deseritzer ARt — 1575 2017 To use , sl Highight e ara you want o nect ovr,inen rigtcick and Send foTurbo ruder. Tis wi
Web Cache Deceptin Scamner DDAt ——— 28+-£217  Proedension open a window contaiing a Pyinon snippet which you can customise before aunching the ffack
Webspect Connector Attt — WAE6  Proedenson
WebSphere Fortet State Deco ARt + 7= 2015 For fullusage nstructons, plase refer o tre Gocumeniston.
Wordis Extractor AAAS — 20@8 2017
WorgPress Scanner AAALL —— IRt FEE: James abinowax Kette, PoriSwigger Web Securty
WS Securty I =g P
visdr ot miegme ERE:  hiosiiothub comiporiswiogerturbe-nirucer
XChromeLogger Decoder Aty + 15+=5 2021 L3 OFde
XSS Vaidstor AUt ——+ A2 —
Yara fotrtrirdy 22207 ' YTy ((meEm
YesWeBurp frtrtetty 12— 5 2021 il I | v





image2.png




image3.png
I :" 105/./Cﬂzl'.r m: € l




image4.png
POST,
Host
User-Agent: Mozilas0 (Windaws NT 10.0; Winb4; x64) AppIeWebKGS37 36 (KHTML, like Gecko)
Chrom/22.0.4495.0 Saar37 %
Accept T
AcceptLanguage: 2hCN.2hiq=0.8.20TW,4=07 2 HK.4=05 S, o=
Accept Encoding: i, delate
Refrer. ips:istucio bidu convaistudionewbie
roquested i XMLHpRscuast
xstudooken:
59167 F0281092E55F ED7 C3089ADDGF COATAAABC2CEBE7AI ED1 CADCS20A06BASDAT 07327
B1B44ALSESBETEG4ATETSE
Content Type: aplictioni v fom-aencarded
Orgin- )
Gonnaction: close
Coolda: _cas_st_633=NL; _cas_id_5350
Him__6b739024523bs.450s353750+T L6 35361=1
Him_pa_6b7390245:30548450537907 6206535662621
Him_up_507390245<3bedBs35373067 b a6b=5k7 5% 22user_g_dats H22%IANTE% 22 vlus22
HIRNI2I021 1101962224 22550pe h22%3A1%7D%K2CH Rusar._course_%223AKTERZvalu
S22 ANZNEIHIDUSE EB AP HEEAET HABKEDAET HOHABESUBEHET HL22C%2
25c0ps%22%3A1%7D%2C%22user_cantar typste22hIANT BN 2alus H2%63A%221 H22%20%2
25c0e%22%3A1%7D%7D:jsdk-Uid=5acD 1 I6-1603 400 857 be3B636E21
Jdbi=5ac0 36-1603-4 00557 - 3563824

~0BOF CHF 45ADBDALAGIBIEAEDTE7215FF-FG=1
_BFESS=0B0F CHF 45ADADALGIBSEAEDTET2ISF F FO=1
BDUSS-010b0p2anowLT.Jc2tusnFENDNATWSOZ1 A ILBNUp Q2YSUXRWUL cF S2hoRUFEQU
FBUCOARAAAAAAARAEARABIMOLSMFSY ZhaXMXVIMAAAAAAAARARAAAAAARARRAAAAA
PARAAAAAAAARAAAAADANAAAAAAAAANAAAANAAAAAAAAAF P NFROAF

St HTIPAL

302

BOUSS_BFESS = -=EENDNATWOZIn4QIUSNUPKQ2 YSXRWUU1 cFwS2ho
RUFBQUFBICOAAAAAAS i mirsms i = SARARAA
AAARAAL (AAAAARAAAAAAAAAAAAAAAFF DG WFRAFhe;

akstudio-ticket=EF 17 B007 CE4BCCB26F03E7DOSFIBE287 FB541252C04D7 1BBAEEA126389DE0E
matchinvite-ticket=

Content-Length 0





image5.png
©) GitHub - thinkgem/j.. © SEEBBEIMS..

wdio 13




image6.png
©) GitHub - thinkgem/.. © SEEEEEINL.

s 0% o 07 mezm0r AR smemla





