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BRI EEE
VPN i ZFMEETENE

1 SEE
APRERLE T EAE B RS S ML P B0 VPN 35 1Y I 488 31 LR BURE A7 M 46 g Al ik VPN

VAT IR 05 B A A 6 2o e v A i R R A
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BPF . 1A 5 A 31 62 1 3 %% (Berkeley Packet Filter)

1PSec: IP %4131 (Internet Protocol Security)

ISAKMP ; W 2% 2 4> o BE Fl %% 4H 45 B 15 1 (Internet Security Association and Key Management
Protocol)

PDU /845 86 (Package Data Unit)

SSL: % 4 E#:Z (Secure Socket Layer)
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T AR 0xC5 5 BE A A T,

A B X A BN F AR IR 0xC5 i i 14 B S PDU U BLYE .

T EA% AR XML 5E SC AR 2 SCT S e AS (9 B0 45 4 - AT A MLl b 4% SC P ol B4 g L B A7
HE M i 2R IE agent, B — PR BT BB 2 1219 T3¢ agent 1 JE LT VPN B4 9 M B AT 1
ME— 1D AR TP Ml hk S H A 85 15 5 o by A5 BB 2 25 W 8 7 20 T D A Oy M 8 35 7 4 A I 458 1) 4%
FUbR IR Z — 45 B Z UCE] VPN B8 9 5 26 B0 A T 8 - 7 28 0 B A% X AR A 8 4 1D 45 461
IR IEA A A% 2 3R W 2 b BT R R IR B R

VPN B4 i 588 B B A agent-conlig (VPN B 47 I I 58 B 45 L B IH B Lagent-rule (VPN
Ve Y I B MU B A agent-alert (VPN 3 4 (Y M 4% B0 4 15 38 4%

7.2 VPNIZEWUEREEHREHER

VPN 355 9 i ¢ 3¢ 75 I &8 B agent-config 52 48 BN F 2 ) 5 514 T K Y BC & HH#AE N
agent Y §-2 , T BEUP N WA BV FZ X 2 A IS0 a i B L I E 4R RS LI R R AL E X T b
PRI A (servers 28) L0 BRI B | 5 540 i I8 18] 7 IF [A) 8055 12K » servers 2B v i 41 & Z 30T server 52K,
I server BYICRE R E M T 3 AR 55 a3 02 HoAt A o, 0 BRs =08 LT

Agent-config= { HUHT I [H] (YYYY-MM-DD HH: MM SS #% 20 | | b6 3% 45 BC & (%4 F8 . ID 1P, I
FD | VPN 354 1 M 463 B B (VPN B8 19 IS 48 B 2 AR ID TP 3 1) | [LO Bk ] B | R AR ] 5

(? xml version="1.0" encoding="UTF-8"7?)
(agent xmltype="agent-config" name="VPN %&£ 1 & 5 % " id="VPN & £ 1) I %2

W4 id" ip="VPN ¥ &M R k& IP")

(agent-config)
(update-time) YYYY-MM-DD HH :MM:SS{/update-time)
(servers)
(server name="_F B ZZIR" ip="_LBE1% £ IP" status="1" default="yes" port
="1070"/»
(/servers)
(client name="VPN % % 1 W 8% & 4 F " id="VPN & & 1 W22 4 id" ip="VPN
BT Y I 8 4 o TP port="1070")
{interface)eth0(/interface)
{/client)
{global-sets)
(time-interval)
(heartbeat)30(/heartbeat)
(sample>120(/sample)
{/time-interval)
(/global-sets)
(/agent-config)
(/agent)
TEAIH R E XS0 AL,

7.3 IRHMER

VPN 5 1 i 5 B ok 98 LI 9 B, agent-rule FLEAE N agent 19738, £ X IPSec 1 SSL 1
VPN HpSCEC & AR BN L 5 ST VPN 35 19 W53 3 R SR A5 B 10— RS SR LI . W5 5 A AR 0 ik
8
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RN e s R AR WS R A B TC T R AEMELE 5 B . HRTHLN A TCP 443 46 11, UDP 500 Fl 4 500 ¥
1 1 HL - 25 00 A0 53 S e (e 2 R0 2 8 5 S A R J& T & A VPN i 33, R g 22 R 31045
BN ZE . HE A e T

Agent-rule= { B F Bf 8] (YYYY-MM-DD HH: MM SS #% 3% | | 35 3 80 0) 32 35 5% | | IPSec/SSL 7
PO || X BRG0P | |0 A Bk S P | | AR SR S P )

(? xml version="1.0" encoding="UTF-8"7?)

(agent xmltype="agent-rule" description="agent config xml" name="%" id="*" ip="%")
g yp g p g g p
(agent-rule)

(update-time) YYYY-MM-DD HH: MM SS{/update-time)

(localfilters)

(localfilter) 13 Ji€ % 35 X ( /localfilter)
{/localfilters)
(filters)

(filter)

(filter-name) VPNPROTOCOL({/filter-name)
{init-param)
(param-value) IPSEC(/param-value)
{param-value)SSL{/param-value)
(/init-param)
(/filter)
(/filters)
(auth-arithmetic-mappings type="IPSEC")
(arithmetic type="ENC")

(sn)128¢(/sn)

{/arithmetic)

(arithmetic type="HASH")
(sn)2{/sn)
(sny20{/sn)

{/arithmetic)

(arithmetic type="AUTH")
(sn)10{/sn)

{/arithmetic)

(arithmetic type="GROUP"/)
(/auth-arithmetic-mappings)
(auth-arithmetic-mappings type="SSL")
{arithmetic type="ENC"/)

{/auth-arithmetic-mappings)
(/agent-rule)

{/agent)

HAHEE XS A2,

7.4 VPNEEHWUEREEEEEE

VPN %% B W85 £ 1528 B agent-alert J& alert-reports fF 25, W28 & % 3 B0 VPN & & 15
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BCUE G B AR R E B2 S E Bk UE LT
Agent-report = { VPN B i W 25 £ M 44 B 1] (Y YYY-MM-DD HH: MM SS 4% 20 | | #1
LEPC A (Y Y'Y Y-MM-DD HH: MM SS # 30) | [ IPSec/SSL AR | |36 FR 8 5 T8 P A8 | | 04 75 335 T 4
B NGRS SR M | | 2Ok R PR (E | | VPN B i IS 4% TP | | RHK IR 45 1P| | VPN 345 10 i 541k
v || EERE R E | | R aiE | R R g
(? xml version="1.0" encoding="UTF-8"7)
(agent ip="VPN ¥ &M EEE & IP" id="VPN X&MEEEE id" name="VPN 1% & i) 15 2%
A" description="agent.xml" xmltype=" alert-report ")
(agent-reports)
(agent-report type="alert-report" description="report commu-alert")
(vpn)
(detecting-time) YYYY-MM-DD HH:MM:SS (/detecting-time)
(end-time) YYYY-MM-DD HH.MM.SS (/end-time)
{protocol) IPSEC{/protocol)
(arithmetic-enc) Jill % 38 3 J@ 14 {H ( /arithmetic-enc)
(arithmetic-hash) 2% B ¥ J& M {E ( /arithmetic-hash)
(arithmetic-auth) A4 8.3 J& 4 {H ( /arithmetic-auth)
(arithmetic-group) 2034 15 J& {8 ( /arithmetic-group)
(sourceAddress) VPN % £ 1) Wi 2% 45 IP(/sourceAddress)
(destAddress) Btk £ IP(/destAddress)
(sourcePort) VPN % £ 19 W 2515 #5 3 11 ( /sourcePort)
(destPort) Bl 2556 1 (/destPort)
(islegal) unknown(/islegal)
(isdevice)unknown(/isdevice)
{(/vpn)
(/agent-report)
{/agent)
. A TPSec SSL HMIUAR ALy SSL, 53 86 J8 M8 7 BeRi hy SSL &4 1D,
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M xR A
(BB M 3R
H BB XML E X %4)

Al VPNigERMBERREREHBR XML EX
(? xml version="1.0" encoding="UTF-8"7?)
(agent xmltype="agent-config" name ="agent200801" id = "agent200801" ip="192.168.47.
221"
(agent-config)
(update-time)2007-12-21 02:29:17(/update-time)
(servers)
(server name="www.bss.org" ip="127.0.0.1" status="1" default="yes" port="1070"/)
{server name="www.infosec" ip="127.0.0.1" status="0" default="no" port="1070"/)
(/servers)
(client name="agent200801" id="agent200801" ip="127.0.0.1" port="1070")
(interface)ethO(/interface)
{/client)
(global-sets)
(time-interval)
(heartbeat)30(/heartbeat)
(sample>120(/sample)
{/time-interval)
(/global-sets)
{/agent-config)
(/agent)
A2 VPNigERBEEEETRAMNERK XML E X
FEUE BN Ky TCP 443 3 11, UDP 500 Fl 4500 % [,
(? xml version="1.0" encoding="UTF-8"7?)
(agent xmltype="agent-rule" description="agent config xml" name=" %" id="* " ip="
®* ")
(agent-rule)
(update-time)2007-12-20 16:37:05(/update-time)
(localfilters)
(localfilter) Cudp and port 500) or(tcp and port 443) or(udp and port 4 500)
(/localfilter)
(/localfilters)
(filters)

(filter)
11
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(filter-name) VPNPROTOCOL( /filter-name)
{init-param)
(param-value) IPSEC(/param-value)
(param-value) SSL{/param-value)
{/init-param)
(/filter)
(/filters)
(auth-arithmetic-mappings type="IPSEC")
(arithmetic type="ENC")
(sn)128¢(/sn»
(/arithmetic)
(arithmetic type="HASH")
(sn)2{/sn)
{sn)20¢/sn)
(/arithmetic)
(arithmetic type="AUTH")
{sn>10(/sn)
(/arithmetic)
(arithmetic type="GROUP" /)
{/auth-arithmetic-mappings>
(auth-arithmetic-mappings type="SSL")
{arithmetic type="ENC" />
(/auth-arithmetic-mappings>
(/agent-rule)
{/agent)

A3 VPN IREFHBERRESEHRH XML EX

(? xml version="1.0" encoding="UTF-8"7)
(agent ip="%" 1id="*" name="x" description="agent xml" xmltype="alert-report")
(agent-reports)
(agent-report type="alert-report" description="report commu-alert")
(vpn)
(detecting-time)2013-12-02 13:49:14(/detecting-time)
(end-time)2013-12-02 13.:49.:35(/end-time)
{protocol) IPSEC{/protocol)
(arithmetic-enc)5¢(/arithmetic-enc)
(arithmetic-hash)2(/arithmetic-hash)
(arithmetic-auth)3(/arithmetic-auth)
(arithmetic-group)2{/arithmetic-group)
(sourceAddress) * {/sourceAddress)
(destAddress) * (/destAddress)
{sourcePort)500¢/sourcePort)
12



(destPort)500(/destPort)
{islegal) unknown<{(/islegal)
{isdevice) unknown(/isdevice)

(/vpn)

(/agent-report)

(/agent-reports)

{/agent)
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[1] http://www.manpagez.com/man/7/pcap-filter/
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