ICS 35. 040

L 30
#|ES . 36822—2012

th e A R 3£ 0 [E 25 63 17 b AR o

GM/T 0001.1—2012

7rﬂﬁlﬂz F|Z A E &
F£ 1892 . HiExH#ER

ZUC stream cipher algorithm—

Part 1:Description of the algorithm

2012-03-21 &% 2012-03-21 £ 58

Ex#NEER X #



GM/T 0001.1—2012

il
=

i
=

R s B T S T S GO R e U BT
P o R N S S ———
BﬁiBiﬁﬂﬁﬁﬁi) Ly o RSOOSR ——

s e e
PR - R =S FUR N St
[T~ S - Y S T C R JC RN TC RN - S - S G G U

fa—
(%)



GM/T 0001.1—2012

i}

[}

GM/T 00014 # st 2 7 P B I8 6 VL 38 =804
w5189 . BEME;
BB ETHNZERNIEEERE,
B3y ETHNZERNTBEERE.

AFB4r2H GM/T 0001 H9%5 1854

GM/T 0001 MAEE4HE4E GB/T 1.1 2009 & H g3l njE 2,

AE 4 WER 3GPP LTE Y7 M TR EE IR ZUC 38 (ETSI/SAGE TS 35, 222) fREf—

Bt
BEBAXFHNELNEAESESH. 2 XENEATMFRBIEIIXEEHMHFTE.
B A LTRSS B AR C A R .
FHOHEFEBERRELFEA.

AEpEE RN . FERZRRGERRT.FENEREIESEGRPFEAT PO
Mo EEBEAGEE MRG LFF HER.



1

GM/T 0001.1—2012

HRZFIEEEE
F 185 . Fixmik

38

GM/T 0001 §IAAE4pH 3R T 2 RIS E L, W A TR S H 2 E X & g Bl el

A .

2 RiFHHE

2.1

2.2

2.3

2.4

AR ARTEM L8 T4 30 .

LE4%  bit
THREF O IR,

FH byte

W8 M HAFA R B BRI AT

£  word
H2AUEEE IMMEREFEARPELEERZAEFE.
A4 EEME 31 LEBEFEM 32 KEFE.

% word representation

ERFFRUARATHRERR. AFRAEOERKAN, BREFHNERZIHRZEHMET

. Pl IR Ox BTREFRATAHRRS.EHTAR 2 BAZFRAHRERTR.

BRI  bit ordering
FHANEFHESLARE TEFRAFHNRES BREARNTFRAFHNRAL.

3 HSHAEMRIE

3.1

EEH

-+ BEARMEER

mod BRBRER

@ EBHENEMRRER
W22 ikE R

I FREE BN

"H MFEH &S 16 L

L BF B &AL 16
<<k 32 WEFFEEH®B k2
>k L HEEFEAR RN



GM/T 0001.1—2012

a—>b REIBREFHED NESFEZSERE
3.2 ®#s
AN SE AT AR

SosS19555° 5 RERBMBUTERN 16 T3 HEFERELTE
Xoo X1, X:, X, HREE4LEHL1M32HEFE

Ri+R; ERERBE PR 22 KRBT T

w EREREF BBH 32 HIEFE

Z BB N2 LEEETE

k 6 T 75 4

iy MBI E

D ATFEEMBILHFREEE
3.3 HEERIE

T H 48 B3 088 i T &84

YAS[® Mz EREERE R ZEE

LFSR REFIERUTER

BR HiFEEL

E JER MR
4 EFHR

4.1 EFEEREN

HWMZEEEE LA LT TR, 0B 1. LER 16 FRERBRB LT ES (LFSR):FERK
FEHBR; TEREREREF.

mod 281 —1 |
@
| 1=>|‘>|1| 1J|\19|ﬂ‘1|| ml ‘al sl 7| |\'al-\'1|\'sl-ﬂ‘zl-\wléol

\ i

i / \ S L
| "J arr M | Vi | H No || iy | AL "'Dul-‘s'z | TR (11T} |_‘;;j TR
q I H q £
p | BN p
[ el
[m| farn)
E) L
[ <<<18 |
s
s s iy

B EMZEEENE



GM/T 0001.1—2012

4.2 HMERBBHEFFR LFSR
4.2.1 #ik

LF5R @ﬁ 16 4~ 31 Hﬁ%%ﬁ%&iﬁ%% LURES IR 3 -
LFSR M7 AF 2 M. RSN A TIERER.

4.2.2 #IB/HEEN

EMHBRLESR T LFSRBW—T 3] KEF v. « BHERERBRF P2 KERE WHEIER
EARA I REL B w— W1, FEFRILERT  LFSR RSB UIT.

LFSRWithInitialisationMode (s
{

(1) 228514+ 2 s 4+ 2% 500 + 275, + (142 somod (2 —1);

(2) 51— (v+u) mod (2% —1);

(3) WR 516 — 0, E 516 — 2" =14

(4) (519525 551595160 —>(S0 951+ s514 4515 ) &

}
4.2.3 IIE&A

FETAERNT . LFSR R#WEMRA . HitESR T .
LFSRWithWorkMode()
{
(1) 516 — 2% s+ 25 + 285, +2%5, 4+ (14 2% somod (2 —1);
(2) R 51— 0, WE 516 — 2" — 13
030 Uspampaoasisvsts) —ols s S5 o

}
4.3 LEHEE BR

HSEAM LESR BOF fFar BT R B 128 B 4 1 32 T X0 X0 X X BRAE
HESERNT .
BitReconstruction()
{
(1) Xo—sism || s1ans
(2y X, —sip | ssms
(3) X;—su | ssms
(4) Xo—su || somva
!

4.4 FLRERYF

FAE® 232 KFIEZETEE R R,.

FERgAR A2 ST X . X0 Xl y— 32 KISF W. FEITEIBUT.
F(X, . X, X,

{



GM/T 0001.1—2012

(1) W—(X,®R,) HR;;
(2 W,—RHX;
(3 W,—R:®X,;;
(4) Ry —S(L (Wi | Wan))s
(5) R,—S(L; (W, | W),
;
He Sy32 WiFH SE&EZH, B LEMT A RS LA LY 32 KIFRET®R, 2L WT .
Li(X) — X @(X=I<<02) §(X<I=I<010) §(X=IC=T18) @(X<I<=<124),
Ly (X0 — X (X <<{<(8) D(XC<14) (X <I<T<22) B(XT<I<30),

4.5 BMPAEAMN

FHBEADEY 28 WEMAREH L 128 KIFNWREE 0 BH 16 D31 KESFER
LFSR FFar BT & sors1, s IR, | £ M iv 4508

ko ” k) ” """ ” ks

Gl

ive || doy || e | Z21s
HAE ko3 8 ST 0015, BHEASRUT .
(1) D23 240 KSR &, TRUT 240 16 15 KiSH 78
D—d, | dy || I s »

He,
do—100010011010111,,
d,—0loollolollllo0,,
d;—110001001101011,,
d,—001001101011110,,
dys—101011110001001,,
ds—011010111100010, ,
d,—111looolooll0101,,
d,—000l00110101111,,
ds—100110101111000,,
dy—010111100010011,,
d,—110101111000100,,
d,; —001101011110001,,
d;—101111000100110,,
di;—011110001001101;,
dis—111100010011010;,
ds—100011110101100,,

(2) #F 0=Zi=Z15,8 5.k, | 4. || iv..

4.6 HEFIET
4.6.1 Ak ErE

B 128 WISHRREH L I8 WISEMHBR M E (v HE 4.5 HEHE AT EEAZ LFSR
Eﬁ%ﬁ%&iﬁ%% LOREIIE R R3¢ ':f:' sﬁzj{ff LFSR E‘{J%ﬂ;&s#ﬁ 32 Hﬁf]%‘ii"miﬁﬁﬁ R, F R, RE 0, ?(?R
4



GM/T 0001.1—2012

& BAT T R ERAE.
BE PAT F AR 32 1R
(1) BitReconstruction() ;
(2 W—F(X,,X,,X:);
(3) LFSRWithInitialisationMode (W=>>17,

4.6.2 TI{EWrE
BHEBGTAER—R.FE FERL W &7

(1) BitReconstruction() ;

(2) F(X,,X,.X,);

(3) LFSRWithWorkMaode().

KEHAFHROUNR. EFHARLNR. 827 W7 TASR—R. oL —1T 32 /)
FHEHT 2.

(1) BitReconstruction() ;

(2) Z—F (X,,.X,.X,) @X,;

(3) LFSRWithWorkMaode(),



GM/T 0001.1—2012

Bt & A
(FSERER R
S =

BHFTFSES H4MPIHSXSH SEFBEMA. B 5—(5,5,,5:,50 , HH 5,—8:,5,—8:. 5
FSHELAHAERIME 2. TS (RSO S KM AN . ¥ » WAEFA 16 FH B ZEE, 0
x—h | LBR VEE DFERFTHE ! AZTIETEIN S, (K SO S (2 (8 S, @).

WSESHIIZHEFRA XM WismE Y455,

X—xo |z | 22 | 225

Y= I M I Yz I Y
ﬁ;‘:fj xbiﬁﬂyai}‘:‘]j{gS w%?%?i_o!l!z!\?}n ﬁﬂﬁ _’}J;_S;(I;Dsi_oslszs?)n

x1 &5

2 4T 4E 84 9% E4 CE D& gl oo | Bé 85 45 8B 29 6E AC

3 CD Cl F§ 1E 73 43 69 Cé Bs BD | FD 3% 63 20 [ 38

4 Té 7D Bz AT CF | ED 57 C5 F3 2C BB 14 21 0g 5 9B

5 E3 EF 5E 3l 4F 7F 5A Ad ol 82 5l 4% 5F BA 58 1C

& 4A 16 D5 17 A8 92 24 1F 8C FE D§ AE IE 0l D3 AD

7 iB 4B D 46 EB Cs DE | A 8F 87 D7 3A 80 &F iF C8

g o7 BrF 7E Fo B B a7 52 35 41 T4 gl A6 4C 10 FE
A BC 26 95 88 8A Bo A3 FB Co 15 94 F2 El ES ES 5D
B Do DC 11 66 64 5C EC 5Y 42 Th 12 ES T4 SC | AA 23
C UE 86 AB | BE ZA 0z E7 67 Eé 44 AZ 6C Cz 93 St Fl
b} Fé FA 36 Dz 50 68 9E 62 71 15 E1b} Dé 40 Cd E2 oF
E 8E 82 T 6B 25 05 F ocC 30 Ea 70 B7 Al E§ AS 65
F 8D 27 1A DB 81 B3 AD F4 45 TA 1% DF | EE 78 34 60

k2 $8

2 44 26 68 96 81 05 45 3E 10 Té Cé AT 8B 39 43 El




GM/T 0001.1—2012

* 28

] 1 2 3 4 5 & 7 8 g A B C D E F
4 B 20 11 06 36 Cs Cl CF Fé 27 52 BB 64 EF5 [ 87
5 7 84 4C D2 9C 57 Ad BC 4F SA DEF FE Dé 80 TA EB
& B 53 Dg 5C Al 14 17 FB 23 D5 70 30 67 73 08 09
7 EE B7 70 i gl Bz 1% 8E 4E Es 4B 93 8F 5D DB A5
8 AD Fl AE E CB oD FC F4 D 46 6E 1o 97 E§ D1 Es
g 4T 37 A5 T 5E 83 SE AB 82 LI Bs 1C Eo CcD 4% 89
A ol Bé BD 58 24 AZ 5F 38 78 g% 15 30 50 Bg 95 E4
B Do g1 c7 CE ED oF B4 &F AD CC FO 0z 44 74 C3 DE
C A3 EF | EA 5l Eé 6B 18 EC 1B 2C 80 E7 T4 E7 FE 21
b} 5A A L 1E 41 3l 92 35 C4 33 o7 oA | BA 7E UE 34
E 88 Bl 98 7C F3 i 60 &C 7B Ci D3 1F 32 65 04 28
F 64 BE 85 5B 2F 5y 8A D7 Bo 25 AC | AF 12 0z Ez2 Fz2

E: S EM SIEBUEMATRERMET.




GM/T 0001.1—2012

Bt ®& B
(% R B
B2 -1 RKFEME 2 -1 INERSTW

B.1 #27-1%%F

B3 WEEFEE — 1 EEMUEEEZHR. S, BEF - FEEFREPNBEESN, T L
Eit 31 HFREIR BN EEMNE 2N — 1 MEEEELH. Fli. 78 ab mod(2¥ —1) , EF b—24-2/+
2%, I

ab mod(2¥ —1) — (g=l<l<ly i)+ (a<l<<y i) + (a<<<Ty k) mod(2* —13,
He<<<,£T 3 WELEEIBRIEE.

B.2 2 —1imE

FERMOBRES FHI3 HEF oMb Y — 1 EEE c—a+b mod(2Y — D BN THE
N R

1) c—a+tb;

2)  ¢—(c&0xTFFFFFFEF) 4 (¢>>>31) .,



GM/T 0001.1—2012

Bt = C
(EFRHERE RO
HEWELE

C.1 WEHEE (0

I
F4H £,00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

FHERI B 2,00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 00

R
21 127hedeT4
z;:018082da
#RR AL
2R M AR LA A M0
7 Sors Si4s Saps Saps Sers S St Srpe

] 00444700 0026 hed0 00626h00 0013 5e00 00578500 0035200 00713500 000%alo0
8 00447800 00211300 006hed00 00lalloo 0052600 003cddo0 007 89a00 0047ach0

L Xg Xl Xz X3 Rl Rz W SIS

] 00819400 [1o0005e alb0006h §hO000ES 67822141 62a3a55[ 008[9a00 4563chlh
1 SacT acdl 26000047 TEOOO0eZ 5e00004d 474alele 119e%4bh 4[ef32al 28652a0]
2 50cachlb 44000035 13000013 890000 cd c29687ab e héeb5l 291[7a20 74641744
3 e8e82a0l Sal000be cd0000%a 2000026 29c272[3 8cac7[5d 141698[h 3[5644ba
4 Teacl744 acO00078 [1o0005e 350000al Ze8babbh 2425%9¢h0 ed1h0514 006aldde
5 00d444ba chlbooll 26000047 alb0006h chlbesel 44cl0h3a 50777151 07038h%h
& 0e07144c 2a0[008] 44000035 T8000Ge2 e083c8d3 7abl767% Uahddecé §9h%0e2h
7 d3728h%h [7448ac? Sal000be 13000013 1471414 b665e72d aebUhcl 62a913ea
8 e5520e2h 44ha50ca ac000078 cd0000%a 9EZ2834a0 1095d694 8796020c 7h591ccl

g [6b213ea 144ce8ey chl hooll 1100005 eld727dé d0225869 5[211dde T0e2l147

MR ERER BB T F RS,

H St St Sars St S St St St

] 7cel 5hEh T4 7calcd 6259dd0h 47a%4c2h 3a8%cile 32b433[c 231leal3[ 3171142

8 deceedhh 3[b6071e 16143512 7114b136 5154d452 T8eb9aTd 4[26badh 3elb8déa

FHRRESILHERE
R, —14cld44c
R; —8c6de800



GM/T 0001.1—2012

FEHR.
L X, X, X, X R R @ Sis
0 Ted7haéh b1367[6e ledZ26568 ddobl9e? 3512h[50 al920453 Z286daleb 7I08el4l
1 [el18dGa dd5Z2el3a e955463d deZhel[9 c7ee7[13 0c0[a817 27 bede?d 3d383dod
2 Tafleldl SaTdeZ2d 071let2el v8Zerd b3 ddefdda? bh9ddéadl 018082da 13d6d780
C.2 WMEHAE2(£ D
A
SEEH kL0 L0 L0 L0 L0 L0 L0 L0 L0 L0 L0 X0 X0 L0 0L AL
WIRBIEI & fo. L0 L0 L0 L0 L0 L0 L0 L0 L0 00 L0 X000 LT AL
Wi
2, :0657¢[a0
%, :T096398b
FIRAL .
REF BB AT FERDE
i So+s Si4s Sz Sirs Sers Ssrs Sers St
0 7ledd7(l Tlaébell TleZ6bll 7I935ell 71478911 7[h5ez[[ 7I135(( 7I89alll
8 7led7 811 7lall3[] Tlehed[[ 7[9al11] 7ide26ll 7 [bedd[[ 7I[89all 7leTacll
L X, X X, X R, R, w Sis
0 [1819all [1[1[[5e alllll&h GhII[[8 b51eZ110 30a362%a [1819all Téedfala
1 edefacll 26111147 7&[[lle2 Selllldd a75hé[4h 1al79628 8978[08Y 5e2d8983
2 bebhdala 4d[I[[35 13000013 89[[[[ed 9810h315 99296735 35088079 5h9484h8
3 h7298983 Sallllhe cd [[[[9a e2[[[[26 4dc5hd8eh 2d577790 vi62alch Z2db5e755
4 5h6h84bE aclll[78 [1[I[5e 35[0[al al3dehéé 21d0938[ 4487d3el 60579232
5 cale755 Salallll 26[1[1d7 allll[&h vehre260 Uc50a8e 83625[d2 29d4es60
& 53a%9232 8983[I8[ 4d[I[[35 7&[[[le2 dadal730 bh516b128 acd61934 5e0Zd%es
7 bed5ed60 84 hBedcd Sallllbe 13000013 Zhbeblad 1Z2a8alée 1h[69178 75904ddde
8 [209d5e5 e755besh aclll[78 cd[[[[9a 4a%0d561 d9c744hd ec602bal 0e3ch0lé
9 1879ddde 92320729 Salallll [11[[5e T6bel3d7 adPead 4 Zeh05071 0h9d257h
ML FRER R T F RS
Z S St S Sars S Sss Ses S
0 09a339ad 12914190 25554227 36c09187 0697773h 443c[9ed GadedB899 49e34hd0
8 56130h14 Z0e8[24¢ 7aSbldec OeldeeZdl lecO82c8 71550442 55b61cel 1[edé106

F RS ERIRE
R, —b8017hds
R; —%celdebe
10



GM/T 0001.1—2012

FEHA
Xg Xl Xz X3 Rl Rz t4 SIS

3[c81ced c2d141d1 4hd08879 42271346 aal3lbll 09d7706¢ 668b56d[ 13[56dbl
27eat 106 8Zc8l4hé 0bl4d459 91872522 251e7 804 vaachd66 0657clal 0cOle353

18116dbI 04221875 [24c93c6 773bdaaa d94e5228 91d88[ba 7056398h 10[leec]

Wi EE 3D

B
FEHE.3d 40 4b 9 6a 82 [d ae b5 8[ 64 1d b1 7b 45 5b
BRI E iv: 84 31 9a a8 de 69 15 ca 1[ 6b da 6b [b d8 <7 66
il
z, 141272
2,:3279¢419

F R4k .
R R R A A A
Sots St Sars S Seq: Sss Sets S

lecdd784 2626he3l 25e26h%a T4935ea8 355759de 41358269 7ell3515 570%9alca
Sacd7811 47all36h 326bedda Defalléh 58deZélh 3dbeddds 22[8%ac? Zdc7aché
X X X, X, R, R, w Sis

5h8[9ac? [16h5[5e alea826h £h9a3ds8g QefZ2829] 5d[00831 5h8[9ac? 3e7h93c0
T8[Tacké 26[b64d7 7811[deZ Sealdedd 3d533[3a 80001 [al 428537 2a 41901 eed
8320930 4dd81d35 136hael 3 89dedhed Zeab7edd d1dh72[%9 3[7Zcead 411ela99
823dleed Sac7hlhe cddabb%a el69e926 Oe8ded 0l 60921ad [ 8073d36d Z24h3[49]
4967 [a99 actE7h78 [16h&[5e 35156 aal 16e81467 dafe7d8a a87chBeb 74265785
efdeld9] 93c04501 26[b64d7 alea826h 50cheaad 3e3bZdld d9135e82 481 e5h9d
S0385785 lee95hE] 4dd81d35 7811[deZ 59857hE0 het[hdel [dZeehle 4h7[87ed
96[[5h9d [a9978[7 Sar7hlbe 136hael 3 9528 [8ea bee7l7eb 8d89%ddde 0ef33ce?
leef87ed 14918320 actE7h78 cddabb9a e59d2932 el098a64 46hET 612 643aebat

c8753ce’ 5785823d §3c04501 [16b8[5e 755ebae8 3[9e6e86 ee[lal3s §25ackd7

HIR AL ERE R B A F Eaw RS,
St Sig Syt Sip St Ssp Sye: Sip

10da5941 5héachlé 17060¢cel 35368174 5c[4385a 47595434[ 2753bhah2 73775d6a

43530a37 77bdaldl 15bZe85][ 2416e20 740e40bs 026a5503 194b2a57 Tabalell

FRREVNIRE
R, —860a7dla
R, —hloeo(le
11



GM/T 0001.1—2012

FHR
L X X X, X, R, R, z Sis
0 [5342a57 He20el69 5d6a8[32 OeelZlhd 129d8h39 Zd7edeel 3eaddéld 3ddaafe?
1 7a951ell 40h92h65 0a37dea? §174b6d5 ah7cl688 cl598aab 14[1e272 71dhl1828
Z e3héade’ 550349 al3lefes 385aZelr deeclada 9053 cele 327%9c419 258937da

i EREWZEETEIATRESMERTAEMES.

12



GM/T 0001.1—2012

[1] ETSI/SAGE TS 35. 221. Specilication of the 3GPP Conlidentialily and Integrity Algorithms
128-EEA3 & 128-EIA3. Document 1,128-EEA3 and 128-EIA3 Specilication.

[2] ETSI/SAGE TS 35. 222, Specilication of the 3GPP Conlidentiality and Integrity Algorithms
128-EEA3 & 128-EIA3. Document 2, ZUC Specilication,

[3] ETSI/SAGE TS 35. 223. Specilication of the 3GPP Conlidentialily and Integrity Algorithms
128-EEA3 & 128-EIA3. Document 3;Implementor’'s Test Data.

[4] ETSI/SAGE TR 35. 924, Specilication of the 3GPP Conlidentiality and Integrity Algorithms
128-EEA3 & 128-FEIA3. Document 4;Design and Evaluation Report,




GM/T 0001. 1-2012

oA AR/ A #
T ok O
HzEREEEx
£ 180 EiEHik
GM/T 0001.1 2012
oOE RN OB TE B B B AT
L EATE PR F0 T B A 2 B (100013
JE 7 F i R = Bk 16 5 (100045)
B HE www. spc. nel. cn
BERE . (010064275323 FAT 0. (010051780235
EERSE . (010068523946
o B BT B 2 S e T ENR
Z ML STE 2

FA& 880x1230 1/16 Epak 1.25 =#% 23 5
20124 8 AE—FR 20124 8 3 &E—RER

*

45, 155066 + 2-23744 B 21.00 7

MERNEEE BEULRTHOER
BRER B8R
23R, 1%: (010068510107

2012

GM/T 0001.1



	wangfei-223744A_页面_01
	wangfei-223744A_页面_02
	wangfei-223744A_页面_03
	wangfei-223744A_页面_04
	wangfei-223744A_页面_05
	wangfei-223744A_页面_06
	wangfei-223744A_页面_07
	wangfei-223744A_页面_08
	wangfei-223744A_页面_09
	wangfei-223744A_页面_10
	wangfei-223744A_页面_11
	wangfei-223744A_页面_12
	wangfei-223744A_页面_13
	wangfei-223744A_页面_14
	wangfei-223744A_页面_15
	wangfei-223744A_页面_16
	wangfei-223744A_页面_17

