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(U)SIM i H o RL A5 R Bl » 7 25 32 2 DR 37 DL S 08 R 28 4 AUI) 228 e A B
D.(U)SIM_CODE

(U) SIM R FHACHS » 5 2232 B A 47 DL 1 R 2 AL B 1B e

I
=54
&

6.1.3 REHIE

G R AL G LU A
D.CARD_MNGT_DATA

BRE R PR 0 B A AR IRAT RS AR i SRR A A7 5 DR BRI A L o B B AR A DL G i
KA B
D.GP_CODE

GlobalPlatform HE ALY FUIS . 75 252 3 fR 47 LG il R 22 AU 8 1
D.JCS_CODE

Java Card RIS . 75 2532 B 47 LI G 3l R 28 B A A) 228 5 A
D.JCS_DATA

Java MEAUALIAT 20 A PN B 32 47 I ECH DX, B, Bt e e 1T 08 e Ry 38 S Bodle oo TS B9 R
DA AT AR P T B 42 S0 80 45 4 B 95 B 55 L 75 B2 B OR3P LA S 1R 2 R ALY 2% B A Bl

11
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D.SEC_DATA

Java Card 1217 22 28045 . A FAR IR B 230 Apple M ATIESE 9 Applet, B XRG4 # LI
Lo RATHY S BT _EF SCHY ATD . 75 2832 B R4 DL 8 R 22 B2 AU 28 5 FE 24
D.API_DATA

IO FH 4 22 10 B R0 AT BB G RN 7 B TN R 7 A2 B AR AP DL Gl R 2 BRI 2 8 A U
D.JCS_KEYs

T HOCHF R BE A NI T 5% 9 75 A2 B R4 DL R 2 B AU R A L
D.CRYPTO

18 AT I R TSR AT Y T R L 0 AR R B Bl T T A2 B AR A LA G TR 22 IR A Y 2 B R
BB,

6.2 ARExEM&E
M PSR ARRALHE LT N2
S.APP
— >N S 2 S B RE R AR AR Y A 55 8 S AT i GPOAPT ff ] GlobalPlatform 2 1 i)
IR %5 .
S.OPEN
OPEN & — M 3R & APDU iy 438 1 F 52401 5 4% A 3301 4 18
S.SD

LA URR RE R A TE BT I AR R 2 A B Y — D SR AT DR AT R S A B 0 H B Rt
I HIALK (Controlling Authority) LI X 36 E ML (ValidationAuthority) ,
S.ISD
RATR %A BURE RE R 15T BT AT R A R 1 — A~ I 3 i 1 T SE
45 GlobalPlatform ML . X A EARMKILPP-JCS 151 A BT i F 4419 1 4 F1 5E4T: -
a) S.INSTALLER (Applet installer) ;
b) S.ADEL (Applet deletion manager),
S.CAD
AR RE R B ICR S.SD Ji 15 198 Be R ALk
S.APPLET
LA Applet 5241,
S.JCRE
Java & )7 $UAT i 17 IR B
S.JCVM
B AT I AT BI7 K 358 A A5 10 1 o i R A
S.PACKAGE
E SUH P RS — A8 Z A Applet,
6.3 {Ri&
TR AL HG LR N2
Native 75 % (A.APPLET)
izt ¥ OE. APPLET 1% 4 H By 9 R £5, B 0 R A 5 K AT 3 81 Applet £ & A b

(native) U5,
12
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FH AL (A.VERIFICATION)

iz 17 58 OE. VERIFICATION #9424 H B8 W Rf & ORAIE e A 19 575 B 10 28 /0 B0 ik — Ik . 3¢
B 2 W B AR A AR AT R DL DR AE BT B RS R R A A

ARG PR AR s B W DR AN T I

a) AXRMAXMAHF LK. W TOE M@ 3, i A & AFE TOE #3745 75
ZW.

b) A R B 4~T7, 4 & TOE 22 fi HI 52 A i i .

R RORNZRFMEmBENHER O RE. W Z2RGE D RS W HREIE TR R
GEry el (IR RE AR 00 R 7 Al B 48 A R G A SRR T iR R
15 &2 (A.Role_Man)

B Ay €8 LA — B2z 4 1) 7 SCpk i B

B RE R U R 6 1A 1 S R A X S A o  (H X A A A BB A —~E R R A
Pt
CAD B 5 &£ £ (A.CAD_Sec-Com)

BRSNS CAD ZE SR %42n .

CAD f898 5% 68 1~ 005 7 (B @ 57 42 4 3l A5 1yl a8, C s 780 %) s Oy 500l o 3L S 2% 80 L/ FA B X
B R At 00 LAt 25 B0k 7= AR iR B 8 . RO X 2e 2 2 e il 7 DUS L B B R0 sl AT DA K 7
AEEAE h CAD J& 2L 4. T CAD WL 2 YIRE R MM 51 A M ICH B T AR bR .
ZE®H Z I EIETEE (A.Data_Store)

i B A7 A0 R Rt i Z AP IR BE R0 R B DL — Az i O A B

KT R RO E5H  NACEHE T A & 5 03 55 SURAE B Bl AT 3 5O R BE R0 i Z M 4R
P EAEAE . X e fE B — B EE S R RO R i e 4, D S B A5 B e o i i OB IR E Y
B 4A 43P (A.Key_Supp)

B 5 A7 it 26 R R 2 A0 0 8 3 A i IR — A 2 A i O S T 4R

e EE e o SO e s = AN N i LK o S e = B A R B e Xt o5 I/ I S DO I I ' K R R P
M P T R BE R0 DU RE 19 AR Ge b BR A 45t 48 A i S AR I AR it . IRBX SE S A AR L R R LB R
HR I LA

6.4 B
6.4.1 REERERESHHEXBER

TERRE R A I, TOE 7] G823 32 3 4% Fh £ A 19 Mo o AT v i) A 26 02 T8 2 iR AT L 31
WNAEZE 5y 3 A8 v AT G Hh B A — SE iR A A SR R Y B Aol R AR VL R R B BOT B ek 2 5 i R
JIT A M WA R AT A o AR R A o el i SR 9 T BORL B0l 1 AR TR AT 1% 08 T LA JLAN g

TEA A R 2~7 By B, 2t v RIRAEAE LT 7 28l

a)  WrERE

b)

o) 5 Uy IR 45 A OC I BUE 5

) 5ASE] T AR AR A OC A g 5

e) A XREM IR B ;

D AR R

g) A A R

13
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6.4.2 412 B B

X £ pX EE 2% 59 47 32 #8  (T.P_Probe)

Yy 3 vl RE X BE U R St P BER I, DA SREUCR RE R0 B IR TR B A EE N 2

Wy SR AT R A R BE R0 R R 23 A R R P 2 T AR 538 1) TR R AR SR AR BB R b R R
Pt KRR AT B8 AL HE X HL AT RE B PRI o b T3 R R I R R AR RE RS R R B LT e H
Ry BRI . B R B R ARG AR 2 A L 7 R AL S0 R G B DR RS A A
a3 I DL R A A AR Y AR T AT . SR B R anw Gh AR B L AR L 0 A s S S
EMAT HR . B RS ATRESTEN Lo Eie AR 32 28R 38 91 B 78 18 32 XM i ik s vl
RE 23 b T I IE AR IR A
3L E i F R I8 B B (T.P_Alter)

ik 2 n] GEX R AR R L8 R St B B e LUOBR BORY R R OB i BT R AR N A B0 U 2 A
Yrae Sz 4 Dy e B TR 24 FH 2 g R s

Xof e R S A 1 B e nT B R A BE R0 R R A A AT R A ARG 1) TR AR SE I, ik
Y H Y 2 2R O an il <22 L D )45 LI 28 00 R G B DR 4 R G AF it A 03 DXL DL SR i AR
PP ST AT . S BT s A s A B LA AR L O A U S A R AT R B AR .
— 25 1 H A5 AT e A8 el sl 45 G [ Be i Bl B4R L0 Al ARl R R L BiE D RE I B L R lE
bR R OEAR GRS, DA R Be 0 R s
IR 8 E /1 (T.MALFUNCTION)

Yeili 25 07 LUGE i 5 R 07 S 308 B R 198 2 T RE slCE B e R0 i i A SR S B DL
() 2k 25 B 516 VI8 BE 5 19 2 A R AE B8 25 T BE L G 2 3l B 18 o8 e 8 g i A X2 2 T Rk .

6.4.3 ZEE

& Bt 8 (T.INF-LEAK)

Yk F n] LUA T e - fo 1 S0 1a) itk 68 04 45 5L 2 6 IR %% 1 42 42 D) RR BSCHIE » 1% 5L Vit 68 W BB I 1E 454
[ A 1 B h Tt o .

ERBE4E N (T.FIt_Ins)

Y ili 35 0T i858 i 52 AR A 8 8 I B T LS AH L %) i 25 R L DT AR AT R e RO K 2 ) gk
P MHEEHEER .

X P AR R B R R A T e AR TS SR AL 2 R A . i A S Y R O
WLty Hh 45 SR 728 Ak, 2 X 2 A I A 19 — ARy DL G T B X R T Bl nl TR R RO iy g . H
I 1 2% 30 o 8 BB R S8 v A o % 326 5 1% i AR i 7 ok R R 22 4 Tl RE O] PR DG AR L . X AR
JHIR P R R A R R RN A A A B T A 2 I ML 5 SR A A R A B A R
$EIR N (T.Inv_Inp)

Yeili 3 0T 6838 i 51 A ToRL A d A B R £ O RO R R 2 TR B M K A

R AR X 45 AR p A% 2 R B 10 538 [ B F 3 0 pi A7 I8 1E 245 T SO Y
. BXHE R A T BB AL IE O A B b AR B R R A G DT M B AT . A R E T RE &
F& e 22 A DI RE  AE BRAE v 7 2 W R P i) i 58 s 3 ik 68 T DR 4 1 25l
RIFNIE F K # (T.Ua_Load)

i 25 AT GE A T A A A 7 e PRI B8 18 O BE R G882 2 T e AR A Bl

BB AT R 2 AR AU T F 2048 2 AR Y . R EBURE T T 68 AL 46 76 1F W #2484y
BEPATH AR WA REALEE T T SR SIS R BE RS R L R T RE R R A B

14
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6.4.4 Sy a) = H 48 X 8BRS

3E %15 @] (T.Access)
fii F 3% 5 B0 3 AT RETE R 2805 B B 08 IR AU A 2 Bl 54 35 V0 ol 9 45 00 F (5 BV s R e AT 7 1)
AL R R BB Sk U 1) B BE R 08 05 5, o an 2R U7 1) B8 AR o 2 3 B2 2 A0 0[5
1) % 5%
Xt #4815 A B9 R 3 (T.First_Use)
i 75 7T g 38 5 AR A AR i 8k AT R R RO AR E R R e RS F A .

palll3

6.4.5 SAAITN Y48 E4E R A X H B

fE MWL & & A B THBE (T.Le_Ftn)

Tt 2 AT RE 22 M FH AR OC il 2+ JE JH 2 D03 R 9 3 i 4 SR AR RO BE 5 85 R 722 4 T BE 08l s U 9
PR 3 S i 4 7R BB U P A= i S S B LU S S [ B e e BB L (E 7R B B A IR

X6 iy 4 TR R AR AT IO FE IR B BOZ AN 00 B BB A8 1R (9 o 1 A7 45 1 B B Ao P 0ty 4 =800 1
R SR AT EIRAT He AL D RE

6.4.6 A X% IhEE 89 Bk

Z A & (T.Crypt_Atk)

Yty 0] R S5 it % 15 2 555 2 ol fe SR RE RO I T RE .

X it AT RE B — 0 oK R G B /R R R R AL B A e SO A R B bR i R 3 AR
H R i 553 P B e 55 26 ok e IR T R B . MG B R B TE T AR R R RE RN i & A T e R A
M 1 S FH P SO AR (1 22 42
& 41 %5 B Bk B (T.RND)

H 0k 42 AL 1) B ATL 500 8 A AS 2, B0t T AT 5 BB R 2 5 5 A B A A R R R i B T
B 7 A i BE LA (S B

6.4.7 MWi={5 B RIBL

£ Bttt 58 (T.1_Leak)

B RE AR 0 I B A4 o) R B R 8 0k AR R R Y s LA S A ] B A S B R F IR LT B
B AL ECE 1/0 el Bk 3 AT 0 T R I A0 R R0 itk R A 4F B LRI T

BRE AR 0 R WA B R0 G B Sy 5 03 5 o3 A L ST FE RS RE T R b HE e M E AR R . &
25t 57 AL HE DAL 1/ O R I ot 238 1) 722 Ak s ir 7 A B [ 7 A8 AR 55 . 30k AT SR S — 1> B 1) A% i
72 A SEAES B I B B VI A OC . ok St 5 A5 8 WY 3E Ok e (R M) I S i = O S AR 3L OF BLAl
RES IETESATIRAE A G, R il e — M5 Bl &8 19 ] 7.
&5 . HX S (T.Link)

ity 0] e W5 31— A SR 4 22 8 U5 R 55 o I R ok S 0 R L 3 RT HE S 1R X S AR A R AR
) % 4> D) RE A .

ik 25 ) OS2 21 (1928 B8 R 008 R 78 — BB (8] P 22 k08 1 1 265 2 s % AN (] 45 4 T 28 BB 1 1R
HEATE5 4 s SR BR S 15 BAH DG AR B ) 3k 2 5 18 o 3 180 W DL B4 3R 02 4 {5 L O AT DL st i —
P B MR e RS AR 2 fF A .

15
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6.4.8 & FhH BB

IR E /1 (T.Env_Strs)

Mo 25 vl R 0 BE RIS R B EEAE A R W BREE ROk R B 0% e T RE R 5 AR R EH Y .

W A H R R A R LA S L BB 00 o T O Wl e 1 2 4 I ST 3R Y 2 e, AT 3K B Fe i
PROFR 7 5B 0 B B . XOPIE O0 FT BB IE S B AR R Ry D A0 IR B L H R B B ] R 2
ANIER BB AN RE Y . UG 0 B AE T A A IR R R L 2 E BRI ER  BOE 28
U ok 2R R 7 A — A Gl oA A PR 1) 2
L E (T.Lnk_Att)

ik B AR R R R AR e B A ) e Y R L8 T T W I S S 2k 0t DA AR B 4 T RE A
I B B Y H P B
T2 pZ (T.Clon)

i 75 7] 58 SO e 43 34 R e RS i i Zh e DL &k i — 20 ny Mo T B

Tk 0] B8 52 6 B BB S G0 AR B 1 1 4 UL Bk AR B B R 40 Bl 4 A BB RO R T R IAE .
Y 25 38 1 B e RO i i A 3RS A SR S 5 O [m] A B 8 R Ak B L AR AT S5 B — 2P i i DL GR
3 Ly 7 5% 4 ) Re AU AN ABUR O P R B B Y
e F A E K MEHHME A (T.Carrier_Tamper)

ik B AR AR HAR S BCR BE R0 R I D2 S I ) R B R S8 i DT AR kA T P A

F& gy A& Pl sl I RE R A A B A B e R A R e R L S E I TE T U Rl g AR A
B
&I & W S A (T.Priv)

I B AU 7T B8 38 2ok BT B 5 R BE R0 2 4 ) R B2 AR P BN ) R T L 2 4
etk

— AR P e RS L AT DA St R T b 3R P A B ) s

Gt

6.4.9 &HEFEEMEXBE

T.IMPERSONATE

Bt #E T RE A2 E R R A LRI IE AR R AR SS . B 7045 R OB vk 25 i 528 k& 7 I A7 i
£ CVM Hf PIN fi5,

B % 7 D.PIN, D.APP_I_DATA, D.APP_C_DATA,

T.REPLAY

Yk 30 ik EE O A AU P DARS 58 8 (B4 S8 B B R AR AT LRI e R Y 2 4.

L 58 BB 3 7 B AR A A T 8 A 28 A AL TR R A2 4 AH S MR L B An B0 AT D ik
EABAESE T 218 AR APDU 4 4 SI15 fg R s B0k 3t mT DL DA% 3% 204t 19 B 03 55 3 15 5 DL 2
% TG WOAE A AE R e R rh A R 05 B A0 B0k AT LR R 2 A B B E
B HARFA R IH A PIN (H 24 .

BB %= D.PIN,D.ISD_KEYS, D.CASD_KEYS, D.APSD_KEYS., D.APP_C_DATA,
D.APP_I_DATA,D.APP_CODE [} }2 D.CARD_MNGT_DATA,

T.BRUTE-FORCE
Yt 3 AT S A F P AT g ) 1) R 2 1] DLE U S & DL F 0
16
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A] LR A AL GRAD APDU fir 4 (APT Jy 20 D228 2 7 42 B0 i $A 5k PIN R %, & &l 1 3%
SR BT RO i A DR 5T BE 22 1) BidE 2 1) L ) n e 3 AT RE R AS TR TR 2K A R G i S G 5 1
i T T R O TR R R N S A M SRR R AN SRS M PRAT L B T 5 R I 3 ) TR
DA B 12 A FH 0242 4 RH 56 A8 4 2, 5 Ot A AT DATE 8 BRI 7 A i iR

BRI %7 . D.PIN,D.ISD_KEYS, D.CASD_KEYS, D.APSD_KEYS,
T.INVALID-INPUT

Yk 3 AT A A DG R ME B L 3l 3 TR A B 51T BOUR RE R H B R B A S A A AT R

TG AL i AT R R BOCAR TE B 4 A0 I B 3 SRR i I R A A 45 B L 12 i SR T B SR A I Y
A AT 25 S A TE R X R A AT AR R RE R IR T B B AT e IR 7 A LA U T AR . T
A LA JE 80 B AU A XY 4R A S QR FE S BRI 3 SR (s 2O 1w 2 (ST 8D DL AOR 75 & 7T
S 75 2 X R 85 R T DU A T AR R R b A R A R DL R A DR AP B
T 11 1 8 45

L UM Y B A B
T.INVALID-ORDER

Tk 35 30 ek R A0 Y TG 2 T 06 A o B B P S 1% KA 5 4

BB %77 . D.CARD_MNGT_DATA,D.SEC_DATA.,D.JCS_DATA
T.FORCED-RESET

Yk 3 3 ek % 26 1) R 4 1 ASSE XY 114 2 1k T R R I RE R A AR e i A A R DR S

L W B B A
T.LIFE-CYCLE

Tt 3 U ) HL T A4 AT P B2 A g T b 3 P R R AT A S B B (il AL i
HE A NN

BB % . D.APP_I_DATA, D.APP_C_DATA, D.CARD_MNGT_DATA,
T.UNAUTHORIZED_CARD_MNGT

Wit HMAT FH AL R EHEEGNE TSR ENSS5E . UEMAZ T2
AR AL K IR 55 A i A 3 O K B 114 Ak

a) R

b) A A

o) FBAEL Applet;

&) AL Applet 5% 423

e MMER S s Applet;

D TEBr Applet 50 %2R RAAL .

BB %77 . DISD_KEYS, D.CASD_KEYS, D.APSD_KEYS, D.APP_C_DATA, D.APP_I
_DATA.D.APP_CODE LI }2 D.CARD_MNGT_DATA,
T.OBJ-DELETION

Wi AT Java Card 1 5735 D) g o L A e 17 39 815 5k B o DTG {6 75 50 8 R iF AR 22 4

R %E . DJCS_DATA.,
17
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6.4.10 IZ1TIREEHE X B A
J.
6.4.11 REM

T.CONFID-APPLI-DATA

Tt 35 AT I 2 5 T8 T o5 — 4 L Y B

EE MM %= . D.APP_C_DATA, D.PIN [}z D.APP_KEYs.
T.CONFID-JCS-CODE

ik H AT B 55 Java Card RGNS,

HEE %™ . D.JCS_CODE,
T.CONFID-JCS-DATA

Yok B AT 2 %R T Java Card 288 09505 .

B M % . D.API_DATA, D.SEC_DATA, D.JCS_DATA L) K& D.CRYPTO,

6.4.12 SEEM

T.INTEG-APPLI-CODE
ik B AT B 3 B s A B ARAS
HAEBM Y. D.APP_CODE,
T.INTEG-APPLI-CODE.LOAD
5o FH AL A% 3% B0 e R e e i, B0 A B AR A B sl R AR
HAEB Y. D.APP_CODE,
T.INTEG-APPLI-DATA
ks AT I AR 1 B s At R B B
BRI %R . D.APP_I_DATA, D.PIN D)} D.APP_KEYs,
T.INTEG-APPLI-DATA.LOAD
40 P A A% 1 B g R 2 e il L Tl 8 AR A e A A TP A R AR B
BB M %= D.APP_I_DATA L% D_APP_KEY.
T.INTEG-JCS-CODE
il F AT B Bk Java Card RGEHI1CHS .
BRI % DJCS_CODE,
T.INTEG-JCS-DATA
ik # BT I B 2L Java Card R G a#% APT (U .
BB %= . D.API_DATA, D.SEC_DATA, D.JCS_DATA L& D.CRYPTO,

6.4.13 HMHEHE

T.SID. 1
— AN E 75— AR HEEE Java Card 3247 ¥R 8, DURE R 2% 7 7] 39 68 % ol 5 28 1 P B 28 o+
K — BB,
ELEE U A 88 7= . D.SEC_DATA CH A %% 7= 7T 68 22 21 2 3% fn S 3 Fp e s 2y, Bl 4n . JCRE (%) B £y
PeeiBO . D.PIN LI} D.APP_KEYs,
18
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T.SID.2

Bl F B UCR AU @iy TOE J& ¥ (1 i BN Applet 124 Fir ik £ 19 Applet) . B R AR B 7T
XA,

FLHE B B9 5 . D.SEC_DATA CHA B 7™ T A2 21 451 3 4 28 3 Fh Beky sl 2y o Bk 7908 b B 43 ¢
Thi) .

6.4.14 REZFRHIIT

T.EXE-CODE. 1
N AT R G BRI 5 4
HAEB M Y™ . D.APP_CODE,
T.EXE-CODE.2
N AT AT B B s — A T R B
HEBM ™. D.APP_CODE,
T.NATIVE
B AT — A~ et an By k% 45 TOE %6 4 U) g A H 5 v%
BB %E ™ . DJCS_DATA,

6.4.15 $EAARSE

T.RESOURCES
Yy % 8 1 T AR B AE R W IR (RAM 53 NVRAM)FH 1| Java Card 2 4t 1E i #84F
HAZE MY DJCS_DATA,

6.4.16 AR%
x.
6.4.17 IREEHE £ B A

T.LEAKAGE

Yo 3 AT BE 2 R B 7 i  #E P N TOE it 88 A9 5 B LUR S L3 10 ¥ 7= 5 X F o o 2 R
FREAHY S IF AR AN GE R N ARIEAT B A W B Ak Sl S DA B2 A T/ O R LI B R E Ak
R ] 5K A A8 A0 A5 AT RE 23 AR i B 5 e — A 1R 22 20 BE R 20 A il (DPAD L I3 — A% 4 R] B
M FH 4R 780 re s B SRR TOE B TR R 4R .
T.FAULT

i # n] A 2> il 20 58 s ) 5 B0 TSE 80 8 E R A U0 ) BUSCRE , LU (D 458 82 iy
TOE #9242 Rp P s A8 » 30 (2) O B8 SO BE R i A U 1922 2 D1 RE X AT RE Jd 5 I 18 % 45 10 T 1l
IRl

\

i

6.5 HARERM
6.5.1 ZEEMBRSHAXELARERE

#4815 (8] (P.Data_Acc)
Bk B R I PR B AE 4 A1 L o R 5 508 RN & AR 1) U7 TR A RR B 58 AR B

19
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a)  BIRMPIA

b) ST A AR FEARFR I

o) ERMPIA F BT R U AR .

LA R TR M 2 AR P EAGE  BIIE fe RS PR # CE e RS s E B R RO A B
B o AT BE LUE E 09 0000 5 A 10 05 18] 8 RE R0 b i Bl .
#RiR (P.Ident)

BB RO M — AR

BRE RO LR R A IR R TR o L M T AR S S R A A R AR B R AT it
o BEOEEA SRR AT REE . — D IE AR AR N R A L BE R T RORG A S Ak . 7R XS
BAEBE RS R TR,
2 Y £R A (P.Crypt_Std)

5 T S A A S O] R Akt A 1% T BRI A B B S ME AT B 2 AR B R R HE R .
L & i# {5 (P.Sec_Com)
Ae R0 i 5 A e R IO A ) (938 A5 1 2 2 U SO R )7 .

BRE RO R AT R AT DA AT R IRIR S A B 2 A 1 B A e A 2 AE AR . 20 B RE RS R A
B AT A R YR A N AT A A R 0 2y D AT AV A R RCEE A T — R IR e R

uc:

6.5.2 MAEEAARZLEKME

OSP.VERIFICATION

TR W A R P T 36 UE B S5 R SCPE R T2 B I R SO Y S SO 22 ) A — St 3% R g Ak
il DR 56 TR AL AL 25 44 FTSG IE 22 18] SCPF A BEAT AR AT 0
OSP. APPS-VALIDATION

JO7 A B R — A B 5 45 44 AR 3 B TOE I iy 36 SE AU 56 30F 5 BR Java UG BRI B9 KLU0 Sb 5630 2o
FEPAT 4 H A

a)  ABERE;

by AREfEH RMI;

o BB A AIER L HE (REIEBRIM .

6.5.3 HIEGFRAALTERMK

OSP.OTA-SERVERS
o By iz i 0L P — A 2 4 OIS 0 D A7 Bk A A 55 e B B Y 2 4

6.5.4 HHEHAR[LRERKME

OSP.CASD-KEYS
BRER A AALI CA Y22 4 508 Y0 22 4 2 O F /A 3 (UD SIM. R iR SE B PR RE R & 17 )5
AREBAB B
OSP.VASD-KEYS
BRER AL VA 22 2508 5 B 22 42 b A O A7 i 21 (UD SIML

6.5.0 BHRFEEHAZERE

OSP.KEY-CHANGE

FEXT 48 G WA T AR AT AR BT AP B A8 SO0 Uh 1) 28 4 3 %5 4
20
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OSP.QUOTAS
g8 Rollf A pE SR Ea ok T

7 =£HH
7.1 TOEZ4£BH
711 REERERBBALE2EY

B 38 {R 1 (0.Log_Prot)
BRE R R B U R A S B A5 R UG
BRE R R A TR 4 AR N 8 B R IR K < BB HK P A 0] 32 58 B Y T R P A R 1 A
Bl 8 BE R R A2 B2 45 40 I A Ay A 18 00 ) 0k B 7 R PRIE L R 4 215 BB RR
By {5 &ttt 28 (0.1_Leak)
B RE RO R I B A A i R B A S T B Y O kL A A S b HL R I A AT/ O 2
i 5%
BRE RO A BT R G R L A B R IR SR - Bk 3 0T 38 2 S BT 1 A T AR A TR R I A Ak ok AR R
e B n 5 B A 2 25 B
#E 4L (0.Init)
BRE RO R I ABCE TE B S B A S BRE 2 A AR E R IR RS .
TCie I Rl XA RE RS B I 1 A SUHF I SZ R 00 B RS . ok B Y R BB Bl 1k e o gL
BB RO R AL TR E SRS .
B &R B 48 N\ (O.Flt_Ins)
B RE R R I BG4 A B B T A R
BBE RO R R Bl L 38 2 43 AT A AN 1 e T 3R AR B . E R O e A I e O BT
I A8 TE SR R A 3 i 2% 4K
R EIFF (0.Set_Up)
FERRE RO R B 2Z R A H i A I
BRE R R BT 32 i H 2 ad e Oy R AR EﬁTwmf FRE RS A 2 S 4 BIL i g Al
il sl R 4 A0 AS Bl di A2 R0 L RE R
B4 842 ) (0.DAC)
B RE RO R A T AN P AR R AL g A P R A A ol 0 B ] A T BT A s T Y
XoF G RS IR Y T
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#=1i2 (O.Ident)

BRE RO R Y RE D SR IR AR RAE B

BRE RO A SRR L R PIA OT R . TR R
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i B R
FTP_ITC.1.2/SC  TSF i e vF HARRTAF IT 7 fb 28 i v] {5 17 18 kA5
FTP_ITC.1.3/SC  TSF )i £ i1 w] {5 {7 18 A& e 15 X T 5 A 2 58 45 B hE -
a)  TE;
b) 4,
o I
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d)
e)
D

9.3.4.2

TE M 2 B 5
SD 4~ A1k
[ {EL 75 28 ] {5 R IE iy Sh eS¢ ]

FCO_NRO.2/SC 38 I 4 & % iiF A7

FCO_NRO.2.1/SC  TSF fEATAa] it {5 #1807 Xk e 4% 326 9 187 FH 4 i ] 7= A Dt ik 3
FCO_NRO.2.2/SC  TSF [ fH 5 65K 2 0 B 03 FUE B 18 T ) 5 5 rb 6 25 Ay B2 4 S K
FCO_NRO.2.3/SC % 7 [W{F - 5t 5 ik s ) BR A 1 TSF 37 6 st e 2 42 P45k A S0 R U4 1 B g

9.3.4.3 FDP_IFC.2/SC E&EEREH

FDP_IFC.2.1/SC TSF i % F & £ f{s 8 & SFP JF i 25 S 80/Z B3 A T H SR 0 i 4 B Ve T

a)
b)

c)

L fFiEfE R iEd SFP.
FEAR S.CAD 1 S.SD. ¥ Je B GE R Al CAD [A]38 3 AT BEAS 4 4= A9 18 15 15 18 A9 2471 B 5S4t 5
A SR P A 45 RO RE R N A AT B A L B D A B A 4 AR B BER Y APDU R
AR 3R 151 5] CAD f I 2 5
IR {EL . T ARD R AN L5 .

FDP_IFC.2.2/SC TSF N #fif& 53 TOE WAL EE B A i TOE WAL F K0 T A # 1E #5 8 —

AE BT SFP ik

9.3.4.4 FDP_IFF.1/SC a4 EBH¥

FDP_IFF.1.1/SC TSF fj 245 F PUF B0 F RS B 1 24 8 M AT 28 415 8 0 B3UE 8 7 72 41 oK

42

a)

b)

c)

% (SCP) :
BHER P EAORE AR R AN AR SCHIME B A — A& @M B MAC, 8 f£ 74 8 1 58 5 DL
5 BRI ;
BAER N B RE KA E AR I 4w b
D Bl i 3 AR B BE DL T hR TN 20
2)  EERLIE RS TR RE R S TR G RL B T T S AR R O SRR BB R A F A A e
i 0 2 ity 1) B O OR A 7 A
3) P TR 4y OB DA A A T B A A B S A AR TE N B (SSENO)
fir A T B IS 5 4 (C-MAC) LU B S48 hn 2% % 41 (DEKD 5
1) B RE -, U H B HRA S R
5) SR B YR — B Y T IR 7 B A B SR IR DL R SE R M L R e AT N 2 AL FE AN
TEY .
o AN B KNI E Y (C-MAC 2iEHH)D ;
o fNZEHH (S ENC &iG%H)
o KN H Y (DEK £iE %4 5
6) P TS 2 B A A A A — AT R T T B i A
7 WAL ) TS B MAC E RS RS 1 LT T B A G
i 7 T4 B 11 4 JE M AN L ISD AT — AR AN 1 JE A L RO RE R I A (R B B 2 T B e X
4 2 A 90, A RE IR 2 90H : NO-SEC (W] 30) , CAUTHENTICATED (g 4 (% & 47 7 %
D, CMAC CRATH %M M523t . C-DECCR 1T %0, A A 1 52 3 e f R 25 1)
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9.3.4.5 FMT_MSA.3/SC #SEHEMIBYL

FMT_MSA.3.1/SC TSF W #7245 Bhil SCP {5 B i 454 SFP., LU K H T 44T SFP iy 24 )8

PR 2 FRAGERIAE .
FMT_MSA.3.2/SC  TSF N Su 8 BE 545 B 53 70 B i 7 1 a2 15 5 I i 7 2 46 P 190 400 46 {1 A A QRS i
KA ERINEL

BB «
BB LB AT LA SCP S8 W 1) i 245 75 911 P A 5 40 P 1 BROAE

9.3.4.6 FMT_SMR.1/CA Z£Hf

FMT_SMR.1.1/CA TSF W 4448 66 R& T 5 /A @,
FMT_SMR.1.2/CA TSF i 4 fe g0 H P f 0 008k,
I FH 8 B

9.3.4.7 FIA_AFL.1/SC % 5 % W 4b 38

FIA_AFL.1.1/SC  TSF Ji 24 £ M faf I 2 A= o — Uk 5 80 R 5 45 3 & f U A9 26 S0l A DG 19 R i By 4 531

FIA_AFL.1.2/SC ;’:il;uazﬁﬁﬂ?%xmﬂéﬁiﬁj%%ﬂ%iﬁ?&t%&ﬂ#ﬁ%@%E@él‘ﬂ%u%%ﬁﬁﬁ)ﬂﬂﬁﬁz
SfFil.

935 REFE—EWIEE

9.3.5.1 #Eik

o 22 A A T H R (9 R B R B A A 1R VR L 58 P LA R R B 1 6 E T TR 19 2 A R
9.3.5.2 FCS_COP.1/SC_02_CBC Z B ig1E

FCS_COP.1.1/SC_02-CBC TSF MR #E 45 & br vk FIPS PUB 46-3, ANSI X9.52 L K ISO/IEC 10116;
2006 M9%EE ) CBC iz Triple DES Bk FI% 80 K 112 f kAT & 0%
B S DL i 5 GlobalPlatform 1) % 4> 1338 38 ¥ 11 715 B B3 2 Bt
Y il 2%

9.3.5.3 FCS_COP.1/SC_02-ECB Zf3E1E

FCS_COP.1.1/SC_02/ECB  TSF Jj 8 #i £7 & #r . FIPS PUB 46-3, ANSI X9.52 DI K& ISO/IEC
10116:2006 BY4%55E ) ECB #3% Triple DES 8 3 fI S8 40 K BF 112 v ok
AT B B i 25 L & DES 85 40 £ 56 Fn ik A 5%

9.3.5.4 FCS_COP.1/SC_02 Zf5i&{E

FCS_COP.1.1/SC_02 TSF Rt #4554 #5 t FIPS PUB 46-3 DL K ISO/IEC 9797-1.2011 BO4EE 1
Triple DES B f2 4K B 16 717 R ST %5 500 85 45 1 A B L 36 01F DA &% 3 ot %2
B BB MAC 558 3F .
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9.3.5.5 FCS_COP.1/SC_02-ICV Zf3IE1E

FCS_COP.1.1/SC_02-ICV  TSF R HRIE4F 4451k FIPS PUB 46-2 By4:E 19 ECB #50 DES & 3 fil 2%
HEKJE 56 MR ATIHE FTREME ICV B8 Al i 2%

9.3.5.6 FCS_COP.1/SC_02-FINAL 3R 1E

FCS_COP.1.1/SC_02-FINAL TSF Ji ¥ 4% £5 4 5 e FIPS PUB 46-3, ISO/IEC 9797-1:2011 By %5 &
i Single DES plus final Triple DES 83 fl% 404 i 16 FT R AT
% A F B A I B MAC 15 55HE .

9.3.6 REFE—EHEHMRS
9.3.6.1 #Fik

LA E B T S R AR T R S DR, RO R A PUT KEY 454 Y4k 21
9.3.6.2 FCS_CKM.3/SC-KL Z %A1 8

FCS_CKM.3.1/SC-KL.  TSF hj 244% # GP ${{5+8 & % 5515 10) Jy i (PUT KEY m#% STORE DATA
A2 58 N B 4 8B A ) 2 28 DA R T B AE

9.3.6.3 FPT_TDC.1/SC-KL TSF [gl & 7 TSF #iE— &1

FPT_TDC.1.1/SC-KL 4 TSF 5 HAln] {5 1T j* i 355 TSF Kl i TSF Rz 42 446 X 2 42 308 91 217
— B A R Y e
FPT_TDC.1.2/SC-KL élfﬁ’%ﬁﬂélil,ﬁ\ﬁﬁTﬁ IT i 9 TSF %CHfa k. TSF WA an T B .
a) IO Y A A T I i A A R B i B B
by B L G T R A 2> 15 5 T S AR DES B .

9.3.6.4 FDP_ITC.1/SC-KL A’ ERZEBHEMARPEIEGA N

FDP_ITC.1.1/SC-KL  7£ SFP #&#l F M TSC Z &g A P Fcdia ik, TSF R #4748 4215 18 Bl (SCP)
FDP_ITC.1.2/SC-KL M\ TSC #h#8 A JH 7 8l i, TSE ;w2 AT o] 55 11 7 8080 AH O 1 22 4 Jg@ 1k
FDP_ITC.1.3/SC-KL  7£ SFP | T M TSC Z 5 A ;& is i TSE W #4718 A0 00« 4n SR A 1)
B I 2 A R B B AL TR 4
a) ARy A48 B AL T8 G B AL AR BB R AR A A A R0 B AN BB R N
(14 05 S LA AT T A 28 S0 A A A s LA L AP 22 R ) 1 288 R R K

b) A RN g GP BT A

©) A I B T B A B in %% 5 A i

) ANRAE E 1Y %2 DES %587 . B i B 56 R 2 TE A Y

937 REFE—EFREM
9.3.7.1 #REi&

JH 37 2 4 {5 3 Y 2 5 4 BT Y A DA B B R R
9.3.7.2 FMT_MSA.2/SC-KEYS Z& MR &R Y

FMT_MSA.2.1/SC-KEYS TSF W Hiff % )@t RiE2 % e rE.
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IV R
o1 0 22 T 5 IO 24 AG I B S8 I B A AT A L e Jm L R BE SRR Y 1 (DES \RSA
S5 DL R B 2R R O TT Y B 1Y)

9.3.8 ZRERFE—FAHIMKS
M 5 R R R A A 2 B I R AR
939 2RFERFEHEERXTIE

9.3.9.1 #fEi&

FRER A BN AL 4 BR IZOR I B 42 25 0 @ i+ GP APT X} CVM ) PN 350 850 3 2%
Fa Ry A5 0
9.3.9.2 FIA_AFL.1/CVM X 3l 5 ¥ &b 18
FIA_AFL.1.1/CVM TSF ] 2486 0 faf s} & A 45 B B3 rT B ¥ A 1~ 255 Ju BN — N IE B BR 58 e R
FRAT 5 5 00 AH 56 B9 A Bl 228 48 ) 22 R,
FIA_AFL.1.2/CVM 43K 3| 5l o B g XA A& il B 28 551 22 38 vk sk, TSF B R B s 4 5 % AE K r
HEIERNMRSS  H B REBUH P AT T R
I 6 B
W S ) B A PIN IR SR A7 8 RS ELEIPA PIN %48 Applet s i Java Card API &4 &
AR .
9.4 EBEITREREIIEEX
9.4.1 #Eik
F KHAT Applet I 1T IRES A 42 4 Th REE R LA O BSR 70 M DA R L .
a) DR RR[PP-JCSJ#5 5E CoreG 2 23K 5
b)  HEE RGBSR, XN [ PP-JCS L 2 Re R a4l FAEMZE K,

9.4.2 BHkEE
9.4.2.1 FDP_ACC.2 =4 if o= %l

FDP_ACC.2.1/FIREWALL TSF i %} S.PACKAGE, S.JCRE, O.JAVAOBJECT & SFP Jif ¥ 2% &
TR AR 2 6] 45 BT A7 S VR R T B 8% 1 ) 2 1 SFP,
# 7 & FDP_ACC.2 iy £k KR HiA . & 8 J& FDP_ACC.2 [ #1E .

% 7 FDP_ACC.2.1/FIREWALL B £ K 1%k

Ek/ Ak i i
S.PACKAGE AR AT, B 2 358 548 g ) 2 4 BT
S.JCRE JCRE, % #l Applet I & £ F1IGH 2L, & 3% FE L APDU, XA E K2 e — 19
0.JAVAOBJECT A5 4 4% 91 PIN Lz Applet S24 #0214
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% 8 FDP_ACC.2.1/FIREWALL HJI#R1E

BAE ik
OP.ARRAY_ACCESS(OB.JAVAOBJECT, field ) 5 B4 ) 2L
OP.INSTANCE_FIELD(OB.JAVAOBJECT, field) 8 5 2 S ) - B
OP.INVK _ VIRTUAL (OB. JAVAOBJECT, method. .

VE 18] 5, 35 B 20 X 52 0 R ik
argl ,---)
OP.INVK_INTERFACE(OB.JAVAOBJECT, . . .
WA 07k
method, argl ,+-+)
OP.THROW(OB.JAVAOBJECT) i o 45 41 ok 4
OP.TYPE_ACCESS(OB.JAVAOBJECT, class) i % 4 1 checkeast 1 instanceof J5 3
REBEUTEAEZ —
OP.ARRAY_ACCESS.,OP.INSTANCE_FIELD,
OP.JAVA(:++)
OP.INVK_VIRTUAL,OP.INVK_INTERFACE,
OP.THROW .,OP. TYPE_ACCESS
OP.CREATE(Sharing, LifeTime) B 7 X} 2 (new 5 # makeTransient)

FDP_ACC.2.2/FIREWALL

TSF R AR TSC P AYAT AR 35 RN & 4K 2 18] B9 Br G B VR A0 0 — A D5 Tn) 922
il SFP i .

9.4.2.2 FDP_ACF.1/FIREWALL EFZ £ EMHH i iz

FDP_ACF.1.1/FIREWALL

TSF 3 5 B AR AT B k5% 15 ) #2206 SEP, B F LA T e )@tk

# 9 & FDP_ACF.1 W& @ik, % 10 22w P EE .

£9 SFPHMMEEEMN

Ak /K 74 m
S.PACKAGE TR JE PR
S.JCVM 1 SD A INECR: 18 QAT VA
S.JCRE 6 Hp A N L R TR S

O.JAVAOBJECT

PLE NN O N )

10 SMZeREUMTHEE

P fifi i
Context Package AID 8 “JCRE”
Sharing Standard, SIO, JCRE entry point 8% global array
LifeTime CLEAR_ON_DESELECT &(# PERSISTENT

Currently Active Context

Package AID a5 “JCRE”

Selected Applet Context

Package AID 3 “None”

Active Applets

%3 Applet i AID, —~i% 3 Applet 2 Z D — A5 8 g% £ Applet

LC Selection Status

Multiselectable, Non-multiselectable B # “None”
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FDP_ACF.1.2/FIREWALL  TSF B4 LU BEN L DL g 76 32 45 AR 5 2 5 Z AR B — A 1 AE 2 &
AT

R.JAVA.1. S PACKAGE ®] L) B fi #1 %} Sharing J& G {H"JCRE entry point" a3 "global array" ff) %

& O.JAVAOBJECT #h17 OP. ARRAY _ACCESS, OP.INSTANCE_FIELD, OP.INVK_VIRTUAL,

OP.INVK_INTERFACE, OP. THROW &3 OP.TYPE_ACCESS #:/E.

R.JAVA.2 S.PACKAGE vJ Ll A th #b XJ /T fa] Sharing J& 4 # {6 " Standard" , Lifetime J& ¥ (A" PER-
SISTENT" ) O.JAVAOBJECT, 52 i, OP. ARRAY _ACCESS. OP.INSTANCE_FIELD, OP.INVK _
VIRTUAL.OP.INVK_INTERFACE #{# OP.THROW #:/E . {X 4% {& O.JAVAOBJECT i I F X
Ja& R 2 T SCH A R AL

R.JAVA.3 S.PACKAGE A] L%} Sharing J& P& (5" SIO" 1 & & O.JAVAOBJECT #47 OP.TYPE_
ACCESS #:1E . {US K O.JAVAOBJECT #f 5% 4t & (checkeast) 8 # ¥ iIF /& (instanceof ) — 4~ 3L = £
RS2

R.JAVA.4 S.PACKAGE A] DA%} Sharing J& tE4 {5 " SIO", Context J& ¥4 4 { " Package AID" i) %&£
O.JAVAOBJECT 47 OP.INVK_INTERFACE #:4F . {0 24 i 4% 1 )7 35§ Ji& 2 Shareable i M . Jf:
HiE Iz —

AID J&"Package AID" B3 H) Selection Status J& 4 & "Multiselectable" ;

AID & "Package AID"#J£3 ) Selection Status J& £ &2 " Non-multiselectable", 3 H % 4 "Package AID"
SE AT ERERY Applet, 4 "Package AID"% A 7 Active Applets J& 4 /7 H #L,

R.JAVA.5 F{& S PACKAGE 7 A4 T OP.CREATE #:4E , {4 Sharing &% {8 & "Standard" .
FDP_ACF.1.3/FIREWALL TSF i & LT B ], B af 452 4 3=t 5 0] %44
a)  FAK SJCRE mI LA H i 58 i OP.JAVA(-++) Ml OP.CREATE #:/f, FDP_ACF.1.4/FIRE-
WALL 45 5€ (2K A0 AR Qe 2 Y wi TG 3l 1R 30
by ER STJCVM $& 4t A1 FH AT 4 1A B i M — 5 3 8 T Java Card 19 APT J5 3 Gi i OP.
INVK_INTERFACE or OP.INVK_VIRTUAL),

FDP_ACF.1.4/FIREWALL TSF Jij & T LA A0, B 6ff 45 4 32 04 17 0] 244
a) AT EAEXF—A LifeTime JE M A {E"CLEAR_ON_DESELECT "9 % & O.JAVAOBJECT i#
7 OPJAVA #:4E . 5 O.JAVAOBJECT ) _E R 3Cg@ M A [ Tk £ #9 Applet R 3C;
b) AL FE A& AH ] "CLEAR_ON_DESELECT" LifeTime £ 417 OP.CREATE #:4E, W 515 3
LR SORFF S Applet R 3L,

9.4.2.3 FDP_IFC.1 FEEEimEH

FDP_IFC.1.1/JCVM  TSF R X PLUF 0 5 B AR R AE
F 1A .S.LOCAL, S.MEMBER,
=H.L.DATA,
#E . OP.PUT(S1.S2,D),
AT JCVM {5 B ¥ SFP,
11 J& FDP_IFC.1 B4 B4k . 3% 12 J& FDP_IFC.1 B #AEH IR .
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T 11 EMEEHERIR
FiR/HE ik
S.LOCAL JCVM i i (9 35 VR BB B0 f & — AN X G A4l 51 F TCVML A i 1 sy 30 2%
S.MEMBER AT AT X G2 0 7 B i AS T B B v
LDATA JCVM 8| % it JCRE A T 5% 42 DL K 4 Jo) B4 ) X6k %2 51 M hk
% 12 FDP_IFC.1 B2 1EH A

OP.PUT(S1, S2, D

ST fedi— 4 fF 8 T8 S2

9.4.2.4 FDP_IFF.1 G4 EH

FDP_IFF.1.1/JCVM  TSF R % F T 41 2 A F (R ff5 B0 & 48 v 4 /0 iG sh B F 3¢, 37 ICVM R
B SFP,
FDP_IFF.1.2/JCVM {3 32 4% F %) 5000
a)  PefE OP.PUT(S1, SMEMBER , L.DATA) 8% /014 . 24 HAL 43 3h | F C&“JCRE”;
b)  HAl OP.PUT #:4EA EF SCRETE K,
TSF N R VPR BAE 2 18 BRI Z 505 B 2 W & h Z e 3l .
FDP_IFF.1.3/JCVM  TSF i $ A7 LIRAE - BEhn i 5 8 i 4% il SFP .
FDP_IFF.1.4/JCVM  TSF i $2 {51 LA : B i) SEP g 3513 .
FDP_IFF.1.5/JCVM  TSF [ AR T 510 RLIN [P « Ak 742 4 Jam e T At o 5 J O ) 00 ) ] )y o1 o
—MEF B .
TSF R AR T 50 B0 . (AR - 35 T2 4 Mk, WA 41 4 5 80 JA0 %) 1 00 )0 A 45 4

e B 2
— M ER.

FDP_IFF.1.6/JCVM

9.4.2.5 FDP_RIP.1 FE®KRIEEFE

FDP_RIP.1.1/OBJECTS  TSF Ji i & — A~ 9% Ui (0 AT ] SE A A5 B N 25, 76 43 i 9% U5 21 1 51) % 44 2 52 44
B AR A

9.4.2.6 FMT _MSA.1 £+ EMHEE

FMT_MSA.1.1/JCRE TSF i $h47 FIREWALL il #5#l SFP. LI R T JCRE RE4% % %2 42 @ 1 . i
P Applet | F 3¢, AT 1B,

FMT_MSA.1.1/JCVM  TSF Jij $f7 FIREWALL jjlal#% ] SFP LI & JCVM {5 B i fE ) SFP, DL R
T JCVM(S.JCVM) g %t & 4 J@ Pk i TG 2 B8 SCLL &% 3l Applets, 4T

B,
9.4.2.7 FMT_MSA.2/FIREWALL_JCVM &KL £E 1

FMT_MSA.2.1/FIREWALL_JCVM  TSF i #f f# FIREWALL [l # i SFP L& JCVM {5 B i %
il SEP 32 I P47 2 4 Mk R 52 2 4 i AL
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9.4.2.8 FMT_MSA.3/FIREWALL #ESEMABL

FMT_MSA.3.1/ FIREWALL TSF i $#47 FIREWALL 5045 41 SFP, ULk ] T $4F SFP 4% 4
J& M B 7 BRI BRI

FMT_MSA.3.2/FIREWALL  TSF [ A fe VR A Aa] A 607 ) i 2 1R sl o 05 50 e 48 e 5 46 1k 1 0 46 1 DA
AR ke 11 BRIAE .

9.4.2.9 FMT_MSA.3/JCVM E#EREHEHBL

FMT_MSA.3.1/JCVM  TSF R #i47 JCVM {5 B il SFP, LUE Jy F F AT SFP 1% 4 J@ 4 fik 2
B ) SR T

FMT_MSA.3.2/JCVM  TSF N A 5o V5 AT ] £ €6 76 B 2 % 1 53 3 A5 8L I 48 o B 46 v i 00 4 18 DA AR R
56 JIESINI

9.4.2.10 FMT_SMF.1 &I

FMT_SMF.1.1 TSF ¥ gt A7 a0 F 2 & P fg .
MBS RTTG 30 B R SC B Applet R SCRL K& TE SR Applet,

9.4.2.11 FMT_SMR.1/JCRE Z£H &

FMT_SMR.1.1/JCRE TSF 44 LI T ff {6 .
a) Java Card RE (JCRE);
b) Java Card VM (JCVM),
FMT_SMR.1.2/JCRE TSF Jij R& &4 77 F1ff €6 SC B K

9.43 MAHmBEO-NAEBRS
9.4.3.1 #Ei&

T BRI Java Card AP #2243 i 2 55 IR 55
9.4.3.2 FCS_COP.1/APP-RSA %G1

FCS_COP.1.1/APP-RSA  TSF [} 24 52 i % W 552 401 55 95 1 25 44 A= il 25 48 36 3E I 2% LA K i % . fifi
18 7€ B0 7R (RSA) L R 8 8 K /IN(32 i IAE 5, N 1 024 fi7~2 048 7))
54 PKCS# 1.5 FIyEE K,

9.4.3.3 FCS_RND.1/APP BEHHHNREE=

FCS_RND.1.1/APP  TSF i AT 5 [ AIS31 45 52 B4R HE SR 1 Az i EAL LAY ML)  5F: 396 AL 5 %
kAR ifE GM/T 0005—2012 S bifi A1 4% 5 2 S b i 1) R

9.4.3.4 FIA_AFL.1/KEYS % 3l 5 W 4b 38

FIA_AFL.1L1/KEYS  TSF N 246 4] i % A= A8 BR 51 AT JE B A0 1~ 255 Y N — A IE B BUK 5 48
5G] ORI A4 45 44 B0 TEAH O B9 A 2l 25 1 4 il 240K
FIA_AFL.1.2/KEYS 43k 5| sl i It SCR AR il 4 5] 2 iRt . TSE W 24 148 B 61 3¢ B 1 I 1

e LR — 1> 26 44 B AR A 4 0 17 16F 1]
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I FH 5 B
A B AR B 1k 2 ) Bt R RE R0 46 A B B T ARG - — HLO Gl T RE R R AR BT AT Y
2 A BRI 55 . AL 4G Applet 3@ i Java Card APT QI B IX 212 55 .

9.44 MAHmBEERO-FAENR
9.4.4.1 #Ri&

TOE B 54 H AN [7] 2 5 ) 4 B8 e A AR
9.4.4.2 FCS_CKM.1/APP-RSA 404 KX

FCS_CKM.1.1/APP-RSA  TSF REARHEAT 5T 5145 =LA S ER 1) — 45 2 10 % 99 4 il B vk LA B
B ] AR AE Y 28 1 B (1 024 37 ~2 048 i) e A= iU
I FH 8 B
IEEE P1363—2000 Fp i B B 5% A CBOR T 570D 418 18 K -2 2 19 I 3007 24 FH T 2 2 75 BE AL &5 2E
e A S B R R RG BAAE BN R R AR X T E B R AR U Y 2 RSA-CRT
i

9.4.4.3 FCS_CKM.1/APP-EC %04 X

FCS_CKM.1.1/APP-EC  TSF Jif £ #i& 4 & F 5 b5 i [ISO/IEC 15946-1: 2008, ISO/IEC 15946-3.
2002 J I — AN 1 2 91 AR Uk LAF & — 4 2 19 EC IR iy 2 f 4 121 1
ZRFMEH ] B MBS K BE (160, 192, 224 51 256 ) Ak U 8 .

9.4.4.4 FCS_CKM.1/APP-DH %% % B

FCS_CKM.1.1/APP-DH  TSF W 3E A F AR PKCS # 3] ) — AN 45 58 1 %5 41 A48 il 80 ik [ 1 Bl
LU i Diffie-Hellman 25 4 . # 35 45 5 3 52 BUAR 32 58 ] AR 8 1 % 8 1<
BE(1 024 fif ~2 048 fif) kA4 B2 4 .

9.45 NMAREEO-XBERERYP
9.4.5.1 #EiR

TFHNE R P BT LA Java Card X4 10 i80Sk B B2 15 1O A3
9.45.2 FDP_RIP.1 FEEKRERRP

FDP_RIP.1.1/APDU  TSF [ #fi & — 4~ % U5 (9 AT ] S5 il 5 5 P9 25 #8 40 BC 9% R 21 F 1 % & . APDU 2%
X,

FDP_RIP.1.1/bArray TSF N & — % I8 B4R ] SE 10 (5 8 N4 - 72 BL B2 R 1) F 51 & 4K . bArray,

FDP_RIP.1.1/TRANSIENT  TSF R i 1 — A4~ 5% U (9 45 A S 15 1 B N 25 76 40 BC 9 U6 21 F 91 &% 44 AT

i transient Xf 4 .

FDP_RIP.1.1/ABORT  TSF [ i & — > % U5 AT AT e a5 8 N2 FE RO IR B T 91 &4k . — > bk
B =5 55 31 1] B ) — S X R S AT 51 .

FDP_RIP.1.1/KEYS TSF i i & — A~ % U5 AL ] S i 45 B N 28 s FE BRI U6 1 T 9 &4k T 9% 1
A2 kX (D.CRYPTO) ,

9.4.5.3 FDP_ROL.1 & BB

FDP_ROL.1.1/FIREWALL TSF i #hf7 FIREWALL 5[n# 4| SFP Ll ) JCVM {5 B i ##] SFP, LA
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PR Lot by R SDUHLAS I 21 B — A>T A 09 22 43 S ] RE T 22 A KON AN AL K kg AL s L3 3K B9
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9.4.6.2 FAU_ARP.1 &L

FAU_ARP.1.1 MR B0 A 1 2 A R F I TSF N AT LR EZ — -
a)  TSF RigEA7 4l i 41 51 5
b) %ﬁ*’*‘”ﬁ%%%mﬁ
o) Rtk Java Card R4 0L KB B 5
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JO7 i B
WIEWN L 2R EMTIFMZ—.
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by T R AR RO T R R
c) Applet A iy il A —2;
) BB RIRH (R M CAD B CAD) L Bz B U 2k 3%
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D Bk hEEE JCVM SFP 13t 15
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FURCHE 2 A AE AR - SE SRS .
FDP_SDL.2.2 e I 1) 5 A i A it , TSF o7 [ AR« SR B 34 ]

9.4.6.4 FPT_TDC.1 TSF @£ A iy TSF &35 — B 1&

FPT_TDC.1.1 4 TSF S5HAl Al {Z 1T 7= 5 2L 52 TSF $c4ig it , TSF 742 4t CAP th(ﬁ*ﬁi B
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a) [JCVM2227 #i;

b) 5| F % SO

o) ISO/IEC 7816-6:2004 Hil;
d) EMV #iit.

9.4.6.5 FPT_FLS.1 kB RERLKS

FPT_FLS.1.1  TSF 75N 9 K RU& A I PR 4 — 22 20K - A FAU_ARP. 1 34 1922 425 SO A 5%
IR

9.4.6.6 FPR_UNO.1 AW 24

FPR_UNO.1.1 TSF R i {5 S.Package /B 2E i [ Hifth S.Package %[ Key {f/PIN {f i 47 [ 25
T/ i I3

9.4.7 AID &1

9.4.7.1 FMT_MTD.1/AID TSF ¥ & 12

FMT_MTD.1.1/AID TSF RAZER T JCRE RE4% %5 i3 W9 Applet (9 ATD #E47 16 Bl 345 .
9.4.7.2 FMT_MTD.3/AID &£/ TSF ¥

FMT_MTD.3.1/AID  TSF & MY Applet B9 AID H4EZ % 2 {H .

9.4.7.3 FIA_ATD.1/AID BABME X

FIA_ATD.1.1/AID TSF 247 )8 T 54 P i T 52 2 Jm v g 3%
a)  HNER) AID;
b)  Applet B R4S ;
o) BATEMN Applet i AID;
d)  Applet EFARZE,

9.4.7.4 FIA_UID.2/AID {F{AZh{EwH 8 B R #RIR

FIA_UID.2.1/AID  ¥& fe P AT AR % FH P (AT A Hofth TSF 5 3h /E Z fif . TSF R 23R 44~ H iR
MNEACD.

9.4.7.5 FIA_USB.1/AID AR E£HHBE

FIA_USB.1.1/AID  TSF B4 3 24 19 F P 22 4 v -5 A0SR P 0 3l i 2 A G BG

9.4.8 Applet 23
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KBk,
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9.4.8.2 FMT_SMR.1/Installer & B8

FMT_SMR.1.1/Installer TSF W43/ @ . Installer,
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O.APPLET #ik8{# O.JAVAOBJECT M4 P [k, 8% O.JAVAOBJECT J&i 2 n] ik,

R.JAVA.15 £ Applet 526 F5 . S. ADEL #] DL £ 4~ O.APPLET $h47 OP.DELETE_APPLET
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R.JAVA.17  Applet £ 2L K A5 #5251 i 5
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9.4.9.4 FMT_MSA.1/ADEL £ E &
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FMT_MSA.3.2/ADEL  TSF Jif fei/F T 51 f 0 76 B £ % 0K 503 {5 2 I 48 i 8 6 1 1) 90 i £ LA AR it
KA ERINE - TC
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FMT_SMR.1.2/ADEL TSF i 468830 o R 6 6Bk,
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