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AR H R AR IR R MBS S A R A A Ol k) o LA R St R X I B 85 v A ok R 5k X
M XACML ETFCH P E MR E T, B 5 an 7y 8 B AR 2 LA, — R Am
SAML, figil i+ XSLT H 35 X fi % e

6.3

6.3.1

4z N

xacml|
Policy.xml
R xacml Context/ xacml Context/ R
2PN Request.xml PDP Response.xml B

E 2 XACML ET3

REEIEFEE
BB IR
el 3 FroRs . R W R Y A A R
—HL )
— KW
— R
1 g | 1
1 [ swdamn
o | i
1
L 1
0.%
0.*
A7 1 1 | Pk
1 0.*
. - 0.1 " +—1 1 |
1 1
FRH A 5
0.* 0.* 0. 0.* 0.*
EEX B Th Wi p B
1
1 * * 1
0.1 | 1
%1 &S

3 RBEBESHRE
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6.3.2 Fm
6.3.2.1 #Eik

T2 S W ) R 3R AC BT, MU RE (LR 2 F XACML R i — 42 5%, A THES S5 HZ M
eI I (LR (NPIR S SRS R i R U i D 2 W S S S T i SR N Y U

6.3.2.2 FM B#R

HARE SCT B R aME R EE S

(Condition) 25 JC K e E — A0 HE 58 H bR 8 37 1938 F P 0 SR 00 000 22 7 P 1) — S e 28 B T
SR TUAH SG R S AR 9 bR 200 . PDP 38 Tk oK b i 244 BRI S 4 R R 0 J P A R B bR
SCHPEHE . HARME SRS, B Y2 H A HL B8 o PDP B A 2013701 .

— DRI DO & BARJTR . XA OLT B A B AR AR ST R 19 B AR AR TE

B2 2 R 2 FROE 2B R A4 FROE SRR E 2R B I B RS A M AR G 19 . 9 4 REC822 & £ X T 4K 1)
ghpby Atk 2 I 3L i UNIX S R Ge i 45 72 20RT URLs AR S £ % IR i g5 itk iy 2 2 30, XML SCR
&P ES R A BT

A A AL 1 i 24 8 SUHL B S O BRI 19 20D W 28 Pt — D 24 B U & 08 SE

AEM A S A AR Z R H BETE “match” #: /E 7 i F§ (U0 urn: oasis: names: tc: xacml: 1.0 function:
rfc822Name-match) s 1M A BE 7E “equal” #: /E 9 i F§ (40 urn: oasis: names: tc: xacml: 1.0 function:
rfc822Name-equal) , WL 5% A,

6.3.2.3 #HR

FLIU Y 25 SRR WY T LU ) 5 0 T RN B S LR U A 5 SR . 45 SRAE TT RE N Permit” B # “ De-
ny”o

6.3.2.4 %H
ZRAEA R T H AR TR 2 s A s A Y A R Rk S
6.3.3 RHE
6.3.3.1 #Rik
— RS 4 A FEAYES A B AR LA G AR — ALRL L S5
6.3.3.2 KEEHEIR

XACML H 1 (PolicySet) , (Policy) 3 # (Rule) JL & £l & — 4~ ( Target) JTL &K . L IL K & XL T I K
W B RO Y R AR R, S E FI IR BE 42 A . (PolicySet) | (Policy) JC & i ( Target) JC % I i
(PolicySet) (Policy) [ 45 3 & S, A T 8 M AL 7% ( Target) JG & Y ( PolicySet) ( Policy) Fl (Rule) TG &
B Target) LR ITHIFH .

XACML -8 H & LRGSR ] i+ 5 ( Target) , LR & 9 R AT BE Bl 48 1 19 75 v

—— 7 —: A EB (PolicySet ), (Policy) B ( Target) JG 2% 3@ 1 118 4 %6 ( PolicySet) . ( Policy) #1

(Rule) TR M IF LG5

R AN AL ( Target) TG R BRI LT3 T AT AL A4 19 ( Target) TG K 2 HE 15 51

PR 7 15 1 PP A 25 SR AR AS TR 2 38 — s o0, AN AL 1R 1 ( Target) 76 238 T A W 2 & /b — 4
WIRZH A (Target) TR BYTR ST 2K 5 25 R IGO0, Sb IR 2H 18 19 ( Target) (AL 3E 70l 2 BT A N 3 411

9
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(Target) JLE P FKFH R . RAETE H PR EE BB AR X SR E T . 1B (Target) LR WL E A &L
BRATAT Y .

% 4N S w4 5 3 7 W T (Policy) JC & 9 ( Target) 76 & , M 3% 4> (Policy) JC & 1 B AF ] & A A 7]
(Target) JTLER M (Rule) LR K Z Wi ( Target) TLHE . X 2 (Rule) 76 FE AL A1 (Policy) 70 % gk 7K
(Target) ,

6.3.3.3 HMMAEHE

PN 245 53035 RE SO Tk KLU DA 235 2 BE A7 20 45 DA 7 A2 S A 25 R 19 7 ik . PDP i 2% 119 B 5
{2 P MU A5 R T A SRS DA (. 3R T LA A S L A 5 A R AE A S 20

6.3.3.4 X%

S35 T L e S 2 S A
4 PDP VAL AL 4% 55 09 SRS I, Bl 2o 7 25 3 [ R 4 19 55 45 PEP.

6.3.4 REEE
6.3.4.1 ik

M AR AL E 4 A FEE AT H AR ORI G SRR IR ORI L L5
6.3.4.2 REAAHZE

TR AL SR E ST VARG SRS AR N AL S SR I AG 25 R A9 T7 5 . PDP RIS A R SR (R Hh SR 4l &
LTSRS SR I A 45 5 . SRS AR T LS A R e SR 23 SR R R 2 4L

6.3.4.3 X%

TR A ) 4 5 RE N SRS AR I N L 55 . 24 PDP WS 455 55 (9 SEms SR I, Bl i B 2% 0 Bl 45 PEP
R E 19 L35 .

7 RERIEE

7.1 (PolicySet) L&

(PolicySet) TLHR /&2 XACML B HER M TUZ TR . (PolicySet) f& HALH M AL MM O£ 5 . K
W& 5 ] BB B3 f# H (PolicySet) TG &R L & — K W& 4E . 5 {8 HH ( PolicySetIdReference) ] $2 £ 1% 3 W%
fE . (PolicySet) JLER AER I (Policy) JC 2 BLH A 7 S WK . 5l 4 i 1] (PolicyldReference) [ # 5| ISR W%

(PolicySet) n] LA PFAl WAL 1 R UL 9,11,

2R (PolicySet) LR AL % URL 2 A S 0 A SREMS A 149 51 F L I8 233 26 5 ] L BE B A A

(PolicySet) JG 2 A1 1Y 5 W 42 A SR & 5 i F B PolicyCombining Algld J& AR iR i 5B vk 4H &t 3k
JIr A B S 2 515 4 o A% 1) (PolicySet) JLE & A (Policy) TG . SR (PolicySet) JC &K £ 7 1)
(Target) JGHE VLI R 1 F 30, HF 4 (PolicySet) JG & 1l g4 PDP fili i ok = A= AL e 5

(Obligations) JTL R A& X 554G . PEP 1A T ALK 1Y [R] I A% & A1) — 2 A7 . 2R PEP A3
fift , BUE A BEAT R B AT A — > 55 B4 PEP Al PDP & [l | “Deny ALK

(PolicySet) JLE K HA R LA

(xs:element name="PolicySet" type="xacml:PolicySetType"/)

(xs:complexType name= "PolicySetType")

10
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{xs:sequence)
(xs:element ref="xacml:Description" minOccurs="0"/)
(xs:element ref="xacml; PolicySetDefaults" minOccurs="0"/)
(xs:element ref="xacml: Target"/)
(xs:choice minOccurs="0" maxOccurs="unbounded")
(xs:element ref="xacml: PolicySet"/)
{xs:element ref="xacml:Policy"/>
(xs:element ref="xacml:PolicySetldReference" />
{xs:element ref="xacml; PolicyldReference" /)
(xs:element ref="xacml:CombinerParameters"/)
{xs:element ref="xacml:;PolicyCombinerParameters"/)
(xs:element ref="xacml:PolicySetCombinerParameters"/)
(/xs:choice)
(xs:element ref="xacml: Obligations" minOccurs="0"/)
{/xs:sequence)
{xs:attribute name="PolicySetld" type="xs:anyURI" use="required"/)
(xs:attribute name="Version" type="xacml: VersionType" default="1.0"/)
{xs:attribute name="PolicyCombiningAlgld" type="xs:anyURI" use="required"/)
{/xs:complexType)
(PolicySet) TG ZE J& PolicySetType B LR, 0 & LI T EHEMITE .
PolicySetld [ W7 ]
M ARAR AT . PAP A SHALARIE PDP & 2 i1 4T 4] 7> 5w #5350 A A IR 0 AR U4 . 31X AR
PiE ) URN 23 URTAEZE RS, QR s mg AR RAT & URL B, & & ] i Ar 9 .
—Version [ #{IA 1.0]
SR B Y R A
PolicyCombiningAlgld [ %% ]
204 (PolicySet) . (CombinerParameters) , ( PolicyCombinerParameters) 1 ( PolicySetCombin-
erParameters) JGF B 5 W 20 5 FL AR RAT . ARUERIAL G BRAR AT UL B.O . A i 9 5K W& 20
BRI C,
—(Description) [ 7] %]
SRS A b A% A
—(PolicySetDefaults) [ A ¥k ]
& TR ENBIAESE . (PolicySetDefaults) JG 2 1 7 [l 2 5K Mg 5 N HE .
—(Target) [ W]
TR i ) PR SR 9 BE S . (Target) JGER A BE H SR Mg 4 il o & il s . W HE 51 19 (Poli-
ey) LR M (Target) TR ITH A H TR R R X ITT RS ERIFE.
—PolicySet) [{TZ %
TREME AR AL 5 1SRG AR
—(Policy) [{FEH & ]
TR 1L Y SRS
—(PolicySetldReference) [T &%
—ARMEEE R T . BT A0 SR B N A A X A SR A L A0 2R URL, RS2 al i A7 A9
—(PolicyldRefrence) [{T &

11
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— ARSI . BT TG SRS A AR X A SR Mg AR b, RS2 URL., WU RE A A
——<(Obligations) [ A k]
£ % (Obligation) TCHEEA .
———(CombinerParameters) [ 0] %]
£, % — 4~ (CombinerParameter) JL & J# 41 ,
—(PolicyCombinerParameters) [ A] %]
£ %% — 1~ (CombinerParameter) JG K J¥ 41| , iX £ 51 &K 1 ( PolicySet) JG R {1 & 1§ & ( Policy) I
(PolicyReference) JLZE H%
—(PolicySetCombinerParameters) [ AJ ]
f1 % — 4~ (CombinerParameter) JC & ¥ 7], iX $6 56 & Hl ( PolicySet) JG & 1 & 09 4 &
(PolicySet) 1 (PolicySetReference) JTLZE 5,

7.2 (Description) Tt &

(Description) JG % € & %] (PolicySet) . ( Policy) B (Rule) JTZE i) A HIE XA A . Hoo = RIEAE
& (1

(xs:element name=" Description "

type="xs: string"/>
(Description) JLE & xs:string fij FLIEHY

7.3 (PolicySetDefaults) JT &

(PolicySetDefaults) G 2 E X J F(PolicySet) I 2 1Y ERINE , FLoo R R H A E L WF .
(xs:element name="PolicySetDefaults" type="xacml:DefaultsType"/>
(xs:complexType name=“DefaultsType”)
{xs:sequence)
(xs:choice)
(xs:element ref=""xacml:XPathVersion” minOccurs=“0"/)
(/xs:choice)
(/xs:sequence)
{/xs:complexType)
(PolicySetDefaults) JLZK & DefaultsType EG5R M, A& TR
—(XpathVersion) [ 7] # ]
BRINH Xpath LA

7.4 {(XpathVersion) JT%

(XPathVersion) JG 2 W $8 7€ 5% W& 5 FI 3K W% 5 ( AttributeSelector) JC % i F # Xpath F1 8 9 BUAS ,
HITHR P HAEAE LT -

(xs:element name="XPathVersion" type="xs:anyURI"/)

Xpathl.0 #LE A URI & http://www.w3.o0rg/TR/1999/Rec-xpath-19991116, 415 5 W& 4 Fl 5K
W44 & ( AttributeSelector) JGZ 8L FEE T Xpath A pREL, W 40141 & (XpathVersion) T,

7.5 <(Target)T &

(Targe) LR bR IR T A I0 R ZAFAG B9 SR K B 4L & . (Target) J0 % B AE 4 (PolicySet) Fl
(Policy) TTHR M FILER WA LMER (Rule) TR FILHR . BEAS M, T, SERFEE L.
(Target) JTLE W & —~ (Subjects) , (Resources) , ( Actions) fl ( Environments) JC % i) & BUF 31 ,
12
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#E (Target) AL R FH T UL 3K . ( Target) JG & Al ( xacml-context: Request) 76 & H1 il X v &K 43
2O —HE RN,

7.6

7.7

(Target) TG M H A 8 LANF .
(xs:element name="Target" type="xacml: TargetType"/>
(xs:complexType name="TargetType")
{xs:sequence)
(xs:element ref="xacml:Subjects" minOccurs="0"/>
(xs:element ref="xacml:Resources" minOccurs="0"/)
(xs:element ref="xacml:Actions" minOccurs="0"/)
(xs:element re[="xacml: Environments" minOccurs="0"/)
{/xs:sequence)
{/xs:complexType)
(Target) LR WY FEALE TargetType R EXKM AT LT ILER .
——(Subjects) [ A% ]
FERXChERE W IE RG], G R TR B AR PR A A
—(Resources) [ 7] %]
B N e 7 W YRR G A R B 17 Sl v L N S R N U T i O
—(Actions) [ 7] ]
FRXh IR IE RG], A R TR I E AR PR G A S AE
—(Enviroment) [ 7] ¥ ]
R N SE 208 ¥R YRR R A R B 17 Al v L N SR N U T S e

(Subjects) JTT &

(Subjects) JTLZE A1 5 (Subject) TR BIHTIUF S, oo & K HZEHE LF .
(xs:element name="Subjects" type="xacml:SubjectsType"/)
(xs:complexType name="SubjectsType")

{xs:sequence)

(xs:element ref="xacml:Subject" maxOccurs="unbounded"/)

{/xs:sequence)
{/xs:complexType)
(Subjects) JTLE IS A Z SubjectsType EHHM 5T ILE !
—(Subject) [—PEZA, LT ]

(Subject) TTE

(Subject) JLE 1 % — 1~ (SubjectMatch) JTLE By & HUF 1 . oo F K H2R A E LINF .

(xs:element name="Subject" type="xacml:SubjectType"/)
(xs:complexType name="SubjectType">

(xs:sequence)

(xs:element ref="xacml:SubjectMatch" maxOccurs="unbounded" />

{/xs:sequence)
{/xs:complexType)
(Subject) TLE I RIZ SubjectType £ HRA  WEFLIFTE:
—(SubjectMatch) [ —4~8{ £ 4]

13
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7.8 {(SubjectMatch) Jt &

(SubjectMatch) JG £ 18 i VT PN & A4 J& PE(E FHE K 1R 3CH (xaeml-context : Subject) JG £ AY E &
o P SR A A — A FEAARAH A AR R S  HOT R S R LT
(xs:element name="SubjectMatch" type="xacml:SubjectMatchType"/)
(xs:complexType name="SubjectMatchType")
{xs:sequence)
(xs:element re[="xacml: AttributeValue"/)
(xs:choice)
(xs:element ref="xacml:SubjectAttributeDesignator"/)
(xs:element ref="xacml: AttributeSelector"/)
(/xs:choice)
{/xs:sequence)
(xs:attribute name="Matchld" type="xs:anyURI" use="required"/)
(/xs:complexType)
(SubjectMatch) T Z 28k SubjectMatchType B &K M , A& A EHMITE .
——Matchld] 3]
BEVCRC PR B, XA B LR B 9.6 7 xs:anyURT SR 5 24K
—(xacml: AttributeValue) [ #4575 ]
PR 1 i R
—(SubjectAttributeDesignator) [ W75, i ]
Al FH K 2 1 oK LT SCH (Subject) TTR B & W — s 24> R E M.
—(AttributeSelector) [ #h75 , BET ]
RE IR A 1K B F SO i — Ak 2 A B . Xpath 23k X0 i@ AT B >R T SCH (Subject) 76
RS0 ERE

7.9 <(Resources) JL &

(Resources) TG & fl & — 1~ (Resource) TG K I HT BUF 51 . H oo 2 M HIEAE SLUNF .
(xs:element name=" Resources " type="xacml: ResourcesType"/)
(xs:complexType name=" ResourcesType")

(xs:sequence)

(xs:element ref="xacml: Resource”" maxOccurs="unbounded"/)

{/xs:sequence)
{/xs:complexType)
(Resources) JTGE S M Z ResourcesType B HM , G ELITF L.
—(Resource) [ —=PHEZA, AT ]

7.10 (Resource) JL=

(Resource) JTLHE L % — 1~ ( ResourceMatch) JLER WA HUFF , Hon R L H AR @ LT .
(xs:element name="Resource" type="xacml:ResourceType"/)
(xs:complexType name="ResourceType")
(xs:sequence)
(xs:element ref="xacml:ResourceMatch" maxQOccurs="unbounded"/)

14



GB/T 30281—2013

{/xs:sequence)

{/xs:complexType)

(Resource) JLZR M /& ResourceType BEEHM , L& LI T ILE.
—(ResourceMatch) [ =P ZA4]

7.11  (ResourceMatch) JT &

(ResourceMatch) JC % i i VB T PN & A J& 74 (B i 5K | 1 S0P (xacml-context : Resource) JG & #Y
BE R JE M AR 0 2 — A BE IR AR G AR B G HOT R M LR A LT
(xs:element name="ResourceMatch" type="xacml:ResourceMatchType"/>
(xs:complexType name="ResourceMatchType")
{xs:sequence)
(xs:element re[="xacml: AttributeValue"/)
(xs:choice)
(xs:element ref="xacml:ResourceAttributeDesignator"/)
(xs:element ref="xacml: AttributeSelector"/)
(/xs:choice)
{/xs:sequence)
(xs:attribute name="Matchld" type="xs:anyURI" use="required"/)
{/xs:complexType)
(ResourceMatch) JGZE 2 ResourceMatchType B G52R8 , A& TH EHEMITE .
——Matchld [ 5]
BEVCRC PR B, XA B LR B 9.6 7 xs:anyURT SR 45 24K
—(xacml: AttributeValue) [ 7 ]
PN 1 i R
—(ResourceAttributeDesignator) [ W75 |
Al ofe i 52 1 2R R SCH (Resource) JTC A F 1 — Ao 24 %05 &8 M 1A .
——(AttributeSelector) [ W75 ]
REFH R B E 1K R SCrh i — A2 A B . Xpath 38 20 Hr BUE K BT SCH (Re-
source) JLHR L & W BE @ k.

7.12  (Actions) ST =

(Actions) TR — 4 (Action) JTCE MATBUT 51, I 2 Je HE R 8 LanF .
(xs:element name=" Actions " type="xacml: ActionsType"/)
(xs:complexType name=" ActionsType")

{xs:sequence)

(xs:element ref="xacml: Action" maxOccurs="unbounded"/)

{/xs:sequence)
{/xs:complexType)
(Actions) TLE R M Z ActionsType BEEXKM A S TILER.
—(Action) [ EZ 4. 45T ]

7.13  (Action) T =

(Action) TG R AL — 1 (ActionMatch) TTE WS BUFH , oo K H HIEA E LW .
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(xs:element name="Action" type="xacml:ActionType"/)
(xs:complexType name="ActionType")
{xs:sequence)
(xs:element ref="xacml: ActionMatch" maxOccurs="unbounded" />
{/xs:sequence)

{/xs:complexType)
(Action) JTGE K AJE ActionType B AR U EFLLTFILE:
——(ActionMatch) [—1 £ 4]

7.14 (ActionMatch) JL =

(ActionMatch) JC 2 38 i1 DT FE P9 & 1Y J& PE(E RN oK LT 30 (xacml-context: Action) TG A 5 [ 3l
VE T8 A K 0 2E — D SR ARG I SRR G HOT R M HL A SCnF
(xs:element name="ActionMatch" type="xacml: ActionMatchType"/>
(xs:complexType name="ActionMatchType")
{xs:sequence)
(xs:element re[="xacml: AttributeValue"/)
(xs:choice)
(xs:element ref="xacml: ActionAttributeDesignator" /)
(xs:element ref="xacml: AttributeSelector"/)
(/xs:choice)
{/xs:sequence)
(xs:attribute name="Matchld" type="xs:anyURI" use="required"/)
{/xs:complexType)
(ActionMatch) JTZ K AN ActionMatchType B &K , & FHEMHEMITE .
——Matchld [ 25 ]
FEVCEL R, XABIEAE RN 2 9.6 1 xs:anyURI BB A& :1H .
7<xacml:Attr1buteValue> [ Wi ]
PN 1 i PR
—(ActionAttributeDesignator) [ W77, I |
Al e i 2 1 2R L SCH (Action) TER AL B — DA hE & E .
——(AttributeSelector) [ W75, ]
AEF R s R B R SO g — DB A R . Xpath 235 20 A i ok 1 F 3CHP (Action) 7T

EENBE (S e

7.15 (Environments) JT =

(Environments) JTL & & — 4~ (Environment) JL R T BUF 5], ot & M HIE AF
(xs:element name=" Environments " type="xacml: Env1ronmentsType /
(xs:complexType name=" EnvironmentsType")

{xs:sequence)
(xs:element ref="xacml: Environment" maxOccurs="unbounded"/>
{/xs:sequence)
{/xs:complexType)
(Environments) JGZ S A2 EnvironmentsType & 5R M, A& U T ILR .
16



GB/T 30281—2013

—(Environment) [ — P8 £, hFF ]
7.16 (Environment) JT. =

(Environment) JGE W & — 4~ (EnvironmentMatch) JG 2 i-& BUF 1, oo R M H M ZE LR .
{xs:element name="Environment" type="xacml:EnvironmentType"/)
(xs:complexType name="EnvironmentType")
{xs:sequence)
(xs:element re[="xacml: EnvironmentMatch" maxOccurs="unbounded"/)
{/xs:sequence)
{/xs:complexType)
(Environment) JC 2 2l & EnvironmentType BEEM G5 TILE.

——(EnvironmentMatch) [ — £ ]
7.17 (EnvironmentMatch) JT &

(EnvironmentMatch) JC 2 18 i VT N 2 A9 J& (8 A& K I T 30 (xacml-context: Environment)
JC R AL 1B & MR 78— A PR AR DG Y SR B G T R MO A e LAnh .
(xs:element name="EnvironmentMatch" type="xacml:EnvironmentMatchType"/>
(xs:complexType name="EnvironmentMatchType")
{xs:sequence)
(xs:element re[="xacml: AttributeValue"/)

(xs:choice)

(xs:element ref="xacml:EnvironmentAttributeDesignator"/)
(xs:element ref="xacml: AttributeSelector"/)
(/xs:choice)
{/xs:sequence)
(xs:attribute name="Matchld" type="xs:anyURI" use="required"/)
{/xs:complexType)
(EnvironmentMatch) JGZE 258 EnvironmentMatchType B G52R8 , A& TH EHMITE .
——Matchld [ 5]
BEVCRC PR B, XA B ER B 9.6 7 xs:anyURT 8B 75 24K
—(xacml: AttributeValue) [ 7 ]
PN 1 i PR
—(EnvironmentAttributeDesignator) [ 2,7 ]
REFH A B 72 18 2R [ F 3¢ (Environment) G E M — A~ s 2 A4~ @ M .
—(AttributeSelector) [ W75 ]
REJHR B E K BN X iy — DD B . Xpath 33K 20 BT 8035 K R 3¢ (Envi-
ronment) JG 3 1 &% B PR B 1

7.18 (PolicySetldReference) JT &

(PolicySetldReference) JLE M 1F id 5| F§ — > (PolicySet) JLE . R (PolicySetldReference) f&—
/> URL, W& BEAf A7 45 B — > (PolicySet) JTLF o HIZ M A7 58 W 42 51 T AL A Hh AR b vl B 18 Vu
HIu g KHIAE LF .
(xs:element name="PolicySetldReference" type="xacml:IdReferenceType"/)
17
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(xs:complexType name="IdReferenceType")
(xs:simpleContent)
(xs:extension base="xs:anyURI")
{ xs:attribute name="xacml: Version"type="xacml: VersionMatchType " use="optional"/)
(xs:attribute name="xacml: EarliestVersion" type="xacml: VersionMatchType"
use= "optional" /)
{xs:attribute name="xacml: LatestVersion" type="xacml: VersionMatchType"
use= "optional" /)
{/xs:extension)
(/xs:simpleContent)
{/xs:complexType)
(PolicySetldReference) 76 % 28 #1 2 xacml: IdReferenceType B &M, Wit L T EEY B xs:
anyURI 27,
—Version [ A] ]
08 51 ISR ms AR B MRUAS DL e Rk =X,
EarliestVersion [ A 1% ]
i 28 51 ] SR w43 Y Je P UAS (1 DB iR R A =X,
LatestVersion [ A %]
T 2E 51 I SR m AR5 FH 1Y ST MRUAS (9 B e R 3A =X,
B 51T S m B AT VT FE I A 1 223K 2 DR BE 7 ¥R L 7,21, A SR BT A 1 J M A T AT Al Rl
AW LI TT i SR RE AR A VT T Y 22 A A, D) ol 1 — A

7.19 (PolicyldReference) JT &

(PolicyldReference) JLE M i id 51—~ (Policy) JtE ., U H (PolicyldReference) J&— URL,
DU RE At A 5 21— A~ (Policy) JTC 3R AH S A SR g 5 | A AL AS J& T A4 e B 1 1R Y

(PolicyldReference) JTLHR HIT R S HAE R 5 LANF

(xs:element name="PolicyldReference" type="xacml:IdReferenceType"/)

(PolicyldReference) JTGE 2K xacml: IdReference Type & & 25A1

7.20 VersionType f&j B2 £ 8

1M 28 R 0 2R, 15 R W B SR S A T RS B R AL AN
(xs:simpleType name="VersionType")
(xs:restriction base="xs:string")
(xs;pattern value="\d+\.) * \d+"/)
{/xs:restriction)
(/xs:simpleType)
WA 5 3R 7s Ry — > R B A I L B . — DR AUER A BE A LR, A7 RN
— D E Ak
7.21 VesionMatchType f&] 2 35 8
1 2 A, 5 — AN DL E RROAS 5 8 A2 BRI ) e gk 2, 3R 3 X0 DG TE Bl 5 | P 58 s 550 3R s 4 /) R AS L O HL
WRAERZ S .

A LR .
18
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(xs:simpleType name="VersionMatchType")
(xs:restriction base="xs:string")
(xs:pattern value="C(\d+ [\ *)\.) = A\d+ |\ * [\+)"/>
(/xs:restriction)
(/xs:simpleType)
WA DEBE FH .7 50 B o AR — AU F AT R . — D ECFE RN T BB IERC . x " RIORAT AT BN %L
FHRAEA A o A7 RN AT AR BT AT A0 B0 Fe 51 #0273

7.22  (Policy) T =

(Policy) JTTR S22 4 PDP VAL B fRe/NIEAR . WAE T 9.10 & SCAY IS FE X (Policy) JTC R #4774l
(Policy) JTLE 1 & — 4~ (VariableDefinition) #1( Rule) JG & Z [A] i 2E £ 7 51 .
(Policy) JG & £ & i) LI 42 )i/ 38 53 RuleCombiningAlgld B E M B EHITH S,
(Policy) JTLER K H A & LanF .
(xs:element name="Policy" type="xacml:PolicyType"/)
(xs:complexType name="PolicyType")
(xs:sequence)
(xs:element ref="xacml;Description" minOccurs="0"/)
(xs:element ref="xacml: PolicyDefaults" minOccurs="0"/>
(xs:element ref="xacml:CombinerParameters" minOccurs="0"/>
(xs:element ref="xacml: Target"/)
(xs:choice maxOccurs="unbounded")
(xs:element re[="xacml:CombinerParameters" minOccurs="0"/)
{xs:element ref="xacml:RuleCombinerParameters" minOccurs="0"/)
(xs:element re[="xacml: VariableDefinition" /)
(xs:element ref="xacml:Rule"/)
(/xs:choice)
(xs:element ref="xacml:Obligations" minOccurs="0"/)
{/xs:sequence)
(xs:attribute name="Policyld" type="xs:anyURI" use="required"/)
{xs:attribute name="Version" type="xacml: VersionType" default="1.0"/)
(xs:attribute name="RuleCombiningAlgld" type="xs:anyURI" use="required"/)
{/xs:complexType)
(Policy) JTLER MR Policy Type B &K A A& LT IEHERITE .
Policyld [ 2% ]
RMEHRIRAT . PAP A STAL LR UE PDP AJ UL AY AT AT 795 4> 3 s 48 B AT AN [ A AR PR . X a3 B
EHUE A URN 8075 URIRSCHL, QR SR IR AT 2 URL JE 20, W I Al A 9
—Version [ BRIA 1.0]
MG A
RuleCombiningAlgld [ #4575 ]
BN 2H & 5Bk i FRIRAF . (Policy) s (CombinerParameters) #il (RuleCombinerParameters) JG
RN XA TR G .
—(Description) [ 7] %]
s A i S
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——(PolicyDefaults) [ 7] % |
FE SCIE FH T R 1 BRIAE4E . (PolicyDefaults) 7T 2 1 78 B 17 B 5 76 5 0 4
——(CombinerParameters) [ AJ % ]
I 2H & ST T S 80751 .
~——(RuleCombinerParameters) [ °] ik ]
L2 & Bk T S 80751 .
——(Target) [ W]
(Target) TR E XL T RIEX T PR R E R & M. (Target) JTTRAE M KM i 5 # 45 5E . 0
A (Rule) JTEH L & 19 Target) TER IR LS FH IF L
——(VariableDefinition) [{T& ]
i PR EOE S, BE ML AT AL S
—(Rule) [{£F&]
1 #% B8 RuleCombining Algld J& £ & M 20 & FE 418 T 51 . B b5 oo & VL i ek i K 1Y
T ;2% i, B AR T R AN VG C TR 3R T K 0 B U 3 22
—<Obligations) [ Ak ]
X 55E WP S, PEP WA H AR AR & AT

7.23  (PolicyDefaults) Tt &

(PolicyDefaults) 7t Z 45 & I FH 2| (Policy) JTC 2 W BRIAE , Hoo 2 M H 28R E Y F .
(xs:element name="PolicyDefaults" type="xacml:DefaultsType"/)
{xs:complexType name= “DefaultsType”)
(xs:sequence)
(xs:choice)
(xs:element ref="xacml:XPathVersion” minOccurs=“0"/)
(/xs:choice)
{/xs:sequence)
{/xs:complexType)
(PolicyDefaults) JTGZE ZEBIZ DefaultsType BEE5XM , AE LT ILE .
—(XpathVersion) [ A] % ]
BRIN Xpath fUA

7.24 (CombinerParameters) JT &

(CombinerParameters) JG 2 A 3R B% 5l & ML 2 & R AL 3 S8,
2R Z 4> (CombinerParameters) JT 3R H B 7E [R] — > 5 W 587 5 W 42 BLTED Al ] 0 A — 605 1
A XL R P S EEB BT §)) 1) ¢ CombinerParameters) JG 2 2% i, (CombinerParameters ) JG 2% 19 I /% 7£
5 B¢ J5 B ( CombinerParameters) JG 2 T4 8 .
i AR e LA S EIRE R ERE S5,
(CombinerParameters) JG & L H A E LANF .
(xs:element name="CombinerParameters" type="xacml:CombinerParametersType"/)
(xs:complexType name="CombinerParametersType")
(xs:sequence)
(xs:element ref="xacml:CombinerParameter" minOccurs="0"
maxQOccurs="unbounded" /)
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{/xs:sequence)
(/xs:complexType)
{CombinerParameters) JGZ A2 & ConminerParametersType &R, U F LI FILE .
——(CombinerParameter) [{£& ]
BAZHL S T7.25,
(CombinerParameters) JG & 2 FF /& 1 £ 1Y .

7.25 (CombinerParameter) JT &%

(CombinerParameter) JC 3 & i BN 2 B 45 5 W sl 3 RN 20 45 B0 s, HLon | M LA e LIk .
(xs:element name="CombinerParameter" type="xacml:CombinerParameterType"/)
(xs:complexType name="CombinerParameterType")

{xs:sequence)

(xs:element ref="xacml: AttributeValue"/)

{/xs:sequence)

(xs:attribute name="ParameterName" type="xs:string" use="required"/)
{/xs:complexType)
(CombinerParameter) JL 2 25}y ConbinerParameter Type B & 258, A& LI F @ .

ParameterName [ /053]

SRR RAT .
——AttributeValue [ 55 ]
ZHE .

(CombinerParameter) JG 2% 37 57 J& 7] VB Y,
7.26 (RuleCombinerParameters) JC &

(RuleCombinerParameters) G % 1% 38 — A FlHE 8 00 AH OC 19 2 80 45 BN 41 & Ak
%> (RuleCombinerParameters) JC % W Fl [A] — A4~ 5 B HL (9 — S AL AH ¢, 2R 24> (RuleCom-
binerParameters) 72 51 F T AH A A9 AL, A AT Al — A4 & 1 B A7 ik #8650 2 i S 40CER BT 51 19 (Rule-
CombinerParameters) 7GR % #t . JC K 7 78 565 19 ¢ RuleCombinerParameters ) JGE £ .
( RuleCombinerParameters ) G2 M H:ISRI % LT .
{xs:element name= "RuleCombinerParameters" type= "xacml: RuleCombinerParametersType"/)
(xs:complexType name="RuleCombinerParametersType")
(xs:complexContent)
(xs:extension base="xacml:CombinerParametersType")
(xs:attribute name="RuleldRef" type="xs:string" use="required"/)
(/xs:extension)
(/xs:complexContent)
(/xs:complexType)
(RuleCombinerParameters) LR AL & LI FILE .
RuleldRef [ 5]
W P (Rule) JTT R AR AT
HA 4 CombinerParameters % 2 Al i1 , (RuleCombinerParameters) JL R Y f5 A & Al &1 .
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7.27 (PolicyCombinerParameters) Jz &

(PolicyCombinerParameters) JG & 1% 8 — 1~ Fl R G2 O & AH 56 19 S 5040 R W 4l A 5005 .
1~ (PolicyCombinerParameters) JG 2 v Fl [f] — 1~ 5 0§ 45 BL ) — N IR S AH 56 . Q2R 24~ ( Policy-
CombinerParameters) JGE 5| H] 1 AH [F] A S B, A0 F0— S0 5 1 B A X 28 o0 R S 808 BT 91 1Y
(PolicyCombinerParameters) JG & % /i, JC & A LT 78 5 8K J5 () (PolicyCombinerParameters) JC % H1
T,
(PolicyCombinerParameters) TG & K H:ZE M & LANF .
{xs:element name= "PolicyCombinerParameters" type="xacml:PolicyCombinerParametersType"/)
(xs:complexType name="PolicyCombinerParametersType")
(xs:complexContent)
(xs:extension base="xacml;CombinerParametersType")
(xs:attribute name="PolicyldRef" type="xs:anyURI" use="required"/)
(/xs:extension)
{/xs:complexContent)
{/xs:complexType)
(PolicyCombinerParameters) JG % 25 %!}y PolicyCombinerParametersType & & 25 8, £ &
LR :
—(PolicyldRel) [ 7]
S W% AE T ) SR IS AR AR AT B3 (PolicyldReference) JG & HI{H .
HA 4 CombinerParameters 3 3 2 A £ it , (PolicyCombinerParameters) JG & 54 & Al Y6 A9 .

=

=

7.28 (PolicySetCombinerParameters) J© &

(PolicySetCombinerParameters) Jt % 1% i — /> FIURF € 9 W £E AH OC 1) S 545 TR A A R Tk
4~ (PolicySetCombinerParameters) JG & i il [A] — /> 5 W& 42 L) — SR IS A . Wk 24
(PolicySetCombinerParameters) JGZ 5| H T 0[] A9 SR WS 4L , AT Al — 3 T Fr 7 X 2E o0 = h S 44
EB K F 91 B9 (PolicySetCombinerParameters ) JGE S, TG E B F 78 52 BE J5 B ( PolicySetCombinerPa-
rameters) JLE PR .
(PolicySetCombinerParameters) JG 2 M H ISR E LT .
(xs:element name = "PolicySetCombinerParameters" type="xacml: PolicySetCombinerParame-
tersType"/)
{(xs:complexType name="PolicySetCombinerParametersType")
(xs:complexContent)
(xs:extension base="xacml:CombinerParametersType")
{xs:attribute name="PolicySetldRef" type="xs:anyURI" use="required" />
(/xs:extension)
{/xs:complexContent)
(/xs:complexType)
(PolicySetCombinerParameters) JG % 25 & 5 PolicySetCombinerParametersType & 528 8!, 1 &
PINICE .
—(PolicySetldRef) [ W7 ]
TR A P R IS AR AR R AT B (PolicySetldReference) JTGE HIH .
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HA 24 CombinerParameters 3¢ 43 J& 7] 1% i, ( PolicySetCombinerParameters) JG 2 X 1§ 4 & 7]
PER .

7.29 (Rule)TT=

(Rule) G2 M HLAY SR . S 9.10 %8 SCRY -l i 2 Pl (Rule) TG
(Rule) JTLR F H AL E LAF .
(xs:element name="Rule" type="xacml:RuleType"/>
(xs:complexType name="RuleType")
{xs:sequence)
(xs:element ref="xacml:Description" minOccurs="0"/)
(xs:element ref="xacml; Target" minOccurs="0"/)
(xs:element ref="xacml:Condition" minOccurs="0"/)
{/xs:sequence)
(xs:attribute name="Ruleld" type="xs:string" use="required"/)
(xs:attribute name="Effect" type="xacml:EffectType" use="required"/>
{/xs:complexType)
(Rule) JGE KA RuleType & &8 A5 LU T @ PEMIGE
Ruleld [ 7]
FEoR FL A AR IR
—Effect [ 575 ]
R RCR . X AR N Permit”8(“Deny” ,
—(Description) [ 7] %]
W UNSREEP I LR (iR
——(Target) [ A] 3]
B3 (Rule) J0 3R 7 2 PPl A9 SRR B9 450 W 2R B4 1200 5L W (Rule) I8 R B9 H A5 B
(Policy) TLE H Y (Target) TLRFEE UL 9.7,
——(Condition) [ 7]k ]
FLIU B T Effect (BT I 2 1Y B 5 .

7.30 EffectType & 88

EffectType fif .38 B3 LT (Rule) JGF Wi Effect J& ¥ J (Obligation) 76 % ' FulfillOn J& ¥ i Hi
1A .
EffectType 2588 E LT .
(xs:simpleType name="EffectType")
{xs:restriction base="xs:string"/)
(xs:enumeration value="Permit"/)
{xs:enumeration value="Deny"/)

(/xs:simpleType)
7.31 (VariableDefinition) JT &

(VariableDefinition) JG 2 i #% F 3 & X — > # ( VariableReference) 3| FHBY1H . H Variableld J& 1%
A FRAS I8 7 T 7E 5 W th 5 HoAth ( VariableDefinition) TG Z 19 Variableld J& 7 4 FrAH [ .

(VariableDefinition) JG & e & & E XA VariableReference) JG 2 , {H#H I A ( VariableDefinition)
23
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TCHR N AE[F] — SR N E . (VariableDefinition) Gg U2 HE 51, L Al T 5w e i 51 B . X T4
/> VariableDefinition) JL & . BEE XL FH L1511
(VariableDefinition) JG 2 & HIE B g L1 F .
(xs:element name="VariableDefinition" type="xacml: VariableDefinitionType" />
(xs:complexType name="VariableDefinitionType")
(xs:sequence)
(xs:element ref="xacml:Expression"/)
{/xs:sequence)
{xs:attribute name="Variableld" type="xs:string" use= "required"/)
{/xs:complexType)
(VariableDefinition) J& T VariableDefinitionType & &8 , & I T IL X ME M .
—(Expression) [ 7]
T ExpressionType E &R MK T,
——Variableld [ 25 ]
5 E LI A4 FR

7.32 <(VariableReference) T &

(VariableReference) JtE F K 51 (Policy) TBE F M — N2 & E X . (VariableReference) JG & il it
PLfic Variableld J& 1 (4 5 4% 53 3K 5| HIAH R (1 ¢ VariableDefinition) S . #E [ — (Policy) JLE 1, ( Vari-
ableReference) BT 5| Y ( VariableDefinition) TR A H H A —1~. % T —4>(VariableDefinition) JL% ,
REFEZE B Z 1~ (VariableReference) TR K5I HE .

(VariableReference) 76 % M H IS A % SLAUNF .

(xs:element name="VariableReference" type="xacml; VariableReferenceType"

substitutionGroup= "xacml: Expression" />

{(xs:complexType name="VariableReferenceType")

(xs:complexContent)

(xs:extension base="xacml:ExpressionType")

(xs:attribute name="Variableld" type="xs:string" use= "required"/>
{/xs:extension)

(/xs:complexContent)

{/xs:complexType)

(VariableReference) JL 2 J& T VariableReferenceType & &2 A, Z 25 M J& T ExpressionType &
A5 H BB B #t (Expression) JGZE , ( VariableReference) fig i BLIE J7 & b ( Expression) & X H B 14T
(EEDA-

(VariableReference) JL L & DA T & M .

——Variableld [ 25 ]

FIH 51 ( VariableDefinition) 76 % H i LRI £ K

7.33 (Expression) JT&

(Expression) NTESRME B H I ., (Expression) TR EBEHWEH —TNITEY BT ExpressionType,
HE Bt (Expression) LXK,

(Expression) JLE M HZERE LUF .

(xs:element name="Expression" type="xacml:ExpressionType" abstract="true"/>
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(xs:complexType name="ExpressionType" abstract="true"/)

T3 L& & (Expression) JTC % i B #e2H Al 5 .

(Apply) . ( AttributeSelector) ., ( AttributeValue) , { Function) , { VariableReference) , { ActionAt-
tributeDesignator) . { ResourceAttributeDesignator) . {SubjectAttributeDesignator) fll { EnvironmentAt-

tributeDesignator) ,
7.34 (Condition) JT =&

(Condition) TG ER J&AF F T 4k 5T IR Sl V5 A1 R85 i 4 sl @ Mk e gz b 0 — A A K B R B, Bz il
9.9 iR B9 07 R HEAT PEAL . HOTR SRR E SLINF -
{xs:element name="Condition" type="xacml:ConditionType"/)
(xs:complexType name="ConditionType")
(xs:sequence)
(xs:element ref="xacml; Expression"/)
{/xs:sequence)
{/xs:complexType)
(Condition) £ & — > (Expression) JG 2 H (Expression) B 3% [ 5035 28 B 8 “http://www. w3.
org/2001/XMLSchema # boolean”,

7.35 (Apply) T E

(Apply) TGEHEE — BB N L I R B0 i BT g i . (Apply) JU R HE W F T (Expres-
ston) JLE B H 4L R AT B G, W 7,33, HOGE R RE SLUNF .

(xs:element name="Apply" type="xacml: ApplyType"

substitutionGroup="xacml: Expression"/)

(xs:complexType name="ApplyType")

(xs:complexContent)
(xs:extension base="xacml;:ExpressionType")
{xs:sequence)
(xs:element ref[="xacml:Expression" minOccurs="0"
maxQOccurs="unbounded" />
{/xs:sequence)
(xs:attribute name="Functionld" type="xs:anyURI" use="required"/)
{/xs:extension)

(/xs:complexContent)

{/xs:complexType)

(Apply) J& T ApplyType B & 88 % LT TR F&E %
Functionld [ 7 |
PRAPR AT . XACML HE CHY R0 % 2 IR A
—(Expression) [ A] # ]

PREC S, T REAL & AL ek 2

7.36 {(Function) T &

(Function) TR N HACTEE (Apply) F8 E — DR ES 50, W3R (Apply) 70 K J2 = B 62 2R 50 UL B 5¢

A3.12) , [ (Function) & & K BB S BN F T BT A L £ .
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(Function) JGE K IEHITE SLUNF
(xs:element name="Function" type="xacml: FunctionType" substitutionGroup="xacml: Ex-
pression"/)
(xs:complexType name="FunctionType")
(xs:complexContent)
(xs:extension base="xacml;:ExpressionType")
(xs:attribute name="Functionld" type="xs:anyURI" use="required"/)
(/xs:extension)
{/xs:complexContent)
{/xs:complexType)
Function J& F FunctionType B &8, & LI T B .
Functionld [ 257 |
PR B AR TRAT

7.37 AttributeDesignatorType £ & Z Y

AttributeDesignator Type &5 28 B 0 il b 44 R4 2 B 2, A0 458 DE IS 3 oK 1R S Ja o 1 i
TR R 9.3.4) . Y BT S A AL & VL& VeI i S8 B0 R R AT HiE R .
AT () TCFR AN N AR A 24 1 Y DC L O S (R RE e /NS R S ]
AttributeDesignator Type 258 X UITF .
(xs:complexType name="AttributeDesignatorType")
{xs:complexContent)
(xs:extension base="xacml:ExpressionType")
(xs:attribute name="Attributeld" type="xs:anyURI" use="required"/)
(xs:attribute name="DataType" type="xs:anyURI" use="required"/>
{xs:attribute name="Issuer" type="xs:string" use="optional"/>
(xs:attribute name="MustBePresent" type="xs:boolean" use="optional"
default="false"/)
(/xs:extension)
(/xs:complexContent)
{/xs:complexType)
WL H Y Attributeld ,DataType F1 Issuer J& A0 VT L , W Ay 4% J& P 0 BN M R ICEC AR . I8 P48
JE 1Y Attributeld Fl DataType i i URT A48 19 75 2 Fl i 24 J& AT VE G .
T JE PR E 2y P AFAE Issuer, Wil 49 “urn: oasis: names: tc: xacml: 1.0 function string-equal” P
BOe HEATICES . WHRASAETE Tssuer, MIPCHER 25 5 i Attributeld Al DataType HR4E .
(AttributeDesignator Type) & UL T J& 1 .
— Attributeld [ 5]
8 & B PEIL I Y Attributeld,
DataType [ W75 ]
(AttributeDesignator) 7T 2 iR [n1 42 v J& P (B i Bl 25 7
Issuer [ A] 3]
A J P A RAF A WS 5 & P R AR &
———MustBePresent [ 7] % ]
A JE M AR K BT S s /b E DT L Y @ PR R & SR 8] ¢ Indeterminate” 302 AL, S L
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9.3.5.9.16.2 1 9.16.3,
7.38 {(SubjectAttributeDesignator) J¢ &

(SubjectAttributeDesignator) 76 % MIE K I F SCHHUR — Ay 40 28 BB E EEA . 3K
J& P40 & 7E (Subject) TR H . H subject-category JEMEE XA R E S TR, v 28 TR E M 4F
FET R EEA — A T E

(SubjectAttributeDesignator) JG 2 W iR [l — A~ & Pr A3 P EE sl D A E R Jm . %A B e s
BT, MustBePresent P& %€ 1% [l 25 4134 J& “Indeterminate”, UL 9.3.5,

SubjectAttributeDesignator Type il i #i /M8 R 2 [H]§7 8 T AttributeDesignator Type (ML 7.37) [
VOBl X, A ICE 1 SubjectCategory J& 4 Ml (Subject) JTLE I SubjectCategory J& P #E47 URI #H
U

AR R EF SCfL 5 24 SubjectCategory Ja P AR [A] (9 S 44 L D)0 BN Ay 2 ] — 38 244

(SubjectAttributeDesignator) i H} BL7E (SubjectMatch) JL &K 1 I BEAE N S E01L 3 45 (Apply) TT K .
HITHR SR E LWE .

(xs: element name = " SubjectAttributeDesignator" type =" xacml: SubjectAttributeDesigna-
torType"

substitutionGroup="xacml: Expression"/)

(xs:complexType name="SubjectAttributeDesignatorType")

(xs:complexContent)
(xs:extension base="xacml: AttributeDesignatorType")
(xs:attribute name="SubjectCategory" type="xs:anyURI"

"urn: oasis: names: tc: xacml: 1. 0 subject-category: access-sub-

use = " optional " default =
ject" /)
(/xs:extension)
{/xs:complexContent)

{/xs:complexType)

(SubjectAttributeDesignator) JG % J& T SubjectAttributeDesignator Type 58, J5 & H 3 LI T @
P T AttributeDesignatorType & &35% .
SubjectCategory [ 1] i% |
KB E DT TR, WHR SubjectCategory A W 27~ , HERIA(E I “urn: oasis: names:
te:xacml:1.0:subject-category:access-subject”, SubjectCategory HYFr#E{E WLt % B.2.

7.39 (ResourceAttributeDesignator) Jt &

(ResourceAttributeDesignator) JTGZE MigK L F Bl — N ar A W IR E W EEEA., RiER
PEAL S 7E (Resource) JTTER 1, i 44 B U5 A A oK b g S5 P58 PE AT DE T . G 2R /0 — A B8 s PR A
HUCE AR HESE G WA R AETEfr 42 PR IR B M . IR B MR EA S TE R RS H . (ResourceAttributeDes-
ignator) JG R N iR [l — N0 & r A DC BC R 20 9 9 R B M E AL . 24 3% A VT IEC @ PRI, MustBePresent #4E
iR 1] %5 434 J2 “ Indeterminate” i, WL 9.3.5,

34 AttributeDesignator Type & & 28 81 g SCAY 44> DL BC T SCHB VT FC N A K fir 44 98 I6UR E A E R
SCH IR JE PR R, DL 7.37,

(ResourceAttributeDesignator) fig i Bl 7 ( ResourceMatch) JG 2 1 I BEAE b 2 8045 3 45 ( Apply)
LR,

(ResourceAttributeDesignator) JL 28 M 28I E L ANF .
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(xs:element name="ResourceAttributeDesignator"
type="xacml: AttributeDesignatorType" substitutionGroup="xacml: Expression"/)

(ResourceAttributeDesignator) JLZ J& T AttributeDesignator Type & & 2%,
7.40 <(ActionAttributeDesignator) JT &

(ActionAttributeDesignator) JG 2 Mg R I SCH B — A~ 2 sh AR J@ 2 09 @ PE(E AL . sh AR J&@ 1k
L5 TE(Action) TR . i 44 SR J& 1 A3 K A9 sh VR J@ PEEAT DR C . 2R =0 — A S VR R M 75 5 L
FCAREAR & WA K A e i 24 Sh VR R . ShE R & e SR M b . (ActionAttributeDesignator)
TG N IR 0] — N4 F A VG e B o) B S VR @ (e AL . X B A VD J& 1 B, MustBePresent P iR 0] 78
38 J& “Indeterminate”fd , WL 9.3.5,

4 AttributeDesignator Type & & 288 v SR REASUC BC 15 SCHARUT BLAT , A K i 44 S AR & i B R
SRR EIL L, W 7.37,

(ActionAttributeDesignator) 7] DA H} Bl 7E ( ActionMatch) JC % W I BEVE b 2 B 4% 336 45 ( Apply)
LR,

(ActionAttributeDesignator) TG & K ZERIE LW T .

(xs:element name="ActionAttributeDesignator"

type="xacml: AttributeDesignatorType" substitutionGroup="xacml:Expression"/)

(ActionAttributeDesignator) TG J& T AttributeDesignator Type & & 2841,

7.41 (EnvironmentAttributeDesignator) JC &

(EnvironmentAttributeDesignator) JGE MK [ N X H I — N 2 IR R EHEE A, 3B
5 )& M4 & 7E (Environment) JTTR WY, i 44 M58 & M FE K o i IR BE I8 PR #EATIC G, An 2R 2= D — AN FR
REEMA AR AR LS NN I EEm AR RN, ARESEEE S AEREEET . (Environment-
AttributeDesignator) JG 2 W iR [M] — A~ 60 & fF A VS B i 3 FO IR 88 T8 e (e A0, 24 % A VC AL 8 PR, Must-
BePresent #& € 1% [7] 25 1,36 2 “Indeterminate” ., Ul 9.3.5.

%4 AttributeDesignator Type & 3881 b SCHY f A DT C 1 SCHR DT IC I L A O i 44 R 05w M B R
SRR R R AT RS . WL 7,37,

(EnvironmentAttributeDesignator) E/E I Z801E 3 45 (Apply) TT X,

(EnvironmentAttributeDesignator) JG 2 K& LT .

(xs:element name="EnvironmentAttributeDesignator"

type="xacml: AttributeDesignatorType" substitutionGroup="xacml;: Expression"/)

(EnvironmentAttributeDesignator) JLE J& T AttributeDesignatorType & & 2581,
7.42 (AttributeSelector) JT =

(AttributeSelector) TG R & J& PEFEIE K L F SO B A dnic iR @ P . X (AttributeSelector) TG & )
SRR AT

(AttributeSelector) JTLE i RequestContextPath BN A5 — PG A XPath £k, H EFTF X
2 15 j (xacml-context: Request) JTG 2 , (AttributeSelector) JG 2 i #& [M] DataType Jif 78 545 25 11
EHEA, WHE DataType N XQuery.,XPath 8 XML Schema & X i) JR 4f £ P 25 80, ) XPath 3k
SR [ AR 51044 3 2R 808 Ak i ¢ AttributeSelector ) HAE SCR R 25 8, SRl P #4)  pR B &
He BB R ] CAttributeSelector) BY{E N “Indeterminate”,

xs:string()

xs: boolean()
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xs:integer()
xs:double()

xs:dateTime()

xs:date()

xs:time()

xs: hexBinary ()

xs: base64Binary ()
xs:anyURIO
—xf:yearMonthDuration()

——xf:dayTimeDuration()

T AttributeSelector FRE S BUHE ZE B J& A iR Y TR AR 28 A0, ] AttributeSelector W 1% [M] 38 &
KRR AL . AR XPath 23k 2k [HE e 46 o 48 78 $s 28 B iy i 72 2% A 4 iR L ) C AteributeSe-
lector) fY{E 4 “Indeterminate” ., JIr A7 B U8 $F A9 45 5 By SCA G5 55 Jm PR 45 5 Ab PRIE 4 45 f 50N 25 45
Ko BEASGE SRE AT B R B B Ay WA e B 2R B IR M ME , B AttributeSelector iR [l Y & 1
(B0 H A0 5 i A E 25 A R B MR . QPR R S B 45 RN I R EE R B I SCAS 25 5L R P A R AL
PR A 25 fUB N 2 4 0 U H T A SR 19 ) 5E 45 2R O “ Indeterminate”, I HBE A7 R 25 9 5% 08 “urn.:
oasis:names:tc:xacml:1.0;status:syntax-error”,

(AttributeSelector) JGER KRR E LANF .

(xs:element name="AttributeSelector" type="xacml: AttributeSelectorType"

substitutionGroup= "xacml: Expression" />

(xs:complexType name="AttributeSelector Type")

(xs:complexContent)
(xs:extension base="xacml:ExpressionType")
{xs:attribute name="RequestContextPath" type="xs:string" use= "required"/)
(xs:attribute name="DataType" type="xs:anyURI" use="required" /)
{xs:attribute name="MustBePresent" type="xs:boolean" use="optional"
default="false" /)
(/xs:extension)
{/xs:complexContent)

{/xs:complexType)

(AttributeSelector) JTLZE J& T AttributeSelectorType & &35 , A& LI F @ .
RequestContextPath [ W75 |
R 304 S R (xacml-context : Request) ) XPath Fik =, oA BRI, WL 7.4,

DataType [ W77 ]

(AttributeSelector) JG % i [0 {4 A ELH5 5 AL,

———MustBePresent [ 7] % ]
A @ PE R E TR K BT S s Jm AR, ST R 2 AR IR 0] Indeterminate” B B fL . UL 9.3.5,
9.16.2 #1 9.16.3,

7.43  (AttributeValue) J. =

(xacml: AttributeValue) JGER WAL & — A CF @ MAE , H w2 AR AE LAnF .
{(xs:element name="AttributeValue" type="xacml: AttributeValueType"
substitutionGroup="xacml: Expression" /)
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(xs:complexType name="AttributeValueType" mixed="true")
(xs:complexContent)
(xs:extension base="xacml:ExpressionType")
{xs:sequence)
{xs:any namespace="% # any" processContents="lax" minOccurs="0"
maxQOccurs="unbounded" /)
{/xs:sequence)
(xs:attribute name="DataType" type="xs:anyURI" use="required"/)
(xs:anyAttribute namespace="4% # any" processContents="lax"/)
(/xs:extension)
{/xs:complexContent)
{/xs:complexType)
(xacml: AttributeValue) JTGZE ZE AN AttributeValueType E &M, & VAT @ 1.
DataType [ W75 ]
Ja& P A ) B 2R A

7.44  (Obligations) Jt &

(Obligations) JG & W 1% — P (Obligation) JGZE £ , HIU K M EME LW T .
(xs:element name="0bligations" type="xacml:ObligationsType"/)
(xs:complexType name="0ObligationsType")

{xs:sequence)

(xs:element ref="xacml:Obligation" maxOccurs="unbounded" />

{/xs:sequence)
{/xs:complexType)
(Obligations) JGHE 2 Obligations Type & &M A F I TFILEK
—(Obligation) [~ #& £ 4]

—DUEFH B 745,
XF(Obligations) TG & ) L Fr /& Al HE 1 .

7.45  (Obligation) 7T =

(Obligation) JTC R WAL 1% X 55 B AR AT L — >4 )il S 55 BV 2 8oy Jm 4 . Hooo R K e Al e X
LU
(xs:element name="0bligation" type="xacml: ObligationType"/>
(xs:complexType name="0ObligationType")
{xs:sequence)
(xs:element ref="xacml: AttributeAssignment" minOccurs=“0"
maxQOccurs="unbounded" /)
{/xs:sequence)
{xs:attribute name="0Obligationld" type="xs:anyURI" use="required"/)
(xs:attribute name="FulfillOn" type="xacml:EffectType" use="required"/>
{/xs:complexType)
(Obligation) JLE M A ObligationType & & 28 41 & LI F T & FE Pk .
——Obligationld [ %75 ]
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M55 FRIRAF . PEP 5% il BEZ bR AT .
FulfillOn [ 475 ]
X5 4% PEP s il 04T RO
— (AttributeAssignment) [ 7] % ]
M %2450, PEP St BSH.

7.46  (AttributeAssignment) T =

(AttributeAssignment) TR & X X 5S40, Bl TP B AttributeValueType 8R4I & — 4> At-
tributeld FIXT R B9 @ {E . (AttributeAssignment) JGZ 1 (xs:any) JGZ JF 5 #4) i, R 55760 1E 15
% BEWAL A . PEP B BLAR 58 2 9B PEE L W 9.15,

(AttributeAssignment) JGZ M A E LT .

(xs:element name="AttributeAssignment" type="xacml: AttributeAssignmentType"/)

(xs:complexType name="AttributeAssignmentType" mixed="true")

(xs:complexContent)
(xs:extension base="xacml: AttributeValueType")
{xs:attribute name="Attributeld" type="xs:anyURI" use="required"/>
(/xs:extension)
{/xs:complexContent)

{/xs:complexType)

(AttributeAssignment) JG & 25/ 5 AttributeAssignmentType 24288, & LT @M.

— Attributeld [ 5]

JE& AR IRAT

8 LtTXEE

8.1 <(Request)TTE

(Request) JLHR & XACML EF CHiAHER TR TR R E S N R ZE . IRARME
EUL AFRAERL T BT SC B R ERAE R A R RIS DAL T R . — D SRR —En PDP A5 2 52 B S )
XML SCRIE 2 F T 30 AH 52 ™ AR 1Y 3P4k 295 2R 0 5 40 A % 46 i ( xacml-context : Request) I 1) 45 2R
A .

(Request) JLE 175 T (Subjects) . (Resources) , ( Action) #1 ( Enviroment) FIL &, BN F It E
B —A~(xacml-context: Attribute) JLE T4 ,

(Request) T E RIS E LU .

(xs:element name="Request" type="xacml-context:RequestType"/)

(xs:complexType name="RequestType")

(xs:sequence)
{xs:element ref="xacml-context:Subject" maxOccurs="unbounded" />
{xs:element re[="xacml-context:Resource" maxOccurs="unbounded"/>
(xs:element re[="xacml-context: Action"/)
{xs:element re[="xacml-context: Environment"/)

{/xs:sequence)

{/xs:complexType)

(Request) JLH & RequestType KM A0 F W FIC & .
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8.2

8.3

32

—(Subject) [ H 2]
i —A CAttribute) TR ¥ A1 R R 3K FARME R . AL BEA — A 8#H 24> (Subject),
FERIE VIR SR A GRSk fﬁJﬁﬂ,4/\£12|iﬁaﬁ%%ﬁﬂ§$wlﬂmﬂﬁ%ﬁ?ﬂ’\]ﬁﬁ}i‘;7':7'~/|\£Miﬁ'é
R AT E Dy [0 38 K A 1Y 7T AT AR s — > R BE AR TE T iz 17 IR e LA 5 53— TR REAR
WA FENCE o X B[R] S 1 J8 1 4 4 45 7 A [6] 1Y (Subject) JTTR 1,

—(Resource) [—1HEZ 1]
o — A (Atribute) TR FAIH BB IERKFBEMNFELE., ZoRxRLT — 1
(ResourceContent) JTLE

—(Action) [ 7]
i 5 — 4> CAttribute) TG 3R 7 HI A K 20 21 TR LA Sh 115 S

—(Enviroment) [ #75 ]

i — A~ CAttribute) JC 3R AU 5 1) B 1R A 2R I A BRI 5 B,
(Subject) TTE

(Subject) JLE I 1L — > (Atribute) JTLR JFFI i F &, Hoo FE R 2AE L .
{xs:element name="Subject" type="xacml-context:SubjectType"/>
{(xs:complexType name="SubjectType">
(xs:sequence)
(xs:element ref="xacml-context: Attribute" minOccurs="0" maxOccurs= "unbounded" />
(/xs:sequence)
(xs:attribute name= "SubjectCategory" type="xs:anyURI"
default="urn:oasis:names:tc:xacml:1.0:subject-category:access-subject"/)
{/xs:complexType)
(Subject) TG E J& (Subject Type) B AR A & 41 F T E AR
SubjectCategory [ 1] i% |
B MERRIR T A (Subject) JLERAE Vi )37 5K H BT #0671 19 A 62, SR @ M AR 7E B
“urn:oasis:names:tc:xacml:1.0;:subject-category:access-subject” . iZ{H Ui B 4C (Subject )t 3
TEEVIRE R EE, R L4 (Subject) TLE AL T “urn: oasis: names: tc: xacml: 1.0
subject-category:access-subject”J& 4 , PDP 7E Ab B i} fE #4128 (Subject) JTT E 1Y N &S I 3
—~(Subject) 1,
—(Attribute) [{LEZH ]
— N EREHEIF I, — > (Subject) TL K BEH & — 1~ Attributeld 24 “urn: oasis: names: tc:
xacml:1.0:subject:subject-id” (&P, %@ MR T FARAR . — 4 (Subject) TR L GEH
B HAl ¢ Atrribute) TG .

(Resource) T &

(Resource) JLE M i — 4~ (Attribute) JTHE FFI R U5 MG K AU R EAE B . B REM & IR
(Resource) JLE ML H ISR E LT .

(xs:element name="Resource" type="xacml-context:ResourceType"/)

N
&
=
D

(xs:complexType name="ResourceType")
(xs:sequence)
(xs:element ref="xacml-context:ResourceContent" minOccurs="0"/)

(xs:element ref="xacml-context: Attribute" minOccurs="0" maxOccurs="unbounded"/)
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{/xs:sequence)

{/xs:complexType)

(Resouce) JTLZE & ResourceType EHHM , U-& N T IL R .

—(ResouceContent) [ A i% ]

—(Attribute) [{E=E%H ]

— AR E T .

(Resource) TLZ et & — i #FH £ Attributeld N “urn:oasis:names:tc: xacml:2.0:resource: re-
source-id” ¥ (Attribute) JTHR . HA> (Attribute) #RR — > 24 X 19 56 4 i B 09 55 AR R . 4 SR B IR 40 A7
ZAXFER BRI, IF HAE R P & — A B ER Attributeld A Attribute J& M W7 2k AF— 4~ IR A
LG AR 19 (Ateribute) JB M. BT 328 CAteribute) 3 #5 3A [6] — AN 8 U5 S5 1), R 22 19 0% 1R 4 I
g R BRI A E— B PEARIR . IR, Attributeld BUZAE B9 ¢ Attribute) B H A FRIR . (Re-
source) JLHR I BB & H AW (Attribute) TTE .

8.4 (ResouceContent) JT &

(ResouceContent) TLE FH T E WA A . IR —1 XACML 3R W% i i ( AttributeSelector) 5]
FH PRI N %, (ResourceContent) JG 2 W #% £ & 7 ResourceContentPath F4F 8, Hioo R M IEHlE L
LU
(xs:complexType name="ResourceContentType" mixed="true")
(xs:sequence)
{xs:any namespace="1% # any" processContents="lax" minOccurs="0" maxOccurs="un-
bounded" />
{/xs:sequence)
(xs:anyAttribute namespace="# # any" processContents="lax"/)

{/xs:complexType)

=

(ResourceContent) JG % /& ResourceContent Type & &2,
(ResourceContent) JG 2 VAT B 1) JC 2 Mg 1 .

8.5 (Action)T=

(Action) TEHR Il 1 — > (Attribute) JF 5148 22 X B¢ U8 19 U7 7] 2 77 , o0 2 M I SLINF
(xs:element name="Action" type="xacml-context: ActionType"/>
(xs:complexType name="ActionType")
(xs:sequence)
(xs:element ref="xacml-context: Attribute" minOccurs="0" maxOccurs="unbounded" />
{/xs:sequence)
{/xs:complexType)
(Action) JTGFE J& ActionType B A RA AT W TFILE.
— (Attribute) [fEEHH]
Xof W 5t i) 15 ) S AR JE MRS

8.6 (Environment) JT &

(Environment) JG & A & FREE 1 AH G 8 1, Hou R LR BE LAnF .
{xs:element name="Environment" type="xacml-context:EnvironmentType"/)
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{(xs:complexType name="EnvironmentType")
(xs:sequence)
(xs:element ref="xacml-context: Attribute” minOccurs="0" maxOccurs= "unbounded" />
(/xs:sequence)
{/xs:complexType)
(Environment) JG % /& EnvironmentType E &M S WFITE .
—(Attribute) [{LEZH ]
WL PES 2R, PR JE M 5 WU R A | S AR e 1 N A AN B R G

8.7 (Attribute) L=

(Attribute) JTLE AL & @M TEHE F1— D ECE 240 B . 8 P T 8Os 42 5% 8 PE AR SRR & PR A &
. FEm Y (AttributeDesignator) il ¢ AttributeSelector) JG 2 g 15 TG 19 7 Rk 51 @ vk, Hooo
R EAE SCINE

(xs:element name="Attribute" type="xacml-context: AttributeType"/)

{xs:complexType name="AttributeType")

(xs:sequence)
{xs:element ref="xacml-context: AttributeValue" maxOccurs="unbounded" /)
{/xs:sequence)
(xs:attribute name="Attributeld" type="xs:anyURI" use="required"/)
(xs:attribute name="DataType" type="xs:anyURI" use="required"/>
{xs:attribute name="Issuer" type="xs:string" use="optional" />

{/xs:complexType)

(Attribute) JTLE J2& AttributeType KM, &I @PEMITE .

— Attributeld [ 5]

JRIEARIN . Bt B g3 th T — 2 BUE SCRYBRIRAT .

DataType [ W77 ]

(xacml-context: AttributeValue) JG 3 N 45 M B0 25 AL, B J& A br i 8 XA R AR 28 Al 5
(xacml-context) JG 2 75 B 1Y FEA 0l 5 45 fy fL 28 78

Issuer [ 7] 3% ]

JE AR K . BN % B A T LA — A 5 5 B 40 I bR IRAE , B S A A RS 3 ot
FEAE L T7 AL e W bR IRAT

—(xacml-context: AttributeValue) [ — B £ 1]

— A EZNIRMUE.

8.8 (AttrributeValue) Jc =

(xacml-context: AttributeValue) TR A T JE M MME , T HR A LnF .
(xs:element name="AttributeValue" type="xacml-context: AttributeValueType"/>
(xs:complexType name="AttributeValueType" mixed="true")
(xs:sequence)
(xs:any namespace="4# # any" processContents="lax" minOccurs="0"
maxQOccurs="unbounded" /)
{/xs:sequence)
(xs:anyAttribute namespace="4%# # any" processContents="lax"/>
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{/xs:complexType)
(xacml-context: AttributeValue) JLZ & AttributeValueType 285
(xacml-context: AttributeValue) A% 25 B8 1 & ( Attribute) B DataType JRPEFE A2 .

8.9 <(Response)JTH

(Response) JLH & XACML N CHFARHER P TR ICER . LR E R IE S 0 — %
JZ o AR A AR AER LA RGN (Response) T 2 He 4 iU AR K
(Response) JLR X PDP P24 AR 1T B 46 . BAE —DEE ZA R BRI T —
AR B BEIR . FLAA S B RE S 2 BE IR SR R HE SR X RN 2 45 R SRR TR
HITR R R E LF
(xs:element name="Response" type="xacml-context:ResponseType"/)
(xs:complexType name="ResponseType")
(xs:sequence)
{xs:element re[="xacml-context:Result" maxOccurs="unbounded"/)
{/xs:sequence)
{/xs:complexType)
(Response) JLE /& ResponseType & H 2,
(Response) LR T U FILE .
—(Result) [—o £
FAL R LR, WL 8.10,

8.10 (Result) L=

(Result) TCE R T £ X ResourcelD 48 & TR B AR 45 5 . B R & — 410 i PEP #4719
X35 . IR PEP ANAEH# 20H AN REAT — > L 55, PEP A PDP C & 4E 48 1 i vi sk .
HOTHR MR SLInF .
(xs:complexType name="ResultType")
(xs:sequence)
(xs:element re[="xacml-context:Decision"/)
(xs:element ref="xacml-context:Status" minOccurs="0"/)
(xs:element ref="xacml: Obligations" minOccurs="0"/)
{/xs:sequence)
(xs:attribute name="Resourceld" type="xs:string" use="optional"/>)
{/xs:complexType)
(Result) JTGZE J& ResultType B A . AF W T EENITE .
Resourceld [ 7] % ]
TR R RIARIRAT . W SR %JE e A s, IR A9 BRI (Request) JCE A “urn: oasis: names:
tc:xacml:1.0:resource:resource-id”J® PEFE 42 .
——(Decision) [ 7]
PR B AE AT L2 : “Permit”, “Deny”, “Indeterminate”8{“NotApplicable”,
—(Status) [ A ]
Pric PSR B SRk A b R A B T A R S R (R R . 2R (Response) JC R A 5% 19 r A
(Result) TG 1Y (Status) JG % #-AH [E] , I H (Response) TG & 7645 i I 9 55 258 2] — A Pp U2 1 3
e, X A AR ) 1Y CStatus) 7 B RE W & 76 B L2 09 B3 4% b, AT RE K KN T A
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(Result) JTLZE T4 1 .

——<(Obligations) [ A k]
— N th PEP 5201 X 55, N2 PEP NEERE MR ol kAT — 4 X5, AT MR 5 PDP 4R
Y17 )3 SR R — 2., & T PDP 44af g 2 3R [l 26 ¥ 45, I 9.15,

8.11 (Decision) JTL =

(Decision) TG 3 A1 5 M PPAl A 25 2R, HOOT R MEALE LANF
{xs:element name="Decision" type= "xacml-context:DecisionType"/>
(xs:simpleType name="DecisionType")
(xs:restriction base="xs:string")
{xs:enumeration value="Permit"/)
{(xs:enumeration value="Deny"/)
(xs:enumeration value="Indeterminate" /)
(xs:enumeration value="NotApplicable"/)
(/xs:restriction)
{/xs:simpleType)
(Decision) JG % 4 DecisionType fij SLAH
(Decision) JC % I EARME 43 AR DL F &% L.
—“Permit”
TR VI R AT
—“Deny”
TR VT ) g AR 4
—*“Indeterminate”
PDP JC ik PEAG I K i K AT RE AL 45 - & R A5 B AN 2 SR IBCHE W I i A I 208 A i, 3R W P Al 15f B
B 0, TEDRAE R BUR WS oA T R R AR
—“NotApplicable”
PDP A i T e 535 oK 19 PEAS S m

8.12 (Status) L=

(Status) TR F R AP E 45, Hou R M SCInF .
(xs:element name="Status" type="xacml-context:StatusType"/>
(xs:complexType name="StatusType")
(xs:sequence)
{xs:element ref="xacml-context:StatusCode" />
{xs:element ref="xacml-context:StatusMessage" minOccurs="0"/)
(xs:element ref="xacml-context:StatusDetail" minOccurs="0"/>
{/xs:sequence)
{/xs:complexType)
(Status) JLE /& StatusType & 422K &I T FILH .
—(StatusCode) [ A 77 ]
R,
—(StatusMessage) [ 7] i% ]
Xof PR 2SR T A0 4 R R RS AR L
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—(StatusDetail) [ 7] % ]
(IR RINAN EPSI

8.13 (StatusCode) JT &=

(StatusCode) TEHR AL & — A FAREFG A — R I YRS, HIOT R I AE LINTF
{xs:element name="StatusCode" type="xacml-context:StatusCodeType"/)
(xs:complexType name="StatusCodeType")
(xs:sequence)
(xs:element ref="xacml-context:StatusCode" minOccurs="0"/)
{/xs:sequence)
{xs:attribute name="Value" type="xs:anyURI" use="required"/)
{/xs:complexType)
(StatusCode) JTLZ & StatusCodeType EZKM 05 I T @ HEMIC % .
—Value [ F]
Z: W, B.8 ) (4 J& AR .
—(StatusCode) [{EE%¥H ]
YIRS, T A0 R E H AR

8.14 (StatusMessage) T &

(StatusMessage) TG K DML & 7 AR RS HoT &R L2 RE LT .
(xs:element name="StatusMessage" type="xs:string"/)

(StatusMessage) JTL &K J& xs:string 2RAY,
8.15 (StatusDetail) JT &=

(StatusDetail) 70 % 8 i B /{5 B FR 4E (Status) T,
(StatusDetail) TCE o iF AL & EE XML {5 & oo 2w LanF .
(xs:element name="StatusDetail" type="xacml-context:StatusDetail Type"/)
(xs:complexType name="StatusDetail Type")
(xs:sequence)
(xs:any namespace="%¥ # any" processContents="lax" minOccurs="0" maxQOccurs="un-
bounded" />
{/xs:sequence)
{/xs:complexType)
JE 5L (StatusDetail) TTRZ AT EM . AR PDP 3& 8] LR #8122 Y (StatusCode) T F fH
IF AL 5 (StatusCode) JL K, W 1 T A LT LI .
urn:oasis:names:tc:xacml;1.0;status:ok
PDP A g 18] Bif 5 “ ok IR ZSE A9 ¢ StatusDetail ) JTEEK .
urn:oasis:names:tc:xacml:1.0:status: missing-attribute
PDP AJ # £ AN 1] (StatusDetail) JTGHR , 87 1R [B] — 4> (StatusDetai) TTER , H P & — P2 £
N {xacml-context: MissingAttributeDetail) TG % ,

urn:oasis:names:tc:xacml:1.0: status:syntax-error
PDP K #8iR 7 fff 47 “ syntax-error” Rk 25 {H (1 ( StatusDetail ) 76 2 , B A5 & 10k B 76 PF Al 5 W% 51
SR e B B4R . PDP BER 9] (StatusMessage) f iR 5512 40
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urn:oasis:names:tc:xacml:1.0:status; processing-error

PDP KNEEIR [} 415 “ processing-error IR Z5 H 1) ( StatusDetail) JC K , tt {5 & UL B PDP Py H
AR, TR 2% 8, PDP BEZEFEA A X B INME B 45 PEP, BlAnBRECH 0 Z 23t 544
1%, PDP fEi& [0] (StatusMessage) fifi i & iR 41 ,

(StatusDetail ) JLZE & StatusDetail Type & 2221 |

8.16 (MissingAttributeDetail) 7T =

(MissingAttributeDetail) JT0 % i iR RIS LA ZOR FEE R PR A LS BMEE R, Hoo X KM
SESCINE
(xs: element name =" MissingAttributeDetail" type =" xacml-context: MissingAttributeDetail-
Type"/)
(xs:complexType name="MissingAttributeDetail Type")
{xs:sequence)
(xs:element ref="xacml-context: AttributeValue" minOccurs="0" maxOccurs="un-
bounded" /)
{/xs:sequence)
{xs:attribute name="Attributeld" type="xs:anyURI" use="required" /)
{xs:attribute name="DataType" type="xs:anyURI" use="required"/>
{xs:attribute name="Issuer" type="xs:string" use= "optional"/>
{/xs:complexType)
(MissingAttributeDetail) JG % J& MissingAttributeDetail Type & 24258 , & LT B MITE .
— AttributeValue [ 7] 3]
TR R AL 0 R R
—(Attributeld) [2F]
RAL B R BRIRAT
—(DataType) [ W]
AL R R B 2R A,
Issuer [ AJ 1% ]
TE SCAR AL R R AR
Missing AttributeDetail) JG 2 A1 & ( xacml-context ; Attribute Value) J6 & N ‘B 48 7€ 0 & 7] % 19
JRAPEAE AR AR AL W LB PDP SR W PP Al vh JC 2 i A Jms 1tk 44 . BB AY IR M 21 3R T BE 2 B 4 B4 R
PDP Jo ik U8 Uk $i £ 1) Ja 4 00 IS 1 £ 5 4 6 A2 SR M DAV 1) 7 22

(de]
\wr)

=
>

9.1 #Hik

AR ST A E XACML SR 8 ) i A Y — SE I RE 5K
9.2 REEHITR
9.2.1 #Ri&

PEP J&— AR BRI — A BT IREE 9 U5 7], 3F 7] PDP iR ALB 5K . PEP N ~F T 51 4 ik 19
BRI
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9.2.2 EZAX PEP

WUER PSR Permit” , PEP W HEVFUT 0], 41 2R PSR Rl 27 47 L 55 . PEP W AN 7E B A JF B8 AT X 28
SUS5 G L FeE v In)

MR P “Deny” ., PEP N AE4a 5 10) , QR P 58 [W] 041 A L 55, PEP W AN 7E A% I B $A 173X 28 3L
% WA LT AR 4a i A

W e 5 S “NotApplicable” ,PEP W4T BTG 5E X,

I e 3K 2 “Indeterminate” . PEP W4T N TLE X .

9.2.3 #EZ{HEE PEP

AR P IE “Permit” , PEP I VR V5[] Q1SR P 5 [R] f il A7 L 55, PEP A AE B i O BE PR AT ik 26
S5 HTE AL R SR VRV . A At A R SR ) R R 4 5 ]
B AL R AT A, B an Al PDP A P RS, e S5 SR A B AL 2 A A5 1R A9

9.2.4 #RiFfHEE PEP

WP “Deny” , PEP N E A5 [0] . A0SR Y3 W 0 2l A L 55 . PEP N AY A BRI BE P A7 X 28
F DL AR psnl . A A R e SR X R e R ]
(B2 HAB B9 4T R L B an Hofl PDP B Bl L P 5T SR ) B A 2 AN 2R 1Y

9.3 BT
9.3.1 #HUEM

JEME R B R SCARBRER TR OR B R SCH IR . SRS SE A A BEUR L S AE RN IR B X 0 P E A
JE PR S B . 2 B PR AR AR R K BT S AR R ER B JE M R G R R M e R S B
Fe gl G R BRSO R i AR B IR B E IR TR
(xacml; AttributeValue) fll (xacml-context; AttributeValue) JGZE e & — 25 M LBy XML % 95
FRI S Nz (ds: KeyInfo) . ARBRIESCHFUN T LA TR N4 LB DT
a)  FEEREALT X EEIn R ARl XACML F4F 52 R4 LA, 4% string-regexp-match”, X > bR 4
FORITCE BRI H “http.//www.w3.org/2001/XMLSchema # string”, 401 .
(AttributeValue DataType="http://www.w3.0rg/2001/XMLSchema # string")
{(ds:KeyName)jhibbert-key(/ds: KeyName)
</AttributeV11ue>
T R G5 R A B S8 AR XY 1] B 3 M T R A R A Y
b) (attributeSelector) JG % il i Xpath %%l_itﬂﬁﬁ%?ﬁﬁﬁ? R A B SR R Y RN A
W REREME I XACML Hhid FHCJRURG 28 R i ok BOK L. X AP B0 T 2R PDP 32 Al i Y
Xpath ik FHE
) <Attr1bmese1ector>m?§ il id Xpath Fik a0 1 30k 1 5 45 M AL 0 SR R A AR AT & . 31X
Sozb 5 nl LUl i Xpath iR AT HOER, L AL3. XFP IR BESR PDP R Al ¥ 1Y Xpath &k
i eR BURFAE

9.3.2 EBHE

XACML FR—Fh o — B Ia 2R R E A e, B T BN XML B E M XACML iR E T X
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Hh R P2 AT RE IR 8] Y 2 A .

(AttributeSelector) JTER i ] Xpath % 2k AUl ik N XML B PR 2E £ B £ dlE . Xpath £k U945
PR —A a5 G ERE THA R XML BEIR A5 45 Xpath 25080 & B9 74550, 22T Xpath M
AR MR G R AT I 25 RO DERC 25 5 1 85 . XACML 1 5E€ X T (AttributeDesignator) JG
R EM T XACML 3R 1T 30 i 8 Pk BA A ] B9 DR 7 7% .

P R TE T Y JF BT REA A M . XACML i 4 g AN A 2 4 [ 45040 25 78 1) 1

9.3.3 ZEREM

R R BT SO B (Attribute) JT6 K & £ (xacml-context; AttributeValue) T IJC &K , N ¥
fili ( Attribute) JC F 15 21 A9 25 5 4 1 A1 PE AL 55 — A4 1 F 3CGX AN IR 3CH B A4 ( xacml-context: At-
tributeValue) JUE # H BLTE 43 U ( Attribute) JGE 7, I H. 4w A AH R A 0508 ) 15 B A9 45 R A0 — 2.

9.3.4 BMIA

— AR EICE LT e R As ., — AR 2 T Attributeld, DataType LA K
MR AT . — A 1m 44 JE PR VT BE Sk A — A @ M A TR SCREE B R IR SRR AR TR
£ H Y Attributeld.DateType LA K 1] % A Issuer J& P {E A H VT .

iy 45 JB PR Actributeld il URT #% 200 AR B9 B R SCRPERY Ateributeld PERS . iy 44 J8 5 1Y
DateType b FIAH R ) EF SCJE M) DateType VOlic, @R B LR E T Issuer, W N FAH N A9 EF
@) Issuer PEFE (ffi ] urn:oasis:names:tc: xacml: 1.0: function: string-equal K%L . WRWHHJE
P Tssuer A5 E Wiy 44 J& 4 F1 bR SCJ@ PR DT EC N 38 3 Attributeld Fl DataType Y, i A4 Ts-
suer A& TEAAN B B SCB PP AAAE . TR PE R & 09I 00T J& 1tk 2 4% Bk & A 09 VT I 1 38 i Xpath
Fl DataType BL5E .

9.3.5 EMKZE

PDP W M\ b B SCAR BEES ARBGE K B F e @ tE . PDP AR R SCseR b i as OB FE 5 H & .
JE AR bR SCAR PGS AR B L . T SCAR AR I AR [n]— A DG C R 1 4 A% SR M B AR 1 4
B R EE ., AR R BT SCrh A B S Z VC S, WA % 8 s gl an s M ZS dl, Must-
BePresent J& ¥ 1 57 Y & 1 15 1 # 5lUm PE e B A% 3R Bl — > 25 38 & — " Indeterminate” I 25 2 .

W2 MustBePresent B {HJ2 “False GBRINED ™, ) k20 J& ¥ 1 3R 8] — A4~ 25 40, 412k MustBePresent
B2 True”, ) i /b J& 4 17 3R [7] “Indeterminate”, “Indeterminate” 4% 5 AR 4 & 40 &8 (1) 2 35 20 L 0L
SR AN SR MG AE S b B, A SR 45 SR 2 “Indeterminate”, W J& P Y Attributeld, DataType il Issuer ]
ATERAL PR b, UL 9,13, {E2A i ) T4 4 2% 1§, PDP 1] DLEE$E AR ]k 265 5

9.3.6 IFEREM

PRUEFRSEIRPE DL B.7, Q2R P Sl R S 4t T e A9 — AN M AR I LT SCA B R AR X ME
| I S N B3 IV e - X (= R € R 1 1 R ST D RO N X P R (=R VA= O S R | P A3 S
SR H 3 [ A S

9.4 FTiEX T

XACML # M8 T w5 Ko R & LA, H A (Apply) F1{Condition) JT & i3 I3 1 4 i 5 &2 24
IR, AR FRR AN 2 IE # 1Y L 1X B R % ( Apply) A1 ( Condition) JG 2 £ & (1) A 4> o0 E B4
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FAVN A Functionld J& M fr 8 AL S8R AL — 3, (Apply) Fl(Condition) JG & I & M S AL I J2 bR
B A IS, B BE R R R O 2 A Bl R G B 2 4 . XACML % LT “Indeterminate” A% 25 5 , E
Sk 2835 FVTAN TC R B VAR 3 i v R A R R A AR [ 2

XACML jE X T T AT & &4 (Expression) JLR :
(xacml:AttributeValue)

(xacml:SubjectAttributeDesignator)

(xacml:ResourceAttributeDesignator)

—(xacml: ActionAttributeDesignator)

(xacml: EnvironmentAttributeDesignator)

(xacml: AttributeSelector)

—(xacml: Apply>

(xacml:Condition)
—(xacml:Function)

——(xacml: VariableReference)
9.5 EARIEM

IEEE 754 & SC T Anaf 55 R SCrb i 55 R eR 5, A0 65 K5 00 B2, & A D7 iR BN IE 55 55 . XACML
7 {68 FH 32 A o AR B 1 S TR Y L SCERA BT R R TR bR R
—Flags #RBEE N 0,
Trap-enablers B T BRECH 0 MR A 140, HALRERILE N 0,
Precision 3 & A 48 22 1 BUKS B .
Rounding ¥ & M & ALk,

9.6 [MTE A

Jo P DT E T 286 5 T R SR SR HE A ( Target) JTTR N, A AT LA

——(SubjectMatch)

—(ResourceMatch)

—(ActionMatch)

—(EnvironmentMatch)

XEETER ARG T 0K R S E RIS 8 M E AR Rk, PERCIC R Y Matchld J& P48 &
FH R PUAT VR P4k 1) R %%, (xacml: AttributeValue) 5 (AttributeDesignator) 5, ( AttributeSelector) JG
KA A R E T 30h 598 E m A E AT VLR A B

Matchld J& % N #§ & — 1> o6 2, B 3 2 WA S 5, & Bl — 4 http://www. w3. org/2001/
XMLSchema # boolean 2545 . VCHC TR 5 & 1Y @ MEAE W AE R 28 — D> S8R L 45 Matchld 48 &
) BRI

(AttributeDesignator) B # ( AttributeSelector)i& 7l B £ W L R W AE R 56 A SEIR At 44 Matchld
e B PREL, (xacml: AttributeValue) JTGZ 1Y DataType W VCBCFE X pRECE — S 500 Bl 25 A,

(AttributeDesignator) 8 # ( AttributeSelector) JG % i) DataType v UG it 48 & pE 205 — >S50 4
eI

Matchld J& PR IR A9 XACML byl o B0 T

urn:oasis:;names;tc;xacml:2.0;:function:-type-equal

41



GB/T 30281—2013

urn:oasis:names:tc: xacml:2.0:function:-type-greater-than

urn:oasis:names:tc: xacml:2.0: function:-type-greater-than-or-equal

urn:oasis:names:tc:xacml:2.0:function:-type-less-than

urn:oasis:names:tc: xacml:2.0:function:-type-less-than-or-equal

urn:oasis:names:tc:xacml:2.0:function:-type-match
FiAh  XACML ¥ i HL A — 26 pR A bR L BB S Matchld (14 @ 1 1B . 3 28 pR SR RE A 97 8 19 5030 26
R, HBEpRBOR A SR SR 45 1, JF B4 2 WA A SR i A . MatchId J& £ A5 1R Y pR BN A2 A B
KO, QSRR R AT 25| 50 52 2% 1Y pRECRT B8 23 15 5 X R SR A7 oK 10 ROE A
THEHEEE TR IEME X, R34 CAttributeDesignator ) 8% # ( AttributeSelector) JG & B 7=
T ERAESE R AN IR A0 45 R 2 “Indeterminate”, 1 ER ( AttributeDesignator) B¢ ( Attribute-
Selector) TR B PPAl S — A28 4, M R B 45 R 2 “FALSE” s 75 I, MatchId 45 5& 19 o8 £00 844 1
T (xacml: AttributeValue) #1 { AttributeDesignator) B{ { AttributeSelector) & [A] £, Wf (1Y & 4~ JC &K Z [6] .
R 2 DAH —ATERCPFAL R TRUE”, 8 A 23k 09 45 12 “ TRUE” ; & W), an2) 2= /0 — A4~ IE i
PEAh 25 R )& “Indeterminate” , U 48 > 35 A 25 5 J2& “ Indeterminate” . $5J& » WA BT AT 1 D e 3T 4
“FALSE”, M AR A B4R IE“FALSE”,
WAl LIYE e E b 28 B AR VC L JC 2 F9IE S, #lan, L5 LL“ John” FF 4 Y “ subject-name” A H
Fr VG e 2 3k 200 DUAnF 3R
(SubjectMatch Matchld="urn:oasis:names:tc:xacml:1.0:function:string-regexp-match")
(AttributeValue DataType="http://www.w3.0rg/2001/XMLSchema # string")
John, *
(/AttributeValue)
(SubjectAttributeDesignator Attributeld="urn:oasis:names:tc:xacml:1.0:subject:subject-id"
DataType="http://www.w3.0rg/2001/XMLSchema # string" /)
{/SubjectMatch)
T LA 3 fiff A “urn: oasis: names: tc: xacml: 1. 0: function: any-of ” #8208 [F kE 19 15 L TR N
(Apply) T .
(Apply Functionld="urn:oasis:names:tc:xacml:1.0:function:any-of")
(Function Functionld="urn:oasis:names:tc:xacml:1.0;:function:string-regexp-match"/)
(AttributeValue DataType="http://www.w3.0rg/2001/XMLSchema # string")
John. *
(/AttributeValue)
(SubjectAttributeDesignator Attributeld="urn:oasis:names:tc:xacml:1.0:subject:subject-id"
DataType="http://www.w3.0rg/2001/XMLSchema # string" /)
(/Apply)

9.7 BRI

HFrCE diE R AR BT 3 VE MR BEBR DT I35 5K bR SCrb % i B0 48 i AR g 99 25 “ D8 fid >, 2
W AR E SR AR B IE L ShVE R ERBE B4 A ] — A DE D PEAS 2 “Indeterminate” , W) H FR PEAf 2 “Indeter-
minate”; 0, BRI R CAVCE”, £ 1 BR T BARVCHED,
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EiE BEURE HEE I (E HAR{E
VE S VE S VE S VE S VT fic
N LY T JiE B 5 AN DC e T JiE B 5 AN DC e U NN AP
VC E B A PR T N DC ¢ B AN DE i DT 0 B AN DE S N
VE ¢ 5 2 AN D e U R U AN DL U R U AN DL
Ve B 5 A VL T DU 2 B 5 AN DU e DU 2 B 5 AN DU e A DL NS
N E (S =3 (S =3 (S =3 AN
1B A E 1= (= AN
1= fERE AfsE fERE AN
=3 1= (S A sE A E

R R CE TR L s VE MRS 1Y E /D — A4~ (Subject) | (Resource) . ( Action) I { Environment) JG & 43
SIVC LI 2R b SCr 8 — S % AR D) A R UR L SN RN R R N VC B g SR LR SCh e . 3R 2 Sh K
VCHC 3, B U5 L Sl A R 5% DT e e 2 AR LAY

*®2 FHIER
(Subject) {8 (Subjects){H
/b —ILid VT e
A CE A H £ /0 —“Indeterminate” NG E
JIT A7 B AN D I AN DT i

TR IR B AE 8 BB B AP A (SubjectMatch) | (ResourceMatch) |, ¢ ActionMatch) 1 ( Environ-
mentMatch) #8J2“ TRUE”, W IC Fi ok bR SCp iy —AME . 36 3 S EARVCEC R B I L 30 1 F B 5 DT i
FIEARLEY .

*x3 EHLER
{SubjectMatch) {H {Subject) {H
JT A 4R R PE AL
AR H %> —1“Indeterminate” R E
O R - AL fi

9.8 TES5I AT

(VariableReference) JUZE 5| T —A~7E #H [A] ( Policy) JC & B ¥ ( VariableDefinition) JL & , % H 7|
F 45 %€ ( VariableDefinition) JG & ) ( VariableReference) LR N L E X WG H . &8 L& L5 HBYEK
W S TC KA

(VariableReference) JC 2 I\ B AL g F 1E A ( VariableDefinition) JC % H 1 ( Expression) JG & #E 17

SCF R, BN VariableDefinition) JGE 1Y 238 3 BE FI R PEAG KA e 6 OF o 2400y 51 2
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AR . XA FRIEJE XACML 1Ry —Fh i B U0 S R A
9.9 FKHiITM

AR gk (Condition) JG 2 5% 9% PEAN b BLBE, 25 (B N 2 17, 2R (Condition) JC & # PEAl 0
IR AR E RN R . 0 (Condition) JG % £ 7 Ay 22 15 2 8% PEAl A “ Indeterminate” , 55 14 W 18 7

J&=“Indeterminate”
9.10 HMFE(E

— > HLIN] 38 2o ok H P A A S B — A (. W EAG 3 S BAR RS PRI DAL o 3 4 S5 R A
fH%,

x4 HMNPEER

H A5 A M0 B
Ui H AR
U & AT
Ut i AN E A sE
AN DG S =3 AT
N E (=3 N E

AR B ARME A VUHEL 8L 2 “ Indeterminate” 1, I8 2 KU A9 (R 40 01 2 “ A 38 7 8l 3% “ Indeter-mi-
nate”, 54 IMETC K, R, X B0 15 0 R 4514 AN 75 B0 DRA
IR A ARE S DL " I H A2 B I8 4 (Rule) TG E N 15 TE AR RS e 22 R0 4 1

9.11 SREEE(E

SR 1) (B AN H B R A (B BEORIR SR TR SCR G O TR . SR 1) {80107 3 3k Ak 5w 1 E A AR
I e 7€

PEAG SR 1 5 bR DT A 5 SR A 35 M o 40 2R AR g DA g DT E ™ DU SR s ) 0 L AR 91 48 7 17 B
WUQEA%E%I?TSHWQH RN SR YE . 2R B AR PP Ry AN DL S, W) 5K g 1 0 2 “ Not-Appli-
cable”, W HARPEAL M “Indeterminate” , W) 3K B (R {E W & “Indeterminate”

%:z 5 SR FLAH R .

x5 RBHEER

EEA HL ¥ s (H

JC it /b — A H A R FHL I 20 & B i e e

VL fi B A BB U {8 H5 #2=“ NotApplicable” 3

VT i F /D —AHAE 2 “Indeterminate” P 0 0] 45 A v v
ANTE e 113 I3
N (i A

2 /b — > FME R A RO R R A B0 B/ (Rule) JTUER L BUH SRS AL & 19— D 2 A U2 ] S
DT R o A0SR SR AT L 3 T R SR SR A U U0 R U ) Al (B “ NotApplicable”, fTSR
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TR VAT A FLI DAL 25 2 R “ Indeterminate” . WAL 5 W B AT A % 38 FH T B K LR SCRYAR L {H 2
A — a2 HNR 9] “ Indeterminate™ , R WU £ W7 B P4k o8 22 20— S B (B2 ANl E

TR H AR E AN DEHL 7 5E # “Indeterminate” , W 56 W& BEAY 18 43 51 2 “ NotApplicable” 8 # “Indeter-
minate”, MG B PEAG(E . FEXSEIE LT, B 75 ZE0F Al

TR H AR (R VT G I B 2 2 D — A R = A &y 7 5 2 D — M 2 Indetermi-
nate”” IS 2 AW 1 R W) 20 55 5300 TR R W 1Y) I A PP A B

XACML 2.0 5& AR H & AN 35 2 Z 40 B AR PR ME R 4 & 50 R i Sl S 8. X ax 2
IR0 AH 56 08 2 BCHE VP Ak SR B L DA% i X S S ECRI B AT 2R AW AR A Sk i R o .
RER S AP G SO HORW 5 T 4H 8 S80I 446 5012 09 BAR 52 BN SRR X 2 2801

9.12 KREREIEM

TR 1 (LI H B A A (B BRI R TR SCRY G RO T . MRl SR s 2 45 5 vk 0T SR M 4R 1 H A
SR I 1SRG s S A T VE A 0 2 SR I 4R A I PR A (L

VA SR w4 1 B Bm DT At 2 SR M 4R 3l PP . a0 2R H AR RIS < DTS, D) SR e 4 1 R AR A 5
W2 A SR IEAR R 2] . 2R HARGOTAL AT L, W) 56 B 4R 1Y (B2 “ NotApplicable”, 41 2R H #5901
fli H“Indeterminate” , M) 5% W& 4 19 {H /2 “Indeterminate” . 3% 6 B IGEE HIHFE .

®6 KMEMHEMER

H b s fH W AR fE

Pt i Z D — AR B R SR HH SR W 21 A S
VE i JIT A 1R 5K W {B 4B J& “ NotApplicable” & H

It fi F /b — A H M (2 “ Indeterminate” FH SR 41 A Bk UE
AN VE iR (= A&
Ry & S Ay

AN 2R SR W AR A 0 7 B 5 | SR e SRS A L B T R R A A B — > B 2 SR R SR g
38 T USRI SR IR 4 SR g B B AL 2 2 /D — D SR MBS A SR 7 . AR SR M AR A 5 B 51 T Y
SR B SR W B RN 3 T K O HBAT A% 80E 51 AR B A “ Indeterminate” Y SR I 5 5K M £E , U
TS A WIE N 2 Ir A R RSB AT & “ NotApplicable””, 15 58 W& 4 0 5 ol 35 51 FH B9 0K W& ol & 0K m& 4R
A TE FH T IE K AH 2 — > B2 A 3R B 53 R M 42 3R 5] “ Indeterminate”{H , W 5 0% 42 & 09 (H B & 2 D
— KIS  Indeterminate””,

AR B AR E AL EL 5L “ Indeterminate” , W) 5 0% 45 () {1 43 51l J& “ NotApplicable” 8 # “In-de-
terminate” , AN WS I (E . 7EIXLLIF O T SRS A T S PPAG

AR H bR DC I IF HLOR S A G (i 2 2 — A R (2 ROV B E - 20— AN H )2 * Indeter-mi-
nate””, JI 2 9 W B 46 T 1 SR W 4G B VR D E SR R R A AT AR 45 2R

9.13 AERRWHER
R E LT BB A JE A . XACML $2 At JLAR AT 28 p ALK SR A0 R I BE IR0
9.14 HEMURRK

FIRE E B9 DR TR SR A O, Tl 5 — > SRS 21 A 53005, — S SRS R/ R 42 R € L PDP, PDP i 1% [#]
—ARE B SCREEAEE O AT A SN 2 A i, — S A /TR B A I B SRR B

45



GB/T 30281—2013

PDP I PFAG S 7 RS 9 5 LIRS 4, I LN 3R [8] — A~ [ 2 1 F 3¢, Hi i (Decision) TG R 4
“Permit”“Deny”“Indeterminate” 8, “NotApplicable” fy HiHp 22 — |
W PDP A REMOH — AP 5, AR [F1{E 4 “Indeterminate”,

9.15 X%

— R B RIS AR RE AL — D EUE 2 55 AU BTN Y SR L B S R ROR VB X 55 Ful-
fillon J& PEAE 0y I, L35 A% 346 B K — DA

TR IR S 55 1) SR Bl SR e 4R A BV BB BATPEAL IS A 45 R 02 “ Indeterminate” A1 Not-
Applicable” , 5 5 W 55 5 W 52 10 7 Al 45 5 A — > DY i R I B2 D7 Al 45 SRR DL I, DO 48 S 45 3R (1]
%4 PEP,

WERAE PDP B PEAL A S R [0 Permit” 8 “ Deny” Pk {H A 5 4 505 i 4L B0A9 4%, )0 PDP ik
[f1 45 PEP W 355 48 it A AL & B 0 PAl A9 RCR A PDP iR 8] fSCR AR R AR 88 L %5 . A A iF B BT AN
i 2 01 O o PR IR o7 e FH 6 e 1 1 2 & 8035 . W0 ordered-deny-overides.

9.16 HRE4E
9.16.1 A XZIFEIINAE

W PDP 3 PP AL 2 AT 35k o0 3 28 B iR S5 19 0 3 28 10/ bR BR0 0 5 w4 5l SR S, PDP 3R [l
(Decision) JLE {H N “Indeterminate”, AR IR ] (StatusCode) JTTEK » & J& A L Fr AT 0 2K 28 A 5| L i 4%
e, U HAH M “urn;: oasis: names:tc: xacml: 1.0 status: syntax-error” ; £ 42 AN 32 £F 10 28 505 | F 19 48 1%, T

HAH M “urn:oasis:names:tc: xacml; 1.0 status: processing-error”,
9.16.2 iBEEFMAERGEIR

XACML PDP P45 AL & TOR0E B 1 55 I B, TEA 15K 45 R 22 “Indeterminate” , 3% [A] ) ¢ StatusCode)
JCE{H & “urn:oasis: names: tc: xacml: 1.0 status: syntax-error”,
XACML PDP WAt 2 7 TG 25 i 45 040 25 9 3R W ), 7 £l D 5 25 2R 2 “ Indeterminate”, 3R [A] 19

(StatusCode) JG K {H J& “urn:oasis: names: tc: xacml; 1.0 ; status: processing-error”,
9.16.3 &R EH

ARG SR R SR /D SR b M e A SE R R R A TR S B9 DT G M L 45 R b /Y (Decision) J6
F i #“Indeterminate”, TEXFHFALT , R 45 R AEAL T (StatusCode) TLE , W'E A A I K “urn: oasis::
names;tc:xacml:1.0;status: missing-attribute”, I A T A i K E BT LZ0E S .

(Status) JLE W 1 PDP 4 T 7% Az g 3R 5 B AR A 4K B8 IR S E sl A 55 0 J@ P . PEP g
B —ANE R EF SCE R DL E AR BN, HX N ER R SCEE T PDP W 3 (9 & 1 44 %t
R JE P . 24 PDP & (Decision) JG & W & N “Indeterminate” H ( StatusCode) JC & i “urn: oasis:
names: tc:xacml:1.0:status: missing-attribute” [} N 2 B, AR 51 H R 46 1 oK o B 20 & AT fn] 4K,
BEUR L SR B PR M 1 4 PR B 2R A 58 8 13 SR R PDP i 2 (0] ) 52 AL R 2 Permit”
“Deny” B # “Indeterminate” MUK G,

10 XACML ¥"EB &

10.1 AIHEH XML BHEER

AR XML & P4 URT (A . A i 8 57 AR OCEK Y URT RS Jix 28 Jg 4
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—— Attributeld
DataType

Functionld
——Matchld
——Obligationld
PolicyCombining Algld
RuleCombiningAlgld
—StatusCode

SubjectCategory
XL SRR E IS IR 7 &

10.2 ZHULEM

(xacml; AttributeValue) and (xacml-context:; AttributeValue) B8 & — 4516 i) XML £ 5 2%
RIS, 9.3.1 ik T — R I AR R G50 A0 w1 6 & 09 BOHE U AR vE R . X B Y — s i B
XACML ¥ IR
a) X T AT A EUE R AL XACML P 41400 T b 5 XACML fif 528 8 — By it
TFICRBEE W MEAR R AT . PEP 30 b SCAb 31 % B8 5 71 31X 26357 1) Ja 1k b TR A 1 46
g A B 26 0 11 5 1) JRe F 1B A (9 C Attribute) TG F S . AN X BE Y (Attribute) I % RE
FH XACML & XY pR R oA, 38 5 3R 7 6, 45 04 Ak Bl i 28 B9 A 25 1 B AE (xacml-context:
AttributeValue) JTZE H ,

b)  XACML M 26 A O CHIR I A A B R BB Y pR K. X P 7 V6 HOBERE ST A €
SCRREL PDP (]

1 REMEEF

1.1 4k

A E L XACML #5555 B I % 1 7T RE fE & % 2 MR FA I 5c . W R LM H S %,
1.2 HifpEs
11.2.1  #ik

TAVB S B F B 49 AR XACML 25 % 19 i 58, F H oo & AR i AL 154 7048 oo iy
B HEHTHEE .

FAb 555 BRI MRS J5 A B P ARG AR U B i — 2D (B 1 R U SR ) ) o
F# SHNR A S BAHE M EEE. B, B2 58 0 Xs5Er 5 255680 EMEX
R, (HATEE A T AR HER I,

£ XACML BRI, 2 5% Z mfE M 8 5 T2 8108 &5 = mud . KA ss S a3
PEP,PDP 1 PAP, 4153 86 57 f rfv (1) — 358 70 B0 A P A% 25 05 FLYE 22K, BAT A & T R fE 5 8 PEP 47T
{437 1) 42 ol 3

O3 A 3 S8 b A 2 A T RS2 BN L FE AR R G B4 IR S R GRS L EX B T AR
Jolp A R 353 B S T

11.2.2  RIFWHYit 2R

XACML ¥ A & AL B NTEDLE PR 40 2 5 3 Z AL 150 R R HLBEPE . DR I it 25 i M 4% o
47
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BT R . TERCLEZZ BRI T B ER 5 B R SR By . MR R S8 B B SR SR A J P 28 R A R B T
AE 2 B AR I 1) — P IR . 6 I 24 R 4 Rl 840 25 R oMl w8 171 S Bl 19 AR 2 A 5% 7T BE S B0 31 1k
KA H32 2 H AL T

B P 47 45 it A B A 2 A5 5 [

11.23 HEEMN

HEE M R Bl DRI i XACML 2 5% Z [ 06 k0 . iR i i sl i B A9 2ot
THE T EAR SRS .

B 1 T T A b T A B S B

T I I A R Il 20 JE e Tl A Dl i 3 RE A a6 BRARE T R PN A AU FOOI 4% 5 95 8. .

11.2.4 HEHMEA

MBI AYGE R BGEEE XACML 253 Z (8] (35 5% 91 T i ATH &

T B AH Al 1 i eI L S 1 2 5 3 Z 1l RO UE R B 91 58 B PR it . (AT SSL
MO AIE AU, XAYIER T34 2t X.509 3E45 EAARBR . 8 T 35 28 A 200 45 8 . 2
IR EHR LN B M THETT .

11.2.5 HEMB&

T B B Bt 2 2o 5 M BR XACML 2 5% 2 [ B RS h i B . 1B MERE S BOR g4
Megs . Beit RArrg XACML ZRGEEH X i1 SO BR BOi A ™ A 4 5 i A R 3
T I ol f) i DR I R A 2 5 o Z 1AV B 51 5 B R 1 i

11.26 HEEX

2R Tty A R — AN BOIF ELBUE B R A TR A AT RE 18] 4 2 A X 0 A R A R . 1 B 58
HeVESE I RE B 18 R B ST

11.2.7 AERER

“NotApplicable”45 R % W] PDP A g £ 5 P 5 18 3K H A5 VE BC A9 5 0 . 383 18 B0, gt 13Ul )
“Deny” £ R 1 5 W , a2t PDP 3 1% 1 “NotApplicable”, i H]“Deny” U2 .

B 2 7 Bl 7 A AR v (40 ) 1T IR 45) “ NotApplicable” $2 £ 5 36 B IA M & 1« Permit” P 3R & 25
SIS A LY R R o VR A s 7 N e ot (I D N 2 S L B i

WA “NotApplicable” # 1A 4 & “Permit™, 5 B v FH (14 UG BE 58 15 5 3 5 P 583 oK /% i FH 158 FH 18 250 40
B EEASE A RERE BN, VLK MUK 2 77 4 “NotApplicable” 45 5, 3 H 9 4 /E“Permit”, [H i,

ARG T L R R B R BE F B T

il HTTP iR 55 #5405 2 A R B A B0 r .« % Re sl i Ok R TS iEfil{E . URL [
/LR T 2R e SOM R (B . R IE 58 m& 0 1] 0% DT C 5805 02 D0 275 30 9, 5 UL 19T 3 1Y 15 1]
Al RERE ST

S TR I Bk 5 1 2K B R FH PR TE RS 8 £ FH 5 e 1A 28 %) 335 vk 1) 3 PR I35 v, 8 Not Applicable” fE iy
“Permit” Xf 1 A FI GBAZ 241 . A T8 FF A PR T v R A8 AT 05 06 15 1A A 3 D3RI R, I i AN A
“NotApplicable”E A “Permit”, [ 4F VT fig 81k 28 5 A7 4 A8 i 1T R DT BE BT A v] BE 10 ] % A . PEP L 4R
A3 SR BR AR © R B B A Permit " B ANHLE L L 9.2,

11.2.8 B/EMRN

5 58 BLIU L T g L7 A IR 5, 7R SE S D0 T AR AL, AR T A SR A B T A G U AT R S 2
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T T SR DR DAL SCHRC R O LR e S P E AL

75 A R U P R P AL i 2 e/ 2 B U5 T I 268 2 R B R O T U ], R AN
B8 A5 AU AT T B o S RIS 1 D0 < SR P B A A AR A O

JoE AR S A 8 31 A B TR AT T AT — A RS L AE AN A AR AR XU I SR VR D I, AR T A
PDP A A1 AR 75 A7 165 KU I8 4 7] BE S BOIE B AL D5 R) . FESEPRIE R 32 0K AR 1 ik B L 42 1
R AS Lk Jw PR AT B L AR R IR 55 2 U5 B T A L AN BE X A R A T

HL A A A 051 R SR L E TR T A BB R B TR A3 LASM B9 A A R RS R A
I T T MM 1) 5 O DR AR A5 A Mt . B ) A AR AT B B I D S A R B AT [R] A5 R
BT BRAR SO SR 7 AT B B B A VR SO R IR TS SR AR A B SR R A B . (H
Je T 2R A R 23 A7 3R (XACML HLIE SRV A AT 280 B 1k 1M 2K TR ) 2 A

1.3 R&HE
11.3.1 3AiE

WIEHRHE T —Fh 38 B — D5 A 5 — 7 B I 075 . TATIE RE A2 B 1] 1) B30 2 XL 1wl 1

% I8 Uy ) 45 1 R 48 i BURE , PEP GAIE PDP 19 & 302 T3 B0y, & 0L &FRef E PDP Jf H
P LR IR B AR TR R AR .

PDP B IAIE PEP (9 5 0y 3F HLPEAS HaT (SR BE . Bl an, an i soifF PEP JGRR 1 (% 7] PDP 45 38 e 5 i
SR BV 87 20 19 “ Permit” 8 Deny” P 58 B RE B BT FI A .

VFZH AR GBS BEATENL ] a0 M RS RO L L L I s B E 2 4 5% . MBS FEBEFE PEP &5
PDP Z [ 22 # I F SCRY M Oh S, R B0 ATIE BB 40 31 76 T4 18 0 01 R 2 37k 20 0 S 8

11.3.2 RWEE

T 2R SR B T s 8 7 1) 4 ) 2R Gt 2 A TR R MR R A T I S A5 R E AR R A R B Tk
T B R O B SR A A 0] R 2R DT R P R AR . BRI AN A TR S R 4
JR A B T (Status) TC R A RE R IR [ 1 i = 38 J 5 B
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12.2.1  #iid
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Element name M/O
xacml-context: Action M
xacml-context: Attribute M
xacml-context: AttributeValue M
xacml-context: Decision M
xacml-context: Environment M
xacml-context: Missing AttributeDetail M
xacml-context: Obligations O
xacml-context: Request M
xacml-context: Resource M
xacml-context: ResourceContent O
xacml-context: Response M
xacml-context: Result M
xacml-context: Status M
xacml-context: StatusCode M
xacml-context: StatusDetail O
xacml-context: StatusMessage O
xacml-context: Subject M
xacml: Action M
xacml: ActionAttributeDesignator M
xacml: ActionMatch M
xacml: Actions M
xacml: Apply M
xacml: Attribute Assignment O
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Element name M/O
xacml: AttributeSelector 0O
xacml: AttributeValue M
xacml:CombinerParameters O
xacml:CombinerParameter O
xacml: Condition M
xacml; Description M
xacml: Environment M
xacml: EnvironmentMatch M
xacml: EnvironmentAttributeDesignator M
xacml: Environments M
xacml: Expression M
xacml: Function M
xacml: Obligation O
xacml: Obligations O
xacml; Policy M
xacml; PolicyCombinerParameters O
xacml: PolicyDefaults O
xacml: PolicyldReference M
xacml ; PolicySet M
xacml: PolicySetDefaults O
xacml; PolicySetIldReference M
xacml: Resource M
xacml; ResourceAttributeDesignator M
xacml: ResourceMatch M
xacml: Resources M
xacml: Rule M
xacml: RuleCombinerParameters 0O
xacml: Subject M
xacml: SubjectMatch M
xacml: Subjects M
xacml: Target M
xacml: VariableDefinition M
xacml: VariableReference M
xacml: XPathVersion O
12.2.3 #RIRFETER

%8 PRAIRMECR B B IRAT AT
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Identifier

urn:oasis:names:tc; xacml: 2.0
urn:oasis:names: tc: xacml:2.0: conformance-test
urn:oasis:names:tc: xacml:2.0:context
urn:oasis:names:tc: xacml: 2.0 : example
urn:oasis:names:tc: xacml:1.0:function
urn:oasis:names:tc: xacml: 2.0 : function
urn:oasis:names:tc: xacml: 2.0 policy
urn:oasis:names:tc: xacml: 1.0 :subject
urn:oasis:names:tc; xacml: 1.0 :resource
urn:oasis:names:tc: xacml:1.0:action
urn:oasis:names:tc: xacml:1.0:environment

urn:oasis:names:tc;xacml:1.0;status

12.2.4 &k
o v S it v

E&

GAEARIC M7 IR & SR A 5k W& 9,
®9 EHEIIR

Algorithm M/O

urn:oasis:names:tc: xacml: 1.0 : rule-combining-algorithm: deny-overrides
urn:oasis:names:tc: xacml: 1.0 policy-combining-algorithm : deny-overrides
urn:oasis:names:tc: xacml: 1.0 : rule-combining-algorithm : permit-overrides
urn:oasis:names:tc: xacml: 1.0 policy-combining-algorithm: permit-overrides
urn:oasis:names:tc: xacml: 1.0 : rule-combining-algorithm : first-applicable
urn:oasis:names:tc: xacml: 1.0 policy-combining-algorithm: first-applicable
urn:oasis:names: tc: xacml: 1.0 : policy-combining-algorithm : only-one-applicable
urn:oasis:names:tc:xacml:1.1:rule-combining-algorithm: ordered-deny-overrides
urn:oasis:names:tc: xacml: 1.1: policy-combining-algorithm: ordered-deny-overrides

urn:oasis:names:tc:xacml: 1.1:rule-combining-algorithm : ordered-permit-overrides

L EEEEEXEXEEEEE

urn:oasis:names:tc: xacml:1.1: policy-combining-algorithm: ordered-permit-overrides

12.2.5 REKD

BRI ST X (StatusCode) TEER Y SCHFIE P VERY . A02R SRR, I3 10 Hb AR 28 20 5 13 107 9 1E
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Identifier M/O

urn:oasis:names:tc: xacml:1.0:status: missing-attribute M
urn:oasis:names:tc:xacml:1.0:status: ok

urn:oasis:names:tc:xacml: 1.0 status: processing-error

£ KL

urn:oasis:names:tc: xacml:1.0:status:syntax-error

12.2.6 B

7S DL AR PR AT SR A TR R o 2R X 2 e M A SR R (R AT AR ) E i R R At ) BT S Ad B 2R
IO (AR IO S P 8 BB . AN ) T A 1 L 3 26 M X PDP R 502 I WA i 42 4L 1, LR 11

E 11 BEMEIER

Identifier M/O
urn:oasis:names:tc;xacml:1.0;:environment: current-time M
urn:oasis:names:tc: xacml:1.0:environment: current-date M
urn:oasis:names:tc;xacml:1.0;:environment: current-date Time M

12.2.7 #RIRFF

o v St R S P B TR AT RLAE SR 12 YR N O IR bR s SCRE T . R 2 B A X PAP I PEP
9 ELAR SE it . PDP A b 3 v 1 378 3RIR .

xR 12 RIRFHIE

Identifier M/O
urn:oasis:names:tc: xacml:1.0:subject:authn-locality : dns-name O
urn:oasis:names:tc: xacml:1.0:subject:authn-locality:ip-address O
urn:oasis:names:tc:xacml: 1.0 :subject:authentication-method O
urn:oasis:names:tc: xacml: 1.0 :subject:authentication-time O
urn:oasis:names:tc: xacml: 1.0 :subject: key-info O
urn:oasis:names:tc; xacml:1.0:subject:request-time O
urn:oasis:names:tc: xacml:1.0:subject: session-start-time O
urn:oasis:names:tc: xacml:1.0:subject: subject-id O
urn:oasis:names:tc: xacml: 1.0 :subject: subject-id-qualifier O
urn:oasis:names:tc: xacml: 1.0 : subject-category :access-subject M
urn:oasis:names:tc; xacml:1.0:subject-category: codebase O
urn:oasis:names:tc: xacml: 1.0:subject-category:intermediary-subject O
urn:oasis:names:tc: xacml: 1.0 : subject-category : recipient-subject O
urn:oasis:names:tc: xacml: 1.0 :subject-category: requesting-machine O
urn:oasis:names:tc: xacml: 1.0 :resource: resource-location O
urn:oasis:names:tc: xacml:1.0:resource: resource-id M
urn:oasis:names:tc:xacml:1.0:resource:simple-file-name O
urn:oasis:names:tc: xacml: 1.0 :action:action-id O
urn:oasis:names:tc: xacml: 1.0 :action:implied-action O
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Data-type M/O

=

http://www.w3.0rg/2001/XMLSchema # string
http://www.w3.org/2001/XMLSchema # boolean
http://www.w3.0rg/2001/XMLSchema # integer
http://www.w3.0rg/2001/XMLSchema # double
http://www.w3.0rg/2001/XMLSchema # time
http://www.w3.0rg/2001/XMLSchema # date
http://www.w3.0rg/2001/XMLSchema # dateTime

http://www.w3.org/ TR/2002/WD-xquery-operators-20020816 # dayTimeDuration
http://www.w3.org/ TR/2002/WD-xquery-operators-20020816 # yearMonthDuration
http://www.w3.0rg/2001/XMLSchema # anyURI
http://www.w3.0rg/2001/XMLSchema # hexBinary
http://www.w3.org/2001/XMILSchema # base64Binary

urn:oasis:names:tc: xacml: 1.0 :data-type:rfc822Name

T EEEEEEEELEEEEE

urn:oasis:names:tc: xacml:1.0:data-type: x500Name

12.2.9 &
T v S it 107 RE TE A b BRARIC O “ M7 A ThRE PR, L3 14,
R 14 EEIER

Function M/O

£

urn:oasis:names:tc: xacml:1.0: function: string-equal
urn:oasis:names:tc: xacml: 1.0 : function: boolean-equal
urn:oasis:names:tc: xacml:1.0: function:integer-equal
urn:oasis:names:tc:xacml: 1.0 function: double-equal
urn:oasis:names:tc: xacml: 1.0 : function: date-equal
urn:oasis:names:tc: xacml: 1.0 function: time-equal
urn:oasis:names:tc: xacml:1.0:function:dateTime-equal
urn:oasis:names:tc: xacml:1.0:function: dayTimeDuration-equal
urn:oasis:names:tc: xacml: 1.0 : function: yearMonthDuration-equal
urn:oasis:names:tc: xacml: 1.0 : function:anyURI-equal
urn:oasis:names:tc: xacml: 1.0 : function: x500Name-equal
urn:oasis:names:tc: xacml:1.0: function: rfc822Name-equal
urn:oasis:names:tc: xacml: 1.0 function: hexBinary-equal
urn:oasis:names:tc: xacml: 1.0 : function: base64Binary-equal

urn:oasis:names: tc: xacml: 1.0 : function:integer-add

£E £E EEEKEEEEEEEEKEKZEE

urn:oasis:names:tc: xacml:1.0:function: double-add
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Function M/O

urn:oasis:names:tc: xacml:1.0: function:integer-subtract M
urn:oasis:names:tc: xacml:1.0: function: double-subtract

urn:oasis:names:tc:xacml:1.0:function:integer-multiply M
urn:oasis:names:tc: xacml: 1.0 : function: double-multiply M
urn:oasis:names:tc: xacml:1.0: function:integer-divide M
urn:oasis:names:tc: xacml: 1.0 function: double-divide M
urn:oasis:names:tc: xacml:1.0:function:integer-mod M
urn:oasis:names:tc:xacml:1.0:function:integer-abs M
urn:oasis:names:tc: xacml: 1.0 : function: double-abs M
urn:oasis:names:tc: xacml:1.0:function: round M
urn:oasis:names:tc: xacml: 1.0 function: floor M
urn:oasis:names:tc: xacml:1.0:function: string-normalize-space M
urn:oasis:names:tc: xacml: 1.0 : function: string-normalize-to-lower-case M
urn:oasis:names:tc: xacml: 1.0 : function: double-to-integer M
urn:oasis:names:tc: xacml: 1.0 : function:integer-to-double M
urn:oasis:names:tc: xacml:1.0: function:or M
urn:oasis:names:tc:xacml: 1.0 function:and M
urn:oasis:names:tc: xacml: 1.0 function: n-of M
urn:oasis:names:tc: xacml: 1.0 : function: not M
urn:oasis:names:tc: xacml:1.0: function:integer-greater-than M
urn:oasis:names:tc:xacml:1.0:function:integer-greater-than-or-equal M
urn:oasis:names:tc:xacml:1.0:function:integer-less-than M
urn:oasis:names:tc: xacml: 1.0 function:integer-less-than-or-equal M
urn:oasis:names:tc: xacml: 1.0 function: double-greater-than M
urn:oasis:names:tc: xacml: 1.0 function: double-greater-than-or-equal M
urn:oasis:names:tc: xacml: 1.0 function: double-less-than M
urn:oasis:names:tc: xacml: 1.0 : function: double-less-than-or-equal M
urn:oasis:names:tc:xacml:1.0:function:dateTime-add-dayTimeDuration M
urn:oasis:names:tc:xacml:1.0:function:dateTime-add-yearMonthDuration M
urn:oasis:names:tc: xacml: 1.0 : function:dateTime-subtract-day TimeDuration M
urn:oasis:names:tc: xacml: 1.0 : function: dateTime-subtractyearMonthDuration M
urn:oasis:names:tc: xacml:1.0: function:date-add-yearMonthDuration M
urn:oasis:names:tc: xacml:1.0:function:date-subtract-yearMonthDuration M
urn:oasis:names:tc: xacml: 1.0 : function: string-greater-than M
urn:oasis:names:tc: xacml: 1.0 : function: string-greater-than-or-equal M
urn:oasis:names:tc: xacml: 1.0 : function: string-less-than M
urn:oasis:names:tc: xacml: 1.0 function: string-less-than-or-equal M
urn:oasis:names:tc:xacml: 1.0 function: time-greater-than M
urn:oasis:names:tc: xacml: 1.0 : function: time-greater-than-or-equal M
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Function M/O

urn:oasis:names:tc:xacml:1.0:function: time-less-than M
urn:oasis:names:tc: xacml:1.0:function: time-less-than-or-equal

urn:oasis:names:tc: xacml:2.0:function: time-in-range M
urn:oasis:names:tc:xacml:1.0:function: dateTime-greater-than M
urn:oasis:names:tc: xacml: 1.0 : function:dateTime-greater-than-or-equal M
urn:oasis:names:tc:xacml:1.0:function:dateTime-less-than M
urn:oasis:names:tc: xacml: 1.0 : function: dateTime-less-than-or-equal M
urn:oasis:names:tc:xacml:1.0:function:date-greater-than M
urn:oasis:names:tc: xacml: 1.0 : function: date-greater-than-or-equal M
urn:oasis:names:tc: xacml:1.0:function:date-less-than M
urn:oasis:names:tc: xacml: 1.0 : function: date-less-than-or-equal M
urn:oasis:names:tc: xacml:1.0:function: string-one-and-only M
urn:oasis:names:tc: xacml: 1.0 : function: string-bag-size M
urn:oasis:names: tc: xacml: 1.0 : function: string-is-in M
urn:oasis:names:tc: xacml: 1.0 : function: string-bag M
urn:oasis:names:tc:xacml: 1.0 : function: boolean-one-and-only M
urn:oasis:names:tc: xacml: 1.0 function: boolean-bag-size M
urn:oasis:names:tc: xacml: 1.0 : function: boolean-is-in M
urn:oasis:names:tc: xacml: 1.0 : function: boolean-bag M
urn:oasis:names:tc: xacml: 1.0 : function:integer-one-and-only M
urn:oasis:names:tc: xacml: 1.0 function:integer-bag-size M
urn:oasis:names:tc: xacml:1.0:function:integer-is-in M
urn:oasis:names:tc:xacml:1.0:function:integer-bag M
urn:oasis:names:tc: xacml: 1.0 : function: double-one-and-only M
urn:oasis:names:tc: xacml:1.0:function: double-bag-size M
urn:oasis:names:tc: xacml:1.0:function:double-is-in M
urn:oasis:names:tc: xacml:1.0:function:double-bag M
urn:oasis:names:tc: xacml: 1.0 function: time-one-and-only M
urn:oasis:names:tc: xacml: 1.0 : function: time-bag-size M
urn:oasis:names:tc: xacml: 1.0 : function: time-is-in M
urn:oasis:names:tc: xacml:1.0:function: time-bag M
urn:oasis:names:tc: xacml:1.0: function:date-one-and-only M
urn:oasis:names:tc: xacml: 1.0 : function: date-bag-size M
urn:oasis:names:tc: xacml: 1.0 : function:date-is-in M
urn:oasis:names:tc:xacml:1.0:function:date-bag M
urn:oasis:names:tc: xacml: 1.0 : function:dateTime-one-and-only M
urn:oasis:names:tc:xacml: 1.0 function:dateTime-bag-size M
urn:oasis:names:tc:xacml:1.0:function:dateTime-is-in M
urn:oasis:names:tc: xacml: 1.0 :function: dateTime-bag M
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Function

M/O
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anyURI-one-and-only
anyURI-bag-size
anyURI-is-in

anyURI-bag
hexBinary-one-and-only
hexBinary-bag-size
hexBinary-is-in
hexBinary-bag
base64Binary-one-and-only
base64 Binary-bag-size
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base64Binary-bag
dayTimeDuration-one-and-only
dayTimeDuration-bag-size
dayTimeDuration-is-in
dayTimeDuration-bag
yearMonthDuration-one-and-only
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yearMonthDuration-is-in
yearMonthDuration-bag
x500Name-one-and-only
x500Name-bag-size
x500Name-is-in
x500Name-bag
rfc822Name-one-and-only
rfc822Name-bag-size
rfc822Name-is-in
rfc822Name-bag
string-concatenate
uri-string-concatenate
any-of
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Function M/O

urn:oasis:names:tc: xacml:1.0:function: string-regexp-match M
urn:oasis:names:tc: xacml:2.0:function:anyURI-regexp-match

urn:oasis:names:tc: xacml:2.0: function:ipAddress-regexp-match M
urn:oasis:names:tc: xacml: 2.0 : function: dnsName-regexp-match M
urn:oasis:names:tc: xacml: 2.0 : function: rfc822Name-regexp-match M
urn:oasis:names:tc: xacml: 2.0 : function: x500Name-regexp-match M
urn:oasis:names:tc: xacml: 1.0 : function: xpath-node-count O
urn:oasis:names:tc: xacml: 1.0 function: xpath-node-equal O
urn:oasis:names:tc: xacml: 1.0 : function: xpath-node-match O
urn:oasis:names:tc:xacml:1.0:function: string-intersection M
urn:oasis:names:tc: xacml: 1.0 : function: string-at-least-one-member-of M
urn:oasis:names:tc: xacml:1.0:function: string-union M
urn:oasis:names:tc: xacml: 1.0 : function: string-subset M
urn:oasis:names:tc: xacml: 1.0 : function: string-set-equals M
urn:oasis:names:tc: xacml: 1.0 : function: boolean-intersection M
urn:oasis:names:tc: xacml: 1.0 : function: boolean-at-least-one-member-of M
urn:oasis:names:tc: xacml: 1.0 function: boolean-union M
urn:oasis:names:tc: xacml: 1.0 : function: boolean-subset M
urn:oasis:names: tc: xacml: 1.0 : function: boolean-set-equals M
urn:oasis:names:tc: xacml: 1.0 : function:integer-intersection M
urn:oasis:names:tc: xacml: 1.0 : function:integer-at-least-one-member-of M
urn:oasis:names:tc: xacml:1.0:function:integer-union M
urn:oasis:names:tc: xacml: 1.0 function:integer-subset M
urn:oasis:names:tc: xacml: 1.0 : function:integer-set-equals M
urn:oasis:names:tc: xacml: 1.0 :function:double-intersection M
urn:oasis:names:tc: xacml:1.0:function:double-at-least-one-member-of M
urn:oasis:names:tc: xacml: 1.0 function: double-union M
urn:oasis:names:tc: xacml: 1.0 function: double-subset M
urn:oasis:names:tc: xacml: 1.0 : function: double-set-equals M
urn:oasis:names:tc: xacml: 1.0 : function: time-intersection M
urn:oasis:names:tc: xacml: 1.0:function: time-at-least-one-member-of M
urn:oasis:names:tc: xacml:1.0:function: time-union M
urn:oasis:names:tc: xacml: 1.0 : function: time-subset M
urn:oasis:names:tc: xacml: 1.0 : function: time-set-equals M
urn:oasis:names:tc: xacml: 1.0 : function: date-intersection M
urn:oasis:names:tc: xacml: 1.0 : function:date-at-least-one-member-of M
urn:oasis:names:tc: xacml: 1.0 function:date-union M
urn:oasis:names:tc: xacml:1.0:function:date-subset M
urn:oasis:names:tc: xacml: 1.0 function:date-set-equals M
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x 14 (8

Function M/O

urn:oasis:names:tc: xacml:1.0:function:dateTime-intersection M
urn:oasis:names:tc: xacml:1.0: function:dateTime-at-least-one-member-of

urn:oasis:names:tc: xacml: 1.0 : function:dateTime-union M
urn:oasis:names:tc: xacml: 1.0 : function: dateTime-subset M
urn:oasis:names:tc: xacml:1.0: function: dateTime-set-equals M
urn:oasis:names:tc:xacml:1.0:function:anyURI-intersection M
urn:oasis:names:tc: xacml: 1.0 function: anyURI-at-least-one-member-of M
urn:oasis:names:tc: xacml: 1.0 : function:anyURI-union M
urn:oasis:names:tc:xacml:1.0:function:anyURI-subset M
urn:oasis:names:tc: xacml: 1.0 function:anyURI-set-equals M
urn:oasis:names:tc:xacml:1.0:function: hexBinary-intersection M
urn:oasis:names:tc:xacml:1.0:function: hexBinary-at-least-one-member-of M
urn:oasis:names:tc: xacml: 1.0 : function: hexBinary-union M
urn:oasis:names:tc: xacml: 1.0 function: hexBinary-subset M
urn:oasis:names:tc:xacml:1.0: function: hexBinary-set-equals M
urn:oasis:names:tc:xacml:1.0:function: base64Binary-intersection M
urn:oasis:names:tc: xacml:1.0:function: base64Binary-at-least-one-member-of M
urn:oasis:names:tc: xacml:1.0:function: base64Binary-union M
urn:oasis:names:tc: xacml:1.0:function: base64Binary-subset M
urn:oasis:names:tc:xacml:1.0:function: base64Binary-set-equals M
urn:oasis:names:tc: xacml: 1.0 : function:dayTimeDuration-intersection M
urn:oasis:names:tc: xacml:1.0:function:dayTimeDuration-at-least-one-member-of M
urn:oasis:names:tc: xacml: 1.0 : function: dayTimeDuration-union M
urn:oasis:names:tc: xacml: 1.0 function:dayTimeDuration-subset M
urn:oasis:names:tc: xacml: 1.0 : function: dayTimeDuration-set-equals M
urn:oasis:names:tc: xacml: 1.0 : function: yearMonthDuration-intersection M
urn:oasis:names:tc: xacml:1.0:function: yearMonthDuration-at-least-one-member-of M
urn:oasis:names:tc: xacml: 1.0 : function: yearMonthDuration-union M
urn:oasis:names:tc: xacml: 1.0 : function: yearMonthDuration-subset M
urn:oasis:names: tc: xacml: 1.0 : function: yearMonthDuration-set-equals M
urn:oasis:names:tc: xacml: 1.0 : function: x500Name-intersection M
urn:oasis:names: tc: xacml:1.0: function: x500Name-at-least-one-member-of M
urn:oasis:names:tc: xacml: 1.0 : function: x500Name-union M
urn:oasis:names:tc: xacml: 1.0 : function: x500Name-subset M
urn:oasis:names:tc:xacml:1.0: function: x500Name-set-equals M
urn:oasis:names:tc: xacml: 1.0 : function: rfc822Name-intersection M
urn:oasis:names:tc: xacml: 1.0 function: rfc822Name-at-least-one-member-of M
urn:oasis:names:tc:xacml: 1.0 function: rfc822Name-union M
urn:oasis:names:tc: xacml: 1.0 : function: rfc822Name-subset M
urn:oasis:names:tc:xacml: 1.0 function: rfc822Name-set-equals M
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Mt R A
(FSE B 5O
#1525 B A0 oF &

7S B SR A 38 A% P T8 2R bR I8 357 A I T A8 ) R0 2K R A R K
AARUESESE T TEEE A1 ANST X B KR 09 575 378 0ok B P Al B8 T S AR B R Y
AL L I X5 s vFE o 114 44 B R A 3 SCEAT T U .

=

A2 HIEFER

JRAE XML 5251 vl i A 5 s 28 RU L 5 745 5, XACML (1 PDP 5 4: I % ik 28 2 45 8 o 17 SE B
KAy Hr. 40 Boolean,integer Ml double 452 MY Jif M7 45 53 Filf i ¢ 48 Dy A= IS 780 Py T L B 9 4L 31 2 4
o FE XACML H 3 Y SEA G 280, A TR AT B 0 0 080 35

—http://www.w3.0rg/2001/XMLSchema # string

—http://www.w3.0org/2001/XMLSchema # boolean

—http://www.w3.0rg/2001/XMLSchema # integer

—http://www.w3.0rg/2001/XMLSchema # double

—http://www.w3.0rg/2001/XMLSchema # time

—http://www.w3.0rg/2001/XMLSchema # date

—http://www.w3.0rg/2001/XMLSchema # dateTime

—http://www.w3.0rg/2001/XMLSchema # anyURI

—http://www.w3.0org/2001/XMLSchema # hexBinary

—http://www.w3.0org/2001/XMLSchema # base64Binary

—http://www.w3.org/ TR/2002/WD-xquery-operators—20020816 ¥ dayTimeDuration

—http://www.w3.org/TR/2002/WD-xquery-operators—20020816 # yearMonthDuration

urn:oasis:names:tc:xacml:1.0:data-type: x500Name

urn:oasis:names;tc;xacml:1.0:data-type:rfc822Name

urn:oasis:names;tc:;xacml:2.0:data-type:ipAddress

urn:oasis:names:tc:xacml;2.0:data-type:dnsName

o B2 B A BT IR AR SR T UTC RS 2 s ] 5

AR HE S B PDP WA BE 18 45 B e A 9 A ) Y B AR B G 26 80 . X T intergers 1 doubles 28
R R bR UETE BB TEEE754 9B 4l ik 5 ke

XACML & LT AR 4 F gy 26 7 .

—“urn;oasis:names:tc:xacml;:1.0;data-type: x500Name”

“urn:oasis:names:tc: xacml:1.0:data-type:rfc822Name”

“urn:oasis:names:tc:xacml:2.0:data-type:ipAddress”

“urn:oasis:names:tc:xacml:2.0:data-type:dnsName”

PR 28838 EARMTE IR AR IR IF H C 278V 2 bn e A b i B

——X.500 directory name
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“urn:oasis: names: tc: xacml: 1.0 data-type: x500Name” Fe AR S BALFE ITU-T HEHE M X.520
B PR . IR A RS UL RFC 2253,
—RFC 822 name
“urn:oasis:names:tc:xacml:1.0:data-type:rfc822Name” FAx S WA F a7 MR {F o 41k,
——1IP address
“urn:oasis:names:tc: xacml: 2.0 data-type:ipAddress” FEA IS BRI F 1Pv4 B IPv6 M 45 i
Ak T BAF A R AT R sl R . R R IR ROR
ipAddress = address [ "/" mask ] [ ":" [ portrange | ]
Xt F 1Pv4 ik, H bk A2 4 B 4% B8 RFC 2396 P g A% Uik . T 1Pv6 Mtk , st ik =
PR HE R REC 2732 s Xfliid . G IPve psb b AN A7 "L "6 35 o
——DNS name
“urn:oasis:names:tc:xacml: 2.0 data-type: dnsName” FEA IS RIAC 1l Z IR 55 =L, 7T B
Ay i 1 8 1Y R TR RN R

non

dnsName = hostname [ portrange |

Br 1B ECAT xRl TR i A iﬂﬁ% I5c 7 TR 8 43 A2 24 i B0 A AT -, AL 44 1 A 20 4 R
RFC 2396 H#E L,

“urn;:oasis:names:tc:xacml;2.0:data-type:ipAddress”#l

“urn:oasis:names:tc:xacml: 2.0 :data-type: dnsName” 28 B op 19 v 1 B v H 30 [ A 15 2 0
WA

portrange = portnumber | "-"portnumber | portnumber"-"[ portnumber |

“portnumber” FJ -+ Hil BF s AR -x" KR i H 0 x” 3RoR BRI i H S o 10 A4
INTF XA BT BT A S 1S AR xR R e 1, I xR B A g 1S g 3 R AR R

F XA B A g S
A3 B
A31 EX¥rs

T L PR B B X 4% ol B AR B 2 0 i A S pR B, R A BR B I — AN s 2R R, LS A
KB SLI L E . 4 R OBy TE 40 PE A E ) 2 L IEEE 754 1 W3C: XQuery 1.0 and XPath 2.0

Functions and Operators,

urn:oasis:names:tc:xacml:1.0:function: string-equal

PREEW 2 4 http://www.w3.org/2001/XMLSchema # string 288 19 Z %, 38 [l — 4> ht-
tp: //WWW w3.org/2001/XMLSchema # boolean 8., M HALY 2 NS MK EMHE,
I H XS5 E byte P8 H “integer-equal” PR L L 85 5 1 45 S ERAH 25, & [0 “ True”, 75 W) 1% [6]
“False”,
urn:oasis:names:tc:xacml:1.0:function: boolean-equal

PREEW 2 4 http: //www.w3.0rg/2001/XMLSchema # boolean 258 1 2%, I% [l — 4> ht-
tp: //WWW w3. org/2001/XMLSchema # boolean ZEAIAY{H , 4 HAL Y 2 NS EAEH S, 1R
[B1“True”, 75 W3R [7]“False” .
urn:oasis:names;tc;xacml;1.0:function;integer-equal
PR BRI 2 4 http://www.w3.0rg/2001/XMLSchema # integer 5 &I ) 245, 3% [0 — 4~ ht-
tp://www.w3.org/2001/XMLSchema # boolean 2B f{){H ., B ¥R IEEE 754 59 B E X
SRGIEATIRAL
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urn:oasis:names:tc:xacml:1.0:function:double-equal

R B 2 A http://www.w3.0rg/2001/XMLSchema # double 288 1 Z %k, & [l — 4> ht-

tp://www.w3.org/2001/XMLSchema # boolean ZK I ) {H , B ¥#% B IEEE 754 9 49 #L & X

SHGHEATVEAL

urn:oasis:names:tc:xacml:1.0:function: date-equal

ek B3I 2 4 http://www. w3. org/2001/XMLSchema # date 2 & (1 2 %, & [ — 4

http://www.w3.0rg/2001/XMLSchema # boolean ZK B AY{H . B ¥ FZ B “op: date-equal” PR %Y

HEATIEAL .

urn:oasis:names:tc:xacml:1.0:function: time-equal

R B 2 4 http://www. w3. org/2001/XMLSchema # time 28 % i) 2 %, & [ — 4

http://www.w3.0org/2001/XMLSchema # boolean KB A{H . BE¥FL B “op: time-equal” PR %Y

HEATIEAL .

urn:oasis:names:tc:xacml:1.0:function:dateTime-equal

R BRI 2 A http://www.w3.0rg/2001/XMLSchema # dateTime 258 19 2%, Ik [\ — 4>

http://www.w3. org/2001/XMLSchema # boolean Z& M By . ‘B ¥ #% I8 “op: dateTime-

equal” PRBCHEAT VAR

urn:oasis:names:tc:xacml:1.0:function: dayTimeDuration-equal

PR BRI 2 > http://www.w3.0rg/ TR/2002/WD-xquery-operators-20020816 # dayTime-

Duration 288 i) 2 %1, & Bl — 4> http://www. w3.0rg/2001/XMLSchema # boolean 2§ %l Y

H. E¥HEM“op:dayTimeDuration-equal” BB AT AL . 28U 1) IC R 4 903 it S 24

i,

urn:oasis:names:tc:xacml:1.0:function:yearMonthDuration-equal

I BR B 2 4 http: //www.w3.org/ TR/2002/WD-xquery-operators-20020816 # yearMont-

hDuration FEMI A S %L, 1R 1] — > http://www.w3.org/2001/XMLSchema # boolean 2% %I fif)

i, B “op: yearMonthDuration-equal” pRELIEFTPEAN . SEAY RN R ¥ 9 fit b £

RS

urn:oasis:names:tc:xacml:1.0:function:anyURI-equal

R BRI 2 4> http://www.w3.org/2001/XMLSchema # anyURI 288 i 25, iR [l — 4>

http://www.w3.0rg/2001/XMLSchema # boolean KB f{H ., B ¥ & B “op: anyURI-equal”

ORRICHEA T PRAR

urn:oasis:names:tc: xacml:1.0:function: x500Name-equal

R B 2 4 “urn:oasis:names: te: xacml: 1.0 data-type: x500Name” 28 B 19 2%, Ik 7] —

A~ http://www.w3.0rg/2001/XMLSchema # boolean ZS B Ay (H . 24 H AL 24 2 S50 A X

Y5 2 F% (RDND DEBE ] 5 3R Bl True”, 75 W3R [0 “ False” ., 4 HAX Y 3% T 51 20 B A 3R [0 45

F4True”, WFR 2 4~ RDN JLHE, BT .

D M4 RFC 2253 g LIS 30/ RDN 244,

2) R RDN 4l & £4 TypeAndValue J& X}, HH 3% 575 & 89 F+ 7 HE/F RDN H /)8
PEXT

3) R4 RFC 3280 4.1.2.4 AR H %8 RDN,

urn:oasis:names:tc:xacml:1.0:function:rfc822Name-equal

PR EEIR 2 N “urn: oasis:names:te:xacml:1.0:data-type: rfc822Name” 258 i 244, 1% o] —

A http://www.w3.0org/2001/XMLSchema # boolean 58I ) fH , 24 HAY 24 2 4~S $E M %

R True”, A WR Bl “False” ., RFC822 Hv i 44 Fik i A iy 58 73 0™ @7 J& BRASRR 73 41 A, AR b
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i 9 g U R 7 N T e e R AT 1197 0 N R A A A v G I P S (B

D XA SR N FREEROR .

2) X% Ak )E 12800 F “urn oasis: names: tc: xacml: 1.0 : function: string-equal” BRI £ 4T
3,

urn:oasis:names:tc:xacml:1.0:function: hexBinary-equal

R BER 2 A http://www.w3.0rg/2001/XMLSchema# hexBinary 288 i) 2%k, i [0 — 4>

http://www.w3.0rg/2001/XMLSchema # boolean 2B AY{E . Y HAVYPASH W 7T F 5 K

FEAHZE I H 8 “urn:oasis:names: tc: xacml: 1.0 : function: integer-equal” o §¢ ¥ € A1 S5 1}, 1R

[l“True”, % W3R [0 “False” . B 545 B 5 Ak 57735 15 90 09 20 BR 42 b g i R 2017

urn:oasis:names:tc:xacml:1.0:function:base64Binary-equal

PR BEW 2 4 http://www.w3.0rg/2001/XMLSchema # base64Binary 288 i) S 4, ik [0l

—A~ http://www.w3.0org/2001/XMLSchema # boolean 258 {8, 4 H X Y WS F ) 74

7)1 BEAH 4 91 B9 A “urn: oasis: names: tc: xacml: 1.0 ; function: integer-equal” PR 4 31| 22 #H

SRS L3R [ True” , A5 W& (71 “False” . B 545 5 5% Ak Sy 519 e 91 1) 20 BR 8 v A i 3R 4017

A3.2 EHEIY

PLUF B T pRBCER R 42U 2 1 integer X double 28R f S84, FLIR [UE A AH R 1Y 2 Fp2A 22 —
X T add” REUERTREA 2T 2 DS, BB PG B2 0V # IR TEEE 754 X W 3% 58 & 4 17
oA 5 X S8 pR B R A b B A AL — RS B “ Indeterminate”, W) 3 3% 2 19 F A4 45 2R 24 “ Indeter-
minate”, iz SEER I oK B WER BRECZ 0, W pR B0 [T 45 2R 4 “Indeterminate”,
urn:oasis:names:tc:xacml:1.0:function:integer-add
WHRERTREA Z T 2 IS8
urn:oasis:names:tc:xacml:1.0:function:double-add
WHRERTREA Z T 2 IS8

urn:oasis:names:tc: xacml:1.0:function:integer-subtract

urn:oasis:names:tc:xacml:1.0:function:double-subtract

urn:oasis:names:tc:xacml:1.0:function:integer-multiply

urn:oasis:names:tc: xacml:1.0:function:double-multiply

urn:oasis:names:tc: xacml:1.0:function:integer-divide

urn:oasis:names:tc:xacml:1.0:function:double-divide

urn:oasis:names:tc: xacml:1.0:function:integer-mod
PUR B BT A eRECER H U 1 M E XA S 40, round Al floor ZE 1 R L — 4> http: //www.
w3.0rg/2001/XMLSchema# double Z$#I £ %1 H ik 7] [F] FE 2 A AY (8 ,

urn:oasis:names:tc:xacml:1.0:function:integer-abs

urn:oasis:names:tc:xacml:1.0:function:double-abs

urn:oasis:names:tc:xacml:1.0:function:round

urn:oasis:names:tc:xacml:1.0:function:floor
A33 FHREBETHREE

TH R “http://www.w3.0org/2001/XMLSchema # string” 28 T {H JE 4748 4 .
urn:oasis:names:tc:xacml:1.0:function: string-normalize-space

R B 1 4 “http://www.w3.0org/2001/XMLSchema # string” 25 8 280, #& AL S 5L,
FATT Sk FNE, B 1 2 M AT
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urn:oasis:names:tc:xacml:1.0:function: string-normalize-to-lower-case
R BE 1 4 “http://www.w3.0org/2001/XMLSchema # string” 2 8 280, ¥ AL S50,
W b A B T A R S S R S AR Y NS R

A34 HFRBTHREY

T H R “http://www.w3.org/2001/XMLSchema ¥ integer” 28T {H #1“http://www.w3.org/
2001/XML-Schema# double”Z&HI(H #1775 e .
urn:oasis:names:tc:xacml:1.0:function: double-to-integer
PR BRI 1 AN “http://www.w3.0org/2001/XMLSchema # double” 28 B 2 4, % 2 516 57 4k
15 H A EG 7, 1R Bl—~“http: //www.w3.0org/2001 /XMLSchema # integer " 25 BU{H ,
urn:oasis:names:tc:xacml:1.0:function:integer-to-double
R 1 N “http://www.w3.0org/2001/XMLSchema # integer” 25 B S50, % S 5042 S b
B LR B —“http: //www.w3.0org/2001/XMLSchema # double” 28 BI{H ,

=

I

A.3.5 BIEEHE

KRR EA “http: //www.w3.org/2001/XMLSchema # boolean” 2% %I 2 % 14 18 #5 oK %k
urn:oasis:names:tc:xacml:1.0:function:or

WA B R B S50 MR 1] “False” . A12R 2= DFH — A SEIEAS 8 True” WK [ True”,
SHOFAE A e AT, M AT — S OB A 8 < True” B, X 50 4% 09 2 5045 1k VEAG . oF B0R (9]
“True”,

urn:oasis:names:tc:xacml:1.0:function:and

R I bR B A S8 R [ True” . WA — S50 PFAG o “ False” MR W] “False”,
SROPE EA F 24T . AT — SR PE A R “ False” B 4 580 4 59 2 506 11 PP A . R B0R (1]
“False”,

urn:oasis:names:tc:xacml:1.0:function: n-of

W R B EE — N “http: //www.w3.0rg/2001/XMLSchema # integer” 25 B , ) 4> = 50
N<http://www.w3.org/2001/XMLSchema # boolean”Z$ Y | 2 — /2 B & Fe /M R R
B1“ True” B HUE R “True” M SEAEL, WERSE — DS 8 0, BREGR P1“ True”, A1 F R 2
B SN EUNT S — A SE BUE , pREGR [ Indeterminate”.,  BRES B0H PEAL T S S 3k
R — A SR B RUE AR5 R UOPP A A S8, A0 SRR A8 U 9 True” B9 Z 501 %0k 20
SE A S 1 VTAR  pRESGR 01 True”, A0SR0 5 4k 22 DPA5 A5 AN R W6 2 R (6 0452 1k 3P4l

AR R BB A S8, MR [P “False” . AR 2 /DH — DS E0FAE I True” MR 714 True”,
SR A e AT, M AT — S OB PG A < True” i, X6 0 4% 19 2 50045 1k VEAS . oF B0R (9]
“True”,

urn:oasis:names:tc:xacml:1.0:function:not

FREHER — 1 “http: //www.w3.0rg/2001/XMLSchema # boolean” 25 B 2%, U 3R S 9 T
i A7 True”, W R £ 1] “False” . 41 R S EEPEAl S “False” , W pR 0GR B True”,

XF and, or, B0 n-of bR PEAG AN 26 X B A S HOHR 58 4 PEAl R HI T 2 802 5 77 4 “ Indetermi-
nate” VAR ZE IR . 6F 28508 Pk % R A A RT BE Hh A S R AT 0 B B an < BR AR 07 Rl S 4K
G A . X IS B R R AR A PP A A5 L IR B A B A K

A3.6 HFHETIH

XK BRECA L LAY 2 BB A 7 Bt /NVEE L3R [9] Boolean ZRAIZE S B {10 8 5F IEEE 754 [IEEE 754
65



GB/T 30281—2013

AL

urn:oasis:names:tc:xacml:1.0:function:integer-greater-than

urn:oasis:names:tc:xacml:1.0:function:integer-greater-than-or-equal

urn:oasis:names:tc:xacml:1.0:function:integer-less-than

urn:oasis:names:tc:xacml:1.0:function:integer-less-than-or-equal

urn:oasis:names:tc:xacml:1.0:function: double-greater-than

urn:oasis:names:tc: xacml:1.0:function:double-greater-than-or-equal

urn:oasis:names:tc:xacml:1.0:function:double-4265 less-than

urn:oasis:names:tc:xacml:1.0:function:double-less-than-or-equal
A37 HEMEBEEHSEE

A RO B[R] A H O AT B R GE B . FLA R ) H OIS B TR N A S L W3C XML R
55 1 AT FNER 2 Ay
urn:oasis:names:tc:xacml:1.0:function:dateTime-add-day TimeDuration
R B 2 BB — A N http: //www.w3.0org/2001/XMLSchema # dateTime” 255,
% 2 NN http://www.w3.org/ TR/2002/WD-xquery-operators—20020816 # dayTimeDura-
tion”Z8 W . PR R [l — 4~ “http://www.w3.0org/2001/XMLSchema # dateTime” 28 %I 45 5 |
BRI RICHS e BRI ] H 99388 I R0 4 2 > S8R AR
urn:oasis:names:tc:xacml:1.0:function:dateTime-add-yearMonthDuration
R BRI 2 N — A N http: //www.w3.org/2001/XMLSchema # dateTime” 258,
%2 N “http://www. w3. org/ TR/2002/WD-xquery-operators—20020816 # yearMont-
hDuration”Z8%! . pRER [F— 4 “http://www.w3.0rg/2001/XMLSchema # dateTime” 2 %I
S5 PRECK R BRI ) RIS 2 S S B E AR,
urn:oasis:names:tc:xacml:1.0:function:dateTime-subtract-dayTimeDuration
PR B 2 N — A N http: //www.w3.0org/2001/XMLSchema # dateTime” 255,
% 2 NN http://www.w3.org/ TR/2002/WD-xquery-operators—20020816 # dayTimeDura-
tion”Z8 W . PR R [l — 4~ “http: //www.w3.0org/2001/XMLSchema # dateTime” 28 %I 45 5 |
WEREE 2 DS SHOH EE L BAEIEES 2 DS R [ 2 S SEOEINE (. 2R 2
NS A, BCHE AR, X 2 A~ Z 8008 F “ urn: oasis: names: tc: xacml: 1.0 function:
dateTime-add-dayTimeDuration” B %% .
urn:oasis:names:tc:xacml:1.0:function:dateTime-subtract-yearMonthDuration
R BRI 2 N — A N “http: //www.w3.org/2001/XMLSchema # dateTime” 258,
%24 R<http://www.w3.org/ TR/2002/WD-xquery-operators—20020816 # yearMonthDu-
ration” 28 | PR IR Bl — A4~ “http://www.w3.0rg/2001/XMLSchema ¥ dateTime” 2 #l 2t
o WERS 2 DSBOIEE AR 2 NS EAE R B 2 DS EARINE B9E . R
%2 ASECh A, BURIEAE X 2 D280 A “urn: oasis: names: te: xacml: 1.0 ; function: da-
teTime-add-yearMonthDuration” BR %X ,

urn:oasis:names:tc:xacml:1.0:function:date-add-yearMonthDuration

W RRBHEI 2 NS0, 58— R http: //www. w3.org/ 2001/ XMLSchema # date” 281, 55 2 4~ Ky
“http:// www. w3. org/ TR/2002/WD-xquery-operators—20020816 # yearMonthDuration” 2§ 5 ,
PREGR [F] — A “http: //www.w3.0rg/2001 /XMLSchema # date” 28 B 25 5 B 062 18 H 1)
AL 2 DS EE AR,

urn:oasis:names:tc:xacml:1.0:function: date-subtract-yearMonthDuration
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W RRBHEI 2 NS85 — A R http: //www. w3.org/ 2001/ XMLSchema # date” 28 8, 55 2 4~ Ky
“http:// www. w3. org/ TR/2002/WD-xquery-operators—20020816 # yearMonthDuration” 2§ 5 ,
PR EGR Bl — A4~ “http: //www. w3.0rg/2001/XMLSchema # date” S B G5 1 . R 2 NS4
IEAR RS 2 DS EIRGE R ] 2 DS EHINE BE . 2R 2 S SHC fUE IOL R,
X 2 A2 %08 A “urn: oasis: names: tc: xacml: 1.0 function: date-add-yearMonthDuration”

A3.8 FFHFHEAY

DN RBX 2 MR S BT B, H o X T hip://www. w3. org/2001/
XMLSchema # dateTime Fl http://www. W3.org/ZOOI/XMLSchema # date IE4IE XL AT & 0L
W3C:XQuery 1.0 and XPath 2.0 Functions and Operators,
urn:oasis:names:tc:xacml:1.0:function:string-greater-than

PRGN 2 4~ “http://www.w3.0org/2001/XMLSchema # string” 28 8 f) 2 %, iR [0 — 4>
http //www.w3.0rg/2001/XMLSchema # boolean ZSBI ({8 . 4 HAY 24 %W S 50 =35 B4 L
WP “urn:oasis: names:tc:xacml:1.0:function:integer-equal” PR ¢ AH 45 W 4k 22 X T 4> F
T, A FEEN P A “urn: oasis:names: te: xacml: 2.0 : function: integer-greater-than” #
B E S — S HE KRBT IR B True”, 75 W3R [B]“False”
urn:oasis:names:tc:xacml:1.0:function:string-greater-than-or-equal
MR BE U 2 > “http://www. w3.0rg/2001/XMLSchema # string” 28 ) 14 2 %, 1% [a] — 4
http://www.w3.0rg/2001/XMLSchema # boolean 2B AY{E . XF 2 DNZS%05 M8 “urn : oasis:
names:tc:xacml:1.0:function:stringr-greater-than” fl“urn:oasis: names:tc: xacml: 1.0 func-
tion: stringr-equal” BRE, I %F 2 4> 3% [ {8 5 98§ “urn: oasis: names: tc: xacml: 1.0 : function:
or” AL,
urn:oasis:names:tc:xacml:1.0:function:string-less-than

PRECEEW 2 4~ “http://www.w3.0org/2001/XMLSchema # string” 28 8 f) 2 %, iR [0] — 4>
http //www.w3.0rg/2001/XMLSchema # boolean ZSBI ({8 . 4 HAY 24 %W 2 50 =35 B4 L
WP “urn:oasis:names:tc: xacml: 1.0 function: integer-equal” PR £ ¢5 #H 45 W) 4% 22 %t T > F
R, A A A EE N )8 F “ urn: oasis: names: te: xacml: 2.0 ; function: integer-less-than” & Fi 4k

FE B — DS EE /N IR [\ “True”, 4 Wik [7]“False”,
urn:oasis:names:tc:xacml:1.0:function: string-less-than-or-equal
MR BCE U 2 D “http://www. w3.0rg/2001/XMLSchema # string” 28 ) 19 2 %, 1% 9] — 4
http://www.w3.0rg/2001/XMLSchema # boolean 28 B Ay {E . Xt 2 4> Z %5 #1983 “urn:
oasis:names:tc:xacml:1.0; function: stringr-less-than” fll “urn:oasis:names:tc:xacml:1.0;
function: stringr-equal” 28 3%, ¥ X} 2 /3% [0 {8 F )8 JH “ urn: oasis: names: tc; xacml: 1. 0;
function:or” PR AL,

urn:oasis:names:tc:xacml:1.0:function: time-greater-than

PR BRI 2 4~ “http://www.w3.0org/2001/XMLSchema# time” 288 (1) 24, iR Bl — 4~ ht-

tp://www.w3.org/2001/XMLSchema # boolean ZE W f{{H , 4 HAY M4 B “http://www.w3.

org/2001/XMLSchema # time” H1 % Y L3 o 42 L H05E 28 — A S B0 KB L3R [ “ True”,
W AR 1T False” . AN Fo1VFH 7 I DR PR 8 B[] FUAS 7 I DR A IR () A 2 LG A5, e s 1z 98 1)

time-in-range PR% .,

urn;oasis;names;tc;xacml;1.0:function;time-greater-than-or-equal

PR 2 2 “http: //www.w3.0rg/2001/XMLSchema # time” 288 i S %, 1% [0 — 4> ht-
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tp://www.w3.org/2001/XMLSchema # boolean 288 ) {H , 24 HAL 244#% B “http://www.w3.
org/2001/XMLSchema # time” & SCHITE HLAE HOAE , HI 0@ 56 — A S 8UCBCR 5P AR S5 1
AR A1 True”, A WR [0 False” . AN o 7R A7 IF DR TR A4 I (5] 0 A 37 i DR SRUAS I 18] A X L
B, BT B )8 A time-in-range PREY .

urn:oasis:names:tc:xacml:1.0:function: time-less-than

R B 2 AN “http://www.w3.0org/2001/XMLSchema# time” 28I (1) 250, iR Ml — 4> ht-
tp://www.w3.org/2001/XMLSchema # boolean 28I f{H , 24 HAL 244 1B “http://www.w3.
org/2001/XMLSchema # time” H1 7 SCHYMIF HLAE L AL, 02 55— > S 808 /Nt 3 [71 % True”,
R [0 False” . S FLVFRE T I DXCBR DAY I 8] RIAS A I DR RGN 1] A% =X BE A, st i 7 37 )
time-in-range PR%Y .,

urn:oasis:names:tc:xacml:1.0:function: time-less-than-or-equal

PR B 2 D “http://www.w3.0org/2001/XMLSchema # time” 258! 192 %, 1R [A] — /> ht-
tp://www.w3.org/2001/XMLSchema # boolean 28I f{H , 24 HAL 244#% B “http://www.w3.
org/2001/XMLSchema # time” 41 & SCHY T HL G L 38, HIE 55 — A S 8O /N B0 & AR S5 1
AR (A1 True” , A WR [0 False” . AN VR A7 IF DR TR A4 I [5) 0 A 37 0 DR SR A I 18] A X L
B, BT B )8 A time-in-range PREY .

urn:oasis:names:tc: xacml:1.0:function: time-in-range

R BN 3 4 “http://www.w3.0rg/2001/XMLSchema # time” 28 R8I i 2%, 1k B — 4> ht-
tp://www.w3.org/2001/XMLSchema # boolean 58I f{H , WRE —NSEAE)G AN SEE
SCH B[R] I TE] P 5 3R B True”, A WGR [l “False” . 5 =AM SHER TR FH _ASHHAK
T 24 /NI RIS R, A02REE — A SHTCR X, R A BRSO RYEGAE . R A S BOR
A5 I DA R FHEE — > S 80 i DXC(A
urn:oasis:names:tc:xacml:1.0:function:dateTime-greater-than

R BE 2 D “http://www.w3.0rg/2001/XMLSchema # dateTime 2B ) S5, ik 7] —
A~ http://www. w3. org/2001/XMLSchema # boolean 28 8 gy fi ., 4 H X 24 3% IR “http.//
www.w3.0rg/2001/ XMLSchema# dateTime” #E X IFLTE L HIE SR — DS EE K
i 3% 0] True”, 75 W3R [0 “ False”., 40 2R ECH6 (8 0 B A A& mF DR, 8 KT — A B i i
XAH.

urn:oasis:names:tc:xacml:1.0:function:dateTime-greater-than-or-equal

R B 2 D “http://www.w3.0rg/2001/XMLSchema # dateTime 2B ) S5, ik 7] —
A~ http://www. w3. org/2001/XMLSchema # boolean 28 8 By f . 4 H {X 24 #% IR “http.//
www.w3.0rg/2001/XMLSchema# dateTime” JE X IIF LI LA, FIE S — DS 5 K
ol A AR A I 3R [0 True” , 75 W 0] False” . 0 2R A0 (6 P S04 4 35 i DXC{E R 77 — 4> Bt
I IXfE .

urn:oasis:names:tc:xacml:1.0:function:dateTime-less-than

R BEIR 2 D “http://www.w3.0rg/2001/XMLSchema # dateTime "2 B i) S %, ik 7] —
A~ http://www. w3. org/2001/XMLSchema # boolean 28 8 By f ., 4 H {X 24 % IR “http.//
www.w3.0rg/2001/XMLSchema# dateTime” J3 8 AT HLIE HL AR, H B 58 — 25U /D
(3 8 True”, 75 W3R [0] “ False”, 4 R 440 b 3 A 42 3 I DR o 7 — A B & /9 1)
XAH.

urn:oasis:names:tc: xacml:1.0:function:dateTime-less-than-or-equal

R B 2 D “http://www.w3.0rg/2001/XMLSchema # dateTime 2B i) S5, ik 7] —
A~ http://www. w3. org/2001/XMLSchema # boolean 28 #I Ay f ., 4 H {X 24 #% IR “http.//
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www.w3.org/2001/XMLSchema# dateTime” "1 5E AT HLIE HLER , )8 58 — S B0 /D
B A S I 3R [0 True”, B WR 01 “ False” . A0 R ARG (B b 37 £ 3 i IXE L 3 K — 4> B2
D
urn:oasis:names:tc:xacml:1.0:function: date-greater-than
PRBCEE 2 1 “http://www.w3.0rg/2001/XMLSchema# date "ZS8I 49250, 1% [B]— > ht-
tp: //Www w3.0rg/2001/XMLSchema # boolean ZEHI ) {H . 4 HAY Y4 +4% B8 “http. //Www w3.
org/2001/XMLSchema# date” Wf & X W7 330 1 #8, I EH — S 8 K, 1k
“True”, HMR M1 “False” , W0 E 8 (8 b A £ 25 I DR R T — > Ba & 00 i IXAE
urn:oasis:names:tc:xacml:1.0:function: date-greater-than-or-equal
R B 2 N “http://www.w3.0org/2001/XMLSchema # date "2 B S5, 1k [M— 4> ht-
tp://www.w3.org/2001/XMLSchema # boolean 28I f{H , 24 HAL 244#% B “http://www.w3.
org/ZOOI/XMLSChema# date” iV SCIIT RILTE L3, 0 58 5 — > S 808 R a8 3 AH S5 1)
IR [ “ True”, & WK [0 “False” ., 40 A8 (8 H I A 43 & B DCE  F 7 — S B & i B XA
urn:oasis:names:tc:xacml:1.0;function:date-less-than
PRBCEE 2 1~ “http://www.w3.0rg/2001/XMLSchema# date "ZSHI A9 250, 1% [B]— > ht-
tp: //Www w3.0rg/2001/XMLSchema # boolean ZEHI ) {H . 4 HAY Y4 +4% 8 “http. //Www w3.
org/2001/XMLSchema# date” H1 5 LB i F¢ L 38 L &L H € 58 — 4~ 2 B0 /N A, iR
“True”, & MR 71 “False”, NS (8 o BA L& I XAE B T — B i i XA
urn:oasis:names:tc:xacml:1.0:function: date-less-than-or-equal
e B 2 N “http://www.w3.0org/2001/XMLSchema # date "ZE B S5, 1k [M— 4> ht-
tp://www.w3.org/2001/XMLSchema # boolean 28I f{H , 24 HAL 244#% BB “http://www.w3.
org/ZOOI/XMLSchema# date” i g SR GUF BT LU 3 1) 5 4 — 1> 2 B0 /N B R A
IR [ True”, & W [0 “False” ., 40 AR AR (8 3 A 43 & B DR o 7 — S B & i B XA

A.3.9 FRBEY

B BR O AT AT URTs $E47 24

urn:oasis:names:tc: xacml:2.0: function: string-concatenate

R B 2 AN ELL E“http://www.w3.0rg/2001/XMLSchema # string” 2% 8 (1) 251, iR 7]
—A“http://www.w3.0rg/2001 /XMLSchema # String” 25 8 {8 . I 7] 28 5 52 %o 2% 1 it J
I .

urn:oasis:names:tc: xacml:2.0:function: url-string-concatenate

PR B 1 A4 “http://www.w3.0org/2001/XMLSchema # string "R IS 50,1 8L
“http:// www.w3.0rg/2001/XMLSchema# anyURI "ZEBIZ50, & Bl—4“http://www.
w3.0rg/2001/XMLSchema # anyURI 7 28 A Ay {H ., & [ 25 B 2 FF “string” 28 B S %)
“any URT” 2 B Z 5000 I B

A.3.10 B EE

W type JE SUHAT — R 3L AR B 2 A0, DU SR “type” (L HE AT ERAVE . X RIS I — 2L 2 ) 5k A
B 72 385 AT PEAL 45 5 o “Indeterminate” .,
urn:oasis:;names;tc;xacml;1.0;:function:type-one-and-only

PRI 1 A type ™ VE IS8, 3R [l — A “type” HBL (A & P M —{A . 75 W3R [B]“ Inde-

terminate” °

urn:oasis:names:tc: xacml:1.0:function: type-bag-size
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PR BRI 1 AN “type”BAENSE, IR B “http: //www.w3.0rg/2001/XMLSchema # integer”
RAUE PR IC A P E RS EL

urn:oasis:names:tc:xacml:1.0:function: type-is-in

b R BCHE IR 1 A typeMEAE B — NS0T A type"VE N A S8k, IR I “http.//
www.w3. org/2001/XMLSchema# boolean” 28, UL I H “urn: oasis: names: tc: xacml: x.
x: function: type-equal” b BUH Wi 4 W 77 76 — A {E FTEE — > S BT EC L ISR 18] True”, 75 W] R
[Al“False”,

urn:oasis:names:tc:xacml:1.0;function:type-bag

e PR AT B A type (Bl B0 3R I 3 330 26 1 9 type ™ (L . 5 18045 B350, 3% 1] 1% 2 Y
Hy a4,

A3 KEARERH

LR sREON Z AR B M si T8, KR P EE TR,
urn:oasis:names:tc:xacml:1.0:function: type-intersection

B RREE W 2 N “type” B AE N 2 %%, P8 FH “urn: oasis: names: tc: xacml: x. x: function: type-
equal” R %Y

R A, K 57 2 MM A TR .

urn:oasis:names:tc:xacml:1.0:function: type-at-least-one-member-of

R B 2 N “type”BAE NS, IR B “http: //www.w3.0rg/2001/XMLSchema # boolean”
I, Y H AV Y P A “urn:oasis: names: tc: xacml: x.x: function: type-is-in” B ECH E 5 — &
DA IO RS TS A W B True”,
urn:oasis:names:tc:xacml:1.0:function: type-union

YRR BRI 2 N “type”BAE M S8, P “urn:oasis: names; tc; xacml; x. x; function; type-e-
qual” BRECUH R EE TR R Pl — ML E 2 DM T A TR AL,

urn:oasis:names:tc: xacml:1.0:function: type-subset

PR B 2 AN “type”BAE NS, IR B “http: //www.w3.0rg/2001/XMLSchema # boolean”
2R, P “urn:oasis:names:tc: xacml: x.x: function: type-equal ” BRETH R B 0 & , 24 HAY
MRS AR R R B True”,

urn:oasis:names:tc: xacml:1.0: function: type-set-equals

R B 2 N type”BAE NS, IR B “http: //www.w3.0rg/2001/XMLSchema # boolean”
2B, JAH “urn: oasis: names: tc: xacml: 1.0 : function: type-subset” BREL, 2 NS H v &
J& B A “urn: oasis: names: te: xacml: 1.0 function: type-subset” R %, XF 2 4~ R %X A 2% [A]
1% H “urn;: oasis:names:tc: xacml; 1.0 ; function; and” PR, iR [F] &5

A312 EMEHEH

AR XACML X 60 34 A9 R, 76 I A Haskell™ $2 B oR B0 148 15 5 98 20 AL 1 3 o6 800
X FRIK,

1E T8 Haskell f75 2 AL & )R F0) 08 CREL, “[17RRETIIR, " (x:xs)"HRRIES
PR "R RME — DE, “xs” KRR KRB WA T F K. T Haskell 08 F J7 51 & i ik
XACML i,

—AFF R “urn:oasis: names: tc: xacml: 1.0 : function:and” FR ALY & 2L Haskell iR U1F .

and:: [ Bool] ->> Bool

and [ ] = True
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and (x:xs) = x & & (and xs)
AT R R ZE R [Bool R 3K bR M S B SR — 1> “Bool "R 3R [ 2 Y
% AT and REBWER T A 913K & A 7 True”
5 AT B A & &7 F R X 5 3R (x xs) I A1 R L TR A 350 43 1% AR R and PREL.
PLTR 2 e B e 809 35
urn:oasis:names:tc: xacml:1.0: function:any-of
1 PR BSR4~ AR 28 A R — > A B AT (B JE T Boolean pREL, #5 2 /DA — YR TR (1]
“True”, WiZ PR BGR [B1“ True”,
I R BN 3 NS HL. B — A4S B (xacml: Function) JE & it £ B — 1> Boolean M4, I b
BRI 2 DEEARLIS R, B ASRORIALAE, B =N SHOEREALIE ., 54
ZR05 A P Y A E AR R (xacml: Function) iy 44 #Y Boolean pR %L, #1245 UK #1912 1] 25 5 ]
“urn;:oasis;names;:tc:xacml:1.0:function:or” AL G I+, BT 1545 1 hy pR BRI ,
Haskell BLIE X A~ s ECEAE i B2 018 LANF
any of :: Ca->b->> Bool ) -> a-> [b] ->> Bool
any of f a [ ] = False
any_of f a (x:xs) = (fa x) || (any_of f a xs)
i 7E BIMATS R E XY Boolean BRAT, “a” AR AR A BUME . “ (x:xs) " “x"RRIN KM EH
—AME xR TN R PRI ARE .
urn:oasis:names:tc:xacml: 1.0 function:all-of
1 PR B — A i AR 25 R A — A 41 18 B Boolean pR L, 24 HAX 24 %t 411 p &5 A {8 (14 D £ N
“True”iZ KR B “ True”,
R BRI 3 2. B — 1S5 (xacml: Function) JC 2 7 44 B — 1~ Boolean P& 4L, It 5
B 2 M EARRASH, FASHEREALRE, BEEASHEEARALREL, F 4
SRS A Y BB AR U (xacml: Function) i 44 1Y Boolean bR, #1845 Y A 3% 7] 45 5 JH]
“urn:oasis:names:tc:xacml:1.0:function:and” B & I, Ir 545 50 BREGR M1HE .
Haskell LI, X A~ s ECERAE i R2 018 LANF -
all of :: Ca->b-> Bool ) ->a->[b]-> Bool
all of fa[] = True
all of fa (x:xs) = (fax) && (all of f a xs)
i 7E LIS 7R E LY Boolean MBI, “a” fRRFEA BB R BIME . “(x:xs) " “x"RIR TN R M5
—AME L xs"FRFI R PRI RE .
urn:oasis:names:tc: xacml:1.0:function:any-of-any
I R ESORE 2 AN AN [) A v T 3R T i AT — — B S 4301 9 Boolean pREL, 24 ALY 2= DAH —4
PR [ True” % PRER [1“ True”
I R BN 3 NS HL. BB — A4S B (xacml: Function) JE & it £ B — 1> Boolean %L, I b
BARW 2 DRARRISH, B ASEORIEALEM, H=ASBOEEAR LA, X2
A JE K A By T A — — W 5 5 (xaeml: Function) iy 44 ) Boolean pR %, 11 45 Uk 1Y 3 1] &%
W “urn:oasis: names:tc: xacml: 1.0 function: or” R L& FF, FrfS &5 Ry BRI, F /D
H—RIAH B EEH R True”, iZ BREA IR [ “ True”,
FFH i g ) “any-of " BREL , “any-of-any” BRI IR LHER I .
any of any :: (a->b-> Bool ) -> [a]->> [b] ->> Bool
any_of any f [ ] ys = False

#

any_of any f (x:xs) ys = (any_of { x ys) || (any_of any  xs ys)
i 7E LIS 7R E LY Boolean MIEL, “a” fRRFEA BB R BIME . “(x:xs) " “x"RIR TN R
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—AME L xs"FRFI R PRI RE .
urn:oasis:names:tc: xacml:1.0: function:all-of-any
I PR AR 2 AN AN R4 ST R I T Boolean pREL. 4 HACY % — b Ao R APREVC FL 46
T EANTTER KR EGR B True”,
IR 3 NS, 5 — B EE (xacml: Function) 7 & i 4 9 — > Boolean o8 4%, Il p&i
BAEW 2 M EARRRSH, FoASHEREARBEM., B EASEOREALAEE, B
M AN IR 43 9 5 5 AN A “urn: oasis: names: tc: xacml: 1.0 function: any-of ” PR
B, AR R AR [0 45 5 F “urn; oasis: names: te; xacml: 1.0 ; function: and” B 80 & FF . Ar 15 4%
FIAH o E X “any-of " BRI, “all-of-any” BREL 1Y 1 LA WF .
all of any :: Ca-=> b -> Bool ) -> [a]-> [b] -> Bool
all of any f [ ] ys = True

all_of any f (x:xs) ys = (any _of { x ys) & & (all of any f xs ys)

i E LTS R E LY Boolean BIEL, “a” fRERFEABAL R BIME . “(x:x9) " “x" R IR TN R4
—AMH L xs” ARG R PG AR

urn:oasis:names:tc: xacml:1.0:function:any-of-all

I PR AR 2 S AR AL ST R I T Boolean pRAL. 4 HACY S A b o R APREVC FC 46

— ML EADTEER KR EGR B True”,

IR 3 NS, 5 — B EE (xacml: Function) 7€ & i 4 9 — > Boolean o84k, Il p&i

BAEW 2 M EARBSE., FoASEREALRIEE . BEASEREARRAHA, £

M AN IR 43 0 5 5 — A0 A “urn: oasis: names: tc: xacml: 1.0 function: any-of ” PR

B, JE AR R AR 0145 B F “urn; oasis: names: te: xacml: 1.0 ; function: and” B & 3, Ir 15 25 £

h BRBUR A .

FIAH i E X “any-of " BRI, “any-of-all” BB 1Y 1 LA WF .

any_of all :: Ca->b-> Bool ) -> [a]-> 4722 [b] -> Bool

any_of all f [] ys = False

any_of all f (x:xs) ys = (all of f x ys) || Cany_of all f xs ys)

i 7R WA T R E LY Boolean BREL, “a” fRRIEA B R AIE . “ (x:xs) " xR IRII KM
—AMH L xs” RGN R PG AR

urn:oasis:names:tc:xacml:1.0:function:all-of-all

e R EO 2 AR AL P Y TG R I Boolean pR%L. 4 HALY 2 MR ICR —— UL, % R

BOR [ True”,

I PR 3 NS, B — A S B2 (xacml: Function) JC R i 44 [ — 1> Boolean pREL, I pRi

BAEW 2 M EARRRSH, FASHEREALRBEM., B EASEREALAER, B

M EAN LRSS AP EA I E A (xacml: Function) 76 E iy 4 #Y Boolean pA%L, 411

BRI 0] 45 B “urn : oasis: names: tc: xacml: 1.0 : function: and” BREE I, FF 1545 5 8 o6 5L

RIME . Y BACY B R B 25 R True”, BEGR B True”,

I L T 52 SCRR“all-of " BRI AR L “all-of-all” MR AR B 1 LHF R INT .

all_of_all :: Ca-> b-> Bool ) -> [a] -> [b] ->> Bool

all of all f[] ys = True

all_ of all f (x:xs) ys = (all_ of { x ys) & & (all_of all f xs ys)

i 7R LW R E LY Boolean BREL, “a” fRRIEA B R AIE . “(x:xs) " X" RIRII R
—AMH L xs” R IR G R P AR
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urn:oasis:names:tc:xacml:1.0:function: map

I PR — R AL —

B R BRI 2 NS5, B — DS HUE (xacml: Function) JG K A 24 14 R AL, 0 pR BRI I 1 4> 3

AREMSH IR — AN FEARLRE . 5 A SBORIEA A, X &4 ST R (xac-

ml: Function) JC & iy 44 19 R AL, 3 8] 28 48 /5 1) 3 4

7 Haskell BEFEH X A o K AR 1 B2 1918 LA T -

map:: (a->b) ->[a]-> [b]

map { [] = []

map [ (x:xs) = ({ x) : (map { xs)

i 7E B MATS b, R E XY Boolean BRAT, “a” AR AR A BUME . “ (x:xs) " “x"RRIN KM EH
—AME L xs"FRFN R TR ARE .

A3.13 EMFIERH

12 R B ] T IE MR R 2028 B L 3R 1] Boolean 2B A1,
urn:oasis:names:tc:xacml:1.0:function:string-regexp-match

IR AL OF LR A VLR, BRI 2 N http: //www.w3.0rg/2001/XMLSchema # string”
KRB0, R [ “http: //www.w3.org/2001/XMLSchema # boolean” 2 BI{H ., % — 1S5 h
IERRE L S A SHO — A7 H I8 T AR 280K 7 J5 19 xf: matches” B (2 WL W3C
XQuery 1.0 and XPath 2.0 Functions and Operators),

urn:oasis:names:tc: xacml:2.0:function:anyURI-regexp-match

BEPR AL B OF FL R B R IE il B4 2 S8 8 — 4 & http://www. w3. org/2001/
XMLSchema # string 288,58 — 4~ & “http://www.w3.0rg/2001/XMLSchema # anyURI” 2§
WL Bl “http: //www.w3.0rg/2001/ XMLSchema # boolean” 28 {H , % — 1S N IE M %
KR NS EOCN URL, BRBCKSE AN S8 H o “http: //www.w3.org/2001/XMLSchema
# string” 28 8, 4R J5 8 ] “urn: oasis: names: tc: xacml: 1.0: function: string-regexp-match”
urn:oasis:names:tc:xacml:2.0:function:ipAddress-regexp-match

I RRHOE B TE R R A KT B, BEHEK 2 DS % — A2 htp://www. w3. org/2001/
XMLSchema # string 288!, 2f — 4~ /& “urn: oasis: names: tc: xacml: 2.0 data-type:ipAddress”
KR A “http://www.w3.0rg/2001/ XMLSchema # boolean” 25 BI{H . 25— 5N IE M
FRX L A HCR 1Pv4 B 1Pv6 MLl . sRECK 55 — A S 8L # 8 “hetp: //www. w3.org/
2001/XMLSchema # string” 285, 2R J5 ¥4 F “ urn: oasis: names: tc: xacml: 1.0 : function: string-

regexp-match” PREL,

urn:oasis:names:tc:xacml:2.0:function: dnsName-regexp-match

MR B PEOE L R A AL B, EHK 2 HMSE % — A2 htp://www. w3. org/2001/
XMLSchema # string 2881, 58 — 4~ & “http: //www. w3.0rg/2001/XMLSchema # dnsName”
B R [ “http: //www.w3.0rg/2001/ XMLSchema # boolean” 28 BI{H , 2 — S5 IE#L
RIBALHE A SO DNS £ 5K, R EOE 5 — DS B0% 3 ) “hep://www. w3, org/2001/
XMLSchema # string” 28 I, 4% J5 ## F§ “ urn: oasis: names: tc; xacml: 1. 0; function: string-
regexp-match” PREL,

urn:oasis:names:tc:xacml:2.0:function: rfc822Name-regexp-match

BepREAL B OIE M R IARIL ., EHEWK 2 M358 — & http://www. w3. org/2001/

XMLSchema # string 28 #, 2§ — 4~ & “urn: oasis: names: tc: xacml;: 1. 0; data-type:
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rfc822Name”ZE Y, iR [A] “http://www.w3.0org/2001/ XMLSchema # boolean” S B (&, 5§ —
MSEOIEMERIBRX B ZASHCH RFC 822 454, RECK 5 =S 80848 “hitp: //www.
w3.org/2001/XMLSchema # string” 28 #, #Rk J5 ¥  “urn: oasis: names: tc: xacml; 1. 0;
function:string-regexp-match” PBR%L,

urn:oasis:names:tc:xacml:2.0:function: x500Name-regexp-match

BEPR AL BRI FL R AR Efid, B4 2 S8 B — 4 & http://www. w3. org/2001/
XMLSchema # string 288, 56 — 4~ /& “urn: oasis: names: tc; xacml: 1.0 data-type: x500Name”
2R [ “http: //www.w3.0rg/2001/ XMLSchema # boolean” 28 BI{H , 2 — NS5 1E#L
FkXL W NS ECh X500 HREAFR, BREUKSE D258 “http: //www. w3. org/
2001/XMLSchema # string” 285, SR J5 8 F “urn: oasis: names: tc: xacml: 1.0 : function: string-
regexp-match” PR,

A.3.14 %55l LA o E

25 pR BOPE T £ Fh 28 RUAE, a8 o 98 bR o DT B 5 35, 3R Bl “http://www. w3. org/2001/
XMILSchema # boolean”Z8#I{f ,
urn:oasis:names:tc:xacml:1.0:function:x500Name-match
PR EEIR 2 4~“urn: oasis:names: tc: xacml: 2.0 data-type: x500Name” ZE %I 1) S %4, ik [7] —
A “http://www. w3. org/2001/XMLSchema # boolean ” R A {H. 4 H X 24 # H
x500Name-equal PR, FIE S — DS G H DS HPEA RDN FHIILEL & [ “ True”,
urn:oasis:names:tc:xacml:1.0;function: rfc822Name-match
WRR B 2 NS85 — A N http: //www. w3.0rg/2001 /XMLSchema # string "J$ 2, 25
AN “urn: oasis; names: tc: xacml: 1. 0; data-type: rfc822Name” 28 &Y, pR £ iR [A] — />
“http://www.w3.org/2001/XMLSchema# boolean "ZEBIfH, WMRFE - INSHEE -
SRR I RFC822 g LAY ML PEE , DU 171 True”,

A.3.15 XPath F#

ARG IR Y R BN XPath RIXHKAE RS, —> XPath KB ZE—A XML T i £ 5 R ILHEL.,
R ECT MRS R XACML M AR HEB I 2, B XY SR 6 1Y LA S Fo At 2 S B AR RRAE R 1T 1Y
PR E L, XPath £iERAUBR7E XACML 353K [ T X (xacml-context: Request) JLE H{# ., T
EIX B R B E L, Ho “op:node-equal TR E L Z W W3C XQuery 1.0 and XPath 2.0 Functions

and Operators:

urn:oasis:names:tc: xacml:1.0:function: xpath-node-count

PR EEEW 1 4~ “http://www.w3.0rg/2001/XMLSchema # string” 28 8 () S 80, 12 S Kl %
1k & XPath FIAZ, BRER M “http: //www. w3.0rg/2001/XMLSchema # integer” 28 I8, X,
# 5 XPath £IKAVCE 7 BG5S

urn:oasis:names:tc:xacml:1.0:function: xpath-node-equal

PR BEW 2 A~ “http://www.w3.0rg/2001/XMLSchema # string” 2% 8 f) 2 5, B9k % 1kl
XPath £k, K ER [ “http://www. w3. org/2001/XMLSchema # iboolean” 2% %I & , 1 FH
“op:node-equal” pREL, Q1R EE — DR IX AP & B e A XML 5 s F1 5 A Rk b 4 & i
fir Ay XML 7 s PEEL 3R 171 True”,

urn:oasis:names:tc:xacml:1.0:function: xpath-node-match

R BEW 2 A “http://www.w3.0rg/2001/XMLSchema # string” 2% 8 (1) 2 5, B 9% 55 1kl
XPath Fik 2, AR Bl “http: //www. w3.0org/2001/XMLSchema # iboolean” 28 I , {5
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TR 4 2 He— , W R R [F1“ True”: (1) ## F “op: node-equal” BRI &L, 5 — A~ F ik K 407
M RTA XML 5 g f2E AR B X P S i g XML 95 g VB C (2) 98 ] “op: node-equal” bR
B — A FRB K  ErAT XML 5 s B A Ae] Ja PR 0 5 55O S8 A Rk b A AR B XML 35 55
VC g ,
F— M E M T “ xpath-node-equal” s M B 4% “ xpath-node-equal ” J& “ xpath-node-match” Y
T

A3.16 FREHMEARLE

PRBCRIE A 2 T AE XACML HAR A 47 Bh AR R AT I . X AP 7 X e R 7E A XACML AR 4
J& A RE SCRY pR BRI AR ST

N T PR XACML SFAG M 1 58 Bk L 3778 pR B0 R 01 25 20 RUHORT T B S BUL 5. 42 )R TR R
4728 B NS TEAG A5 8 o Y PP R TG ik I8 R I L 47 e A BE 7 LR AR R2 TR
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B.1

B.2

Mt & B
GRSE M)
XACML #RIR %

XACML fi & = [8]

HATAA7E 2 A EE XHY XACML 4 44 25 i)

SR AH OG5 ST LAT R R4
urn:oasis:names:tc: xacml:2.0: policy:schema:os
TR AN B SCHHOCHY E SO LA T AR AT

urn:oasis:names:tc:xacml:2.0:context:schema:os

i3 18] ZE 4 28 51

PATF R IR AT Bn 10 RS 15 R0 35 5K B R ST SR, BV SR B b i e Wl e A . A SR 2 R 20 ) B0 A o ol i 1T

D4 7 3% AR AT R BRI E

B.3

urn:oasis:names:tc:xacml:1.0:subject-category:access-subject
PR FRIRAF AR 12 B2 S0 SR 45 R 10 R 48 AR CY B X 5 F access-subject )

urn:oasis:names:tc:xacml:1.0:subject-category:recipient-subject

HEEE

T E AR RAE B ICTE A2 O SO

urn:oasis:names:tc:xacml:1.0:data-type: x500Name.

urn:oasis:names:tc:xacml:1.0:data-type:rfc822Name

urn:oasis:names:tc:xacml:2.0:data-type:ipAddress

urn:oasis:names:tc: xacml:2.0:data-type: dnsName
B S B RR IR 7R XML B 2 E X
—http://www.w3.0org/2001/XMILSchema # string
—http://www.w3.org/2001/XMLSchema # boolean
—http://www.w3.0org/2001/XMLSchema # integer
—http://www.w3.0rg/2001/XMLSchema # double
—http://www.w3.0rg/2001/XMLSchema # time
—http://www.w3.0rg/2001/XMLSchema # date
—http://www.w3.0org/2001/XMLSchema # dateTime
—http://www.w3.0rg/2001/XMLSchema # anyURI
—http://www.w3.0org/2001/XMLSchema # hexBinary
—http://www.w3.0org/2001/XMLSchema # base64Binary
T A EE 2L B AR R AT X F dayTimeDuration 1 yearMonthDuration (#5258 .
—http://www.w3.org/TR/2002/WD-xquery-operators—20020816 # dayTimeDuration
—http://www.w3.org/ TR/2002/WD-xquery-operators—20020816 # yearMonthDuration

76



GB/T 30281—2013

B.4 FHEM

AR AT AR IC T ER 8 M, B BLAE I oK bR SR (Subject) SR 1, gl i 45 miE K bR 3C
{Subject) JLZ AY (Subject AttributeDesignator) JL 2 1 & ( AttributeSelector) JTL 2 3R BUR PE1H .
FZ /A FAR X LEAR AT R IC 1 — A8 7 - 7E (Subject) TCE HVAL & (1 D IE J8 P 2 X5 1 AH I 1Y)
IIEFAF
TR R AR IC T AR 8 4 K BOA BCE A% X heep: //www. w3, org/2001/XMLSchema #
string, ANRE IR E HABMS L 6 B.3 Y DataType JRE .
urn:oasis:names:tc:xacml:1.0:subject:subject-id
T P FRIRAF AR I FE RIS H] L “access-subject” & ERIAA
urn:oasis:names:tc:xacml:1.0:subject-category
AR PR AR T FE AR B 22 A B e A TR AR T T i 44 A T S A T R SRS
urn:oasis:names:tc:xacml:1.0:subject:subject-id-qualifier
T A AR IR A BRI B UE AR B0 A HE B
urn:oasis:names:tc:xacml:1.0:subject:key-info
T T A AR A AR 10 AR B E Y B T
urn:oasis:names:tc:xacml:1.0:subject:authentication-time
T AR IR AR I T AR AUE Ty
urn:oasis:names:tc:xacml:1.0:subject:authn-locality: authentication-method
T AR IR A bR IC AR 8] PEP & 15 [R] 38 3K A9 B[]
urn:oasis:names:tc:xacml:1.0:subject:request-time
TR IR A bR IC ER 5 PEP JF 45 4 1 2 3% A9 B[]
urn:oasis:names:tc:xacml:1.0:subject:session-start-time
T IVLAFR R R E AR FEUE RO B AL AT SR SAML AAUEWT 5 v B AH B SR 34
N BB IR AT BRIC ] TP Hb kA A
urn:oasis:names:tc: xacml:1.0:subject:authn-locality:ip-address
X R B B B P 2 T R “http . //www.w3.org/2001/XMLSchema # string” .,
T AR IR AR ICH DNS $ifiiR i 67
urn:oasis:names:tc: xacml:1.0:subject:authn-locality : dns-name
X R B9 JE MBS R R “http: //www.w3.0rg/2001/XMLSchema # string”,
X T2 ATE LDAP HE SCUF i J& P, BT & 24 44 I 7E LDAP #L3 URT Z J5 kAR %8 HAE XAC-
ML HRARIRAT . Bl anFE REC2256"7) 52 LY userPassword J&PER 7R A
http://www.ietf.org/rfc/rfc2256.txt # userPassword

B.5 HEREM

XEEHRAFFARIC T BE IR JE M . X0 Y e M R R BRAE T R R U (Resource) JTHR Y, 3l o 45 1] 3
SR EF 3 (Resource) JG % I ( ResourceAttributeDesignator) JG % B & ( AttributeSelector) Jt & % BU&
PETH .

TR B AR IRAT R 2 TR BRI . A 2R 2L T (xacmlcontext: ResourceContent) JG & , W %
Y7 T 18 98 PN 2 A AR B A N 2

urn: oasis :names:tc: xacml :1.0:resource; resource-id
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T AR IR R4S 22 (xacmlcontext : ResourceContent) TG E T TR Z LR M 4 25 8], SR iEK - F
AL R IR TR IF B 4 s B e o 2 e L ) PDP R 56 E % 8 Pk e L4 2S BE w5 R IF TR
PEAL Y i 24 25 8] — B, %@ XTI B B 25 A hitp: //www.w3.org/2001/XMLSchema # anyURI,

urn:oasis:names:tc:xacml:2.0:resource: target-namespace

B.6 EhEEH

XEERRAFARIC TR SR @M . BTN BRAETE K B R SCH (Action) STTR . i 38 o 45 1] 175
SR EF ¢ Action) TG i) ( ActionAttributeDesignator) JG % 5% & ( AttributeSelector) JG % 3K R M {H .
AR AR I EAR 17 K U5 18] A
urn:oasis:names:tc:xacml:1.0:action:action-id
B BeoR Fi R B action-id J& M 1 J&@ P B A
urn:oasis:names:tc:xacml:1.0:action:implied-action
TFHFRIRFFFRIC action-id J& M 19 fiv 44 23 [A] .

urn:oasis:names:tc:xacml:1.0:action:action-namespace

B.7 WEEM

LR RAF bR 0 8 1 R RS B PR B @ v . BTN AR I oK R SCAY (Environment) TR
Fr, R g 8 M) 3E SR R 3C(Environment) JG % [ ( EnvironmentAttributeDesignator) JG % 8{ & ( At-
tributeSelector) 7t & K HUE MEAE .

THARRAFARIC T T SCAL PR A9 AT ), 7R S BRI ] AR A R TR SR A T
PRI U AR IR AT 7E — 4~ (Policy) or (PolicySet) JG % 2 Uk H B AR H PR B4 B (7] 8] g 2 £ 20 40
I A4 ] B
urn:oasis:names:tc:xacml:1.0:environment:current-time
X R By JE B 25 B R “http: //www.w3.org/2001/XMLSchema # time”
urn:oasis:names:tc:xacml:1.0:environment:current-date
X R Y JE P BPE 25 B R “http: //www.w3.org/2001 /XMLSchema # date”
urn:oasis:names:tc:xacml:1.0:environment:current-dateTime

X R B JE B 25 B R “http: //www.w3.org/2001/XMLSchema # dateTime”

B.8 RERH

LR AR IRAT AR IC )

urn:oasis:names:tc:xacml:1.0:status:ok

LA R AR IRAT b 10 5 W %E T 7 1) J AN T T
urn:oasis:names:tc:xacml:1.0:status: missing-attribute
PUR AR RATbr 10 i P (B P A0 3 18 L R e, B A Bt BRAE RO v
urn:oasis:names:tc:xacml:1.0:status:syntax-error

PAF AR bR 1C 78 SR TP Al R v & AR A R

urn:oasis:names:tc:xacml:1.0:status: processing-error
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B9 #HAEE

PATR 0 40 4R S B0 4 A 33035 X 18 ruleCombining Algld J& 4 1) J& 1A .
urn:oasis:names:tc: xacml:1.0:rule-combining-algorithm : deny-overrides

VLR 248 4808 S 56 i 4H & 5535 %1 . policyCombining Algld J& M i & PE{E -
urn:oasis:names:tc:xacml:1.0: policy-combining-algorithm : deny-overrides

VIF & SR e B0 2 & B3k X3 R ruleCombining Algld J& 4 B9 J& P4 18 -
urn:oasis:names:tc:xacml:1.0:rule-combining-algorithm : permit-overrides

VIR 2 L e s mg 4H & 5535 %1 b policyCombining Algld J& M i & PE{E -
urn:oasis:names:tc:xacml:1.0: policy-combining-algorithm: permit-overrides

VIR 2 8E WIS A4 & 5595 %7 ruleCombiningAlgld J& 1 /Y B8 1 1E .
urn:oasis:names:tc:xacml:1.0:rule-combining-algorithm:first-applicable

VIR 2HE R IE RIS 4H & 55 5 %5 b policyCombining Algld J& M i & PE{E -
urn:oasis:names:tc:xacml:1.0: policy-combining-algorithm : first-applicable

IR & ME—1E R % 4H & 5535 % b policyCombining Algld J& M i )& PE{E -
urn:oasis:names:tc: xacml:1.0: policy-combining-algorithm : only-one-applicable
AR B 8 440 e W 2H & 55 6 W ruleCombining Algld J@ 14 i) J@ 1 {8 .
urn:oasis:names:tc:xacml:1.1:rule-combining-algorithm: ordered-deny-overrides
DLUR 2 A 7 40 46 00 5 5w 2H 5 S5 95 X I policyCombining Algld Ja& 1 4 & PE A
urn:oasis:names:tc:xacml:1.1: policy-combining-algorithm: ordered-deny-overrides
VAR BA F ARV e N 4 & 5B 5 5 W ruleCombining Algld J& 14 i) J@ 1 {8 .
urn:oasis:names:tc:xacml:1.1:rule-combining-algorithm: ordered-permit-overrides
LN 2A 7 RV R 45 575 XTI policyCombining Algld J& 7 ) J& P 1A

urn:oasis:names:tc: xacml:1.1: policy-combining-algorithm: ordered-permit-overrides
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Mt & C
(FSE B 5O
A EEE

C.1 $EZLSE

PUR R SCT EF X 9 W 19 “ Deny-overrides™ I 2 4 51

a)  TERBE AR FE S . “Deny” L 56 T HABARATPFAL 25 2 . 2T — Z J0 0 8 37 4k “ De-
ny” s BN 2H 5 B PPAS 45 SR80 “Deny” . 412K — 45 B0 000 (9 AL 45 2R “ Permit” , HoAth BT A #L 0
P ITAL 25 5 R “ Not Applicable”, W& A~ KL 2 & (4 25 2L 54 “ Permit”, 40 L B A7 B0 00 1) 37 Al 25
A “NotApplicable” , U HL I 24 & # Bk 45 5 W 1 “NotApplicable”,

b) Xt E A “Deny” %5 AL, 0 SR VP H B R B TCER I A 2R A D4k 22 PE Al S Ak g R
W7 A AEAE“ Deny” 25 5L, 25 H A A ES A B DAl 24 “ Deny ™, TR U 20 & 09 DAl 25 2R 4 “ In-
determinate” , Jf- B iy AH I (9 5 R RS0

o) A B —FHN AL 25 R Permit”, A H BUIEAS #8515 At BE I 3F Ak 25 S 8 “ Permit”
3 # “NotApplicable”, i ITAL 5 15 1 B AL 5 “ Permit” &5 4L, W 415 J5 19 9Tl 45 S o Per-

e

mit”,
DL OA RS H3AR T 3 A F 4 5 550k
Decision denyOverridesRuleCombiningAlgorithm (Rule rule[ )
{
Boolean atlLeastOneError = false;
Boolean potentialDeny = false;
Boolean atl.eastOnePermit = false;
for( i=0 ; i < lengthOf(rules) ; i++ )
{
Decision decision = evaluate(rule[i]);
if (decision == Deny)
{

return Deny;

}

if (decision == Permit)
{
atleastOnePermit = true;
continue;
}
if (decision == NotApplicable)
{
continue;
}
if (decision == Indeterminate)

{
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atLLeastOneError = true;
if Ceffect(rule[i]) == Deny)
{
potentialDeny = true;
}
continue;

}
if (potentialDeny)
{
return Indeterminate;
}
if (atLeastOnePermit)
{
return Permit;
}
if (atlLeastOneError)
{
return Indeterminate;
}
return NotApplicable;
}
PR ZE SC T BE X SR 5 19 “ Deny-overrides” 5 W 2H & 51
a)  TESRME A N AYAEAT S W . “Deny” I 96 T HABAL I PPAG S5 2R . HBA — 0 mE iy WF Al 45 2R
“Deny”, W # 4~ 5 W& 4 & 0V Al 45 Ry “Deny”, G 2R Fr A K 0 09 IF il 45 R A
“NotApplicable”, Wl 3 W% 4 i EA% 45 5 N 4 “NotApplicable”,
by TRV AE SR W R B bR I BERE R, B0E S R B g T Ak, B R M D Al B0 45 R
“indeterminate” , | B A~ S W £ 10 4 PF Al O “Deny”,
DA OB 3 1 334> SR s 20 5 5300
Decision denyOverridesPolicyCombiningAlgorithm (Policy policy[ )
{
Boolean atleastOnePermit = false;
for( i=0 ; i << lengthOf(policy) ; i++ )
{
Decision decision = evaluate(policy[i]);
if (decision == Deny)
{

return Deny;

)

if (decision == Permit)

{
atlLeastOnePermit = true;
continue;
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)

if (decision == NotApplicable)
{
continue;
}
if (decision == Indeterminate)

{

return Deny;

}
if (atLeastOnePermit)
{
return Permit;
}
return NotApplicable;
}
BEAHME Y Obligations W i/ 9.14 W BYHEERBEAL 5 .

C2 BRFIEHBHE

VAT E LT 85X W i) “ Ordered-deny-overrides” JL W 4H & B 5 .

a)  TEMCEE IR PAT 1 AR, R0 AR P 0 U g A I 7 SR e X 7 g R DD B
by HA St A D) 5 4 4 P S RN A A R AR ]

PITN & X T 55 R 4E i) “ Ordered-deny-overrides” 3R W 4H & 5 s .

a) TR PAT AL AR v, SR m AR5 DA SR 1 T Ak I 7 i SR e 4R vh G 1N 1Y SR S B
by A S A ) 5 4 4 S SR s 2H A AR TR

C.3 ¥k

DU 28 ST B4 5B 19 “Permit-overrides™ B 21 & 5575

a)  TESRBG AR B A G N, “Permit” 40 %8 T H AT T PR AG 45 2R . B — 2 FL B 1F A6
“Permit”, B 4 A (0 PEA% 25 R 58 A “Permit”, WS — 2500 0] 9 B4 25 SR 0 “Deny” , HoAth T A
T Y DAL 25 5 “ Not Applicable” , W8 AL 20 & B9 45 - 0 “Deny ™, 4 2R i A7 FL I 1) 34k
25 IR0 “NotApplicable” , W HE I 2H 5 14 A 25 52 W R “ NotApplicable”,

b) X EA“Permit” 45 F 0 KL, A SR PP AG I H AR B F I0 3R I A AR R R ) 0 4K SR DE AR IS 4k B
DU ) W7 2 5 A7 TE  Permit” 45 2R , 5 A AW DU R oK B 97 Ak 5 “ Permie”, DR U 26 45 1) 3 il 45 2R
i “Indeterminate” , I Bf 4 AH N ) B RS A5

o HRDAH—FHNBVPEAGEE RN Deny” A H I PEAG 55 D2 18 H A 8L I 97 Ak 25 5 9 “ Deny” 8§
H “NotApplicable” , t BLPFAG B8 15 1 KL AL 75 “ Deny” 25 5 . W41 5 J5 1 AR 45 5 4 “Deny”,

PLUR PRt i3 7 33 A~ #0000 20 5 53 1

Decision permitOverridesRuleCombiningAlgorithm (Rule rule[ ])

{

Boolean atlLeastOneError = false;
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)

Boolean potentialPermit = false;
Boolean atl.eastOneDeny = false;
for( i=0 ; 1 << lengthOf(rule) ; i++ )
{
Decision decision = evaluate(rule[i]);
if (decision == Deny)
{
atl.eastOneDeny = true;
continue;
}
if (decision == Permit)
{
return Permit;
}
if (decision == NotApplicable)
{
continue;
}
if (decision == Indeterminate)
{
atleastOneError = true;
if Ceffect(rule[i]) == Permit)
{

potentialPermit = true;

}

continue;

}

if (potentialPermit)

{

return Indeterminate;

}
if (atLeastOneDeny)
{

return Deny;

}

if (atLeastOneError)

{

return Indeterminate;

}
return NotApplicable;

PLF5E T & X SR B EE Y “Permit-overrides” 5 W& 20 & 5. 1% .

GB/T 30281—2013
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a)

b)

R 4 4 04T W Permic™ 6 T LA 137 £ 2 5.
“Permit”, W] 5 A~ 5 W 2H A 1) PEAG 245 3 0 “Permit”, W28 Fr A 56 W& 14 PF 4% 25 5 8 “ NotAppli-
cable” , W 5 W& 42 A VT4 45 S B “Not Applicable”,

QAR TE Tl SR B F bR I R BT R L 0 5T A S TE A, B SR T A B9 45 2R O ¥ indeter-
minate” , H 2 HA R W WA BOEAE 8 “ Permit” 5% “ Deny” , W) B A~ 56 0% 4 B 4% PF- 48 8 “ Intermi-

nate” , I a7 AH B 9 5 DRAR A

PATF Phfid i i 13 A s 24 & 50k

Decision permitOverridesPolicyCombiningAlgorithm (Policy policy[ )

{

84

Boolean atLeastOneError = false;

Boolean atleastOneDeny = false;

for( i=0 ; 1 << lengthOf(policy) ; i++ )
{

}

Decision decision = evaluate(policy[i]);

if (decision == Deny)

{
atlLeastOneDeny = true;
continue;

}

if (decision == Permit)

{

return Permit;

)

if (decision == NotApplicable)
{
continue;
}
if (decision == Indeterminate)
{
atlLeastOneError = true;
continue;
}

if (atlLeastOneDeny)

{

}

return Deny;

if (atLeastOneError)

{

}

return Indeterminate;

return NotApplicable;

HB — ZR R Tl 45 2R
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C4 BRFRFME

VAT E LT X3S i) “Ordered-permit-overrides” JL W 4H & 5B 15 .
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TE S IE AT 2 v RO A8 5 1A ) ) Pl T 157 2 I8 SRE W o of 7 8 R DU BRI o Bt 22 8
S A0 ) 5 e VRO S R U 4 S SRR A T

AT i & A X R WS 4E 19 “ Ordered-permit-overrides” 5 W 240 & B s

TEBC L AT I i v SR A1 5 1A SR 1) DA IO 17 42 1R SRS s 82 v o 7 ) SRE S £ BT o B it 2

B o STt 20 D) 5 SRR DI S SR s AL Bk AT )

C5 HXEHR

PATR %€ SCT 41X S 9 “ First- Applicable” S 2 5 5335 «

A 00 17 e PR G A SR v B A T AT IR AR . B X — AN B A B 40 2R i H bR oo & L
It B AR TC R PAL S True”, W BE X 2 A4S 5 W% 114 DF Al W 458 1k o ab B8 D00 %) 3 £k &5 2R 50 02 2 A SR g 19 D1 Ak
45 R (“Permit”8(#& “Deny”) . 41 H X A~ HLIW B H A5 90 %K VE AL A “False” 83 45 71 00 R PEAh 4 “False”,
DU XsF 5 g% v 1 A T — 0 2k 22 A

v i [Ty SR W v BT AT R0 S AT B AT 0 ) TTA 45 2R L T2 R W R T A 45 SR A NotApplicable”,

T SRAEPEAG RLIU (% B AR A 1T 3R I A A B R U5 L SRS VA L GE SCIZR M 1 1Al 25 2R S “ Inde-
terminate” , Jf- HLFfF 77 AH B A9 48 1R AR 05

DL AR RS 2 T 3 A~ B 4 5 T

Decision firstApplicableEffectRuleCombiningAlgorithm(Rule rule[ ])

{

for(i = 0 ; i << lengthOf(rule) ; i+-+ )

{

Decision decision = evaluate(rule[i]);

if (decision == Deny)
{

return Deny;

}
if (decision == Permit)
{

return Permit;

)

if (decision == NotApplicable)
{
continue;
}
if (decision == Indeterminate)

{
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return Indeterminate;

}
return NotApplicable;

}

AR A8 ST X 4E (19 “ First-Applicable” 5l 41 5 51

T A SR 7 4 BECHCTE SR A o L B R AT VR A . BT X — A B R SRR L A e 1 B AR T R T
Al R True” 3 HL IR W& 1 PEAL 25 5 R “ Permit” 5 “ Deny” , W B i 28 A 5% s 4 04 PEA% 0 4% 1k, 1 5R m 7) 3
it 285 SR R A SR AR B PEAG S5 2R . R X A SR 1Y H bR 0T R PEAR O False” 503 58 W 19 EAl 25 2R
“NotApplicable” , I X} 5 W £E rf H B0 A R — N S 4k S0P A, . 25 3 D7 5 s 4 o BT A 5 s I 413 180 3 1 o
Y Al 5 5, D002 3R W4 i PR Al 45 SR A “NotApplicable”,

TR AE VAL B bR T I & A A5 5 33 PR Al SR W I 5 1R 9 R TG Ak . B TR M AR B i PR AL 45 R R
“Indeterminate”, JUJ 45 [ SRS 2H & 300k o SCIZ R W 46 1 PP Ak 45 2R 4 “ Indeterminate™ ., 3 H. B4 AH 1 Y
FERAIRAE

PUR P fifiid 7 ax A S 2 5 5k

Decision firstApplicableEffectPolicyCombiningAlgorithm (Policy policy[ )

{

for(i = 0 ; i << lengthOf(policy) ; i++ )
{

Decision decision = evaluate(policy[i]);

if(decision == Deny)

{

return Deny;

}

if(decision == Permit)

{

return Permit;

}
if (decision == NotApplicable)
{
continue;
}
if (decision == Indeterminate)

{

return Indeterminate;

}
return NotApplicable;
}

M) Obligations I % 08 9.15 WY & IF,
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C6 ME—EHA

PLUTF 58 SCT B X R B 5 (19 Only-one-applicable” 5 B 20 G 5875 .
a) R SR MG AR Y i A SR AT H bR 0T 3R VC EC PP AN WSRO A AR AT A 3 P B SR m D32 SR s R 1 1
i 3% NotApplicable”, #IAR S 4E h AF7E — 25 DL 1 0 3 FH SR W, DU 32 5 s 4 19 YAl 25 2R
b “Indeterminate”
by an SRR AR AU — % ad SRS U2 M 1) DA 4 2R R 12O B I TR A 4 R
o) QSRR H BRIC R SEAT VT FCPEAN I K AR AR L BOE SRS DAL IR T 08 SR TIC Ak B0 R g DAl 1Y
25 0 “Indeterminate” , W 5 W& 45 19 BF 4k 285 5 0 “ Indeterminate™, J H. B 47 A0 R 9 45 5 1k
S,
PLUR P il ik 7 ax A SR 205 50k
Decision onlyOneApplicablePolicyPolicyCombining Alogrithm (Policy policy[ ])
{
Boolean atlLeastOne = false;
Policy selectedPolicy = null;
ApplicableResult appResult;
for (1 = 0; i << lengthOf(policy) ; i++ )
{
appResult = isApplicable(policy[1]);
if ( appResult == Indeterminate )
{
return Indeterminate;
}
ifC appResult == Applicable )
{
if ( atleastOne )

{
return Indeterminate;
}
else
{
atlLeastOne = true;

selectedPolicy = policyli];

}
if ( appResult == NotApplicable )
{

continue;
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if C atLeastOne )
{
return evaluate(selectedPolicy) ;

}

else

{
return NotApplicable;

88



GB/T 30281—2013

2 % X #

[1] Mathematical Markup Language (MathML), Version 2.0, W3C Recommendation, 21 Feb-
ruary 2001, http://www.w3.org/ TR/MathMI1.2/

[2] Perritt, H. Knowbots, Permissions Headers and Contract Law, Conference on Technologi-
cal Strategies for Protecting Intellectual Property in the Networked Multimedia Environment, April
1993. Available at:http://www.ifla.org/documents/infopol/copyright/perh2.txt

[3] Sloman, M. Policy Driven Management for Distributed Systems. Journal of Network and
Systems Management, Volume 2, part 4. Plenum Press. 1994.

[4] Kudo M and Hada S, XML document security based on provisional authorization, Proceed-
ings of the Seventh ACM Conference on Computer and Communications Security, Nov 2000, Athens,
Greece, pp 87-96

[5] Anderson, A., ed., “Multiple resource profile of XACML v2.0”, OASIS Standard, 1 Feb-
ruary 2005

[6] Anderson, 3919 n. A., ed., “Hierarchical resource profile of XACML v2.0”, OASIS
Standard, 1 February 2005

[7] RFC 2256: A Summary of the X.500(96) User Schema for use with LDAPv3, http://
www.ietl.org/rlc/rfc2256.txt

[8] Haskell: —FhbruEAL Y .18 FH 2l o8 50X 4R 215 5 (a purely functional language) , i] 7€ http://
www.haskell.org/ 3R I

89









GB/T 30281-2013

I T N 2 | S | |
EH % tr i
BEREFR L£IN5HFEN
Ay BiEEHiRICIES
GB/T 30281—2013
hOE bR E O A R R AT
JE 5T W B XS P AT 2 5 (100029)
JE AT PE IR X = e By 16 5 (100045)

Mk . www. gb168. cn
JIR 45 $44% : 400-168-0010
010-68522006

2014 4F 5 HEE—R

*

F43. 155066 « 1-49175

RRER RNBR

2013

GB/T 30281





