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RA AR R E = A ARG B . X —IAIEfE B AR RA X RIET R EH W S0 240 RA BEH,
PAAE AP 7 N RA BRAT B R 25 0] LA R 77 A mac 3135 47 %% 4 A0 S oA BI0A0 X B 4 . 3 oR S A = A
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CertReq {4 B I H AN R4 . X —TH BRI RA RIS A% LR Y. Z )5, CA 772 Cer-
tRep W8 . WG R TH B IE 60, W CertRep T & 37 AYIE A5, 40 SR 45 438 oK L i S0 & 8 R0,
(M. 6.6.3 F16.6.4)

CA UL CertReq {4 B I B IE A5 B85 K . XAl B g R 0k & 3 CA, XANMHEA
FEUE B A H AR IR Y AT UE A )5 51045 5 09 81 LA B 3G AH I RAEH IR BH 3 8T DAL T E 1Y
A RO A A RS id, XATHE T HIUE B R & WA SOE B ORI R g REH A% E . CA H
CertRep HE MIZ HiEH . XMW EALS — B UE o8 45 R AT, QSR A0 & B UE 5 /38 UE 45 ook
BRI R E AR IR AU A . CA FTLL A R SOE R i &R IR, a3 i s Boh e %
AR RS, CA ¥ 77 A — A~ (UL 6.6.5)

CA N ZIEWN RA & H 1) RevReq 5., RevReq M 5N %45 10E 45 5 51 5 8E 454 # 19458
% . CA H RevRep 14 B IR . 3% AN H B8 W 12 A0 56 RS 6 WA 2., o ] DAGL 65 48 as ik 15 i B b 405,

CA SZRri 88 = Jr b = A %54 Of i w40 L4 CA) I B 1535 Kk . S Rext 58 =
B2 o P R R B R AT I IE B 9 CA BEAL B CertReq 14 BB R AIE R . X 26304 B,y 175 5K 30F 45 109 & it
SRR ARG CA, X L8 BN A5 UE PR & T B 4 . Y AnuE B e S5, e % IE B
FE— AR, ZIE B HE B R E RS WL R R W ZIE BN R4, ZJE CA U
CertRep TH B AL M B 35K 3 . 0 8 AL 5800 45 AN 25 FA%H , sl 45 1R A0 RS . o SR 4 & JiE 45 1 3
TZUE A5 A5 UE AR5 A5 3 19 T B3 44 FUB A8 . CA T LUB R A& Bloi sk v A SR 0 A 200

CA BZIE CA GEAS 38 XAIE A3 % \CRL RA K& A0 K 1 2 ity S A 149 Jomn 26 0 15 B0 9 ) 22
5.3 GEMHLAE(RA)

5.3.1 #ik

RA PRIEE R AE A0 SER Y B4y . RA AT LA o B3R S0 1R 4 B84 MR T RA #E4T 9 3 1 11 B fil
B A AL SR IR By, SR E b i RA B, RA B0 5 56 i — N 25 4% 199 8k 16 E
A 5 A M RAM B 6.6.2)

RA N Z B E ARSI A — D2 B PN, BB SR S R IEZ 5 RA &8I kK ik—1
HLFUE g R AR Y CA

WA 5 RA #E47 8 9 BEE2 fh () UE 1535 5K L AESEAT UE 038 SR B, b 200 B A RA 42 4 45 b 1) DA IEA
B, X—1F BT Re A RENER B CAIE AW E0 ., AbR AR S2E [ 3 E:0HE K 947
A 55 B S RN A AT E

RA FIRIX) CA BZACE AT H A S ARUE I35 K UE B8 . RevReq MIAEAE 6.6.7 hE L, RA T
RETT LIS CA 7E— el a] LUFE— A 6] A9 15 it h F0UA T

RA 7 B BEAL G UE 5 554 # 10 D BE—— 3% oK L 30ss M 8T th CA A1 & 1 E 15 CB 3 2% E 5 1 &=
) (WL 5. 4) , MAEFEE P I fig— K RIEB M CRL LIS IEIE 5 AR 848 (I 5. 5)

5.3.2 EEBREMEBEXN RANEES

RA N iZ 44T 5 TfE .

F5 52 RN UEE 4535 5K
] CA &K UEF 3K
MNTEREPEAS R UE 5 AT CRL;
7P A UE PR I K .

RA NZAREEER] CA FIE 5 — R 08 25 B 1IE 15 & R IE BRef # .

RA BOZ A DR AT A S ATH LS I 5 BE % A9 © 1 28 A 15 7 A5 3 7 A 01 26 38 F 45 ey
TR (R R ASIA N C 1 5% 19 25 44 25 1N 2 0 00 3RS 5 3 PR SRS D . T 7 5 R I AR 2 P 1 25 41
T AR S BB AR A5 W K 3% T s 43 0 RS S A2 T T VA R A B B . WA CA B9INTE Y 55 Ui
FOVF L RA WL AT AR R UE B AR5 3 10 41 217 48 08 & B E BRURS % Kk . e s oK i 5ok e A & 3%
8

iR 2 BRhttps://t.zsxg.com/JmiaeUR



GB/T 19771—2005

BARAEF B CA B RA Fras 2,
5.3.3 EXE£4
RA BT H 55 55 g 15 52 390 26 o SR TE A3 A 38 5K L 306 RIRURS L LA B2 T 6 IE 28 44 T DA 9 ) 2 v
FIUEF M CRL, T IHHE 45 X S0 3 55 10— HESE s AT AE 6. 6 AR M348
RA #ZWCk A ETE B A # 1) CertReq #% X M UE F 35K, CertReq 114 B 8 W 76 IE 5 F54 # 78
PKIProtection Z5 M T2 &, YEH A T 5K & MBI R EEIE BRI B WA MY WRAZ 5,
RA fBUAPIE B I HH RA B8 F %4 &7 — D H A CertReq TH B . RA 8% 14 B & X4 CA,
RA N % AT DA E B+ & R A% CA IES,
RA AT LA CA 20K CertRep {H B . WIHRUE B IR B HE 4  RA K 25 N CA &k 1) 85 3R A I 1]
Re o Rk — IR . R —ANUE B R HZ T RA AT LA IE A5 R4 & $2 BB e 5
RA N ZAEA WA TN H CRHMIEBRAA & SOE BRA & T EA LU 2R T, = AR fEs G K .
i i 25 B X N R G RA PRIEIE R E B F 4y, RA BLIZ A LLF2 4 RevReq 1 B A 35 IE 45 77 51 5 5E 45
R H WA H 2 . XA RevReq {H BN Z#— 1 RA i % . CA WiZMH RevRep 1HE B RA,
XA TH R A HE RS IR 8L I FLAT DA 8 ¢ T 08 UE 15 r BRI 407 . 0 SR 5 AR
TLRA BOZ ML ANME BATERE . W RPIEL T RA K A 45 R0 I ol B ™= A i i R
5.4 iEBHEENTE
5.4.1 HEik
PKI JUE B HeA #HRAIE BB IIAE . IE BReA & 5 CAs RAs FlIILAh ) 28 o S5 1A, 2 by 524
AT RE AN A P AT SEAL R G (9] Gn g py 45 R0 7 K 8 T BB 2 R )P (CAs il RAs BRAM)
PKIF P R4 & A 0% 44 1 B SR PRI 3555 5k 3R, 50357 Aascas i i A e 5
5.4.2 S5 EZEMHEXN PKIEEEEEEER
HEBHREA H N II6E
A
HE BIE A5 K
T SR UE 5 4R
T K UIE 5 BT (Al |
WEBFRA & R W R P FH e E& 5.5 e LR P IiEE,
5.4.3 IEBHFEEESES
TEBREA H 1355 Be M UE B REA F5 R B e, LR Y ar R A e B . A il R &
H 55 HR R A BOE R CA ZH CA BAUK RA /47,
HEF A # DZ BE S T SRS A AT B CMIE A . XA 355t CA ST . RVFIE B R % 288 A
(O E T AR 3 oK . UE 5 R B O A M AT A R RS 19 E B 7 2k — A4 RevReq 1H B R K% 4 CA.
RevReq 1M B B MET R . CA 774 RevRep {HEBIFREHIE A & . XAF 5 RAE6.6.7
ZEREAETBU
A UE BT RS SEBE B TSR . XAFS5 HH CA BT, RVFIE A #H4E A CYIE
PR R Z RA BUEH F 1), CA 7RISR 00 55, HJ2 & 1 H R4 Al DUE Ak 55 Ul B Je e
FEAY RA ZZH LT 3E R — D FIE B GE R #7724 —4 CertReq 14 8., I HLAE B i A4 5
MRAVHHEAT 24 . CA J7 A CertRep THE , W RH K BT L AL & — B e, 2Rl SR g b 48 L 3k
A5 FER AR
UEB R H REE LB A R M A UE B g K .
UEBFEA F AW AT DAL & Uk g oK . R 55t R B A #7 MR RO U A R
A BRI O — A S0 & 2 B A IZAE R &4 . CA MR R — AN IE 15 FUIN T 25 10 L B Bl 4 iR
R,
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5.5 EPF#ME
5.5.1 ZEPA#Hi&
PKI & F i | PKI & 4 3iE 45 15 35 FIE 5 08 FH 3, A5 CA 0L Ath i) 28 o 52 4 £ I F 43 b 3 Ty
o Zeum AR AT DAL FE RALAS A P AT RAHLR 58 Can i R 25 F 7 S .
TEfe /N X E L PRI & VIR IESE 44 3R A5 3E 35 A CRLs, H B FIE BIANIE K42, A i B E B A
HH O P RE ST A 44, T LS B OS5 BT IE B 9 PKT 355,
5.5.2 EEIREMMEXN PKIEFAIHEEEKR
BRI E/NIREES
BE& 42 ;
MNAE il 55 i P A FAIE 5 A CRLs
B e UE A5 I B AR
5.5.3 PKIZEPAESES
FPR S MK BE NGB R AFIE 1 M CRLs, BT E S SIEBREER L, iANE RN
DAY E RN
o KBRIEB— XS AN FH LDAP 462 H % IRk 55 s 48 2 TR E IR RIS 314 4
SUE 3 3 515 R & 3 1 44 R IR
6K CRL— X H 5 ALir— P R LDAP 4652 H % IRk 45 548 2 TR E R R — 1
E CA MY RT CRL 32 AN 19 CRL. A 1Y% 7 &R 0 200 32 F5 e AL B Sk 15 1] 3
(LDAP) . I R IE A CRLs, F 5 MIEAIHLE S W RFC1777,

and
[Ny

6 HIEER

6.1 HIFEHEAXHR
WA PRI L 2 6] 1 AR s SCREA i B i 5, Bl A% U AR IE 5 . CRL e 554650, A
HEALEE T PKI 41/F 2 0] \PKI client il PKI 4114F 2 [0] 57 A 55 55 (1 B s =X
6.2 EHERX
ABRHEME ] GB/T 16264, 8—2005 RIIEA%, BAR ITU-T @A X, 509 MBITRRBA A i H
A 3 A X E & 12 R L JF B ANSI 19 X9. 55 Al IETF ) RFC 2459 # % JoAE T 3 40 360
GB/T 16264. 82005 HIIEF L5 LA T N4 .
«  Version A
Serial Number E45 5515 ;
Issuer Signature Algorithm Ak & &4 E 1,
Issuer Distinguished Name 4 & # 7] # 7 4 ;
Validity Period iE4545 &[] ;
Subject Distinguished Name — FA&E] B4 ;
Subject Public Key Information FEERAHE R ;
Issuer Unique Identifier Al & # ME— 5 AT (AT 3k , ARFREARD 5
Subject Unique Identifier FEARME—FRIRAF (AT ARG HEATAD ;
Extensions UEH4 @ (AT ) ;
«  Issuers Signature on all the above fields WM&k &N LI A% 4 .
6.2.1 IERBFE
X. 509 UEAS AR ASN. 1 % CULKF % A, T84 %8 b5 A ASN. 1 DER 4if3 %75, ASN. 1
DER 2 — WMo R M hr % KR AER S RS, I ISO/TEC 8825. 12002,
LR 43 GB/T 16264, 8—2005 MIE45. B T Al £ /Y subjectUniquelD il issuerUniquelD ¥ Bt .,
10
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CA N7 T R 2 B i L& PR3 GB/T 16264, 8—2005 1] LIALEEE AT, CA AT LAASHI & 6145
issuerUniquelD F1 subjectUniquelD BYIES . % F Al IR A B subjectUniquelD Fl issuerUniquelD,
AT AT AR 28 8 26 5 A X P o F B e

a)

b)

c)

d

e)

Version

version FBR/RIUEB AT . L F BB A 2, LR A 3 IEH

Serial Number

serialNumber /& CA %5 & MIE /3 BC A — 5. X — D420 CALERAL R IE ¥ 515
IO 2% A2 E — B9 CEIY, 451 & 35 FUE 5 7 9105 e — AR — AN TE ) |

Signature

signature FEAE T —1MEEHR AT HTFREREZIERWE L, WFEAUHE—1 algorith-
mldentifier, JH TZ 240, 7 6. 2. 2.2 H I T algorithmIdentifier B A2, HiE 45 A B % i
H signature FBt £ 1436580 (F T Ifi B9 Subject Public Key Information) , K 1% 7 Bt B A #%
W 2 2 AR

Issuer Name

issuer Name 7Bt & fit 7 4 Bk B LA 1 2 BRME— A5 14T, A& & 14 72— X, 500 il
oo AR HTJE 1 S BRI R (R . R R MR AL XL 500 RS ELIUE S R PEE A

DirectoryString Z3#

DirectoryString FJ % # PrintableString, TeletexString, BMPString, UniversalString

Utf8String 11 —Ff, PrintableString /& — AP T FRFE, vl 8 KNG 8, B fb

ERPEFAT, TeletexString /& PrintableString BI¥ BE R T FEAHMA T EE LA H A

F4F, BMPString J&SUFE T FERFE B R L K2R FFFHE . UniversalString /& £

TP G TR I ERFATE . Utd8String & UniversalString B AUZH 85,

M HE 4 FIE, CA B PrintableString, BMPString, 1 Utf8String % 45 5 4% 1t 25 U

KA DirectoryString, WHLIEUL, LT AP T F 451 AttributeValue — 8t ] Print-

ableString, BFEHFMH T FAFH AttributeValue Bt BMPString, 24 BMPString 7 4%

AN B A i FH Utf8String.,

38R B TeletexString, Al UniversalString J&-8 T [0 G WA VLRI TE B AN IZTEHT F KA IE

Bl EAT, (E2 AR RS TE O &ML MIE B P, Clients A B 23 Wi B4 Fix

SER AR

AL ) 44 7 AT CAE issuer AltName 37 5 Br, — 48 GB/T 16264. 8—2005 UE43 i il ] & 7 22

issuer FEBOA A . SR, 3 AR UE A UEAS H i3 A - Bl & A X, 500 B TT B3 44 .

Validity

validity FBLa B T E 3 7 16 4E %m0 H B (notBefore) A28 1 TC 2% 19 H B (notAfter) . validity

FER A ER R A UTCTime 3 Generalized Time,

XFF 1950 4 3 2049 4FE () B9 H W, validity Bt — & ffi | UTCTTime, UTCT Time fifi

A% MR I 18] i ELZERS 6 2 A, AP ELE R R R Ay % . UCTCTime K900 YYMMD-

DHHMMSSZ,

AR B N BUE -

D R YY SFF T 50,4508 19YY;

2) IR YY /NF 50,458 20YY,

¥ 2050 4E LLJE A9 H B, validity 2Bt — % GeneralizedTime, GeneralizedTime {# F #% Ak

JR A B E] L T HEAS R A, BB R RIR VEMENZE . Generalized Time M40 YYMMD-

DHHMMSSZ. GeneralizedTime AREIEAY . (1950 4FRTHY H WX A AR A T3, Br LA
11
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ATHIED
)  Subject Name
subject Name “F Bt %) H W& 45 iE 45 RS AEME — AR iR A7 . ERA M X500 ATHEMN 4, &
TE issuer name F IR A —FE , YEAY E DirectoryString Bf CA i F & 4% BY 848, " &
F A JAE subjectAltName § B ,GB/T 16264. 82005 iE 45 0 f#i J # A AR F B hyas . R
M7 38 DA S A o B9 I 45 0 7 3 A4S 5 B BU A AR Y XL 500 ATHERI4 .
g) Subject Public Key Information
SubjectPublicKeylInfo B & H R #5415 2 S A1 A AE I B B35 19 . E AL 45 subjectPublicKey
F B Ml algorithmldentifier 5% Bt , algorithmldentifier &% Bt algorithm and parameters ¥X 2%
FB
h) Unique Identifiers
iE 4 B 1Y subjectUniqueldentifier #1 issuerUniqueldentifier 5B 42 o Ak B 3= {4 42 o & &
DR IR AT REPE . CA ARSI & A X et — bR R AT IYIE 5 . PRI % P WA 28 5K
FREPRE A X AR AT IR . AR R B AT AN A B X 2 B, AT 2 A 4 K S8 5 B
HIUES .
1)  Extesion
extension F B NI/E GB/T 16264, 8—2005 UE e EE MBI, ¥ BA =B extnld, br
PZP R, critical , YL IZ Y™ B & critical 8% noncritical B9, extnValue, ¥ JB{H, — M E4 A LU
IR 2V RFE WA R e Ly e, R E T critical Rk, SRR %
BH RE I AL IZ Y e B SR A BB IR IE T .
7E GB/T 16264, 8—2005 A SCH MY BARME, 6. 2. 3 PRIE T X LE AR E Y8 75 A A 1 vh 19
(LW
j)  Issuers Signature
SEPRAYIEA 2 2 (1 SIGNED 28R, 97 i #4844 1 8Udi 19 SEQUENCE (7 4, TE 1)
FEARRAF LA —A BIT STRING JERX WSR2 44 . algorithmIdentifier #7387 T R XFIE 43
BAWAE, RE XA algorithmldentifier FE A5 T —> parameters 7B, £ #ig LAl LA
KA S LB ENZE L 6.2.2. ) HERGIFAR—DHWELZXNE, parameters TBA
RE R AL S8, YT RS B e 4 24 19 S 800, I > DA & GIE 5 19 CA I IE 45 9 subject-
PublicKeyInfo 7 Bt H1 3R 45 4H N S 5L,
6.2.2 mMEHZ%
6.2.2.1 MMEHE XML
AR AT PO 28 5002 - B9 R B BT A 4 B T EGIERE A AR Bk U IR T A A
BYEW B E S RE— R YRR T R A P B R 2N . X LR S S R R
b2 R I 4 R N T R ERs 4 D S
TR —A> PRI A 2 0 iz SE b — DN BCF 2 22 5. X T 50 PRI & 7 A1k U, BE 30 e
A — AN A U 2 24 O 4 R 08 T TR LA i 21 PR B 6% 7 AR GG IE L — AN A R 4
BESFABRERY PKT AR BZ SR — s 31
FUVFAR L 08 2 P00 P A0 A0 1 5802 L 3 2 e TR BRI T AT Ak e B i, b, SR By —
P P R 2 AT LA R S R A 1 Rk L BRIV B R SRR X R B AL 1
6.2.2.2 EFIERE
HH R O T A IE B AT CRL 77 AR B % 44 B i ] T4 3 = R0 235 091 D 4 SCRf NS
AR A g U — RS R, L SHA-1 9], B 02 58 i X 05 AT DL SR 4 24 B R OR
. SHA-1 ) ASN. 1 X QAR iRAF R
12
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shal OBJECT IDENTIFIER .= {

iso(1) identified-organization(3) oiw(14) secsig(3) algorithm(2) 26 }

RO QAR R AT 28 A bt 3, A N 1 2 B8 0 i b 220, n R B, 0250 NULL,
6.2.2.3 HFEREX

GB/T 16264. 82005 48 1 & UL A5 1 2 24 50 A HL At 3= 04 (%) Jm %8 5309 . 3K T o 330 325 T A
AR, ArdELL RFC 2313 Hi RSA B3 M il

RSA 1% 2 53k 76 RFC 2313 g L, RSA W al i LR8N 5035 . b 51 i RSA &

pkes-1 OBJECT IDENTIFIER ::= { iso(1) member-body(2) US(840)
rsadsi(113549) pkes(1) 1}
sha-1WithRSAEncryption OBJECT IDENTIFIER ::= { pkes-1(1) 5 }

£ RSA 28 1 UE 15 FE ey 51 2 b, B 0 3LFE SIGNED 28 A0 Hh AT signature F B, AL
B BRI AT A B AR AT B T8 A S B L 0 NULL,

YE 5 FIIE 3 3808 51 26 25 B i L 25 240K 4 T A R ) AR RN % . UE 15 R E 3 R0RY 41 R e ASNL 1
DER Hn% , H-4E 9 SHA-1 B LS eR A i i A, SHA-1 B8 58 800 i i OCTET STRING - 4% I
RSA Wi me ., ZZ2 BN RSA AN — N84y, v WEIZH ASN. 1 19 BIT STRING %iili .
TE y I signature FBAU & 17 HE 4 ok F s 51 % . GERH 4T AW, 8 y Jet bl octet string, &
Ja FEE 4N bit string,)

MCA LR T —EF 3 H B/ subjectPublicKeyInfo F B4 & T RSA MY B4 % G bR 4T
rsaEncryption $#/E 4 algorithmldentifier i BLTE subjectPublickeyInfo FE i, 3R FriH RSA /A% .

rsaEncryption OBJECT IDENTIFIER .= { pkes-1 1}
HZE rsaEncryption X R AR IRFFE R R AP 8L, I 24 S 87 Be s NULL,
RSA AWk ASN. 1 ) RSAPublicKey: i)25 51

RSAPublicKey :: = SEQUENCE ({

modulus INTEGER, - n

publicExponent INTEGER -- e}

Z BN n,publicExponent J /A48 e ,RSAPublicKey 4% J5 & BIT STRING subjectPublicKey
ORI

RSAPublicKey BE i BLAE RSA W25 22 % 5 h . RSA M in& % 4 b i gt . BmARORES 1 HAf A
— AN GRAEAT N RN 4 AR XA
6.2.2.4 HEINEEZE

AR BR EHE I R WA BOAIEE . L DES-MAC il SHAT-MAC J 4, #: 4% 48 F§ SHA1-MAC,
DES-MAC 2K T Rk m 5 i e 254k .

SHA1-MAC

ARG R i BB — 4 SHA-1 HMAC {85 (78 RFC2104 HP 4@ SO mi i sg g, ©
A E AR AR .

SHA1-HMAC OBJECT IDENTIFIER ::= { 136155812}

AR v B 9 mac KR 96bit,

DES-MAC

ARF 8 i o BRI — 4 DES MAC i (78 FIPS-113 FF R4 5E SO i $2 ko2 Bk g, B
PARRAF I .

DES-MAC OBJECT IDENTIFIER ;.= |{

iso(1) identified-organization(3) oiw(14) secsig(3) algorithm(2) 10
13
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—~ MAC K B R — AN BB S 80, A R P BRI A 32 )

SBHEIA T — DB R T MAC WK B ZEA bR vE P L IZAE Ul 32,
6.2.2.5 XMMZEZE

AR AT T X6 R % BH 502 R S Bk A — g 1 P SR AR RA B AL . AR AR R DU (DEA
(Triple Data Encryption Algorithm) 53k (1) ECB 3 Ay 1] 158 B X B 25 87 533 i 4 H

tDEA 5757 ANSI X9. 52 i L, tDEA k5T DES 53k ffi M 3 4> 56 bit %8 K1.K2 Ml
K3, TEAKRAED , i X AR, K1 =K3, (DEA 551 i % 41 46 % A BE L 7E GB/T 16264, 8—
2005 MER T, AHIEN T .S 7E PKIMessage &5 tDEA 19 % 8, X B, tDEA 1 %5 51 b 21 2 28 3od
BTN

XU T tDEA B BUE S CECB B2 AY hinsE 5 2k A0 4 10 g i A% X,

tDEA B3%:4 Algorithmldentifier, M H % A tECB # OID, X % 4 1% 5 /£ ECBParams 45 #4 f
LD

ASN. 1 R WF .

TDEAIlIdentifier ;: = Algorithmldentifier {{ TDEAModes }}

TDEAModes ALGORITHM-ID . .= {

{ OID tECB PARMS ECBParms } | -- mode 1 -

{ OID tCBC PARMS TDEAParms } | — mode 2 —

{ OID tCBC-1 PARMS TDEAParms } | -- mode 3 --

{ OID tCFB PARMS CFBParms } | — mode 4 —

{ OID tCFB-P PARMS CFBParms } | — mode 5 —

{ OID tOFB PARMS TDEAParms } | — mode 6 —

{ OID tOFB-1 PARMS TDEAParms }, — mode 7 —

)

ECBParms ::= TDEAParms (WITH COMPONENTS {
., ivGeneration ABSENT })
TDEAParms ;.= SEQUENCE ¢{

keyingOptions KeyingOptions OPTIONAL,
ivGeneration [ 0] IVGeneration OPTIONAL
}
— bR SR XU
KeyingOptions ::= BIT STRING ¢{
option-1 (0), — (3-key) K1, K2 and K3 are independent keys
option-2 (1), —- (2-key) K1 and K2 are independent and K3 = K1
option-3 (2) - (I-key) K1 = K2 = K3
}
id-ansi-x952 OBJECT IDENTIFIER .= {
iso(1) member-body(2) us(840) ansi-x952(10047) }
Second CRADA Draft, Version 2
mode OBJECT IDENTIFIER .= { id-ansi-x952 1 }
tECB OBJECT IDENTIFIER ::= { mode 1 }
A BT 75 X (DEA 193 34T i b5, 502 DB I R 3. TwoKeys = [K1 | K27,
TwoKeys MY 7 LR 2 K1 9 5 07 F AR
14
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6.2.3 IEBIE
6.2.3.1 EBIF B#ER
7E GB/T 16264, 8—2005 & X T —EtRMEY RES . P RM =304 ¥ R4 PR AR R
PN EMUE . 7E GB/T 16264. 8—2005 "8 7 4~ Mg - % 7 AR BE AL B 1 SC B 1 An UL 1Y
PR L A BB ISR UE A A A AL
PRUEAL BT AT LL 43 U 26 . %% BH AR M {5 S, 5 SRR RN & 35 1 R AIE 5 59 TE B A2 R s CRL iR
PR,
6.2.3.2 HPMERES
W 2R e T DX e B A B AE 5, B AT AT U] T X B A 24N 43 A9 5 EPLAE (CA)
F—FE A ER A TE P AREDRE R CA IES, DU 7 WUk #g A2, X 2o g w] LLBR i
WA S CA TE ¢ T IR WL /Y15 B
a) AP IRAT
P& authorityKeyldentifier $&fH 7 —Fh X 51 2 24 3 45 09 05 2 FAEH 09 F B, A VA B RE AT LA
BT PO AT, ] DU T A 5 24 P 9 FEARAR e S SRR IR I T . AR
PRI T BA 2% 2 5 PR & & (BT BB 2 2 B P00 T BB & IEAE HEAT B A S 50 L ik
BINIEHLAG (CA) N Y BEAE 7 A= A i , T HL25 7 L R A $0 A 36 I B AT 2 D407 2 44 % A IAIE
Pk H CA MRS, @I B RE 08 A 31 % B AR IR AT, SCRE U8 Ak B by IE 5 4 & & FLIE
BT 5 5 AR 5 B AR RAT L TR B I UE B AR
b EREHAR AT
A BT X — A AR BT A 10 2 A5 T RS © UK I TE 15 o N G A  AR SEB AR
PN Y ARG
o HHME
P& keyUsage 5& SC T IE A5 v 25 B 76 {8 b % BR A, 3 b BIR ) 2 56 T SR mé Fn /=8 4 7 (I 4%
F D . CA NS BE Az 7 i, T % 72 B Y REAL BIZ Y e, 2R keyUasge E X BIT
STRING , I A AR AE R CA #BRL 25 7 2 S S AACUE 5 i 8 — AR 14, — 4> 2 3 S 1A
IEFH 1Y KeyUsage AR 24 BE 2 digitalSignature ¥ & dataEncipherment, A8 97 & I 24 % & N
KEPERY .,
& AL IR
P& privateKeyUsagePeriod [\ i& H T 87 % 24 %50 . £ R I BR 2 A1 19 2 24 02 T6 5K
19, CA W LA AR Y i B2 P R BOR AL B i
e) TR E P AT
7" )& extendedKeyUsage M T3 SCAE N rhoxss Uk 45 %5 51 1 s FH R 1), 4 2R A I e 9 e i AN %
IEHEAEM R, fFEARUER PRI AR ZOR Y R,
D UEF R
)& certificatePolicies i — P m £ X RARAF (OIDs) , 4> OID AR R M A& A UE 43 i1 —
WM, CA NCYRERS " AR A — DB 2 UE R OID MIEA , CA B Y 325 — A 5k SR g
OID, BME R %W anyPolicy, anyPolicy #) OID A LLIA Ky & — />3 FH 44, BE % DT B AT A7) 5 g,
%N REME AL B policyldentifier 7B, I 15 AJ #2527 1Y SR W 571 3 R 51 3 I 37 4 Nz 19 17 A
PRI AR AT LU, QSRR AHE T — AT SR M ) 3 O H 2 /D 2R — A5 3 b i SR g
LB GS SR IS A TE T certificatePolicy FINF, 2 P A RE S IEIE F A TE B A2 . I 2R 7 I 45 S g
FETERF E RIS HRIRAT anyPolicy , I H A 28 (LRI 3RS (UL 6. 2. 3. 4) , 5EAT LA 81 3 v i il
A SR ER ] LA Z
TR B AN B A 44 BEAL PR certificatePolicy B F 1 policyQualifiers, 7 H 3 4% id-pkix-cps
15
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g)

Al id-pkix-unotice (ML RFC2459) . & AARHERY CA A ZRAE™ 1% T3

TR eSS

AR SCHMY R T CAIER ., EXH T XA R B4 FR R AF 45 issuerDomainPolicy
F1 subjectDomainPolicy, B &K #H M & CA kK H issuerDomainPolicy 5 #t T £ K CA Y
subjectDomainPolicy, CA N 248877449 & policyMappings, & ) i REUE AL FRIZ P & |

6.2.3.3 EPEEMMEE L
P& subjectAltName, issuerAltName, subjectDirectoryAttributes Fll authorityInformationAccess

R AR CHEME R . BT T O T F AR A 3 1 A 44 FRRVRRAE B B I A5 B

6. 2.

16

a)

b)

c)

il 44

subjetAltName 1 issuer AltName ¥ HE4E T F 45 3= (R UE 15 4% % & 10 BRI 45 8., 1 22 B
i B AL RFC822 44 8k R T R Hukik) \DNS 4 FRAIGE — % AR AT (URD . &7 il LU
FELZANZAFR, WORT ZALUE 32 gt X 26 5 5, 500 24 i 97 ) subjectAltName F1 issuer-
AltName,

RIEASRE , P subjectAltName F1 issuerAltName N 242 B, PR )X 263 & 1) N
B LB RE SRR T A AT BERY IEHE . QSR A BE R BIEAS Hh A0 44, 07T DL Z s i e
TEAFRET P J# issuerAltName FHGF URI {5 B . URIL BI#f 190 & 2 F 5 947 & L 3xX Al DLH
REER FIUE T P4 . TEARBRUHE A MAE subjectAltName 1435 B F B Y& 3L,
WEARGE B GENLAY (CA) IEF AR REM X, 500 H MRS A3 8], CA 3t S A iE 5 i il & 9
AL E AR URTAR S, DUR L FUE B AL S, BOR% T REAL I URT 1 45 4% =X, 2020
e UH LDAP URL[RFC1959], ANER% /g5 HAL URI A%,

FAKH w1

& subjectDirectoryAttributes Al A& AE M X F £ M X. 500 HREHGFLE., &Y EE
FECHEPER . AP R Y 52 BURE 2 T 3 Y

KO AL 5 B A7 B

"’ authorityInformationAccess HORAE U] FRAR 40 & CA FIIR 55 A5 B . 15 B FIR 55 7T LA
FLIETEL IR IR 55 1 CA SRS EE . (CRL WAL E AR BATEARY B 7R %15 B 1 (RLDis-
tributionPoints ¥ 24t )

3.4 WIEREMRE
" J& basicConstraints, nameConstraints Fl policyConstraints T FR il 7 4 A 56 UE 4% ,

a)

b)

c)

P B basicConstraints i i CA #B 4 (15 B 5 & IiE 45 19 LK )2 5 )& CA, i i pathLenCon-
straint #8735 BUAR L6 € S IE BE A= AU B2 . CA B Y TEIE T B8 4 97 & basicConstraints, %
P BB AL BRARY B . HATE CA A True BRHE, pathLenConstraint 48 & X,

TEATA CA E #4145 basicConstraints 7 J& , 1 H CA W 4% B 4 True, 782K
FYIUES L 7T DL AL 45 47 € basicConstraints, U1 7E 28 3 524 194 5 o i L9 & basicCon-
straints, B Y& — DB WFIE ., EA CAIEB Y basicConstraints W 4 1% ¢
HEPERY

HF YR

§" )& nameConstraints HEEHITE CA HEF5 b, B 45 1 UE 5 /Y S0k #% 42 Hh BT A7 J5 R 15 19 44 30
B, CA N M4FEUEHHEEr= 49" I nameConstraints, % ' N BEE AL BLIZ Y R, RV RN X
BN SRHEPER

AT

$"J& policyConstraints H T CA GEAS, B AT LA LA Fh 7 20 %0 56w fige e i A7 KR i . BB T LA BR
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Tl SR W WS SCRT DA SR A 50k B AR A8 A E P A 45— T 2 A2 B SR IS AR AT
ARY AL HE B F B inhibitPolicyMapping Ml requireExplicitpolicy, {13 inhibitPolicyMap-
ping FA1E . 'E 18 1R 3R 30 UE % 428 b A SR M I SR R 1A R 2 Wi Y H A e A5 R A K, 2R
requireExplicitPolicy ££FE . 78 J& 22 B UE 45 o W Y5 BH 6 2 5 W] 422 32 1 SR & AR AT . RequireEx-
plicitpolicy FYA AR 7E 30 UE A28 v 2 5K W A Y 5 W T 1) JHG Al ik 45 A9 1>
CA N YL & UE P AL AR e, % P N RE S AL BEARY e, %9 N B & REEPE R,
4 ZE 1k anyPolicy
AY AR 1EAE A5 PR ] anyPolicy., OGN A4 R AT LU AR A0 & 45 CA B UE 1S
A b M R R A R R R I AR L AF anyPolicy OIDUE (2 5 29 32 0)) A AR A At IIE 45 36
BEULHC . iZ9 B2 INTEGER ., fURTERIE B 428 h A 15 anyPolicy Z Hij 19 HAWIE 45 #Y
ANEL BN, 1 ZEIRAE any-policy HBETEAE 5 /Y =44 i A A (Y HIE 43 b Ak B8, 76 30 TE B A2 Th Y
HABIEBhAREME T . CA N Y BERE 7 Az Y™ & , 2 1 N BE g Ak BEA Y JiE
6.2.3.5 CRL R B
ARG AL AT AR AT IE B U 51 2 (CRL) W95 & . il i b5 i CRL M & CRL %% 18 4% Bk (i
HATREA AR Y CAY R 5 2, AT LI R CRL 813K 70 £ 4>/ CRL 413 .
CRL 73K 5 :
CRLDistributionPoints # R IR CRL 73 % s, 54 T 20 ) Q) 560 30E — > U e 5. A9
H =4 F B4 B : distributionPoint, reasons il cRLIssuer,
a) DistributionPoint 77 B AT 35 4% CRL AL EAFE . WERAFBLsk A, CRL 70K 5 10 44 7 L 2
Wik E LT TE CA MUK CRL AR KBGO T , 5 Bedd fit 17 —Fiole CRL 273 24> ) 4
H R W A AL

b)  Reasons AR B distributionPoint 73 & B9 CRL U85 M IR A, 412R reasons A H I, 7E dis-
tributePoints 43 & 1Y CRL v a] LU $& iy T AT A7 J5t XL 46CRS A E 45 . AN 2R % 7 BB AL B2 rea-
sons,

¢)  CRLIssuer i€ 73 & 3245 CRL MIAURMLAE . QR 3% 5 BoAS 3L, CRL W & # 5 Uk 5 4k

FHTE . (A T Bl LUg s 58— CRL.EFE 24~ CA WUk 1S .

CAs B 4857447 A distributePoint #5431 cRLDistributionPoints ¥ &, WA A AE N 2 S 11
X.500 HtMR5 k4% CRL 513, CA W 2 7E distributionPoint ' ] URI 3l £ #% 205K 45 1 A0 B CRL
FIFRMOE, BEOR%K FAEAZ A3 cRLDistributionPoint 97 & . 1R 1R 5] URT #% 2, £ /0 R % 4k 21
LDAP URI## 3. WRMEM T cRLIssuer, 23R % P A 6 Fl 70 & s OR300k CRL. £ 6. 3. 3 Xt 70 &
FGE— L g,

6.3 IEHRHIIE
6.3.1 IEPHEHTIFREIR

UEAS RS 51 26 (CRL) F R 571 HIR 86 8 B U B0 R 25 O (EL O A S B O TE . E 5 6080 19 it IR 22 b &2
FE a0 H E R A CYUE T 0 FAR BT T R 2, SEE AT RE R R R A T AR AR L SR B Bl
L, CUREET IR CA RTREARIE D BRI A HZ R EEE .

X. 509 v2 MEAS S 5 A KA 7 e e EMEE B SIE B RARML, CAs NIRRT AR
1) X. 509 v2 CRLs, 4 iEUE F AR B ARSI 26 7 0 BE AL BB AT, W& CRLs B9 CA AN — g W 77 i il
KAZIHEIEA Y CA, —28 CAs RTFTA CRLs, X.509 v2 CRL & LIFEE

Version A ;
Issuer Signature Algorithm Mk & %4 51k,
Issuer Distinguished Name 41l & % 7] # 7 4 ;
This Update AN Hr;
17
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Next Update T IKH#r;

Revoked Certificates U84 B9 E4 . FA~ 24 LLF P51 89751 .
& Certificate Serial Number iEHF515,

€ Revocation Date (%5 H#,

& CRL Entry Extensions CRL Entry ¥ & (7] i) ;

CRL Extensions CRL ¥ J&(F[i%);

ik E XL BRI,

6.3.2 CRLZE

X.509 v2 CRL A ASN. 1 A)E: Wl A, X FEZITE &2 06 ABIEZ ASN. 1 DER ERXH
Zifi%, ASN.1 DER Zmf%xt & — N IcE R LA EFR S KB HRM RS, DT &£ T X, 509 v2
CRL M F .

a)

b)

c)

d

e)

D

Version
XA FEAR TS5 CRL MRA , 7B E N 2 1. 8PZ v2 CRL
Signature

LB E CRL MEE MRV R, ERMAE SIEBM signature FB—F, XTI

NFBE R 6. 2.1 PR T signature FBIIE L, CRL ATLLHE 6. 2. 2. 2 FPAR AL AT 55

B4 0 CA ] R — 3 Sk XHIE 5 AT CRL %44 .

Issuer Name

issuer FEARML T4 %H CRL ) CA W& BKME—FRIN4A . WL #1452 X, 500 A] B 44 .

ABRUEA S CRL WUA & %4 F 25 1) CRL,

This Update

thisUpdate FFBtH8 & 7% CRL B9 H . L5 B Al L& UTCTime 3 Generalized Time, XfF

ARERUE , thisUpdate F B M UE AY validity FERIHN], (U 6.2. 1)

Next Update

nextUpdate FEAEE I F—4 CRL i & 1y A, T —4 CRL Ml & 1y H 1 v LIAEd8 € H

ZHIAEAAERE HZ G, BT LUE UTCTime 3 Generalized Time, X T 4< 45

nextUpdate T Bt MIEF A validity FERIHLIN . (I 6.2.1)

Revoked Certificates

revokedCertificates T B & — PO AR WIEH PR, B EREEIERRE .

D GERFHS (FE userCertificate FBUTHE ) . B & B IE 1 1Y serialNumber F B
B, BELAEME CA KB F—RMEH LR — 2 ZR0ET (HE oK 20 A IE 1S

2) AL H A revocationDate B, AN BCBUE 2 M IE P ) validity B RIHLIN , (WL
6.2.1)

3) CRL Entry ¥ J&(AT3%) (W 6.3.4), & F LAY HUE 15 U i J5 1, wd WAIE 5 ek H 4, B
AT DL U R BOZ AR UE B 1 CA M4 7 (B 5k CRL 19 CA A& —1), HEE.
AT E M A CRL B CA R & BB IE A B9 CA 2R —4>, BRI CRL Entry 3765

certificatelssuer FT-E% .

6.3.3 CRL¥BE

ISO/ITU iz X X. 509 v2 CRLs ¥ B4R T XF 438 CRLs BN HALF B k. B4 CRL "
JEBEBET A critical B noncritical, (4 A i 3R A A ) TSR 2 P Rl 3 — S AN AL BR A0 SC B ME T R L8
Tk X% CRL #EATERALE,

ARG T A SR CRL Y, 4 CA BE#E ™= /E — 4~ CRL My B H& P e 4 3z JE i,
I CRL Y A A,

18
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b)

c)

d

e)
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PG 25 B bn LA

authorityKeyldentifier, JE 8P CRL 97 AR T CA R E CRL iM% 81, 4 CA fii |
ZAN P IZY R A T 5 A A [ % A5 LU D e (2 B SR . B 6y 1) % AT
BT H AR SR CE 2 F PS5 . BTA I CRLs BN A %A RA . MRCERA Z
AN 2 BN (B AR BURTE S B B E) %Y R ARA IR . R CA F 24
LB TERT A B CRL 37 HUER IV A 45 % 9 &, OF H.%& P o 07 A % 4% 2 JF 30 UE CRL 56
UEREAE . &P AR A HRAE B UGIE AR, W RE A5 b B authorityKeyldentifier )% 8 A5 AT
SOUEA & 4 ERSS

W5 ) 44

issuerAltName ,3E KHEME CRL ¥ 5B, & — a2 A CA 4. 4 — B Sl ik &
T issuesrAltName B, JFIE B A7 19 551 42 46 =X H0 29k 1R ) b 38, JRU5IA H 19 531) 24 4% =X 0T DLk 22
W, CA WJ7E CRLs W A0y e AR & - ] LUA T AL B,

CRL %45

cRLNumber, JECHEPEY 5 B, s — DB HE 0 7 545, i% CRL i CA M #5E 1) CA H
KA CRL 34 U, %A 8T LA R 38 Jn ik 5 e ] 2 & 4> CRL A 3R [ 5E 1 18] % A
HORE T 2 B 5 — CRL 0T % — CRL, 78 CRL P iz &%y &,
issuingDistributionPoint F*BUEAERHME R IR I E T — 4 FFE CRL 89 CRL 73 i i, —
AN AR — N R R CRLIDHSZEA D BT CAWHEZAN AR, CA ZH%H
X CRL fin% . CRL 73 si e A A 2 M PR

J34b ,issuingDistributionPoint = B #8722 19 CRLs 7] B BT X 28 o SEAK B IE 45, 5k 3% 2 EF X
CAGEA 50 HEEXF fy 7 2 A oks 8 5t I RORS 19 R 15 . Je e, 9 R ml DL# E — 1 [R]
CRL, [a]4#% CRL J& H 5 KA IE S CA AR CA KW, 4 CRL & LU 4.

+ distributionPoint, 43t 1 70 A 5B 44 5 3846 X, 500 FRiR 4 FL0
onlyContainsUserCerts, fii /R 28 1 , 2 B i CRL H A 1% A SR UE 45 5
onlyContainsCACerts ., fli /RA8 & , R WIZ CRL HE & CAIET;
onlySomeReasons, —> ReasonFlag {7 # , 45 B CRL By F13UE 45 i H0es )5t 8 5 an F .

keyCompromise , 7% B %5 $H 1ttt U 58 M %€ 25 51 1t U

cACompromise, & W UE FUES 19 5 K2 CA % 8 & B T4 CA ES,

affiliationChanged, & 3% UE 5 U8 19 5 R TE 45 AR M8 R EE T,

superseded , & BIZIE 5 B 910 E:

certificateHold . & BIE 5 A4b T VR 45 R 25 L FT BB 2 4 44

cessationOfOperation, ZHZIEH AT H W E LA BT ZE (HIFA R FHIOM R ;

+ IndirectCRL, ffi /R 8 5 , L WX & — N[ 4 CRL,

&PV BE AL BEIX AT B

H B CRL #8784

deltaCRLIndicator Jf&—/> %4 CRL ¥ J& , Effi & — M ik CRL, X FARLER AR CRL 4544

PRI 5 20 P BRI Sk U 3G it CRL W] DA &b 19 44 A BT ), & SR v/p 4 A8 A i 15 B 3

TIE A Hb S A R, 22 W i S A B A R Hh 2 A AE I R U AR R AR 4

BaseCRLNumber B {H £ B HEAl CRL # CRL 5815, JEfifi CRL /& A4 8 & CRL #JF 46 51,

B hE CRL fL & 2L filf CRL A4 HT CRL Z [ B A8 4 &0 70 . 2 15 42 (3 &k CRL 2l CA >k

RIE .

A UM A L CRL % & CRL & s— CRL, ZER K Z AR A# CRL B CRL 55
19
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S/NFHE CRL H Y BaseCRLNumber, & B CRL A IE#i, R & CRL &4 —1
CRL F5¥ .46 KB CRL B CRL F 5 822y RIE., &P A CA & LI
CRL /2R &MY,
0 CRL §" Ml H 82
F1 R TARME CRL Y B, 3R 2 B45 T XSk CRL B,
X1 CRLYyE#HE

¥ i Critical
AuthorityKeyldentifier FRiR& 2 CRL 0 CA %4
Kesldentifier uﬁf BB HIARIRAT ; M T certlssuer Fl authorityCert- o
SerialNumber
authorityCertSerial Number Hl certlssuer — & I ; 95 # 4 2T Ml —
IssuerAltName CRL 4 & & 11953 44 No*
CRLNumber CRL W #3155 No
IssuingDistributionPoint CRL 431 s, 10 2 5 s 25 T e I Yes
DeltaCRLIndicator FRBA RS B CRL JF45 R 41 5 Yes
TE . % FRTE X509 v2 CRL Pty T LU S P R v] LU AR KR Y R O T S T B4 AN bR il ik b
JEe e LR AR R R
x2 CRLYREXRREHDER
¥ CRL ol
AuthorityKeyldentifier o] 3k CIE73
Keyldentifier JRA Y CRL A # A 45 %R IR AT ?Rllic(:fﬁ AR SCSIIE G CA BEH PG I
Certlssuer At A A & # /1 95 Ok B B4k ) F 8 193
certSerial Number e F LU CRL(D)
CRLNumber LHEAETA R CRL 1 CIg3
IssuingDistributionPoint T HE CHE
DeltaCRLIndicator X Al &
Issuer AltName SRR Al

T X CRL UL, “SCFF " RRE CA BEBMIUR T A XY B A CRL, X% R UL, “ SRR E % 5 R g 4b 1
THZY RN CRL, TieF P HHZY RE® . Lie CRL AT RS ®, 2 CAALZMERN, % 48
IO Y HE % #2345 28 CRL (AL 1 AR B IE 45

6.3.4 CRL Entry ¥ E
X.509 v2 CRLs T X # Entry § 4R TR CRL & AKIME 1%, B4 CRL Entry §7
AT A G PE SR OB . AR AN REAL FEOCHEVEY S L% CRL M B ER 2 TR . R &R AT 3R
S AE S #E M CRL Entry §7 8, W] DL Z W
a) AR
reasonCode fZ&IECHEME CRL Entry §7 & AR W] TIEBAUES R . CA B BEME A4 Y I .5
KPR LA reasonCode § MR AT ZER) . T HI 5125 19 J2& reasonCode HYHUH .
unspecified , A F ;
keyCompromise . 7% B % $H it s ol P40 58 itk U 5
cACompromise, 3¢ B iZUEF S R 2 CA 4w, & R A TR CA IEH;
20
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affiliationChanged , ¢ W 3% UE 5 U8 09 Ji PR AIE 45 F AR B9 B R el 8 715
superseded , & BIZAIE 5 B 9% B i IE 5408 5
cessationOfOperation, ZHZIE B IBEE AT E I AR EHIME;
certificateHold . FEIHIE A5 477 ABEEH N SAE 45 CRL 1 reasonCode F Bt /& certifi-
cateHold, JIB 4 % F' i JC vk B bk Gk 45 A GIE B 4% 5
+  removeFromCRL, H 585 CRL — i I , F B B % M Bk — 77 CRLEntry,
SUR L RE Rl
expirationDate ,AEREME CRL Entry ¥, £ Entry AR A, ZP BATE CRLs H i
M AR P

instructionCode J&3F L8 ME CRL Entry 7@ 324 T — /N1 M ad 9 48 2 bR IR 4F L 48 2 b IR AT
e 208 B — PR GE A E A B R U R ERE . AP R ATE CRL HIE AT,

invalidityDate J&JE CHEME CRL Entry #7458 H A1 38 % 4 ik T sl M0 %€ it U 1 H 399, BDIE 5
B H B, % H M4 CRL Entry HA9HES H 1225 1 CRL Entry | 0804 H #9358
OS2 CA S IET 1 H . JCie 2 75 vl LIRS 0 A5 B BB N % Bl CAs ¥ {5 85 CRL A
FraEEE . CAs £ CRLs AR BGZ Y i BUE I TE X2 Generalized Time,

b)

c) g4

& Josk H
e) R ERE

certificatelssuer Al[A]# CRL —#2ffi A, ([8]#% CRL, % issuingDistributionPoint ¥ & 14 in-
directCRL FRIRAF 9 CRL) . WSy B A fE [ H CRL 5 — 4 Entry s i, 3 4% E

F YL CE BN A CRL & . fER#E CRL )5 A Entry B, AR BAH A 1 certificatelssu-
er, WIIAHIE & 0# 5 HT—4 CRL Entry 1 & 5CE HH A
f) CRL Entry ¥ JEB{# ] 545
# 3 B4 T CRL Entry §"J .38 4 845 T APR#ETD CRL Entry 9 EHIE
#& 3 CRL Entry ¥ &
¥ fiti PR Ji kD
ReasonCode 8 UE 5 48RS 9 S5 A 7
InstruetionCode ﬂum@mm%nmmmﬁ~ﬂﬁ%%%ﬁﬂ#¢%%m =
i R AT R
InvalidityDate TEA TR H 1 o
Certficatelssuer [E]H2 CRL ¥ U IE 5 19 0k 5 iz
x4 ZA#rAEF CRL Entry F REER
£/ CRL o
ReasonCode KA A Entry H 45 T E— 1T LA SF 48 36 565 UE 2 U1 15 B
InstructionCode N ik
InvalidityDate X AT e — AT LA oK 4 436 56 UE 2K I 15 8
Certficatelssuer CIgi= A e AN SRRl 4 CRL a0 23

W X CRL KU, “ X7 Bk CA BEMM AL &4 1% CRL Entry ¥ B CRL., X & PR, “ "Bk E %
FREMS AL B A 1% Entry ¥ B CRL,

6.4 EHIAMEREE

RFC 2459 %5 6 %47 LA R L IATIE B 68 00 Rl L oh % S 528
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6.5 EFZHEER
6.5. 1
AREG T —BER/NY SR PRI 55 090 B2, 5 G0 a0 5 A8 50 3 5 26 55 55 5t a0 701 S 453X 26
BAg R IE 0 0y 7 A48 R BI BT, X 2l B X LD ASNL 1 B e 3 3 B AT ] DER 4 %
ki
6.5.2 &k PKI&EAM

22

a)

b)

E&HBENXEIR

PKI i &

T AN TH B A A

PKIMessage :: = SEQUENCE ¢

header PKIHeader,

body PKIBody,

protection [0] PKIProtection OPTIONAL,

extraCerts [1] SEQUENCE OF Certificate OPTIONAL }

extraCerts 7 BETE AR E o FH R JHE 4 BOTE A5 Fe 81, J T80 9 2, 00 4 A8 o X6 3 4> 52 B R P L4
PKI {4 83k

FEA ) PKT I B BT 23k 5 BOR IR G ik kb 3, — bS5 B A A mm A, R
1M An SR PKI B2 2 A L5 B2 s fh 4 1

TR Sk B 25

PKIHeader ;.= SEQUENCE (¢

pvno INTEGER { ietf-version2 (1) },
sender GeneralName, — bR R E
recipient GeneralName, — PR EEICE
message Time [0] GeneralizedTime OPTIONAL,

— T B AR I E] Rk D
= I AL W R BT IR A S

protectionAlg [1] AlgorithmIdentifier OPTIONAL,

— R R

senderKID [27] Keyldentifier OPTIONAL,

recipKID [ 3] Keyldentifier OPTIONAL,

— 4 E IR AR 1 R o %

transactionlD [4] OCTET STRING OPTIONAL,

— W 55, QAR U A I SR R R AT R Y transactionID AH [
senderNonce [5] OCTET STRING OPTIONAL,

recipNonce [6] OCTET STRING OPTIONAL,

— nonces HIRFEMLE K& LRI IH B M7 4 # 16 A senderNonce; 111 B #2035 76 4
— W {H 2 H 95 A recipNonce,

freeText [ 7] PKIFreeText OPTIONAL,

— XA AR AT — 28 B SCU I R F By B N LB )

generallnfo [8] SEQUENCE SIZE (1.. MAX) OF InfoTypeAndValue OPTIONAL
— FRAL B 1R SCHRME B

— (KRFBEARFERNANTHIER) )

PKIFreeText ; ;= UTF8String
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KM B Y transaction]D B A VR N I B B R UCE BB S IE R OCEE, — 1 RA BUF7E
6] — I 2 A AR Z AR AL B, O 7B A R, R 36 3 AR T R S Bt MR Y 2
h—T

MessageTime T Bt 3 BIH L7 4= (U IF ], & 00 8 26 200 J2 A% bR R Vi ) 8], 20 2508 i 2] 80 (B4R
HHEZ2# YYYYMMDDHHMMSS?Z) , B #8j2 % . MessageTime B A GHE 5P,
sender #ll recipient FBE XA GeneralName, £ 40 FF X, 500 #5314 Fl RFC 822 (In-
ternet e-mail) FRIH4 ,

freetext 7 B & X & PKIFree Text, PKIFree Text & ASN. 1 H1 1y UTF8String %Y,
UTF8String JE4 —FAH4E . B4 7 ASCIL Abr i, PKIFree Text {14 ASCII i
T,

ProtectionAlg BT A %5 4415 B, LA KX HIE EBOANIER R4 1 08 B AR AT i F B, M — T THER
ZARY A CED, £ & PKIHeader ) PKIMessage AN B protection F Bt H}) , Protection-
Alg W79k 20

senderNonce il recipNonce 7E client 1 RA HEATFEH ;CA R IR T # A senderNonce
B PKIMessage, St ZM1ERE G AYTH B BR8] recipNonce, ARFRHEF , senderKID, recipKID,
generallnfo J& N7 EHY,

PKI {1 B1E3C

PKIBody ::= CHOICE {

— message-specific body elements

cr [2] CertReqMessages., —E A3k

cp [3] CertRepMessage, = JE A5 M)
plOcr [4] PKCS10CertReqMessages,  --5| H[PKCS10]
rr [11] RevReqContent, | GRS

rp [12] RevRepContent, 3R e S

conf [19] PKIConfirmContent, LN

H AN message-specific 1E IR FE RFC2510 . RFC2511 & X, ArEHAFE XL ITE,
LG BB EATEE T, M C B#HiE T message-specific 1E X ICEK W 5351 % |
oA ER 4> Fr i 19 CertReq., CertRep. RevReq., RevRep 7E PKIMessage B il &2 48 ir.ip.cr.cp.
rrorp, — A PKCS# 10 HREFEH A plocr IEXLEMMHE ., — NIAE B WA IESUH B
conf,
PKI 8 ff47
i LA 4548, B A PKIIH S B 58 B MR 45 3 IR
PKIProtection: : =BIT STRING
FIK T3 PKIProtection f % A JE W N 448 4544 9 DER % % .

ProtectedPart. : =SEQUENCE({
Header PKIHeader,
body PKIBody}
TERZEE M T ,PKIProtection F B AL & — N F 5 4 . PKIHeader B Y protectionAlg F
Boks L& — A4 Algorithmldentifier, FRULHI NI E BT MR FE L E L,
TEATSEIE LT Ol an B A S8, B 2 B 25 44 2 b By, XN, B 44 TH 2 Eﬁ“”%ﬁ"ﬂ**ﬁ*%/ﬁ
C 24 1Y H B —4 PKIBody T HR s T — D24 N TXMHE . XAk BUR 2 A8 W &
SH BN A 124458 C N e B

23
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6.5.3 BRAYELEN
TSRO 2 R LA T RS SRR S Y

24

a)

b)

TIE - A A

TEA RS HE Y PRI AS BUH B b R % 3 AT RE 2 4R 43— S (R R — A S AF 7 MO UE 45 . 3 i
—MERIAEFH R PG AH 2814, CertTemplate 2514 foi/F SR BR WX 224H . CertTemplate
LA N — IR BT T A AR L

CertTemplate :: = SEQUENCE {

version [0] Version OPTIONAL,
— FRAE SRR IR I8 15 fUAC

serial [1] INTEGER OPTIONAL,

- FHRAE SR — N FRIR 4 7 51045 3R W3 SR AR SR — > LUAT A 15 4 A 3
signingAlg [2] Algorithmldentifier OPTIONAL,

subject [3] Name OPTIONAL,
validity [4] OptionalValidity OPTIONAL,
issuer [5] Name OPTIONAL,
publicKey [6] SubjectPublicKeyInfo OPTIONAL,
issuerUID [ 7] Uniqueldentifier OPTIONAL, -- not supported
subjectUID [8] Uniqueldentifier OPTIONAL, - not supported
extensions [ 9] Extensions OPTIONAL,

— A RE R EEIE R BN R

}

OptionalValidity :: = SEQUENCE {

notBefore [0] Time OPTIONAL,

notAfter [1] Time OPTIONAL

}

CertTemplates : : = SEQUENCE OF CertTemplate

N CertTemplate i H, validity 7 BEFH 6L & 38 SR IE F 1935 K & B H # (notbefore 7B A1
% H 1 (notAfter) , X CertTemplate H1 1Y validity F B AE P ) validity T2 B¢ @ BeAH [A] .
(5.2,

25 44 R0 14 A I B

A A A BN CA 75 B0 UEIE 45 3% 5K b AR A X BT AR A H A . X il i
ProofOfPossession =B R SZHLAY

M P HIE - UEF, W ProofOfPossession H1 Y signature T BE SE B A, i% signature
JE— POPOSigningKey 45# , X450 & i AR — DRSS AT A — 1284

b NBEAE ) DER 25 ) popInput, & S i IE 4535 5K B Bl AR i, ol B A Cert-
Template I FRZFAH, H— D0 EARTE R B3 A8 mac BiEfE .80 RABM T +
&2 J5 . popInput 241 POPOSigningKey %54 H1 i 7T 3£ £ 85 F1 Cert Template B #9514
B, XALRRVF RA SEHAIEN L 45 CA AL Cert Template,

ProofOfPossession : ;= CHOICE {

raVerified [0] NULL,

— 2 RA CEUAE 11 K & P44 AR N FABH I 48 1
signature [1] POPOSigningKey,

— JAP AR AR YIRT, OF HI 2 44 UE A

iR 2 BRhttps://t.zsxg.com/JmiaeUR



c)

GB/T 19771—2005

keyEncipherment [2] POPOPrivKey,

— ABRHEAS %
keyAgreement [3] POPOPrivKey

— ARBRUEA %)
POPOSigningKey ::= SEQUENCE {
poposkInput [0] POPOSKInput OPTIONAL,
algorithmIdentifier Algorithmldentifier,
signature BIT STRING }

— X} poplnput #J DER #4824 (] "algorithmIdentifier")
— R WHRTE pop FEHE B poposklnput, poplnput HtH otherinput £ 5 ,
-~ W% poposkInput %A HB, EEEE CertTemplate 144 F
- £ Poplnput B ZRIB{EHEA Z A,
PoposkInput ::= CHOICE {
Subject name,
Sender [ 0] generalName,
publicKeyMAC [ 1] PKMACValue}
- pop MITHE ZEIETF poplnput EEHHY ., Poplnput ME5H E L1 F .

Poplnput ;:: = SEQUENCE {
CHOICE {

otherinput popsklnput,
subject name },

publicKey subjectpublicKey}

— 3 poposkInput 7£ pop F B H B E , popInput 5k H otherinpu # i, W poposkInput
A, FEE CertTemplate F Y4 F .

— 3% Poplnput Y4 5% (B & A =S .

TEA5 37 K &

CertReqMsg ZIFE P R B FEALER) ., CertReqMsg 1 =4 F Bt# 1t ) SEQUENCE , cer-

tReq; pop; reglnfo(Al i), certReq /&M CertRequest, pop f35 T iEHHA FAEH 15 &,

reglnfo B T 5@ TEMFS 215 B . reglnfo FER T BER), CertReqMsg & X WL D,

CertReqMsg :: = SEQUENCE |

certReq CertRequest,

pop ProofOfPossession OPTIONAL,

— A RIS I AR A rh O A L R i B B

— GRS AR W S BOAS

— A i S A7 AR A 4 A U B b 2 i R

reglnfo SEQUENCE SIZE(1.. MAX) of AttributeTypeAndValue OPTIONAL )

CertRequest

CertRequest AJZH BELTE 35 KARRAT IE B AR, vT3E R #6E B,
CertRequest :: = SEQUENCE /¢

certReqld INTEGER, — FHR VL EC 3 K FUAR B 7 1D
certTemplate CertTemplate, - R S H Y S e B
controls Controls OPTIONAL } — =il 40 & 14— L8 & 4

certReqld &—~ INTEGER, certTemplate && CertTemplate ,controls AJE LT,
25
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d

e)

26

CertReqMessages
CertReqMessages J&— P E L CertReqMessage J7 1) B 45 #4
CertReqMessages :: = SEQUENCE SIZE (1.. MAX) OF CertReqMessage

AFRUET , CertReqMessages A AR AL H — 4> CertReqMessage # i) SEQUENCE, BJ
MAX " LAE XA 1,

Controls
CertRequest H7= 4 Al I — D 20 A 5 KA B control fH.,
Controls ;::= SEQUENCE SIZE (1.. MAX) OF AttributeTypeAndValue

T4 control ZEUEH & F PP (CMP) B % X ; regToken; authenticator; pkiPublicationIn-
fo; pkiArchiveOptions; oldCertld; protocolEncrKey, 7EEAARSZ M A A9 5B, X 28 con-
trol /& AJ LM, XL control ) OIDs 41K, AFRHEATF Z M control (oldCertld, regToken.
authenticator, pkiPublicationInfo, and pkiArchiveOptions) TEiX B % F fifi i&

id-pkix OBJECT IDENTIFIER :.= { iso(1) identified-organization(3)

dod(6) internet(1) security(5) mechanisms(5) pkix(7) }

-- arc for Internet X. 509 PKI protocols and their components

id-pkip OBJECT IDENTIFIER .. { id-pkix pkip(5) }

-- Registration Controls in CRMF

id-regCtrl OBJECT IDENTIFIER ..= { id-pkip regCtrl(1) }
id-regCtrl-oldCertld OBJECT IDENTIFIER ::= { id-regCtrl 5 }
id-regCtrl-protocolEncrKey OBJECT IDENTIFIER ::= { id-regCtrl 6 }
P UL % %8 B 45

WRAFLE I L DM U 2 % 1 B W80 T CA FHR X CertReqMessages Wi B 3 77 i % 14
wH .

2 CA K3k 2y i 2 £ B BN A I gt mT LG X — P ) X 2 fR ELELEG CA B R
(0 FAH %2 45 B i A L

protocolEncrKey ¥l d1 /B 1258 B 11 id-reg-protocolEncrKey B OID X #iE . & W 1EE
15 J& SubjectPublicKeyInfo.

PKI i B RE

JIT AT f g 1O T R AR AL B — SRS AE B . AT AR

PKIStatus ::= INTEGER {

granted ),

TR BT B A

grantedWithMods D,

—IE SRR BNV AR BOR A ST AR T,
rejection (2),

—TH SR A 4

waiting 3,

— W B3 SR AE G R Ab 3L, A 3RS 2 B o — 1 i i
revocationWarning 4,

—4 TS R OB R L IEAE AL B
revocationNotification (5),

—3E A O 2

keyUpdateWarning 6) }

iR 2 BRhttps://t.zsxg.com/JmiaeUR



D

g)

h)

iy

GB/T 19771—2005

AR EFE A FHF| KeyUpdateWarning RS,

K AE R

M) 137 5 45 P DA vk S i B 2 AR A B

PKIFailurelnfo ::= BIT STRING { — ENZPlZLFh kLK)

badAlg 0), — AU SO SRRk A
badMessageCheck (L, — SERE ARG A W (AN, A5 A4 A% KT RS )
badRequest (2), - AR SV

badTime (3, — messageTime 5 &R G BRI AHZE KL
badCertld ), — WEA BRI A 5

badDataFormat %), — B A% A X

wrongAuthority 6, — ER PR A authority FR W 2 AS R
incorrectData (7, — TR E B (FEA R 55 L AD
missing TimeStamp 8, - & A B, H R SR e T 2

badPoP (9 -~ PIA U 5 BO IR M

— B R IME R )

PKIStatusInfo :: = SEQUENCE {

status PKIStatus.,

statusString PKIFreeText OPTIONAL,

faillnfo PKIFailurelnfo OPTIONAL}

{TERINTISNE

#IATH B 7 PKIHeader Wi G BT A A A 15 B . UL IR SS N A A =
PKIConfirmCotent: : =NULL
UE A5 5
AT U E R IEAS R T Cerld 2544
Cerld: : =SEQUENCE({
issuer GeneralName,
serial Number INTEGER}
Centrally Generated Keys

AHRAERLE w1 58 =05 4R b A s s A X O gl b J7 AR BE 4 CAL e CA AT Certified-

KeyPair 518 & ik E15 .

CertifiedKeyPair :: = SEQUENCE {

certificate [0] Certificate OPTIONAL,
encryptedCert [1] EncryptedValue OPTIONAL,
privateKey [2] EncryptedValue OPTIONAL,
publicationInfo [ 3] PKIPublicationInfo OPTIONAL }
EncryptedValue :: = SEQUENCE ({

intendedAlg [0] AlgorithmIdentifier OPTIONAL,
- the intended algorithm for which the value will be used
symmAlg [1] AlgorithmIdentifier OPTIONAL,
— JIN% X — value B X FRE 1L

encSymmKey [2] BIT STRING OPTIONAL,
— FR N X — value (X FREH (2 )

keyAlg [3] AlgorithmIdentifier OPTIONAL,
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)

6.5.4

28

a)

b)

—— JH R T o) 8 B 00 Bk

valueHint [4] OCTET STRING OPTIONAL,

— encValue A2 /Y ] 22 1 38 BUbR AT

— (PRI fig HXF & 26 SR AT 2 S0 A 200 0k & 26 SR X Encrypted Value 53 /6 2 i )
encValue BIT STRING

— M) value)

i AME B

KT AEA IME T — CA FIAET L RA T OOBCert 454, OOBCert HJjg—4 CA BEH ,
OOBCert: ; = Certificate
BHRIBENBESEN

M/ UE A i R

T FNE B 5 R B (e B — 4> CertReqMessages [ BUHE 45 #4 , i &5 F BLIE T 3% R IEF 1Y

R I

CertReqMessages & CertReqMsg ZE#) 1 — e Z P51,

CertReqMessages ;: = SEQUENCE SIZE (1.. MAX) OF CertReqMsg

BIANI , A B B E I35 55 R 1 CertReqMessages {0 & — 1 CertReqMsg 1 SEQUENCE,
[F] o) 1 48 44 UE A5 R %% i 45 (%) 7T 3 3 55 1 oK E K CertReqMessages J& K/NA 2 By SE-
QUENCE, A5 i AN Jily [5] B H 385 9 A 00E 45 L (HASES 1

T VE/ Ak 5 me) iz

FEFm R E B Cep) 175 — 4~ CerRepMessage %5 4 (— AN 1% 19 22 83 F1— 4> response) ., $# 71
() A o L SR S 45 BB AR 1AL M 17 A — > CertResponse WJF51 . — A6l 71 k02 & A 2 4
TIE A5 FUIN 5 E 15 3 5K 0 3 55 5 1% 5 55 i ma B AT DR e R I 25 AL B A A D CertRe-
sponse By,

CertResponse & — K idIRESFE B Ml —14 CertifiedKeyPair (A # ), CertifiedKeyPair

— AL YA AT R B E A U AT B i s — AN IE S AN E IR e L —

IR AR A TR R . AR A1 5 BB I BAE CertifiedKeyPair B, {446 )™ 4
B R A B PrivateKey AR T B 1L,

CertRepMessage :: = SEQUENCE {

caPub [1] Certificate OPTIONAL,

response SEQUENCE OF CertResponse}

CertResponse ::= SEQUENCE ({

certReqld INTEGER, 5 1 i () 3 >R A DT i

certRepStatus PKIStatusInfo,

certifiedKeyPair CertifiedKeyPair OPTIONAL;

— HAMIRE N granted B grantedWithMods A fF7E

rsplnfo OCTET STRING OPTIONAL

- analogous to the id-regInfo-asciiPairs OCTET STRING defined

- for reglnfo in CertReqMsg [ CRMF |}

2R certRepStatus 17 faillnfo B, CertResponse ¥ A7 certifiedKeyPair I H. certRep-
Status M status ME ¥ 2 rejection. status MJ{H f& waiting BF, A 3& F B st #0A H #H .
status MMH revocationWarning # revocatonNotification NS 7EH B H H P,

caPub #l rspInfo S Bt AT E 0y, a0 2R & AT B0 35 o] DLk 200 . AR AR #EIF A Certi-
fiedKeyPair H'#Y encryptedCert F1 publicationInfo F B,
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B R N

B R — AN UEAS R LR B 4548 . 3K 944 778 PKIHeader 1 875,
RevReqContent ;;: = SEQUENCE OF RevDetails

RevDetails :: = SEQUENCE OF {

certDetails CertTemplate,

— SR VR SR R R RE 2 W 6 22 T IE SR AU A UE A5 1 S 8, AS 1 R 8145 B
revocationReason ReasonFlags.,

— kA DAM, Xk CA #LAIEZHIWEA Dist. point

badSinceDate Generalized Time OPTIONAL,

- indicates best knowledge of sender

crlEntryDetails Extensions
— 3R crlEntryExtensions}
ReasonFlags x& X ULEH 5% B, i 288 UL ok P Ui B — i

ReasonFlags :: = BIT STRING {
unused ),
keyCompromise (D,
caCompromise 2,
affiliationChanged (3,
superseded 4,
cessationOfOperation (5,
certificateHold 6),
removeFromCRL (8) )

badSinceDate Fll revocationReason 7~ BI15 B 7 LITE crlEntryDetails H7t [Rl AL 2 7 H Ok
FAFRMER X, 509 CRL " & invalidityDate #1 reasonCode, HEFZINL B crlEntryDetails, A~
AR HER I CA AbBRH A A B A5 R . U W S A7 A 1 I e, AR i HE . 24 s st
BRI D FC I, CA B AL G BT A 1 e A

SRR W) L A 2

20T SR 37 SR A 7 B A DL B S5 R . B R IR SR
RevRepContent ;= SEQUENCE {

status PKIStatusInfo,

revCerts [0] SEQUENCE OF Certld OPTIONAL.,

— T R A SR AR 1 A

crls [1] SEQUENCE OF CertificateList OPTIONAL,

— VENE R AN RL)

TEARHEF  revCerts B — N ZEZ A CertlD FBiH) SEQUENCE, crls FEBIFAH L,
PKCS# 10 k335K

XA UE AT R A RFC 2314 A &8 Lo R WAEILE 2 — i,

PKCS10CertReqContent ;:: = SEQUENCE {
certificationRequestInfo CertificationRequestInfo
signatureAlgorithm SignatureAlgorithmIdentifier,
signature Signature}
SignatureAlgorithmldentifier ::= AlgorithmIdentifier
Signature ::= BIT STRING

29
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CertificationRequestInfo: : = SEQUENCE ¢

version Version,
subject Name,
subjectPublicKeyInfo SubjectPublicKeylInfo,
attributes [0] IMPLICIT Attributes}
Version ;.= INTEGER
Attributes :: = SET OF Attribute
Attributes 7£ RFC 2985 A7 E X, i T HARETIRX Attributes B SCFFJ& nl e, RIfE 31
IS CIRYEF Y N
6.6 PKIZEZ%H

6.6.1 PKIELEH#ik
ARZVEAANA T PRI A B AR I B8 . W& K SR AR e 5. W ZE R 17 us ) B IR 55 1Y
5,
CA RA FIUE 354 # 0 BE 52 A S5 3R 19 iir A7 < 55
XFF CA H RA Hy B EAE—E A SCRFim g RA B PKI ™ fl, CA HI RA 22 (6] B 5 7] L2200 45
6.6.2 RA ZEMEMBEK
RA AT DL R CA S — AL SR L % Ak . X ADF 550 I IAT. 5 — 20, Ko 92040 i
A 55 (O i i SE PR A8 — DD TE— DA b RA Rt — 248, 58 22 RA Gl —
NEZH B CAERKIES . =20, CA Ml — D& AR R &2 B TN RA, %104
RA 38 ik 7 A0 J7 2 ) 2o SEARER AL CA 9 2 F1 RN BT A0 & 14 UE 45 (2 4 v 7 Az % 1 0T D) 50 450 455 A 1o A
B LSBT DL N CA 3R75, B4 RA M CA ZHHAEE, ZEX DR PEE =4
HE.
a) M RA B CA MUEF ik
RA #&#37—4> PKIBody N cr B PKIMessage, F: PKIHeader .35 FH{E E. .
pvno & 1;
transactionID J&1% RA BT 3X 4> = 55 10 o — 3 4
message Time J& 24 i A5 0 2] #0 06 i a)
sender 42 RA B 7] HEGR 4 5
recipient 7& CA W] 35 4 ;
protectionAlg J& F 2k PR 4P B 1 25 24 500k i B A U4
XA BB B AR JE CertReqMessages, & — 1 Z 4 CertReqMessage FEB T, X T
EXAH 5, CertReqMessages 5&—1 CertReqMessage 751, X CertReqMessage ¥ .45
WHEE:
certReq & A 11 K& A B & EIE B H 09fE &
pop WEB T XFETUE B ARV A .
AT v SR 28 i ST AR 7 A 4 24 B X L AN SRR 28 O S AR T AR . TE AT 4 24 A
AR A TEIE W, iR i RA RS, 84 RA B2k 1 4K 4 . popoSKInput 3 i B, IF H AL
TR ERSL . BN RA AMEBCERSL F 4 pop B SR F R EH4L —B,
JREEL 6. 5.3,
certReq & CertRequest, B F&— certReqlD,—> CertTemplate 1 controls BJ/FF] . X FiX
NE 55, certReqlD 7] LA AT 85 %,
CertTemplate ¥ & H W N5 & .
version f& v3(2);

30
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subject s&H P44 F 5
publicKey $& 4t 1B ik 5 19 A 81 . 45 FH AR b 07 207 26 25 B X DU A A0 95 3% 5 B
extensions £/HEE T 5 UEFA XHIE KK OID,
W s B AT L % 78 CertTemplate H1.
signingAlg 8 E T H k&4 Bk,
subject 8 & T TEUE T 474 4 W n] BER 44 .
TR NOZ A N E B .
issuerUID;
subjectUID,
PKIProtection Bt & A H 48 1 2k A 2 A1 DER 37513+ 5 1 RA 44 .
M CA B RA fUE 3 [l i
CA ¥R [ L JC K cp A PKIBody i) PKIMessage % RA.,
PKIHeader f 4541 F 15 &
pvno J& 1;
transactionID 5 cr {H E FHY transactionID AH[A] ;
message Time J2& 4 5K ) 21 FD (14 B[] 5
sender J& CA B 7] HE 44 5
recipient J& RA W] 5 4 ;
+  protectionAlg & IR PRI IZ I B 1 % 4 %Yi URERF TR PAR
W2k senderNonce 7EUE 1535 K i g #4117 823X A [0 (1491 B Sk B 320K AR A recipNonce.,
PKIBody JCZ cp & CertRepMessage 25 #1 , XT? X 5 %, CertRepMessage ¥ & A M — )
response 7B, 1% response F & — 1 certReqld. status #1 certifiedKeyPair 3%, a0
CA ML ¥ —AUES  TH B AR S A T H A
certReqld ¥ 5iF K ) certReqld PLRL ;
status B & granted B & & grantedWithMods;
certifiedKeyPair J¥ 5 ¥ 2= D & — N F B
2005 HYIEAS .
TIE A5 W5 2T i85 2 20 PR S5
version 7 MW iZ & v3(2);
publicKey 7 B W 1% -5 Uk A5 R A ) sl 02 i CA B = 2R B 90 5
FARTTHE 44 3% -5 UE A5 3 K AR ] 5
Wik 4TI se CA B AT B854
WR notBefore Hh BLAEIE 4535 K v, UE 5 1 3% A & H Fll notBefore i 2 H M35 # 2
IEERE
2R notAfter H BUAEUE P35 K b, UE A5 0 % A 1% B 802 157 0
WE A5 %45 41T 97 (extensions)
subjectKeyldentifier 3 ;
TE certificatePolicies “F B i 2 /DA 35 —ANIE 155K 0% (19 OID;
f14E Keyldentifier B AL L% SR AT
R AR B oK T S P 3 — R E W AR IR L IR A E 5 B subjectKeyldentifier 5 B R
IR YIS IRAT . AR B B AR 8 PIAR AT CA 5 H ER A BIRIME 96 £ SHA-1
WS B B R subjectKeyldentifier FBEH 1) Keyldentifier, HH 28 80 8 i XF0E 4 A F4R A
A B E O ELAG AR 2 RIS B AT TR 3

certificate, ¥ & A GB/T 16264. 8—

31
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c)

G SR A B UE P B2 CRLs AL X, 500 B 5E AR 55 . UE 35880 % A issuerAltName §7 &
B URLs Pl & CRLDistributionPoints ¥ & H [ distributionPoint F B¢,
IR status /& granted #1 grantedWithMods, B84 faillnfo B ] AANTFTE .
A CA Y TR IIESCP S LU R R
status B & rejected;
faillnfo 7 Bt 5 AH NL Y9 B 1R 1 -
& badAlg UEW] CA NBERUESS 24 , PR OA B2 bm IR AT T vE U BB A SR,
€ badMessageCheck BiHH PKIProtection B A9 mac A 5, (H 2 AN VCHL,
& badPoP Ui popoSigningKey FE A4 E LK I (HE AR,
€ badRequest ULEAM L # A fR 7 8l LRFZ S 5515 0K,
@ badTime VBT Bk 1 messageTime F Bt o 1Y B[] 5w b & 7Y & G B [A) 22 51
KK
IR status F& rejected, P4 certifiedKeyPair F B Al LIA H #L,
PKIProtection 7 Bt &% A R 45 11 B Sk FE 246 19 DER 4t )7 51351 CA &4,
AT B
— B EWR cp,RA N iZ =4 PKIConfirm JH & . #IAH B 1 PKIHeader I EIERR T mes-
sageTime Z A, N i% 5F 153 K H B 1) PKIHeader H i %504k AH 7]
PKIProtection 7Bt &% A MR 1 &k ALE R DER % %77 51315000 RA 9% 4 .

6.6.3 FEEMBRIMIER

—ANHT A SR AN MO A N — AR CA SRAFIE S, Al nl DA 2 10 B> CA Wi — BT I IE 13,
TR SR A B —A~ PRI ir I8 SR KRBT UE S, FFAE I b A 3 FIE 4335 5K v 2 g3 A X5 1 09 #D B i 3 A
WEB, SRR A RA FR4ER — AR % % 50 M SHA-1 HMAC BR 4Ry PKIE A .

WER CA #:52 AR EMIE KRR — ip B AIEBRAH . ZH B &I HE 5 5 hs
1) Ji AL A

a)

b)

32

RA 5 SR 17 b 55
BT B TE P 1 AR DL RA SR 22 ) 50 e — D LS i R B B F AR . AL S A
B AR — NI BAUER L CA BB IS X SEAR AT IE,
X HUANTE T X AN A 5 55 19 WA g ) 2 AR =X, (ELR A RO B A AT A CA B2 B A5 BV %
DA —Ffr ] 45 19 Jr A% 3 28 S AA
MAEF 54 & 2] CA W A B MR
iR #F o —1 PKIBody 4 ir B PKIMessage, PKIHeader f43% 40 F 15 &, .
pvno J& 1;
message Time &2 24 57 0 21 F0 14 B[]
sender &1 >R E 1 A Hi ) 44 B—A> L7~ HE A -
recipient & CA MW HE 5 4 ;
+  protectionAlg J& H AR PRI IH 8 19 25 44 Bk I SR AR IR AT
XANHE B BTH B Z CertReqMessages, B & — 13 £ CertReqMessage FEWIF5, X F
XA FH 55, CertReqMessages s&— CertReqMessage 73] . X CertReqMessage $ £ HE
MTEER:
certReq A IHRE A EBE T HEIEB T EE;
popoSKInput & 28 1Y mac {8 ;
pop WEHH T XHEHAAH I A .
Hrr pop Wi it 5 CertTemplate Hv 2 8 A0 X WL A FABH ok 77 26 . 7 A= pop M % A B8l 42 46
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popoSKInput # ) A8] mac fH1 CertTemplate FFAJ A H .
certReq & —> CertRequest, B &—1" certReqlD,—* CertTemplate # controls B F%], %t
TRXAHES .
certReqlID AT 5L ;
cert Template J&—> Cert Template, 2 2 DAL 55 A BT UE B LA S 19 publicKey 7B 5
controls #{4 W .
CertTemplate ¥ & 41 F {5 & .
version A& v3(2);
publicKey $&4t T HriE 5028,
W BE BT LA % 78 Cert Template 1.
signingAlg 88 T B 2424 57k
subject 8 & T W TEUE 147474 10 7] BE 0l 44
extensions £/F8 % T 5 UE B4 X WIE K I 1 OID,
TR ROZ AL AE AT AR
issuerUID;
subjectUID,
PKIProtection 343 & — AR EFFIHI N RA IRAF A9 RS2 77 AL B0(E . SR A RA $2 43 9 Bk
BB PR — A 96bit 19 SHAT-HMAC, protectionAlg 3% % #% % SHA1-HMAC, PKIPro-
tection MYMEL I 1% /& 96 07 174 BINIERS . $15F PKIProtection )% A JZ 41 F 44 45 #4 () DER
it .
ProtectedPart. . =SEQUENCE {
PKIHeader,
PKIBody}
M CA BIUE 3K #1837 WHE K 1 [
A K5I B4 0E B 558 & — 4> PKIBody & ip B PKIMessage 7§ B . PKIHeader £ W1 F
F R
pvno J& 1;
message Time A& 4 FiIRG ) 21 F0 1 B[]
sender J& CA 1] #5144 5
recipient & 1E B iH K H Bk W sender A 1H ;
«  protectionAlg /& FIR AR B 1Y 25 24 Bk W B LR IRAT .
WER i JHE AR T transactionID ., 3X AN B 7 2 Sk PR AL 4 R A Y transactionID,  f2R
ir THE P HALT senderNonce, X4~ 8] )i 78 B 3k P65 A1 recipNonce,
PKIBody JC% ip & CertRepMessage 25/ . W1 CA Mi& T — N UE 5, 14 B MoK &4 i F
AR
status $ & granted BiH & grantedWithMods;
certificate fl & 1 GB/T 16264. 82005 FJIES,
IR status && granted Bi& & grantedWithMods, faillnfo 3 7] LA FTE .
W CAIEZAE TR B S AT FHE .
«  status $J& rejected;
faillnfo 3 7 3 4 iy ff R 100 .
¢ badAlg YU CA ANRERUEZE 4 , N O 53 AR RS TG 35 UM B A S8
@ badMessageCheck B PKIProtection 7B ¥ i mac # A 4 , (H 2 AVCHEL,
33
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d)

@ badPoP Ui popoSigningKey FE A4 B LK I (HE A ITHE,

& badRequest Ui BN # A FLF BN SRR 505K

¢ badTime I Bk F 1 messageTime 7 B H 1Y B 0] 5 1w [ & A9 &R 45 B 7] 22 51

KK,

@ badCertID ] CertDetails HH(F B ICIE A E — DAt AR A IE
WA status /& rejected., certificate 38 Al GEANAETE AR AFFEUE VX T 6. 2. 1 ha LIWIE
BRI,
UE A5 B Z A 45U F 97 (extensions)

subjectKeyldentifier 3 ;

T certificatePolicies 5 Bt 1 2 /DAL HE — /M IE 3K B 19 OID;

£ 45 Keyldentifier 7 Bt BALE 2 FAPR IR
WERTE ir 1 2 P48 € — D E I BIARRAT I8 2415 19 subjectKeyldentifier 57 BV i 5l &
R PIARIRAT . WUR A BARSS W3 AR R AT, CA B T EAR A 0K 96 7 SHA-1 B8 pR %L
YEh subjectKeyldentifier F Bt A By Keyldentifier, #{4 R BOESHIE B P FIER AN F B E
(AN ELFEAR 2 A B TR B,
W ir 18 P A T BR subjectKeyldentifier Z ZMA9 HALY &, CA ¥ & sl & Z W %P &,
WK BE P el CRLs AEHE X, 500 H SRR UE 580 & A issuerAltName §7 &
B URLs Pl & CRLDistributionPoints ¥ H 1 distributionPoint T B,
PKIProtection 7B A MR TH B Sk FIH SR DER 28 #5977 5151 CA W% 44
IMNTEDS)
— B HCE ip, WE B R A & R % 7 4 —4 PKIConfirm 14 8 . B H B 19 PKIHeader i 4k
PEBE T messageTime Z A0, M iZ 5 E 35K 1H B ) PKIHcader H ) ECHEAH TH] ,
WA SR W52, PKIProtection AL 35 3 A5 457 A 4 M R0 45 44 . A T 5508 1) 28 44 TE 5 X 10 19
FAINS I B Sk AN B AR DER 44 7 503 2 4, WERIE SR PR 4, PKIProtection 3675
SHA-1 HMAC, FIJ JH 2 Bk 5 X 8 3k Al SR 1) DER S 9315,
— B3] PKIConfirm, CA M i#%™ 4 —4> PKIConfirm ¥4 & . # A7 8 % PKIHeader i1
HAEBR T messageTime Z A, W% 5 1E 1538 K 1 B 1) PKIHeader H (%) 5048 A TR
PKIProtection 7 B & A MU I E Sk FI9H B AY DER i % )7 513H 1) CA 19484

6.6.4 BMIEHBEREMRIEKR

— AN SRR E Y AT R B R LR DLET S S — D REE CA BRAR S E A3, At mT LB 42 17 A
CA HiE— DI HIES . iR 904 i — PKI cr B R E R HIED , JFEN B b & S5 Big R
DSER TR R FAEH I A TE B . SER AR RA SRR — SR % BH A SHA-1 HMAC B35 /¥ PKI

HE.

2R CA 4252 A FAEMHER B IR Bl —> cp W EAIEB A . % B & UEA 8 5 55 4
4 B PR

a) RA 5K AN 55

b)

34

FILF I TE S 7 DL RA AL jdb — A SR =2 i B 2% 5 A 28 SR T I . 3 5 M 2 A L 285 op
FEA I — AN TE B ERS , CA BB X SRR A T IAE .

X AR E XA 55 B N S R L ER AR R B BRI AR CA YA HIME B X
PL— T a] {5 1 77 3045 388 25 944K

MAEB A & ) CA W A FE MR

iRk # 857 — PKIBody N cr B PKIMessage, PKIHeader S350 F {5 & .

pvno & 1;
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message Time &2 X4 57 4 00 2 F0 14 B 18]

sender &1 >R E B R Hi ) 44 BE—A> L7 HE A b -

recipient /& CA W R ¥ 5] 4 ;

protectionAlg /& FI R AR B B 28 2 Bk A R bR IR AT .
AN BB B AR JE CertReqMessages, B A& — 13 £ 4> CertReqMessage F BT, X T
XA S5, CertReqMessages J&—1 CertReqMessage HJJF 51, X4 CertReqMessage 54175
MTEER:

certReq A IHRE A BT HEIEB T EE;

popoSKInput A5 5% 2> 81 BY mac {8 ;

pop UEBH T X IE-FBARAVEH 31 A
Hrr pop Wi i 5 CertTemplate H 42 BH AH X B A9 BLEH >k 7= 28, 7 A4 pop B9 5 A B0 4 45
popoSKInput H A4 mac {HH1 CertTemplate P AIAE .
certReq /& —1~ CertRequest, ¥ & —1 certReqID,—> CertTemplate Hl controls B FF%], X
TR,

certReqlD AT 85 % ;

certTemplate /& —> Cert Template, F 2 L HE K Bk H 324 A8 10 publicKey FBL,
CertTemplate ¥ & 41 F {5 & .

version #& v3(2);

publicKey $&4t T Bk 5 128,
W BE BT LA % 78 Cert Template 1.

signingAlg 82 T B 224 57k

subject 8 & T TEUE 454 # W v HE 01 44 .

extensions &8 T S5 UEBA X MIE K1 OID,
TR BOZ AL A0 T AF

issuerUID;

subjectUID,
PKIProtection 33 & — AR FFI I RA IRAF A9 RS2 77 AL B(E . SRR RA $2 438 9 Bk
B — > 96bit Y SHAT-HMAC, protectionAlg 3 i% % i SHA1-HMAC, PKIPro-
tection MYMEL I 1% & 96 07 M7 BINIERS . $15F PKIProtection % A JZ 41 F 44 45 #4 () DER
Gt .
ProtectedPart. . =SEQUENCE {
PKIHeader,
PKIBody)
MCA BIUE 35K #1837 W K 1 8] )

A BRI AUE R 5 E #FH — 1 PKIBody A cp B PKIMessage 8 B, PKIHeader £ & WF

F R

pvno & 1;

message Time A& 4 FiIKG ) 2 FD 1 B[]

sender & CA 7] #F 5 4 5

recipient & 1E B 1H K H Bk W sender A 1H ;
«  protectionAlg J& FH KRR IE B 1Y 2 44 01k 0 S AR IR AT
WER er R PR T transactionID , 3 A 1137 Y 9 2 Sk ool G 45 [ A 19 transactionID, 41 2R
cr {H B HEHE T senderNonce, 3X A [0 A9 7 B 3k ¥ 42 % recipNonce,
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PKIBody JGZE cp s& CertRepMessage 257, G CA Wik T —MNiEH, W EEKESHWNT
F R
status $fJ& granted 50 J& grantedWithMods;
certificate fl % HT Y GB/T 16264. 8—2005 FIES .,
R status & granted B & & grantedWithMods, faillnfo 3 °] DAATFFE
IR CAJEL TR W E R S A ER .
«  status $F & rejected;
faillnfo £ 7 3& Y By f5 iR A0AD
badAlg TAM CA ARERIERE 44 , I O S EE AR AT Tk U5 sl AN SCFE
badMessageCheck U8 PKIProtection 7Bt H1 f mac #5655 2 AN DCHLD ,
badPoP UiH] popoSigningKey FB 1% & B LG 10 (12 AT,
badRequest Ui B0 I 3 A SR A L RFIZF 5515 0K
badTime ¥ 74 B 3k F 1) messageTime 7 Bt #F 14 B [6) 5 0 3 & /9 & 48 A (8] 22 51
KK,
¢ badCertID %W CertDetails "1 #Yf5 B TCIEHE — DA RS B9IES 5
WA status /& rejected. certificate 38 Al GEANAATE AR AFFEUE 5 I T 6. 2. 1 g LIWIE
BRI,
WE AT B Z A5 U F 7 (extensions)
subjectKeyldentifier 3 ;
T certificatePolicies 5 Bt 1 2 D HE — /M IE 5 5K B 19 OID;
145 Keyldentifier 5B AU S PR AT .
TWERTE or 148 P I8 E — D4 E M HFR iR I8 A E B A9 subjectKeyldentifier 7 Bt N 1 3 J&
R PIARIRAT . WUR A BARSS W13 AR IR AT, CA B T EAR A 0K 96 7 SHA-1 #L51 pR %L
YE 4 subjectKeyldentifier FE A B9 Keyldentifier, B4 R BOE SHIE B o TR N FEAE
(AN ELFEAR 2 A B TR B0
W cr B A F T subjectKeyldentifier Z A HABY &, CA K& otk & Z sz e,
WA K # B E a2 CRLs AEHE X, 500 H SRR UE 50 & A issuerAltName §7 &
B URLs LI & CRLDistributionPoints ¥ & H Y distributionPoint T,
PKIProtection 7B A MR TH B Sk FIH BRI DER 28 #4977 51351 CA %4 .
- HINHEE
— B PECE] cp. E B HEA # %7 4 —4 PKIConfirm 4 8. . #IATH B PKIHeader 19 4k
PEE T messageTime Z 40, M iZ 5 E 435K 1H B A PKIHcader W) ECHEAH TH] ,
WA SR W 52, PKIProtection SUAL 55 3 A5 457 A 4 MR 45 44 R 508 1) 28 44 TE 5 %) 10 19
AV XS IH B Sk FITH B AR DER i 5 77 91 152 4 . A 2R R i 4E 46 . PKIProtection f Al &
SHA-1 HMAC, FIJ JH 2 Bk 5 X1 8 3k Al SR 1) DER S i35,
— B 403 PKIConfirm, CA M. i#% ™4 —4> PKIConfirm ¥4 K. . # A7 8 % PKIHeader i1
HAEBR T messageTime Z A, W% 5 1E 4538 K 1 B 1) PKIHeader H (4 5088 A TR
PKIProtection 7 B & A M I B Sk FI9H B AY DER i % )7 513 H 1) CA 19484,
6.6.5 EHEF
WA YATA S S TEA SO N AR B IE A A PKT SR AT DL 3 M E 1 2 & CA ZER& &
— O AEF . PKI SE4K 4 Bl PKI kr(Key update Request 28] EH H i) M E . F B P K TIEH H
WA R pop. #RJ5 PKI S A A SOIE A5 B9 X5 N FABH %) PKT kr 15 R 47244 .
TR CA ) CPS ZHEBHH .M CA 1% 1] kp(Key update response % 8 55 35 W ) 74 B . kp T8
36
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SR TR A R I A B R g 55 R M A
SR UE A5 B A A, U AT BB AT S R R S . 2 IR PRI SEARTE R BT AIE )5 L 45 CA
KRN AR S CA AT Wl — BN B

a)

b)

MAEHF5 472 5 CA E’*JLE:PJE%)?EEIE
WEFHHEA F 4 W PKIBody & kr ) PKIMessage, PKIMessage # i) PKIHeader 5§ 7 1 T
f5E .

pvno J& 1;

message Time 4245 BE 2 FD 19 X4 1if B [1]

sender J&UE 5 154 # 19 A] HE 4

recipient J& CA BB #5514 ;
+  protectionAlg /& H TP H B Z L4 H 1k 1D,
T BARJE CertReqMessages, & — 8 £ 14> CertReqMessage ZH B FH] . ¥ F3F 4 5 5 =F
% ,CertReqMessages HEEZEHE T — 4 CertReqMessage B 751, TEH B CertReqMessage
AR T E R

certReq 0 7% T Wi & BR AL 46 78 UE 5 o 19 45 Fh A5 S

pop JE BT UEF A EH B9 X N 1 pop WEHA
pop A& H publicKey 322 83 XF B 1 RAEH 7= £ 19
certReq % CertRequest, CertRequest #&H —> certReqlD.,—"> certTemplate F1 controls Fr 4
B O THIE A BR E 5S

version & v3(2) ;

publicKey H 28T UE T A% .
CertTemplate H1A] BEALHE T W~ 17 & .

signingAlg $8 1 T 1 1% 1 & 4 A1k

subject W J& WA AOIE B He A & T HER 4 .
WS B PR signing Alg I8 4 CA e A5 T2 0 SIE 1R 119 23 5F 0 7 1 BV 2 44
HIAE AR BOZ AL EE A fE R

issuerUID;

subjectUID,
PKIProtection 32 it FH >4 B 45 RCE 15 14 %5 37 AL BT %1 8. 3k A B R 1) DER 4 55 810 %5 44
4R,
M CA BIUE A3 547 2 A9 UE 45 537 6 i
CA 4 i PKIBody #& kp A9 PKIMessage, PKIMessage 119 PKIHeader 45 T 1 F {5 5. .

pvno & 1;

message Time J& 4% BE 2 F0 19 Y 17 B[]

sender 4& CA 1] HE 5 44 5

recipient J& UE A5 R A # 19 AT Fi 51 45 . WAEE ke 1 B HY sender;

protectionAlg /&M TR H B &4 H %k 1D,
WERAE ke 1 B P HA transtionID, M CA [m])5 78 B A TH B Sk th AL 85 R FE Y transtionID, 40 2R
1£ senderNonce 8 E.H B A senderNonce, W CA 711 78 B 8974 &, Sk W I 12 A 35 [R FE 19 recip-
Nonce,
£ PKIBody H', /& kp JGZE ., kp J& CertRepMessage #§3X, WA CA &% T HE 1, 7615 Bk
Hh WA AE AR A R

status J& granted B,# grantedWithMods;
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c)

certificate JEHT A M GB/T 16264. 8—2005 ik,
B A A E A N AR A R

subjectKeyldentifier 3 ;

TE certificatePolicies “F Bt i 2/ 35 — AN IE 55K 1% OID;

1E Keyldentifier 38 H A — ML 2 S AR LA,
certificatePolicies ¥ Ji& N iZ A Y {i A BCUE 45 — 2, WRAE ke W ETEE TH AW NTE S,
DU 5 v 3208 H A S5 7E subjectKeyldentifier ; MR B A $AL % AR AT 5 B U CA N %R
EBAYUE B 96 bit B9 SHA-1 il ZHAEN subjectKeyldentifier M fE . 1 2 {H & X ik
By AR A AT R A AR
AR kr {5 BHHLHE T subjectKeyldentifier Z 5 B3, W CA 7] LAX HAL R P (5 B k7
W A 25 BE A5 AT CRL ASRESE N E A X, 500 B s A3 2, WEEHIE 45 H B i 7E issuerAlt-
Name 43 4fF URLs {5 B . £ CRLDistributionPoints 4% #1414 distributionPoint 3,
WA status /& granted B4 grantedWithMods, W faillnfo A HFTE .,
W CA FE4E 1] 1 s TH B AR T E R

status f& rejected;

faillnfo {4 1 & 1 B ACH T LU .
badAlg #78 CA A SR EE AR ke 48 2 24 7k,
badPop 7/~ popoSigningKey Ik #1424 A %,
badMessageCheck 78 PKIProtection 38 H 1 4 % 1%,
badRequest F&7~ B & A SZHFsE A AP % 55,
badTime &7~ 1H B3k H1 ¥ message Time 1 [8] A1 B L & 19 &R G [R]AH 22 KK,

&  badCertld F/RIE )T 5 AREEIE serial P BT A IEZFAE ;
IR status 42 rejected, certifcate A FTE
PKIProtection 345 T CA XF T1H & 3k FyH SR DER i 1924
INTEDS)
W3 kp By I L IE B A # %77 48 PKIConfirm W B . PKIHeader F7 (915 B FIF ] RA 1]
CA HIFIEBIEN T i PKIHeader — 2, Bk T messageTime & 4 Hi ],
T SRAIE 5 BHT B $H 2 . W) PKTProtection S UEA5 555 A7 & (6 157k 43 /9 X L FAEH X 71 B
S HE B A DER Jafh 9444 . a2 B g 46 45, W PKIProtection J2& UE 5 45 45 & (1 F 24 A
A SGIE 5 968 BEFAEA X T RSk FE BAR Y DER S % 19 % 44
53 PKIConfirm MBS , CA N.i%;” 4 PKIConfirm ¥ 8 . PKIHeader #1915 & Al kp — 2L,
% T messageTime 42 XA A [A] ,
PKIProtection J& CA %I T{H & 3k FIIH AR 1 DER Zi i /92547

L 2R 2R 2R R 2

6.6.6 PKCS# 10 B EMisEkK

H AT A 145 2 1 S2AR T LA RFC 2314 58 SCRIE A5 38 R 5 A B3 ) CA U IE S, 38R 5k
7= PKCSReq 26 M ) PKIMessage 114 B 3 HEIE 15, 783 5385 5K v 4 1F SC L A0 45 A1 0 AL B A 4 A JiE
B IR RA LA A0 7 s EE AL 25 4H >k %% % PKIMessage.

CA R [l — N E A5 3 3K ma 7 7 B A UE 5 BT 7 . 1% R A 3 TE 5 s Ak 36 I8 PR A

HE IR E M RA Z 8] 75 F 4 40 J7 2058 B — A~ B 2% 31 8 1 28 3

38

a)

MIUEB A & 2 CA W) [ FEMHE R
TR P2 — 4 PKIBody JGZ plOcr 1Y PKIMessage, PKIHeader B8 LI T {5 &, .

pvno & 1;
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messageTime 4§45 i 2 F0 B [A] 5

sender 1 3K 14 AT Ft 51| 24 5 L - WR 14 ik

recipient CA BRI ¥ 51 4 ;

protectionAlg FIRAR I IXIHE B B2 2 Bk A LR IRAT .
PKIBody & PKCS10CertReqMessages 28 #, gt 2 #I & — 4~ certificationRequestlnfo, signa-
tureAlgorithm Ml signature 7%, certificationRequestinfo &8 LA T 15 B .

version /& V3(2);

subject 24 HAX Y serial S Z I A" H 9L, 48 WIUE 5 454 # 09 7] B0 44

subjectPublicKeyInfo #§ B T #7ilE 45 A2 6 R0 AH B A 38 B2 45 IR AT
signatureAlgorithm B4 % F R A2 B signature B2 1Y A B 14 AR B 58 16 A5 R4 5 28 44 J2 X
DER 45 J5 ) certficationRequestInfo #E1THY,
PKIProtection FEA & — M iE K EH H N RA RG89 %5 B AE B — A, LIARH RA #£
B % 5 7 42 — A MAC, protectionAlg 5 Bt W 4 Bir HI #4998 WA IE 8 ¥ 19 OID, Jf H
PKIProtection F{E L& M BVNIERS , PKIProtection B A JE W F 2R 45449 1) DER 4t .
ProtectedPart. . =SEQUENCE({
header PKIHeader,
body PKIBody)
MCA FIHIE AT 3G 2 (1 PKCS GiE A5 38 5K 1w i
CA £k M —/4~40 % PKIBody JTZE cp I PKIMessage & iE B35 86 % ., PKIHeader & LT
F R

pvno & 1;

message Time 4 Hij A5 B 21 F0 14 B 7] 5

sender CA AT B 51 44 5

recipient WE 1315 K 3 B WY sender 1A ;

protectionAlg IR LR 44 B 1Y 2 44 58 1 Y S AR IR AT
W% PKCSReq 14 transactionID, W R () PKIHeader oW 42 & A1 A A9 transactionlD,
PKIBody MG & & —1> CerRepMessage KA cp, A CA K T iE 15, PKIBody ¥ f3 & LA
TEE .

status N granted 3% grantedWithmods,

certificate {5 BT #Y GB/T 16264. 8—2005 13,
A7 plOcr WWEHHEE 1 HRE M3 PR IR AT IE M TE subjectKeyldentifier 7 BOAL 5 %% $ 45
AT, AR B 48 TR 3 AR RAT , CA K IR AR AR 96 2 SHA-1 HU R AR A
subjectKeyldentifier Bt # Keyldentifier, U3 bR 202 XHE B o F AR A H FERE R
PR ) AR,
AR status A granted X grantedWithmods, faillnfo K A H B ; & CA $E 48 4% 5K, 1E SC#F AL &
DI E R

status N rejected;

faillnfo 2 A0 (9 H5 24X H
badAlg $if B 5 12 AR P AF A Bl R0 O B SCHF , I CA TBIE B IE4S 44
badpop #8 1 pklOcr B signature B A% 44 56, (H )2 AN DL L,
badMessageCheck 8B PKIMessage 1 PKIProtection Bt L ) MAC #4E 4,
badrequest $§ B M N # A SR 1R 8O SR K
badtime 4§ W1 & 3k 1 #Y messageTime 5 Bt 11 (1 B [0] 55 ma) 5 35 (9 & ¢ W) (0] 22 J31)
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KK
27 status BN rejected, certifitate FEOB A H B,
UE b ZALE LI
— subjectKeyldentifier 7B ;
1E certificatePolicies 7 Bt i 2 A —MIEH 5 OID;
—A> authority %IRRT A4 —1 Keyldentifier 7P,
#cr 1 B P I8 AL $5 B subjectKeyldentifier A AR H ALY B2, CA #E 0] RI& Bt 5k Z 1w i oK
¥,
G SR A& 2 B UE a2 CRLs AL X, 500 H 5E AR 55 . UE 581 0 % 47 issuerAltName §7 & i
B URLs Pl & CRLDistributionPoints ¥ & H [ distributionPoint T B¢,
PKIProtection F B CA W24 761 Bk FH B A1 DER #5551 &4,
6.6.7 HWEHIEK

HEA A 7 LUE SR A S e F . IEBRA #7774 — 4> RevReq 2, X %0H B #1724 0F
RIRGH N RAIFAE RA Al P 9 B 5 1n] CA & AN U (5 2 . X2 AR T 3 Ok
PIARUE 1 2 44 UE A R DL FABH 7 AR O] DU RS I IE 15) . RevReq 1 B 245 18 AEURES 09 1E 43 LA %
BB AEE . CA BN RA —4 RevRep 1H.E . RA FFHEIRLIE B354 H ALY RevRep THE .

WMEM B rr (RevReq) 445 transactionID, ] CA 1 RA Fri i i) rp (RevRep) TH B EP‘@ (A
FATFE Y transactinID, {3 8 H A MIE A5 F:6 47 % BT & I re 1 RA B & 1189 rr I &P 9 transactinID 7]
YVNER rp HE2DEAT status ?E’x‘%ﬁ@%ﬁ%ﬁ? HARZEFN revDetails T Bt DL 3R s AHUES 9 E 5 .

a)  MIEFHEA 2 RA UK

WEFBEFEE 4 N — D& —1 PKIBody JTE rr i) PKIMessage, PKIHeader & DA F {5 & .

pvno J& 1;

transactionID 5 &35 SEAA 4 — S ME— AR N — DA LK RA Z [H] 25 55 1 B 5

message Time A 4 Tk ) IR0 1 B 1]

sender N UE P 5 # 197] BE 4

recipient & RA W) 1] #E5 4 ;
«  protectionAlg AR I B M 1Y 45 44 B AR A
M & 1Y 1IE X PKIBody & RevReqContent, RevReqContent #& RevDetails ) /351, RevDetails
S CertDetails Fl =A™ 7T 3 5 B 2 WA 5 41 - Dt DAL A A5 P B8 0 2% 2R 1 B B0 R0 Bsf ] 5 DL &
crlEntryDetails(—~ CRL Entry ¥ B F %)), CertDetails #{E X —> CertTemplate, 7
AR fEF , RevReqContent & —1~ RevDetails /551, CertDetails, /LA ELL TE B .

serial IE4 735 ;

issuer EAS R TE AR R4 .
B

subject UE FFFA H HIFRIH 4 5

issuer WE A3 & BIbRIR 4
CertDetails 8 1] 7£ extensions T B 1A & — 14~ subjectKeyldentifier, (U5 1E K & F 2 M4
W 25 A FARP T A IES . CertDetails WAL &7 subject Ml issuer, WHEE UL, {7 224l
B AN IR B3 R H S A A R B F 8145 B2 subjectKeyldentifier ),
RevDetails B 54 A reasonCode ¥ ) crlEntryDetails, 7] KI5 invalidityDate §7 &
S Uk BT B i UE TR . SR AR T LUK 2 removeFromCRL,
PKIProtection “FB & A 1 K3 M4 4 , BIXS Sk R IE SCHY DER i B i A7 % 44 . 2% i S5 AR 22 )
ARRE CA FIP A & 1Y 24 15 A 24045 44 UE 5 1 AR Y AR 2R 5 45 44
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c)

GB/T 19771—2005

M RA B CA e i Kk
RA 8EB A & 4 — &% —4 PKIBody JE % rr I PKIMessage, PKIHeader 47 LI
AR

pvno J& 1;

transactionID FR1H RA 44 —ME—FRIH—4 RA 5 CA Z[a1 3555 B85

message Time A 4 5 RS ) 21 FD 14 B 1]

sender & RA 7] Bl 4 5

recipient i CA BIA] ¥E 51 4 ;

protectionAlg AR 31 11 811 {5 H 14 25 24 S An IR AT
TH A WIE B+ 35 2] RA BRI R AR A
PKIProtection F*BIE A RA %4 , HIXF Sk MIESCHY DER i i 74545 . RA ZHML CA
JIT 50 A B 24 AT 0% 44 UE A A AR R AL R AT 2 44
MCA ] RA (U i 17

A R [Fl—/E7 PKIBody JUE rp ) PKIMessage 415K # . PKIHeader &5 LI {5 B, .

pvno £ 1;

transactionID I RA | CA MHUESIE K rr 1§ B Y transactionlD S Bt —FF

message Time A 24 57 0 2 #0 14 st [A]

sender i CA 1A HE 44

recipient N RA MR FEH 4 ;

protectionAlg 2 P44 B 1M1 FH 19 28 24 L bR iR AT
WA N N RA 3] CA I HUES 75 K 1 A senderNonce , W0 W 1) PKIHeader H W 8B 1E K
recipNonce ,
PKIBody #& RpContent, W2 CA 4 T U 1IE CKE & U TEE .

status #& granted {2 grantedWithMods;

revDetails ¥ & C U UE 1519 Certld ;

G status & granted B grantedWithMods, faillnfo F Bt n] LIAH B,
WAk CA R4 T FoR IE SO E AR R 5 R

status M rejected;

faillnfo £ 5 F LAY R AT .
badAlg 5 W CA AREYIERE 44 ., A4 S0k B bR LT A B U SO B4
badMessageCheck 388 PKIProtection 7B B [ 45 4 15 B 8 41F , (H & A VAL,
badRequest “F Bt 48 B M i 25 A L VF 8 A S HFI5 oK,
badTime F Bt 4 BT & Sk Y messageTime 7 B v A I [ 55 0 17 35 114 28 8 I [1) 22 531
KK,

&  badCertID £W] CertDetails H {7 2 %?ﬂg‘ﬁfﬁﬁi—/\ﬂitﬁﬁ AARES BE S 5
XF T BE A 1 2 A 0] B E 15 5 revDetails B AL & X B 48 U UE 15 19 Certld . PKIProtec-
tion FEAL T CA K& 4 , RIS KL FNE SCHY DER ﬁﬁ%ﬁﬁ%@ . # CA ZAERL CRLs, JF H s
WoR %32 . CRL KA LT A

userCertificate 7Bt H A B RS UE 45 19 )3 510455

revocationDate W 44T 15 2K (1) H W1 A1 [H] 5

crlEntryExtensions % #H A 1§ .

€ RevDetails FEH #) reasonCode ,BrIE CA BIRIEA LT THE,

& (M%EH) RevDetails B HAY badSinceDate ¥ ] LA & invalidaityDate,

L R 2K R 2
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& M RA BEATFFA AR R L
RA TEYCE] CA B9 [0 0 31 8 )5 3B Bl — & 4 PKIBody JT & rp 9 PKIMessage 43 ilE 45 F
fH.
PKIHeader f % LA F {5 H .
pvno £ 1;
transactionID FIM RA #| CA AU K rr 1 B H M) transactionlD F Bt —#F;
message Time A 24 545 i 2 #0 /¢ st A]
sender i CA HY A HEI 44
recipient ¥ RA B R] FEH 4 ;
protectionAlg A #3774 B 8 B9 25 24 BE AR AT,
T SR AH N B9 NE B 1576 F 2 RA BYRUES 15 R IE B.P A senderNonce , Wi 7 i PKIHeader
N EAE N recipNonce ,
PKIBody /& RpContent, %455 M CA 2 RA #9048 i 17 A [7] . PKIProtection F Bl 5 RA
4% 4 . B XSk MESCHY DER i i 74644 .
6.6.8 HEHFEZHMNMEFEHRAEEIELRIF
PIA L1004 ZOE Y PKI SEAA ] LA ZAE 5 1948 K CA $& M R, W3 7 A o 285 25 B X O 48 2 AR
W7 AE S . T RL RSA S U8 B W3 o B, A ] A T I, A T ] 2 % A A8 B A S T AT A AL o Y
FRE . Kl HIER SR,
7 HE N A 5 A B T 5
A PKT er GIEFS B3 certificate request) {H .8 . H11 RSA HHEHIE B, cr HETEIE T L
— 2L e 2 4
T 24 Hi A SOHE A X B FAEH X B AT 244
Riks CA,
WER CA 1 CPS SCRRAE b ™ A & 45, ) CA AT I F 2 4 .
CA # HEIH B BOR A F I 28 3 418 BILIE S
HH 3 TH B0 I B RSA %54 5
CA F=HE X R4 5
) FH RS o8 9 o o 7 7 AR O AL
fEFH G I RSA 23 8310 0 B 8 41 5
7= A R [\ ep(eertificate response IEF N ) TH BB IEBEFAE . cp BB P ALTE T H 4 K
UE A3 FIN 3 IS AL L B0 2 0 55 R MR AR
a) PPN B
WEHFEA EZ AR HIEHE B . PKIMessage 1§ 8 7 A7 PKIBody #84r# cr 0%, PKIHeader
A TR
«  pvno 5 1;
message Time J& 24 5 55} 18] 8 4 2] 7
sender J&UE P H5A 19 A] BE 4
recipient J& CA BY R #5514 ;
+  protectionAlg /& H FHAIHBZ 4 H L 1D,
B JE CertReqMessages , & — P8 #FH £ 1> CertReqMessage H B FH] . ¥ T 5 p e 4 5%
BT HIE A Z A B F 55, CertReqMessages HBER AL HE T — 4 CertReqMessage Y F
51, 7EJH B CertReqMessage FHLFE TN T & .
certReq 3% 7 W # EOR G TEIE P Y& A E B .
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certReq f& CertRequest,CertRequest & H — certReqlD,— cert Template fl controls T4
B P A X T A R A R A R H A A A E B S 55

certReqlD J2AT B ;

certTemplate J&— CertTemplate;

controls & T protocolEncrKey ¥4, protocolEncrKey registration control AY{E 2 Ifi
i A BT A SR AR 2D L ARG % OID,
CertTemplate il & T 41 F {5 & .

version & v3(2);

publicKey #& W] 77336 FA] 16 19 2400, Ui W] 1 B BE % 4
CertTemplate 1 A] BEALHE T W1 F 17 & .

signingAlg 8 T H M 24 5k,
WRBEA signingAlg. ] CA izl H protectionAlg H1ijd B (1 45 44 5515 .
I T S BT AN D A 45 I R AR R

issuerUID;

subjectUID,
PKIProtection 32 fiff FH 24 i A SCUE 15 14 X3 7 AL A X 18 B Sk A1 B K1Y DER 4 515 B I & 44
ECE S
AR v AR R [l )i
CA i& [l % 4 5 37 (PKIMessage , PKIBody /& cp JCF) I BAIE A # .
PKIHeader f4F 7 41 F {5 & .

pvno & 1;

message Time #& X4 {1 B[], K5 B2 ) #5

sender 4& CA Y R] #5144 5

recipient s IE A FEAT E B9 AT BE 5] 44, WL cr 16 B sender;

protectionAlg & H TP B & 28 2% 1D,
WARTE cr HE P EA transtionID, W CA W5 I 8 B9 Bk 4G FIAE A transtionID, 42
1£ senderNonce JH B # B A senderNonce, | CA 0] 1 75 B 197 8, 3k o 1 12 40 75 R BE 7Y recip-
Nonce,
PKIBody J& cp Tt &, W HtJE CertRepMessage #3, WIH CA & & T B k45, 7678 8 & hif
IR TELR .

status J& granted ¥ & grantedWithMods;

certificate 4% T H1Z &1 GB/T 16264. 8—2005 fiE15;

certifiedKeyPair W IAFTE
certifiedKeyPair ¥ 1£ certOrEncCert 3 H AL 5 UE 45 , 1€ privateKey 38 H 40 35 il %5 13 A9 FA4H .
HUIE & IR B RSA 248, privateKey 80 iZ 5 symmAlg.encSymmKey Fl encValue,

symmAlg N iZ A HE tDEA-cch i OID, keyingOption I % J& option-2 (£~ K1 1 K2 &
ST, K3 = KD

encSymmKey & XF CA 7 A i) X FR % B0 a7+ 545 28 AT IR I RSA 29117 I

XA K1 A K2, D8R 3%05 TwoKeys, IL(6. 2. 2.5);

TwoKeys I iZ# I RFC 2313 B8 RSA i Jr i #E47 n % ;

I G R T encSymmKey, M SE R 450 BIT STRING, BIT STRING 9 5 5 {2
TSR 0 2 A SR R
B9 P UE B B AL SR AR R
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subjectKeyldentifier 3 ;
TE certificatePolicies F B £ /DAL & — N IEFH K OID;
1E Keyldentifier 38 H A — LA 2 S AR IRATF
CA BEZIHIE B A YIS BT 5% 96bit (9 SHA-1 22 ff , 3K HAE 4 subjectKeyldentifier )
B, 49 AR XTIE A3 ) AR A AT SAS B0 AR AR 2 R
WER er HEPEETYRE,.CAH R B RS Z Y R,
AR issuer BUEFS A1 CRL ANBESE N E A X, 500 H 45 2], WHTIE 5 1 N % A issuerAlt-
Name H£335 URLs {5 & , £ CRLDistributionPoints ¥l 414§ distributionPoint 3 ,
MR status /& granted Bi#& grantedWithMods, ] faillnfo S AFFELE
WA CA FEL P A B s 0 B R N E R .
status #& rejected;
faillnfo G045 1 & 1& MU A0AS , AT LU .
badAlg £/~ CA A SCHFEE AN kr $8 8 M98 2515,
badPop 7~ popoSigningKey I #1102 4 A %,
badMessageCheck #F7n PKIProtection 3 H 1% & H i,
badRequest F&7x [BI I % A L FRFsl & A VP55,
badTime %27~ H B3k H1 ) messageTime Y [8] F1 [\ L & B9 2 g0 b [a] 40 22 KK,
badCertld /R UE 575 AN GBS serial B BT LAY IR 1A
IR status /& rejected, certifcate W ATELE
PKIProtection 3% T CA XTI 2k A B A& DER %1944 .
o HAHE

W) cp MR UE 355 A & W % 7= PKIConfirm {1 & . PKIHeader T (#9158 1 F H RA [
CA HIFIESH A E M T 1Y PKIHeader —%0, B8 T messageTime & 24 fif i 8] ,
PKIProtection J& UE A5 ¢ A 75 il FH 24 B A7 &4CUE 45 (9 % 0 #A 4 % T35 & 3k AN B R 19 DER %
%4,

6.6.9 HAFIEPHIEF

25 44 5 PR UE A R 5 B A B B B A R T DLl — R 5 e . RA &R Y I I SR R A e T
TR 6.6.2.6.6.3,6.6.4) A LA EEHHEHASTE—E L 6.6.9), FEXFERFL T, Cer-
tReqMessages f$5 T W~ CertReqMessage 751, — CertReqMessage % [f] T RA & & 19 3 Mk
KA A R EWHE R BN, 73— CertReqMessage 55 [A] T 0% E 5 B 3 A& 00 . T BT 1 & A 0E
w1 I 5 2ok LR

WER A G WG A4S 19 2 B R TE MR K L 0 B2 2 42 % B UE 5 Bl il , B2 S TR 0 IS AN
B, MR A AR B SR pop . B R A 3R 0E SR o AL R X T R RS 44

%4 BB pop H5 BT pop BRI (UL 6.6, 2.6. 6.3 Fl 6. 6.6), H P LB W, RPN
A 6. 6.8 iR iy AT N . CA By e i 2 B 02 78 20 i BB . CA e B AT DA 4 — A
CertRepMessage, 8. # /& 70 H . HIE & 1 H CertReqlD K X 53 CA MR i ,

M 1 4 L ) PKIFree Text 3k ] DL H RS2 AL 015 B

WeE) kp 1B UE B RFA # W% 4E PKIConfirm i 8. PKIHeader T {5 B AR A RA 11 CA
HFAEIEB R EDN T ) PKIHeader — 20, % T messageTime & 2 BB [7] ,

WN2R % 4 UEAS W3 82 , PKIProtection J& E 5 335 43 % fdf 8 19 25 44 3IE 45 /49 X5 0 AL 8 %8 3 B Sk
FI EA M DER i 454 . W05 HI5 BB 40 . PKIProtection 58 7 X T 14 B 3k Al B 44K DER %
A9 mac,iZ mac H A EIE 5 iE R 3L Z R % =4, (2R B35 B o8 badMessageCheck # 5 45, U
PKIConfirm {H 8 ZH™E T )
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6.6.10 MEREFKRIEHR

AR LU AT LDAP V2 (WL RFC 2559) [n] %R i K GE . 48 1] LDAP B, S84 AT DLid o
LDAP # 2 13 K GE UL RFC 2559) BB drig sKAE 43, SO A 45 % 19 LDAP URL (M RFC1959)
S SR IE S (B authorityInformationAccess §7 ) .
6.6.11 MERIEFER CRL

SRR LU LDAP V2(WL RFC 2559) [0 ERHE R CRLs, Sk n] L LDAP(WL RFC1777)
MBERLE B SR CRLs, il LDAP B}, SCAR AT LUl i LDAP # R 3 kK CGE X W, RFC 2559 Al
RFC1777) WK FE Hi >R CRLs, U2 A 45 %€ B9 LDAP URL(UL RFC1959) 3K %k CRLsC(Hll, cRLD-
istributionPoints ¥ 8 A distributionPoint FEt)
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X.509 v3 iE# ASN. 1

AuthenticationFramework {joint-iso-ccitt ds(5) modules(1) authenticationFramework(7) 2}
DEFINITIONS . .=

BEGIN

-- EXPORTS All -

— The types and values defined in this module are exported for use in the other ASN. 1
- modules contained within the Directory Specifications, and for the use of other applications
— which will use them to access Directory services. Other applications may use them for
-- their own purposes, but this will not constrain extensions and modifications needed to
-- maintain or improve the Directory service.

IMPORTS

id-at, informationFramework, upperBounds selectedAttributeTypes, basicAccessControl
FROM UsefulDefinitions {joint-iso-ccitt ds(5) modules(1) usefulDefinitions(0) 2}
Name, ATTRIBUTE

FROM InformationFramework informationFramework

ub-user-password

FROM UpperBounds upperBounds

Authenticationlevel

FROM BasicAccessControl basicAccessControl

Uniqueldentifier

FROM SelectedAttributeTypes selectedAttributeTypes ;

-- types —

Certificate :: = SIGNED {SEQUENCE{

version [ 0] Version DEFAULT vl1,

serialNumber CertificateSerialNumber,

signature Algorithmldentifier,

issuer Name,

validity Validity,

subject Name,

subjectPublicKeyInfo SubjectPublicKeyInfo}

issuerUniqueldentifier [ 1] IMPLICIT Uniqueldentifier OPTIONAL,

-—if present, version must be vl or v2—

subjectUniqueldentifier [ 2] IMPLICIT Uniqueldentifier OPTIONAL,

——if present, version must be vl or v2--

extensions [ 3] Extensions OPTIONAL

—if present, version must be v3— }

Version ::= INTEGER {v1(0), v2(1), v3(2) }
CertificateSerialNumber . .= INTEGER
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Algorithmidentifier : ;= SEQUENCE({

algorithm ALGORITHM. &.id({SupportedAlgorithms}),

parameters ALGORITHM. & Type ({SupportedAlgorithms}{ @algorithm}) OPTIONAL }
- Definition of the following information object is deferred, perhaps to standardized
-- profiles of to protocol implementation conformance statements. This set is required to
-- specify a table constraint on the Parameters component of Algorithmidentifier.

-- SupportedAlgorithms ALGORITHM ;.= { ... [|... }

Validity ::= SEQUENCE({

notBefore ChoiceOfTime,

notAfter ChoiceOfTime }

ChoiceOfTime ;:= CHOICE {

utcTime UTCTime,

general Time GeneralizedTime }

SubjectPublicKeyInfo :: = SEQUENCE({

algorithm Algorithmldentifier,

subjectPublicKey BIT STRING)

Extensions :: = SEQUENCE OF Extension

Extension ::= SEQUENCE (¢

extnld EXTENSION. &.id ({ExtensionSet}),

critical BOOLEAN DEFAULT FALSE,

extnValue OCTET STRING

— contains a DER encoding of a value of type &ExtnType for the

-- extension object identified by extnld --

- Definition of the following information object set is deferred, perhaps to

-- standardized profiles or to protocol implementation conformance statements.

—— The set is required to specify a table constraint on the critical component

-- of Extension.

— ExtensionSet EXTENSION ..= { ... | ... }
EXTENSION . .= CLASS

{

&.id OBJECT IDENTIFIER UNIQUE,
&.ExtnType

}
WITH SYNTAX
{
SYNTAX &.ExtnType
IDENTIFIED BY &.id
}
Certificates :: = SEQUENCE {
certificate Certificate,
certificationPath ForwardCertificationPath OPTIONAL}
ForwardCertificationPath ;::= SEQUENCE OF CrossCertificates
CertificationPath ::= SEQUENCE {
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userCertificate Certificate,

theCACertificates SEQUENCE OF CertificatePair OPTIONAL}

CrossCertificates :: = SET OF Certificate

CertificateList :: = SIGNED { SEQUENCE {

version Version OPTIONAL, — if present, must be v2

signature Algorithmldentifier,

issuer Name,

thisUpdate ChoiceOfTime,

nextUpdate ChoiceOf Time OPTIONAL,

revokedCertificates SEQUENCE OF SEQUENCE ¢

userCertificate CertificateSerialNumber,

revocationDate ChoiceOfTime,

crlEntryExtensions Extensions OPTIONAL } OPTIONAL,

crlExtensions [ 0] Extensions OPTIONAL }}

CertificatePair :: = SEQUENCE {

forward [ 0] Certificate OPTIONAL.,

reverse [ 1] Certificate OPTIONAL

-- at least one of the pair shall be present — }

- attribute types—

userPassword ATTRIBUTE . .= {

WITH SYNTAX OCTET STRING (SIZE (0. . ub-user-password))

EQUALITY MATCHING RULE octetStringMatch

ID id-at-userPassword }

userCertificate ATTRIBUTE ..= {

WITH SYNTAX Certificate

1D id-at-userCertificate }

cACertificate ATTRIBUTE ..= {

WITH SYNTAX Certificate

ID id-at-cACertificate }

authorityRevocationList ATTRIBUTE ;.= {

WITH SYNTAX CertificateList

ID id-at-authorityRevocationList }

certificateRevocationList ATTRIBUTE . .= {

WITH SYNTAX CertificateList

1D id-at-certificateRevocationList }

crossCertificatePair ATTRIBUTE . .= {

WITH SYNTAX CertificatePair

1D id-at-crossCertificatePair }

- information object classes -

ALGORITHM ..= TYPE-IDENTIFIER

-- Parameterized Types —

HASHED {ToBeHashed} ::= OCTET STRING ( CONSTRAINED-BY {

--must be the result of applying a hashing procedure to the --
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ENCRYPTED { To/BeEnciphered} := BIT STRING ( CONSTRAINED BY {
--must be the result of applying an encipherment procedure to the -
--BER-encoded octets of a value of - ToBeEnciphered })

SIGNED { ToBeSigned } ::= SEQUENCE{

ToBeSigned,

COMPONENTS OF SIGNATURE { ToBeSigned }),

SIGNATURE { OfSignature } ::= SEQUENCE {

Algorithmldentifier,

ENCRYPTED { HASHED { OfSignature }}}

-- object identifier assignments --

id-at-userPassword OBJECT IDENTIFIER ..= ({id-at 35}
id-at-userCertificate OBJECT IDENTIFIER ..= {id-at 36}
id-at-cAcertificate OBJECT IDENTIFIER . .= {id-at 37}
id-at-authorityRevocationList OBJECT IDENTIFIER . .= {id-at 38}
id-at-certificateRevocationList OBJECT IDENTIFIER . .= {id-at 39}
id-at-crossCertificatePair OBJECT IDENTIFIER ..= {id-at 40}
id-at-supportedAlgorithms OBJECT IDENTIFIER . .= {id-at 52}
id-at-deltaRevocationList OBJECT IDENTIFIER ::= {id-at 53}
END
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CertificateExtensions {joint-iso-ccitt ds(5) module(1) certificateExtensions(26) 0}
DEFINITIONS IMPLICIT TAGS ;.=

BEGIN

- EXPORTS ALL --

IMPORTS

id-at, id-ce, id-mr, informationFramework, authenticationFramework,
selectedAttributeTypes. upperBounds

FROM UsefulDefinitions {joint-iso-ccitt ds(5) module(1)
usefulDefinitions(0) 2}

Name, RelativeDistinguishedName, ATTRIBUTE, Attribute,
MATCHING-RULE FROM InformationFramework informationFramework
CertificateSerialNumber, Certificatel.ist, Algorithmldentifier,
EXTENSION

FROM AuthenticationFramework authenticationFramework
DirectoryString

FROM SelectedAttributeTypes selectedAttributeTypes

ub-name

FROM UpperBounds upperBounds

ORAddress

FROM MTSAbstractService {joint-iso-ccitt mhs(6) mts(3)
modules(0) mts-abstract-service(1) version—1994 (0) } ;

-- Unless explicitly noted otherwise, there is no significance to the ordering
- of components of a SEQUENCE OF construct in this specification.
-- Key and policy information extensions —-

authorityKeyldentifier EXTENSION ;.= {

SYNTAX AuthorityKeyldentifier

IDENTIFIED BY { id-ce 35 } }

AuthorityKeyldentifier ; ;= SEQUENCE {

keyldentifier [ 0] Keyldentifier OPTIONAL,

authorityCertIssuer [ 1] GeneralNames OPTIONAL,
authorityCertSerialNumber [ 2] CertificateSerial Number OPTIONAL }
( WITH COMPONENTS {... ., authorityCertlssuer PRESENT,
authorityCertSerialNumber PRESENT} |

WITH COMPONENTS (..., authorityCertlssuer ABSENT,
authorityCertSerialNumber ABSENT)} )

Keyldentifier ; : = OCTET STRING
subjectKeyldentifier EXTENSION . .= {
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SYNTAX SubjectKeyldentifier
IDENTIFIED BY { id-ce 14 } }
SubjectKeyldentifier ;: = Keyldentifier
keyUsage EXTENSION ;.= {
SYNTAX KeyUsage
IDENTIFIED BY { id-ce 15 } }
KeyUsage ::= BIT STRING {
digitalSignature (0),
nonRepudiation (1),
keyEncipherment (2),
dataEncipherment (3),
keyAgreement (4),
keyCertSign (5),
cRLSign (6) }
privateKeyUsagePeriod EXTENSION ;.= {
SYNTAX PrivateKeyUsagePeriod
IDENTIFIED BY { id-ce 16 } }
PrivateKeyUsagePeriod :: = SEQUENCE {
notBefore [ 0] GeneralizedTime OPTIONAL,
notAfter [ 1] Generalized Time OPTIONAL }
( WITH COMPONENTS {..., notBefore PRESENT} |
WITH COMPONENTS {..., notAfter PRESENT} )
certificatePolicies EXTENSION . .= {
SYNTAX CertificatePoliciesSyntax
IDENTIFIED BY { id-ce 32 } }
CertificatePoliciesSyntax ::= SEQUENCE SIZE (1.. MAX) OF Policylnformation
PolicyInformation ;: = SEQUENCE {
policyldentifier CertPolicyld,
policyQualifiers SEQUENCE SIZE (1.. MAX) OF
PolicyQualifierInfo OPTIONAL }
CertPolicyld ::= OBJECT IDENTIFIER
PolicyQualifierInfo ::= SEQUENCE ({
policyQualifierld CERT-POLICY-QUALIFIER. &.id
({SupportedPolicyQualifiers}) ,
qualifier CERT-POLICY-QUALIFIER. & Qualifier
({SupportedPolicyQualifiers} { @ policyQualifierld})
OPTIONAL }
SupportedPolicyQualifiers CERT-POLICY-QUALIFIER ::= { ... }
CERT-POLICY-QUALIFIER ::= CLASS {
&.id OBJECT IDENTIFIER UNIQUE,
&.Qualifier OPTIONAL }
WITH SYNTAX {
POLICY-QUALIFIER-ID &-.id
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[QUALIFIER-TYPE &.Qualifier] }
policyMappings EXTENSION ; ;= {
SYNTAX PolicyMappingsSyntax
IDENTIFIED BY { id-ce 33 } }
PolicyMappingsSyntax :: = SEQUENCE SIZE (1.. MAX) OF SEQUENCE ({
issuerDomainPolicy CertPolicyld,
subjectDomainPolicy CertPolicyld }
supportedAlgorithms ATTRIBUTE .= {
WITH SYNTAX SupportedAlgorithm
EQUALITY MATCHING RULE algorithmldentifierMatch
ID { id-at 52 } }
SupportedAlgorithm ::= SEQUENCE {
algorithmIdentifier Algorithmldentifier,
intendedUsage [0 ] KeyUsage OPTIONAL,
intendedCertificatePolicies [ 1] CertificatePoliciesSyntax OPTIONAL }
- Certificate subject and certificate issuer attributes extensions —
subjectAltName EXTENSION ;.= {
SYNTAX GeneralNames
IDENTIFIED BY { id-ce 17 } }
GeneralNames ;:: = SEQUENCE SIZE (1.. MAX) OF GeneralName
GeneralName :: = CHOICE {
otherName [ 0] INSTANCE OF OTHER-NAME,
RFC 822Name [ 1] IA5String,
dNSName [ 2 ] IA5String,
x400Address [ 3] ORAddress,
directoryName [ 4 ] Name,
ediPartyName [ 5] EDIPartyName,
uniformResourceldentifier [ 6 ] IA5String,
iPAddress [7] OCTET STRING,
registeredID [8] OBJECT IDENTIFIER }
OTHER-NAME .= TYPE-IDENTIFIER
EDIPartyName ::= SEQUENCE ({
nameAssigner [ 0] DirectoryString {ub-name} OPTIONAL,
partyName [ 1] DirectoryString {ub-name} }
issuerAltName EXTENSION ..= {
SYNTAX GeneralNames
IDENTIFIED BY { id-ce 18 } }
subjectDirectoryAttributes EXTENSION ;.= {
SYNTAX AttributesSyntax
IDENTIFIED BY { id-ce 9 } }
AttributesSyntax :: = SEQUENCE SIZE (1.. MAX) OF Attribute
- Certification path constraints extensions —
basicConstraints EXTENSION ;.= {
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SYNTAX BasicConstraintsSyntax

IDENTIFIED BY { id-ce 19 } }

BasicConstraintsSyntax :: = SEQUENCE {

cA BOOLEAN DEFAULT FALSE,

pathLenConstraint INTEGER (0.. MAX) OPTIONAL }
nameConstraints EXTENSION . .= {

SYNTAX NameConstraintsSyntax

IDENTIFIED BY { id-ce 30 } }

NameConstraintsSyntax :: = SEQUENCE {
permittedSubtrees [ 0 ] GeneralSubtrees OPTIONAL,
excludedSubtrees [ 1] GeneralSubtrees OPTIONAL }
GeneralSubtrees ;:: = SEQUENCE SIZE (1.. MAX) OF GeneralSubtree
GeneralSubtree :: = SEQUENCE {

base GeneralName,

minimum [ 0] BaseDistance DEFAULT 0,

maximum [ 1 | BaseDistance OPTIONAL }

BaseDistance :: = INTEGER (0.. MAX)
policyConstraints EXTENSION ;.= {

SYNTAX PolicyConstraintsSyntax

IDENTIFIED BY { id-ce 36 } }

PolicyConstraints Syntax ::= SEQUENCE SIZE (1.. MAX) OF SEQUENCE {
requireExplicitPolicy [ 0] SkipCerts OPTIONAL,
inhibitPolicyMapping [ 1] SkipCerts OPTIONAL }

SkipCerts :: = INTEGER (0.. MAX)
-- Basic CRL extensions —
cRLNumber EXTENSION ;.= {

SYNTAX CRLNumber
IDENTIFIED BY { id-ce 20 } }
CRLNumber ::= INTEGER (0.. MAX)
reasonCode EXTENSION . .= {
SYNTAX CRLReason

IDENTIFIED BY { id-ce 21 } }
CRLReason ::= ENUMERATED {
unspecified (0),

keyCompromise (1),

cACompromise (2),
affiliationChanged (3),

superseded (4),
cessationOfOperation (5),
certificateHold (6),
removeFromCRL (8) }
instructionCode EXTENSION ;.= {
SYNTAX HoldInstruction

GB/T 19771—2005
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IDENTIFIED BY { id-ce 23 } }
HoldInstruction :: = OBJECT IDENTIFIER
invalidityDate EXTENSION ;.= {
SYNTAX GeneralizedTime
IDENTIFIED BY { id-ce 24 } }
-— CRL distribution points and delta-CRL extensions —
cRLDistributionPoints EXTENSION . .= {
SYNTAX CRLDistPointsSyntax
IDENTIFIED BY { id-ce 31 } }
CRLDistPointsSyntax : : = SEQUENCE SIZE (1.. MAX) OF DistributionPoint
DistributionPoint :: = SEQUENCE {
distributionPoint [ 0] DistributionPointName OPTIONAL,
reasons [ 1] ReasonFlags OPTIONAL,
cRLIssuer [ 2] GeneralNames OPTIONAL }
DistributionPointName ::= CHOICE {
fullName [ 0] GeneralNames,
nameRelativeToCRLIssuer [ 1] RelativeDistinguishedName }
ReasonFlags ::= BIT STRING /¢
unused (0),
keyCompromise (1),
caCompromise (2),
affiliationChanged (3),
superseded (4),
cessationOfOperation (5),
certificateHold (6) }
issuingDistributionPoint EXTENSION ;.= {
SYNTAX IssuingDistPointSyntax
IDENTIFIED BY { id-ce 28 } }
IssuingDistPointSyntax :: = SEQUENCE {
distributionPoint [ 0] DistributionPointName OPTIONAL,
onlyContainsUserCerts [ 1] BOOLEAN DEFAULT FALSE,
onlyContainsCACerts [ 2] BOOLEAN DEFAULT FALSE,
onlySomeReasons [ 3] ReasonFlags OPTIONAL,
indirectCRL [4] BOOLEAN DEFAULT FALSE }
certificatelssuer EXTENSION . .= {
SYNTAX GeneralNames
IDENTIFIED BY { id-ce 29 } }
deltaCRLIndicator EXTENSION . .= {
SYNTAX BaseCRLNumber
IDENTIFIED BY { id-ce 27 } }
BaseCRLNumber ;:= CRLNumber
deltaRevocationList ATTRIBUTE ..= {
WITH SYNTAX CertificateList
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EQUALITY MATCHING RULE certificateListExactMatch

ID {id-at 53 } }

-- Matching rules --

certificateExactMatch MATCHING-RULE . .= {

SYNTAX CertificateExactAssertion

ID id-mr-certificateExactMatch }

CertificateExactAssertion :: = SEQUENCE (¢

serialNumber CertificateSerialNumber,

issuer Name }

certificateMatch MATCHING-RULE . .= {

SYNTAX CertificateAssertion

ID id-mr-certificateMatch }

CertificateAssertion :: = SEQUENCE (¢

serialNumber [ 0] CertificateSerialNumber OPTIONAL,

issuer [ 1] Name OPTIONAL,

subjectKeyldentifier [ 2 ] SubjectKeyldentifier OPTIONAL,

authorityKeyldentifier [ 3] AuthorityKeyldentifier OPTIONAL,

certificateValid [4] UTCTime OPTIONAL,

privateKeyValid [5] GeneralizedTime OPTIONAL,

subjectPublicKeyAlgID [ 6] OBJECT IDENTIFIER OPTIONAL,

keyUsage [ 7] KeyUsage OPTIONAL,

subjectAltName [ 8] AltNameType OPTIONAL,

policy [ 9] CertPolicySet OPTIONAL,

pathToName [ 10 ] Name OPTIONAL }

AltNameType :: = CHOICE {

builtinNameForm ENUMERATED {

RFC 822Name (1),

dNSName (2),

x400Address (3),

directoryName (4),

ediPartyName (5),

uniformResourceldentifier (6),

iPAddress (7),

registeredId (8) },

otherNameForm OBJECT IDENTIFIER }

certificatePairExactMatch MATCHING-RULE ..= {

SYNTAX CertificatePairExact Assertion

1D id-mr-certificatePairExactMatch }

CertificatePairExactAssertion :: = SEQUENCE {

forwardAssertion [ 0] CertificateExactAssertion OPTIONAL,

reverseAssertion [ 1] CertificateExactAssertion OPTIONAL }

( WITH COMPONENTS (..., forwardAssertion PRESENT} |

WITH COMPONENTS {... . reverseAssertion PRESENT} )
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certificatePairMatch MATCHING-RULE ..= {

SYNTAX CertificatePair Assertion

1D id-mr-certificatePairMatch }

CertificatePairAssertion :: = SEQUENCE {
forwardAssertion [ 0] CertificateAssertion OPTIONAL,
reverseAssertion [ 1] CertificateAssertion OPTIONAL }

( WITH COMPONENTS {..., forwardAssertion PRESENT} |
WITH COMPONENTS (..., reverseAssertion PRESENT} )
certificateListExactMatch MATCHING-RULE ..= {
SYNTAX CertificateListExactAssertion

1D id-mr-certificateListExactMatch }
CertificateListExactAssertion :: = SEQUENCE {

issuer Name,

thisUpdate UTCTime,

distributionPoint DistributionPointName OPTIONAL }
certificateListMatch MATCHING-RULE ..= {

SYNTAX CertificatelistAssertion

1D id-mr-certificateListMatch }

CertificateListAssertion :: = SEQUENCE (¢

issuer Name OPTIONAL,

minCRLNumber [ 0] CRLNumber OPTIONAL,
maxCRLNumber [ 1] CRLNumber OPTIONAL,
reasonFlags ReasonFlags OPTIONAL,

dateAndTime UTCTime OPTIONAL,

distributionPoint [ 2] DistributionPointName OPTIONAL }
algorithmIdentifierMatch MATCHING-RULE . .= {
SYNTAX AlgorithmlIdentifier

ID id-mr-algorithmIdentifierMatch }

-- Object identifier assignments -

id-at-supportedAlgorithms OBJECT IDENTIFIER . .= {id-at 52}
id-at-deltaRevocationList OBJECT IDENTIFIER . .= {id-at 53}
id-ce-subjectDirectoryAttributes OBJECT IDENTIFIER ;.= {id-ce 9}

id-ce-subjectKeyldentifier OBJECT IDENTIFIER ::= {id-ce 14}
id-ce-keyUsage OBJECT IDENTIFIER ::= {id-ce 15}
id-ce-privateKeyUsagePeriod OBJECT IDENTIFIER .:= {id-ce 16}
id-ce-subjectAltName OBJECT IDENTIFIER ::= {id-ce 17}
id-ce-issuer AltName OBJECT IDENTIFIER ::= {id-ce 18}
id-ce-basicConstraints OBJECT IDENTIFIER .= {id-ce 19}
id-ce-cRLNumber OBJECT IDENTIFIER ::= {id-ce 20}
id-ce-reasonCode OBJECT IDENTIFIER . .= {id-ce 21}

id-ce-instructionCode OBJECT IDENTIFIER ..= {id-ce 23}

id-ce-invalidityDate OBJECT IDENTIFIER ::= {id-ce 24}

id-ce-deltaCRLIndicator OBJECT IDENTIFIER . .= {id-ce 27}
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id-ce-issuingDistributionPoint OBJECT IDENTIFIER ::= {id-ce 28}
id-ce-certificatelssuer OBJECT IDENTIFIER .= {id-ce 29}
id-ce-nameConstraints OBJECT IDENTIFIER ..= {id-ce 30}
id-ce-cRLDistributionPoints OBJECT IDENTIFIER .= {id-ce 31}
id-ce-certificatePolicies OBJECT IDENTIFIER :..= {id-ce 32}
id-ce-policyMappings OBJECT IDENTIFIER ::= {id-ce 33}
id-ce-policyConstraints OBJECT IDENTIFIER ::= {id-ce 34}
id-ce-authorityKeyldentifier OBJECT IDENTIFIER : .= {id-ce 35}
id-mr-certificateExactMatch OBJECT IDENTIFIER . .= {id-mr 34}
id-mr-certificateMatch OBJECT IDENTIFIER ::.= {id-mr 35}
id-mr-certificatePairExactMatch OBJECT IDENTIFIER ..= {id-mr 36}
id-mr-certificatePairMatch OBJECT IDENTIFIER ::= {id-mr 37}
id-mr-certificateListExactMatch OBJECT IDENTIFIER ..= {id-mr 38}
id-mr-certificateListMatch OBJECT IDENTIFIER ..= {id-mr 39}

id-mr-algorithmIdentifierMatch OBJECT IDENTIFIER ::= {id-mr 40}

- The following OBJECT IDENTIFIERS are not used by this specification:

-~ {id-ce 2}, {id-ce 3}, {id-ce 4}, {id-ce 5}, {id-ce 6}, {id-ce 7},
- {id-ce 8}, {id-ce 10}, {id-ce 11}, {id-ce 12}, {id-ce 13},

-- {id-ce 22}, {id-ce 25}, {id-ce 26}

END

GB/T 19771—2005
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Mt x C
CHLSE M B 33
ASN. 1 Module for transactions

The following section contains the complete ASN. 1 module from RFC 2510, the Certificate
Management Protocol. Only a small subset of the messages defined in RFC2510 are required
to implement this specification. The entire module is provided for completeness. Information
about messages defined by this ASN. 1 module but not used in the MISPC may be found in
RFC2510.

PKIX-CMP DEFINITIONS . .=

BEGIN -- EXPLICT TAGS

IMPORTS

CertReqMessages, EncryptedValue, EncryptedKey
FROM CMRF

PKIMessage :: = SEQUENCE {

Header PKIHeader,

Body PKIBody,

Protection [ 0] PKIProtection OPTIONAL,

ExtraCerts [1] SEQUENCE SIZE (1.. MAX) OF Certificate OPTIONAL
}

PKIHeader ;::= SEQUENCE ({

pvno INTEGER { ietf-version2 (1) },

sender GeneralName,

— identifies the sender

recipient GeneralName,

- identifies the intended recipient

messageTime [ 0] GeneralizedTime OPTIONAL,

- time of production of this message (used when sender
- believes that the transport will be "suitable"; i.e. ,

-- that the time will still be meaningful upon receipt)
protectionAlg [1] AlgorithmIdentifier OPTIONAL,

- algorithm used for calculation of protection bits
senderKID [ 2 ] Keyldentifier OPTIONAL,

recipKID [ 3] Keyldentifier OPTIONAL,

-- to identify specific keys used for protection
transactionID [4] OCTET STRING OPTIONAL,

-- identifies the transaction; i. e. , this will be the same in
-- corresponding request, response and confirmation messages
senderNonce [5] OCTET STRING OPTIONAL,
recipNonce [6] OCTET STRING OPTIONAL,

-- nonces used to provide replay protection, senderNonce
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-- is inserted by the creator of this message; recipNonce
-- i1s a nonce previously inserted in a related message by
-- the intended recipient of this message
freeText [ 7] PKIFreeText OPTIONAL,
-- this may be used to indicate context-specific instructions
- (this field is intended for human consumption)
generallnfo [8] SEQUENCE SIZE (1.. MAX) OF
InfoTypeAndValue OPTIONAL
-- this may be used to convey context-specific information
- (this field not primarily intended for human consumption)
}
PKIFreeText :: = SEQUENCE SIZE (1.. MAX) OF UTF8String
- text encoded as UTF-8 String (note: each UTF8String SHOULD
- include an RFC 1766 language tag to indicate the language
-- of the contained text)
PKIBody ::= CHOICE { — message-specific body elements
ir [0] CertReqMessages, --Initialization Request
ip [1] CertRepMessage, —-Initialization Response
cr [ 2] CertReqMessages, —-Certification Request
cp [ 3] CertRepMessage, —Certification Response
plOcr [ 4] CertificationRequest, —imported from [ PKCSI10 ]
popdecc [ 5] POPODecKeyChallContent, -——-pop Challenge
popdecr [ 6] POPODecKeyRespContent, --pop Response
kur [ 7] CertReqMessages, ——Key Update Request
kup [8] CertRepMessage, —Key Update Response
krr [9] CertReqMessages, —Key Recovery Request
krp [10] KeyRecRepContent, --Key Recovery Response
rr [11] RevReqContent, —~Revocation Request
rp [127] RevRepContent, —-Revocation Response
cer [13] CertReqMessages, ——Cross-Cert. Request
cep [147] CertRepMessage, —Cross-Cert. Response
ckuann [15] CAKeyUpdAnnContent, -CA Key Update Ann.
cann [ 16] CertAnnContent, —Certificate Ann.
rann [ 17 ] RevAnnContent, —-Revocation Ann.
crlann [ 18] CRLAnnContent, --CRL Announcement
conf [19 ] PKIConfirmContent, ——Confirmation
nested [ 20] NestedMessageContent, —Nested Message
genm [ 21 ] GenMsgContent, —~General Message
genp [ 227] GenRepContent, —General Response
error [ 23] ErrorMsgContent ——Error Message
}
PKIProtection : ;= BIT STRING
ProtectedPart .. = SEQUENCE {
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header PKIHeader,

body PKIBody

}

PasswordBasedMac ;:= OBJECT IDENTIFIER --{1 2 840 113533 7 66 13}
PBMParameter :: = SEQUENCE ¢

salt OCTET STRING,

owf AlgorithmIdentifier,

- Algld for a One-Way Function (SHA-1 recommended)
iterationCount INTEGER,

- number of times the OWF is applied

mac Algorithmldentifier

- the mac Algld (e. g. , DES-MAC, Triple-DES-MAC [PKCS11 ],
} - or HMAC [RFC2104, RFC2202])

DHBasedMac ::= OBJECT IDENTIFIER --{1 2 840 113533 7 66 30}
DHBMParameter :: = SEQUENCE {

owf AlgorithmIdentifier,

-- Algld for a One-Way Function (SHA-1 recommended)

mac Algorithmldentifier

— the MAC Algld (e. g. » DES-MAC, Triple-DES-MAC [PKCS117.
} — or HMAC [RFC2104, RFC2202])

NestedMessageContent ;; = PKIMessage

PKIStatus ::= INTEGER {

granted (0),

-- you got exactly what you asked for

grantedWithMods (1),

-- you got something like what you asked for; the

-- requester is responsible for ascertaining the differences

rejection (2),

-- you don't get it, more information elsewhere in the message
waiting (3),

-- the request body part has not yet been processed,

- expect to hear more later

revocationWarning (4),

-- this message contains a warning that a revocation is

-- imminent

revocationNotification (5),

-- notification that a revocation has occurred

keyUpdateWarning (6)

- update already done for the oldCertld specified in

-- CertReqMsg

}

PKIFailurelnfo ::= BIT STRING {

-- since we can fail in more than one way!
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-- More codes may be added in the future if/when required.
badAlg (0),

-- unrecognized or unsupported Algorithm Identifier
badMessageCheck (1),

-- integrity check failed (e. g. , signature did not verify)
badRequest (2),

-- transaction not permitted or supported

badTime (3),

-- messageTime was not sufficiently close to the system time,
- as defined by local policy

badCertld (4),

- no certificate could be found matching the provided criteria
badDataFormat (5),

-- the data submitted has the wrong format

wrongAuthority (6),

- the authority indicated in the request is different from the
-- one creating the response token

incorrectData (7),

-- the requester’s data is incorrect (for notary services)
missing TimeStamp (8),

-— when the timestamp is missing but should be there (by policy)

badPoP (9)

-— when proof of possession does not verify
}

PKIStatusInfo ::= SEQUENCE {

status PKIStatus,

statusString PKIFreeText OPTIONAL.,

faillnfo PKIFailureInfo OPTIONAL

}

OOBCert ::= Certificate

OOBCertHash ::= SEQUENCE {

hashAlg [ 0] AlgorithmIdentifier OPTIONAL,

certld [1] Certld OPTIONAL,

hashVal BIT STRING

- hashVal is calculated over DER encoding of the

-- subjectPublicKey field of the corresponding cert.

}

POPODecKeyChallContent : ;= SEQUENCE OF Challenge

- One Challenge per encryption key certification request (in the

-- same order as these requests appear in CertReqMessages).

Challenge ::= SEQUENCE {

owl Algorithmldentifier OPTIONAL,

-— MUST be present in the first Challenge; MAY be omitted in any
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-- subsequent Challenge in POPODecKeyChallContent (if omitted,
- then the owf used in the immediately preceding Challenge is
-~ to be used).
witness OCTET STRING,
-- the result of applying the one-way function (owf) to a
-- randomly-generated INTEGER, A. [Note that a different
- INTEGER MUST be used for each Challenge. |
challenge OCTET STRING
-- the encryption (under the public key for which the cert.
-- request is being made) of Rand, where Rand is specified as
-~ Rand : .= SEQUENCE {
-- int INTEGER,
-- - the randomly-generated INTEGER A (above)
- sender GeneralName
-- - the sender’s name (as included in PKIHeader)
-}
}
POPODecKeyRespContent : : = SEQUENCE OF INTEGER
-- One INTEGER per encryption key certification request (in the
-- same order as these requests appear in CertReqMessages). The
- retrieved INTEGER A (above) is returned to the sender of the
-- corresponding Challenge.
CertRepMessage :: = SEQUENCE {
caPubs [1] SEQUENCE SIZE (1.. MAX) OF Certificate OPTIONAL,
response SEQUENCE OF CertResponse
}
CertResponse :: = SEQUENCE {
certReqld INTEGER,
-- to match this response with corresponding request (a value
— of -1 is to be used if certReqld is not specified in the
-- corresponding request)
status PKIStatusInfo,
certifiedKeyPair CertifiedKeyPair OPTIONAL,
rsplnfo OCTET STRING OPTIONAL
- analogous to the id-regIlnfo-asciiPairs OCTET STRING defined
- for reglnfo in CertReqMsg [ CRMF ]
}
CertifiedKeyPair :: = SEQUENCE ¢
certOrEncCert CertOrEncCert,
privateKey [ 0] EncryptedValue OPTIONAL,
publicationInfo [ 1] PKIPublicationInfo OPTIONAL
}
CertOrEncCert .. = CHOICE ({
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certificate [ 0] Certificate,
encryptedCert [ 1] EncryptedValue
}
KeyRecRepContent :: = SEQUENCE {
status PKIStatusInfo,
newSigCert [ 0] Certificate OPTIONAL,
caCerts [1] SEQUENCE SIZE (1.. MAX) OF
Certificate OPTIONAL,
keyPairHist [2] SEQUENCE SIZE (1.. MAX) OF
CertifiedKeyPair OPTIONAL
}
RevReqContent ;: = SEQUENCE OF RevDetails
RevDetails :: = SEQUENCE {
certDetails CertTemplate,
- allows requester to specify as much as they can about
-- the cert. for which revocation is requested
-— (e. g. , for cases in which serialNumber is not available)
revocationReason ReasonFlags OPTIONAL,
-- the reason that revocation is requested
badSinceDate Generalized Time OPTIONAL,
-- indicates best knowledge of sender
crlEntryDetails Extensions OPTIONAL
-- requested crlEntryExtensions
}
RevRepContent ::= SEQUENCE {
status SEQUENCE SIZE (1.. MAX) OF PKIStatusInfo,
-- in same order as was sent in RevReqContent
revCerts [0] SEQUENCE SIZE (1.. MAX) OF Certld OPTIONAL,
-- IDs for which revocation was requested (same order as status)
crls [1] SEQUENCE SIZE (1.. MAX) OF CertificateList OPTIONAL
-- the resulting CRLs (there may be more than one)
}
CAKeyUpdAnnContent ;;: = SEQUENCE {
oldWithNew Certificate, — old pub signed with new priv
new WithOld Certificate, -- new pub signed with old priv
newWithNew Certificate — new pub signed with new priv
}
CertAnnContent ;:= Certificate
RevAnnContent :: = SEQUENCE {
status PKIStatus,
certld Certld,
willBeRevokedAt GeneralizedTime,
badSinceDate GeneralizedTime,
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crlDetails Extensions OPTIONAL

-— extra CRL details(e. g. , crl number, reason, location, etc. )

}

CRLAnnContent ::= SEQUENCE OF CertificateList
PKIConfirmContent ::= NULL

InfoTypeAndValue :: = SEQUENCE ({

infoType OBJECT IDENTIFIER,

infoValue ANY DEFINED BY infoType OPTIONAL

}

-— Example InfoTypeAndValue contents include, but are not limited to:
- { CAProtEncCert = {id-it 1}, Certificate }

- { SignKeyPairTypes = {id-it 2}, SEQUENCE OF AlgorithmIdentifier }
- { EncKeyPairTypes = {id-it 3}, SEQUENCE OF AlgorithmIdentifier }
- { PreferredSymmAlg = {id-it 4}, Algorithmldentifier }

- { CAKeyUpdatelnfo = {id-it 5}, CAKeyUpdAnnContent }

- { CurrentCRL = {id-it 6}, CertificateList }

-— where {id-it} = {id-pkix4} = {136 1557 4}

- This construct MAY also be used to define new PKIX Certificate

-- Management Protocol request and response messages, or general-

- purpose (e. g. ,» announcement) messages for future needs or for

-- specific environments.

GenMsgContent : ;= SEQUENCE OF InfoTypeAndValue

-— May be sent by EE, RA, or CA (depending on message content).

-— The OPTIONAL infoValue parameter of InfoTypeAndValue will typically
-- be omitted for some of the examples given above. The receiver is

- {ree to ignore any contained OBJ. IDs that it does not recognize.

-- If sent from EE to CA, the empty set indicates that the CA may send
-- any/all information that it wishes.

GenRepContent ;:: = SEQUENCE OF InfoTypeAndValue

—— The receiver is free to ignore any contained OB]J. IDs that it does

-- not recognize,

ErrorMsgContent :;= SEQUENCE {

pKIStatusInfo PKIStatusInfo,

errorCode INTEGER OPTIONAL,

-- implementation-specific error codes

errorDetails PKIFreeText OPTIONAL

-- implementation-specific error details

}
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M R D
(FLSE M BT 3%
HEHiE K H 2430 ASN. 1 Module

The following section contains the complete ASN. 1 module from RFC 2511, the Certificate
Request Message Format. Only a small subset of the structures defined in RFC2511 are
required to implement this specification. The entire module is provided for completeness.
Information about structures defined by this ASN. 1 module but not used in the MISPC may be
found in RFC2511.
CRMF DEFINITIONS IMPLICIT TAGS ;.=
BEGIN
IMPORTS
- Directory Authentication Framework (X. 509)
Version, Algorithmldentifier, Name, Time,
SubjectPublicKeyInfo, Extensions, Uniqueldentifier
FROM AuthenticationFramework { joint-iso-itu-t ds(5)
module(1) authenticationFramework(7) 3 }
- Certificate Extensions (X. 509)
GeneralName
FROM CertificateExtensions {joint-iso-ccitt ds(5)
module(1) certificateExtensions(26) 0}
-- Cryptographic Message Syntax
EnvelopedData
FROM CryptographicMessageSyntax { iso(1) member-body(2)
us(840) rsadsi(113549) pkes(1) pkes-9(9) smime(16)
modules(0) cms(1) };
CertReqMessages :: = SEQUENCE SIZE (1.. MAX) OF CertReqMsg
CertReqMsg :: = SEQUENCE {
CertReq CertRequest,
Pop ProofOfPossession OPTIONAL,
-- content depends upon key type
reglnfo SEQUENCE SIZE(1.. MAX) OF AttributeTypeAndValue OPTIONAL )
CertRequest ;:: = SEQUENCE {
CertReqld INTEGER, -- ID for matching request and reply
CertTemplate CertTemplate, — Selected fields of cert to be issued
Controls Controls OPTIONAL } - Attributes affecting issuance
CertTemplate :: = SEQUENCE ({
Version [ 0] Version OPTIONAL,
serialNumber [ 1] INTEGER OPTIONAL.,
signingAlg [ 2] AlgorithmIdentifier OPTIONAL,
issuer [ 3] Name OPTIONAL,
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validity [ 4] OptionalValidity OPTIONAL,
subject [ 5] Name OPTIONAL,
publicKey [ 6] SubjectPublicKeyInfo OPTIONAL,
issuerUID [ 7] Uniqueldentifier OPTIONAL,
subjectUID [ 8] Uniqueldentifier OPTIONAL,
extensions [ 9] Extensions OPTIONAL }
OptionalValidity :: = SEQUENCE ¢
notBefore [ 0] Time OPTIONAL,
notAfter [1] Time OPTIONAL } --at least one MUST be present
Controls ::= SEQUENCE SIZE(1.. MAX) OF AttributeTypeAndValue
AttributeTypeAndValue ::= SEQUENCE {
type OBJECT IDENTIFIER,
value ANY DEFINED BY type }
ProofOfPossession : ;= CHOICE {
raVerified [0] NULL,
- used if the RA has already verified that the requester is in
-- possession of the private key
signature [ 1] POPOSigningKey,
keyEncipherment [ 2] POPOPrivKey,
keyAgreement [ 3] POPOPrivKey }
POPOSigningKey ::= SEQUENCE ({
poposkInput [ 0] POPOSKInput OPTIONAL,
algorithmIdentifier Algorithmldentifier,
signature BIT STRING }
-- The signature (using "algorithmldentifier") is on the
-— DER-encoded value of poplnput. NOTE: If poposklnput is present
-- in the pop field, poplnput is constructed
- with otherinput. If poposklnput is not present, subject is the name
- from CertTemplate. Note that the encoding of Poplnput is
intentionally ambiguous.
PoposkInput ::= CHOICE {
Subject name,
Sender [ 0] generalName,
publicKeyMAC [ 1] PKMACValue
}
—— The pop is calculated upon the structure popInput, which is defined
- as follows:
Poplnput ;:: = SEQUENCE {
CHOICE {
otherinput popsklnput,
subject name },
publicKey subjectpublicKey
}
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-- If poposkInput is present

- in the pop field, poplnput is constructed

- with otherinput. If poposklnput is not present, subject is the name

- from CertTemplate. Note that the encoding of Poplnput is

-- intentionally ambiguous.

PKMACValue ::= SEQUENCE ({

algld AlgorithmIdentifier,

- algorithm value shall be PasswordBasedMac {1 2 840 113533 7 66 13}

-- parameter value is PBMParameter

value BIT STRING }

PBMParameter :: = SEQUENCE ¢{

salt OCTET STRING,

owf AlgorithmIdentifier,

- Algld for a One-Way Function (SHA-1 recommended)

iterationCount INTEGER,

- number of times the OWF is applied

mac Algorithmldentifier

— the MAC Algld (e. g. , DES-MAC, Triple DES-MAC [PKCS11],

} - or HMAC [RFC2104, RFC22027])

POPOPrivKey ::= CHOICE {

thisMessage [0] BIT STRING,

-- posession is proven in this message (which contains the private

-- key itself (encrypted for the CA))

subsequentMessage [ 1] SubsequentMessage,

-- possession will be proven in a subsequent message

dhMAC [2] BIT STRING }

-- for keyAgreement (only), possession is proven in this message

- (which contains a MAC (over the DER-encoded value of the

-- certReq parameter in CertReqMsg, which MUST include both subject

- and publicKey) based on a key derived from the end entity’s

-- private DH key and the CA’s public DH key) ;

- the dhMAC value MUST be calculated as per the directions given

- in Appendix A.

SubsequentMessage :: = INTEGER {

encrCert (0),

-- requests that resulting certificate be encrypted for the

— end entity (following which, POP will be proven in a

-- confirmation message)

challengeResp (1) }

-- requests that CA engage in challenge-response exchange with

-- end entity in order to prove private key possession

-- Object identifier assignments --

id-pkix OBJECT IDENTIFIER ..= { iso(1) identified-organization(3)
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dod(6) internet(1) security(5) mechanisms(5) 7 }

- arc for Internet X. 509 PKI protocols and their components

id-pkip OBJECT IDENTIFIER ;.= { id-pkix 5 }
-- Registration Controls in CRMF
id-regCtrl OBJECT IDENTIFIER ;.= { id-pkip 1 }

- The following definition may be uncommented for use with
-—— ASN. 1 compilers which do not understand UTF8String.
-— UTF8String :: = [UNIVERSAL 12] IMPLICIT OCTET STRING
id-regCtrl-regToken OBJECT IDENTIFIER .= { id-regCtrl 1 }
—with syntax:
RegToken ::= UTF8String
id-regCtrl-authenticator OBJECT IDENTIFIER ::= { id-regCtrl 2 }
--with syntax;
Authenticator ::= UTF8String
id-regCtrl-pkiPublicationInfo OBJECT IDENTIFIER ::= { id-regCtrl 3 }
—with syntax:
PKIPublicationInfo :: = SEQUENCE ({
action INTEGER {
dontPublish (0),
pleasePublish (1) },
publnfos SEQUENCE SIZE (1.. MAX) OF SinglePublnfo OPTIONAL }
—- pubInfos MUST NOT be present if action is "dontPublish"
- (if action is "pleasePublish" and publnfos is omitted,
-- "dontCare" is assumed)
SinglePublInfo ::= SEQUENCE ({
pubMethod INTEGER {
dontCare (0),
x500 (1),
web (2),
ldap (3) },
publLocation GeneralName OPTIONAL }
id-regCtrl-pkiArchiveOptions OBJECT IDENTIFIER ::= { id-regCtrl 4 }
--with syntax:
PKTIArchiveOptions :: = CHOICE {
encryptedPrivKey [0] EncryptedKey,
—- the actual value of the private key
keyGenParameters [ 1] KeyGenParameters,
-- parameters which allow the private key to be re-generated
archiveRemGenPrivKey [ 2] BOOLEAN }
- set to TRUE if sender wishes receiver to archive the private
— key of a key pair which the receiver generates in response to
-- this request; set to FALSE if no archival is desired.
EncryptedKey :: = CHOICE {
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encryptedValue EncryptedValue,

envelopedData [ 0] EnvelopedData }

-- The encrypted private key MUST be placed in the envelopedData
- encryptedContentInfo encryptedContent OCTET STRING.
EncryptedValue ::= SEQUENCE {

intendedAlg [0] AlgorithmIdentifier OPTIONAL,

-- the intended algorithm for which the value will be used
symmAlg [ 1] AlgorithmIdentifier OPTIONAL,

-- the symmetric algorithm used to encrypt the value
encSymmKey [2] BIT STRING OPTIONAL,

-- the (encrypted) symmetric key used to encrypt the value
keyAlg [ 3] AlgorithmIdentifier OPTIONAL,

-- algorithm used to encrypt the symmetric key

valueHint [4] OCTET STRING OPTIONAL,

- a brief description or identifier of the encValue content

-- (may be meaningful only to the sending entity, and used only
- if EncryptedValue might be re-examined by the sending entity
- in the future)

encValue BIT STRING }

-- the encrypted value itself

KeyGenParameters :: = OCTET STRING

id-regCtrl-oldCertld OBJECT IDENTIFIER ;.= { id-regCtrl 5 }
--with syntax;

OldCertld : .= Certld

Certld ::= SEQUENCE {

issuer GeneralName,

serialNumber INTEGER }

id-regCtrl-protocolEncrKey OBJECT IDENTIFIER ::= { id-regCtrl 6 }
--with syntax;

ProtocolEncrKey ::= SubjectPublicKeyInfo

-- Registration Info in CRMF

id-regInfo OBJECT IDENTIFIER . .= { id-pkip 2 }
id-regInfo-utf8Pairs OBJECT IDENTIFIER ::= { id-reglnfo 1 }
-—-with syntax

UTFS8Pairs .. = UTF8String

id-regInfo-certReq OBJECT IDENTIFIER ::.= { id-reglnfo 2 )
—-with syntax

CertReq ::= CertRequest

END
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