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CA/RA LIS ZAESS
6.3 FASAHAFILHA

H T CA I RA BES A7 250 Hb 565 TIF 2 3ty S (4 F0 %25 £F % () 1) 46 58 o 5 A 1%, 31X B S — Ff PR 45 1
PR 2 SR RT DUE 1 X R AR IR B O A IR A 5 s E 1 R A AR R R . — 4> CA/
RA FEIAIEAZ #0507 DL A f k8 an o] s 80 POP (Bl anat #h Jr Relay 20 . B A R 24k PKIX i #
RS A1 Gt 45 ol b, = WIS A2 IR 3300 AN BT 6 T 2 iy S A RN FABH 1] 19 46 2 5 TR 225K CA/RA b 7505 1ok
Fh Iy L POP, FES RS E (% 44 N2 R B B 75 28 B 6D B B4 B S0 32 A7 7 2Z 01 46 7 1 3
UE L RERE RA/CA SE8E, P %A B RA/CA B3E45 5 1) PKT UE 5k & P o A AT A 2 SO 2 1k

Foe HEUE A5 13 v A 25 B X 2 B ) R[], POP 25038 2o A R 9 7 2058 . 2R & — A~ 2 00 & 1 4%
B B 20 AT T — 3 24 04 5 3R AR 0T DAGE F O s G R — A~ 2580 AT DU T 4 DA RCH A vy L R 4 A
BE¥ B 26 3 CA/RA E£IHIE POP),

ASFRAE ARV Lo 2R 0] RA SR ABEAH OCIE W], B S RA 0] CA i B 55 2 A IE B € 4 58 K OF 3R
G — >R T A 4 UE A A L SE AR I RA 36 & 2 (5 B RA G A CA Ko Lk &8 4L T
FURMER . 2488, B 2658 nE o] GEAS fL i X A T2 (. CA AT B8 J& TAIE o 72 A i — o] LK IE POP 1y
AR,

6.3.1 ZERZEH

XoF 25 4 B I 00 5 4% 0ty S AR S Ao o — AN B 25 44 SR TE B A FA A
6.3.2 mEEH

XTI B A SO0 . 2 ST LUK RA B B AL 45 CA/RA 534 38 2o % % — BB 1 iE B 6 FA4H
HIHA L 7. 2.8) o fif % 504 vT LA B 4 07 =0 vl DU )82 07 (.

BT 2R RA/CA 25 28 SR K 3% — A BEHIL ) Pk SEK » () Bof 2 3R 28 oy 52 44 57 RIVARR [ i) 7

Vi) 22 77 2R 45 26 o S R 3R 8] I 285 1) 15 L 28 o S PR AE A DO B R IE BT B R R R XN IR o ax fi
i FUA T A 2 i S AR A RE A T CA 28 & BAIE S .

AR o S il 05 P ) 4 XS TR R sk b o SO 5 2 R A 8 CRIVRT DL A I 8. = oo 4l (3 K
e 1o B T ) R EDD
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6.3.3 hEAEH

X Vb % A1 O 5 O TR BH 2 S AR A FASH » 2 SE R A PKIT SR (RA 53 CA) b 20 4 57
— IR .

TE R X R T I A e 20 CA Al LLIIE 4 % P8 4 BR 3] —— XJ T Diffie-Hellman % %], & ¥
SARTT L H ISR AL S — H% CA TERR 20 ] LA T3 45 19 2 804 i 0 (Gl — it 1y
Y
6.4 1R CAMERN

T HL L AR 0 B 2 2 SO R AR CA BT .

X 5L T AR AR A L AR CA R AT IH FASH CR 47 87 A 91 [ B R FH B R AR 3P IR FAGH . TG, 24 CA
BT 28 B I G SRAIE 5 AR XL 500 H s IR 55 i A A L W06 250 AR B S H AR Y) cACertificate J& P A (X
LA PO . oldWithOld, oldWithNew . newWithOld A & newWithNew) .

WA~ CA R B0 I B4, R 2 € 2858 10 5 A0 7 SUHEA 2% CA TH A B A 28 ity S 44 52 2] 11 5% 1)
B R o K S 2o SRS T o) B IR AL OR 4P 19 CA A8 . SR e AT BAE — > BRI ] Be 7 243X
—E CE BV EATE 1 A7 X ARAF B CA 8D o T8 F . 224 30 86 2 bty SR (1) 0F 5 21 B 19 B, 53X B R
ST

FHSR AR IH CA 28 098 25 K0 A 2 8 A8 454 o 2 An fE B IE B 4540 (b vl Re . & 97 e i)

TE 1. T S0 v OARIES . BT 7 R38R R X, 509v3 RIIEBY B, 2 P45 R (Keyldentifier) 3 & 35

TETER N T HERE R,
TE 2. TTRUKR R — 7 RAEATHET, LAIE I CA 8B AT — 48 SEARTE 5 178 UM W 2 WOE 3 A C % E X M TE . 1
XAHE) PR A A . AR R E) DU IRE CA % 51X (178 RO 06 25 L 3 8T %5 914 & 104 i A
WEA 1A SO .
TE 3 AR5 R AR A SR R e 7R T T A 1 B CA I A% & IR G — N IE 45 i W B 345 CA B A4 GB i
SNITERD o R A A I A A 5 R/ B B T R AR IR S SR X — L GRS AR Bt
6.4.1 CABRERWITA

B H CA B8], CA #24F 5258 AR B4k -

a) AT AR

by A=A HE AN IHA A2 A BUE1S (“old with new”iE4)

o JPHE—AHERANFAHEZA U “new with old”HE4D)

D A BRI A A BUET (“new with new”UE45)

e) AT B PR El LAt Uy 3R A X BB Uk A3 (AT g CAKeyUpdAnn 35 B

D S CA B8 3R 2o Sk T LU 4 40 07 2R3 CAn SR @5 255D

IHCA R ATMEM . HIH CA APIE SIS — Bt ), 2 CA Jr g i & LR 2 £ &
EHARAT T CA B AP B IH A A PR 1 (B B BR 21 .

“old with new” k5 (144G 251 0 250 DA TH %5 57 A= B A% BsF 1) s 3800 TH 2 590 81000 10 Bl f 45

“new with old”UE 5 (145 858 0 250 DB %5 BH X AE BRI B TE) S i o B0 DA GRIE T A 28 i S AR 0 A5 3
TR CA G 45 T Ch e 310 1H 23 57 30 191 1 s )

“new with new”JiEA5 (1) R 26 250 B %5 510 A2 B0 B TRI 4R B CA R — I B o3 gt sl CA
U R B A 2
6.4.2 IGIEIEH

T HTE B RS 4 B I IR IR A & A A H AP UEA . AR, — B CA TR % 8. 0t
SHMBABRZH AT RErE, ik 1 FR .
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B PIEAET AN A B

G U O B () A 3R e A

i A 1k
(3

ON RV TR N
Ui R R G AT LB
He B EIE B

TEF 6 205 ) B4 A P
PAFRAR B2 4

PSE 4035 i 2~ 4] PSE {1 HA 4] PSE 1, & Hi 2 4] PSE £, & IH 24
BAERET | W00 1. KR —FARE | WO 3. XAEA TS | 500 5. CA BRAFE BB | MO0 7. TERX AT O

EEE iR € TR ) S SR
TR AT LA B $2 9 R E 13
(5 55— Tl 19 DA )

ZF CABAERBAE
R T DA S
IR 2 R

240 HIE S
I 2 B K
(3

00 2. 183X AR A9 1 Bl
T B e 2R AT
173 0 2 2 2 B IH 22 1

TEOL 4. T8I ALY 1 &L
T B A BT
Bods & . T UL H
Bk

L 6 B Uk A X
FhAE OURIE DL 2 R — 4
W 25 5 ) BOHE B 3 L {H
SRR E 23 R Y

IEML 8. CA #1E L&
AR R
MEHA U EERIE. 5
0L 4 A [F]

6.4.2.1 ZETER 1185 4,150 5 BN 8 FTHWKIE
TEXFERRE O T B F A CA A — 03 A 145 DU, vT DL R B0 EIE 5. XS 5 %A
P BB R — R .
55 8RB e CA H4F R E QBB T & S M B 91 S A RG22 ARt e B, 24 b 1a) B b
] CA#E RO A KA T 54 & MBIEE AIIEB B G 00 5 2 HBL(CA B 1E 5 2R R8P X ALY
1O
6.4.2.2 B2 THRIE
TERE ML 2 F L BGEH L4145 5] CA MIHAY] . BUEH AT T 91 #1E .
a)  TEEE € PE P A& 4R caCertificate J& 1, 3815 OldWithNew UE 45 (G T4 20 >k H W, 13 & F 1K
&R H T B AICED
by FIH CA B4 47 (R E & A b 38 A 1) 30 0E 2 0F 15 J2& 75 15 1 5
o) MEIEH, R CA IHBHIIEE 4 FHIE .
M CABAER N BEREE R TIEA B CA B O IE#H 2 LA A5 I 25 & A X Mg ol .
BT I 33X A — AR M Y B 0
6.4.2.3 #ZE1BR 3HRWIE
TESS 3 PG LU T B ik 2 b 20 LA CA IR A B B0 Uk & AT T 91 484
a)  TEECHE A E P A& 4k caCertificate J& 1, #8153 NewWithOld UE 45 (GG T4 R0 5k I, 1 3 £ 1K
&R B T BT
b) A CA THZE B (B0 E & A H 0 A 1) 56 0E 7% 00F 13 02 75 154 5
o) ARIEWE, A CA B % IR 24 F IR .
M CA BAE RS N IRIEH % & TUEA . B8 CA )G . A2 #H & RIEBET, & B A XIS,
PR I 33X A A — A i AR Y 15 O
6.4.2.4 Z1EMR 6 THIIRIERK
TEXFEOL T CACENBIEHE SR TSN PSE B R EHEECETMEE. XE
R 5 I UE A TGS B n fE 8 CA W TH 24 . B LG I 2 K
IR IO B CA A DL B 158 18 B
6.4.2.5 BN 7 THRIELN
EXFEOR T .CACEHMHEANEAESER TIEBHEMKRERBFECE PR, XE®RE
B & AR B ] {E 80 CA IHEE 8, B LU IE 2L
IR T 2 CABRAE B3I 48 DR 368 LY
6.4.3 {EE — CAEBHHKE
bRk, — B AVFE SR CA %9 I8 AUEF 0 3 UER 2815 5 B 4% o X T E I 75t A7 7 R AR 1Y
11
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), PR 2y CA AT BEH B FA9T T A 2 I PSE H 2 S A7 E R R4 % CRL.
Xt 25 R JE (9 23 B -5 0 A5 35 AT ]

7 HIERLEWN
7.1 PKIHR&IR
AArdEr A T PRI LAY I B #T R T T8 1 4544 -
PKIMessage :: = SEQUENCE /¢
header PKIHeader,
body PKIBody,

7.1.

12

)

protection [ 0] PKIProtection OPTIONAL,
extraCerts [1] SEQUENCE SIZE (1..MAX) OF Certificate OPTIONAL

PKIMessages :: = SEQUENCE SIZE (1.. MAX) OF PKIMessage

PKIHeader f4 %142 PKITHE A A MFEE .

PKIBody i & 5 B AR BAH KK R

PKIProtection 5 Bt f& A & 1Y » £ & % PKIH B #4704 19 L e eR

extraCerts 5 Bt A DAL & X CE K Ui vl REA T AYIEAS . B0 . CA B¢ RA AT LA T3 — 5 Be [ ¢
Uit SR SR AR B IR B C AT UE A3 I B A TE A (A0 a0 R4S R i SEARTIE A3 1 CA XS B R B 2 —
MR CA), EREXDFEA—EME - MEREE — 7 UL 8 0E 7] BB 75 20 X 2L i 5 i
1302 e PRl H A 4 2

1

PKI i3 2 %

Jir A 4 PKTIF B AR ORI B Sk i 28 5 Qb AT FHERISE G pR il . JESB R AL (5 Bt B e S
LR BOAE B b . AN SR TR AR 7 3 R PRI A2 2R3, 3 2615 Bt 2 [ RE 2 248 4 .
AR A5 R T R A X S A L

PKIHeader ::= SEQUENCE ¢{

pvno INTEGER { cmp1999(1), cmp2000(2) },
sender GeneralName,

— bR IR

recipient GeneralName,

— PRI A e CE

messageTime [ 0] Generalized Time OPTIONAL,

== AR IS T B A I T] (2 2 2 DN A 2 I T R A% e 3
— BT # 0sBIH BB 3 A B TIPS AR SO

protectionAlg [ 1] AlgorithmIdentifier OPTIONAL,

— HF 5 protection HAFAYRIE

senderKID [ 2] Keyldentifier OPTIONAL,
recipKID [ 3] Keyldentifier OPTIONAL,

— AR TR 1Y 55 %

transactionID  [4] OCTET STRING OPTIONAL,

— ARIEE G s BV AH SC A1 3K L i 1z AN AT 8 P o 3% 7 B AR W)
senderNonce [5] OCTET STRING OPTIONAL,
recipNonce [6] OCTET STRING OPTIONAL,

— JAT By 1 E i B BEHLEC . senderNonce (1 B Y @1 i & K (E
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— recipNonce g H A< 1 &, /9 T H 0503 SE A4 A B0 AR DG TH 2. b i B AL 5k
freeText [7] PKIFreeText OPTIONAL,
— ARV TR BR SCH DGR B W] AR 2 B 2y N LA D
generallnfo [8] SEQUENCE SIZE (1..MAX) OF
InfoTypeAndValue OPTIONAL
— A DU T 2 B SO G R Ul B R 7 BOAS J2 T YD
}
PKIFreeText :: = SEQUENCE SIZE (1.. MAX) OF UTF8String
— $% UTF-8[ RFC2279 4 iy 3CA G &« B — 4> UTF8String #{ Al LA &
— —/~ RFC 1766/RFC 3066 ifi 5 #5:2% » i T2 7m Br Al & SCA & T —Fiif &
— HEIEZ WL RFC2482
X FIZMA pyno 7B EAH 2.
sender 7Bt PKIMessage KX & 4 F . XA 45 (45 senderKID — 2 , 40 542 i /Y 35 ) 1 24
AE A% bR LR X 3X — B A DR P R AT B0 BT 5 R B 41 . IR 3k O SRR R T A B O AT T 5 R (B
W0 AERD G A3 KT R A SR AN AE B O DNLHLFHRAE TP 3k 55D I8 4 % sender” 5% B 75
AL — A “NULLME s Bl — A B2 0 () SEQUENCE OF, fE3X R i F » senderKID 52 B 4 20 4, £ —
AFRIRFF BRI —Z B0 XA B UURT RE 2 [0] 45 W0 R W B0 0 T BT i L = M5 L.
recipient “F B AL PKIMessage #ICE M4 F . X4 F (5 recipKID — k2, 40 R4 fE 9 35 ) 17 24
CINDS R R AN ORI NN IE 7S A
protectionAlg F B 45 BI04 18 BT FT 0 3501 o i 2R A S At O 47 Lo 45 i (13 & PKIProtection Jg&
AL S TR 2 WA 7548 W XA - B AR R AL 1 AR AL IR A b R A XA B
senderKID il recipKID F FHr i I T WEA~ 23 4 48 575 B (recipKID 8 % X 7E ff A Diffie-Hell-
man ORI QI A BER) o USSR O — AR TR A B A 20l Sk S B (s R — A ik
BTS2 A B PIAR ORI | 75 WA Y 4 W X S B
transactionID 5 Bt ] TV B A B OB R X 18 B 5 DL 28 AT R AH G K . FEan X 7 RA, trans-
actionID "] DLKE T B 5 6] — B 20 AR 200 B X3 JF R .
senderNonce fll recipNonce F B3 PKIMessage %52 8 W i .
message Time 5 B % &% 0 A5 14 B A B E] . /] DL E 280 S5 1R R T RCOE /R A B O 4 3
R A LA A5 o ke 2R 458 4 ) 1) DR — B
freeText F=Bea] LU T & 6 — A AT 2RI B 45 Bl THME R Z R 5) o X AT 8 Py 55 —Ff
T A e I B R IE S
generallnfo “F B ] LLH] T 1m] #E W J5 K & AL A% ml B2 O &S i B8 o n] BLSCHR T HE LY generalIn-
fo 9" T
7.1.2 PKIHEW

PKIBody ::= CHOICE { — 57 BRI AH I DR 2% = 5%

ir [0] CertReqMessages, AR (7.3, D

ip [1] CertRepMessage, AL N (7. 3. 2)

cr [2] CertReqMessages, —IAIEIE R (7. 3. 3)

cp [3] CertRepMessage, —TAIEm R (7. 3. 4)

plOcr [4] CertificationRequest, —-PKCS # 10 tAHFiF R [ PKCS10]

popdecc  [5] POPODecKeyChallContent  —-POP #k/fi% (7. 2. 8)
popdecr  [6] POPODecKeyRespContent, --POP Wi (7. 2. 8)
13
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kur [7] CertReqMessages, — B H R (7. 3.5)
kup [8] CertRepMessage, — BRI N v (7. 3. 6)
krr [9] CertReqMessages, AR TR (7.3.7)
krp [10] KeyRecRepContent, —BRERPR AT M Y (7. 3. 8)
rr [11] RevReqContent, A EIER(7.3.9

rp [12] RevRepContent, —VEBE I W (7. 3. 10)

cer [13] CertReqMessages, — 2 MR R (7. 3. 11)
cep [14] CertRepMessage, A XANGEM Y (7. 3.12)
ckuann [15] CAKeyUpdAnnContent, —CA B E B A4 (7.3.13)
cann [16] CertAnnContent, —EBAE (7. 3. 140

rann [17] RevAnnContent, AN (7.3.15)
crlann [18] CRLAnnContent, —CRL A#(7.3.16)
pkiconf [19] PKIConfirmContent, —H#IN(7.3.17)

nested [20]  NestedMessageContent, —HREHE(7.1.3)

genm [21] GenMsgContent, -l A (7.3.19)
genp [22]  GenRepContent, —38 FH W (7. 3. 20)
error [23] ErrorMsgContent, —AEIRE B.(7. 3. 21)
certConf [24] CertConfirmContent, —JEBHaIA(7.3.18)
pollReq [25] PollReqContent, —E IR (7. 3. 22)
pollRep [26] PollRepContent —FS ) N (7. 3. 22)

}

B— PR AR AE 7. 3 PiIE
7.1.3 PKIE B &R

Heot PRI R AR S8 Bk . (TR A0 R T A X AR R0 AR 37 0 2 5 BLAR Y 2 B 7 0 & 42 8¢
WNAIE IR 208 B R TR A AT AR . 55— J7 T G SR 28 B 20 R B DGIE L I 40 BRI BE B 3 ik
Y AB AT PLod a5 A 77 AB0NIE

protection FJZEMJUNT .

PKIProtection ::= BIT STRING

5 PKIProtection W 4 A [ T M EUHE 2514 19 DER Zi A4 «

:= SEQUENCE {

header PKIHeader,

body PKIBody

}

TEATEEAE DU 2ok A PKIX RLAM A H Al R 97 07 6 R 3P0 2 L T AN SR F PKIProtection 4 H3 CEJI 4 i
XL FED o ASREARVF RS RO 2. X R AMROR Y 9] 7 45 6 ] PKCS #7 [PKCST7 15
Security Multiparts [RFC1847] X} PKIMessage %% (24 PKIHeader 15 & H1 ZM BB 28 45 10 1% i it . AL
Xf 44 g CHOICE #5451 PKIBody #EATE 4 . SR 175 SETE &I 17 22 3K RF 19 S0 AR L ] 2 5K 28 3 S K
C&MA — D APHER /8 — D ME— ) DN A/ SCH Al 5 JE Rl 25 A0 S5 B . XRE, X 8807 g
W HR T B R A Bl B R0 G 5 | R T 0 AR R BN Al . X X S AL T RE A A
PKIProtection. ¥, HE U RSP FBALE 7T LLIE T BA “0) 1R 51 5 755 £ 19 3 5t i, PKIProtection
W 23 B RFAR D BUR A A BT

AR PR A ] PKIProtection PR AT UL % — AN BIAIER (MAC) 80807 26 44 .
it L -

14
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HEEARG L
TEIX G DL & 18 J7 A4 W O e 5 Gl i 7l A0 75 3 s0RT — A PRI A B4R g S 1) % 9115
PKIProtection ¥ & —4 MAC {H . protectionAlg U1F (Z WLt 7 B) .
id-PasswordBasedMac OBJECT IDENTIFIER ;.= {1 2 840 113533 7 66 13}
PBMParameter ;.= SEQUENCE ({
salt OCTET STRING,
owf Algorithmldentifier,
— AL BRI B AR IR
iterationCount INTEGER,
- OWF 1 1 £
mac Algorithmldentifier
— MAC AR I0
}
7E LT Y protectionAlg W, 78 3L B2 4 1 I THEF B N L salt {H . SR J5 W iterationCount K
OWFE Bk, Horp GBI 1 salt (A B B 1E 0 28 — YR AR o AL X 5 22 10 e — D% AR Hoa A
H R — R . e — A s Cly 107 51 ARAE “BASEKEY ", H K B
“H”) AT FREH . ik MAC BEZOR —> K- 4m H K <= HL B4 %
#LI BASEKEY 957 K [eF. W5 K > H.84 BASEKEY #y2# H HRRRE % 5119 1l
H 4, OWE (“17 [ [ BASEKEY) B 13 45 R AE 8 B 910~ — H W he, OWE (*27 ||
BASEKEY) Frftali B AE R B R8T — H R AR HE, RIS 28 A 1 K HeReh k.
GX B U NACERET N ASCIT 2735 b | [ AR AR )

¥ #3 PBMParameter 5 B 7E— A58 5y 1 A 1 & (i 40 ix/ip/ certConf/ pkiConf) R 45 A8 4% , 35 #: 7]

LAFEAR 315 PasswordBasedMac [ i .
X 285 A X
o FH A X 2% BH Sk R AT I B AR TR TE LA DH 3325 9] 561
MR EEMPBWCEMAMAER DH 25000 DH IEFE 8 TR 8 Kum sk s & T A
C i DH RFIE M PKI S H007 89 DH A 8E )™ 4 — DX R 81 . PKIProtection #4415
H X A B 5 1) MAC B, protectionAlg W1F
id-DHBasedMac OBJECT IDENTIFIER ..= {1 2 840 113533 7 66 30}
DHBMParameter :: = SEQUENCE {
owf Algorithmldentifier,
— HLH R ERE D
mac Algorithmldentifier
— MAC &3 1D
}
& LT #Y protectionAlg W, %) D-H 8R4 R OWEF., OWF ikt Chy 1 J7 6851 FIFR 1
“BASEKEY”, HAK o “H”) I TIE SR8 8 . W2k MAC Sk B0k — A K-LU ARy % 4 m
H K <= H.R2% 918 BASEKEY RYHT K tefF. W K > H.JF4 BASEKEY )42 &
H FCEREAE A #8100 RT H R OWFE(“1” || BASEKEY) Fr i3 45 B /E N % 91 F — H ke
Fi  OWF(“2” || BASEKEY) Frigali R/ 0 m 10 M T — H s AR B 2015 2
A K LR R, GXELNURET N ASCIL 35 4 fid, | [ AR A D
&4
TEXFEOLT R T HA — D22 % PR X PKIJH B #4745 4 Bl AT . PKIProtection ¥ £3
15
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2 A AE  protectionAlg Jy—Ff I TRCF A H R L.
d ZERY
M2 JAR Kk — DR PRI E 2] RALCRA AT LGB AN A & p9 AR (AT L2 MAC 8% 44 .
e T RA F1 CA Z A 3L 5 545 BRIHIE ) Jo B B & 3 CA L X Bh O 47 i i 28 o S A4 %
KA BRI E R B PRI R rh e, a5 T .
NestedMessageContent ;= PKIMessages
7.2 RHIEEN
1EE X PKIBody H 2 28 B 2 BT - A S5 2 50— 26 2 0l FHT A a2 4y
7.2.1 HEIBEHIEENE
25 Fh PKT A JH B A0 2R T B 1 & ke 5 4 W AIE 45 HAF ) B 26 F B f . CertTemplate 4544 {4
75 EE 503 RA AT BUR AT A b 197 5 000 3 5040 E 109 % . Cert Template 25Ky Pk 5 E 15
2558 4 — B AH BT A Y 5 Boll 2 vl Ik i .
TE . BIVEEE R A AR E R I T B T R BE S B BT A A CA HLAR AT SR T L B i B gl SE B A RCRYIE B Y T B EL
AR I AN BE e B2 WG S WIE T IR 4 I 6 A 1k — A certConf I &L A B0 AL AR 1Z00E 5 Gl it
—A~ CertHash) , 3§ 43 & % UE 15 GE 3 — 4~ CertHash) {H [R] B ZS B 4 “rejected”, CertHash il certConf 4 &,
W E SR AEAZ I 7.3, 18,
CertTemplate &% L 5& D & RFC2511,
7.2.2 mMEE
7 PRI H 2 b & 26 0 %% (8 (CLEASBR UE b i 2% {8 FR T FA B 50#IE 43D >R Al Encrypted Value 34 25
Lo
EncryptedValue fJiE W, RFC2511,
57 P 2 A0 405 ) S SR 1 A o RS B % WA o ) R 408 AT I AN A R AR . BRSO T L XE
WR A A 16 IR CE YA B0H REOS 7 AR LSRR R 4 .
W2 PKIMessage (4 CH © 904 T % iR I encSymmKey 57 Be ] LA 3 R4 10 1)
INER I B 233 % 4 (session key) ,
7.2.3 PKIFEBHREHFBIMEBER
JIT A B o 17 T S AR SR SR ASAF B . T E T AR R AL
PKIStatus ::= INTEGER {

ey

accepted ),
— RN R T P EOR s
grantedWithMods (D,
= A5 2N H B 5 P R 2R AL H I B A ST AR E AT T 2E

rejection (2),
— JCIEAS BN MR 7R 2 B R A M T A TE 2 5 R
waiting (3),

= TSR BB AR 0 A i A B SRR SR AR A R (U N LR RS B e L 2 1 Ak 3 T
— AT LR AE T 3. 3. 22 g LRSI R /i B PKTIMessages s fif I J2 09 14 % )2 48 i BIL )
— R AT TR
revocationWarning 4,
— ARTH B — A R R 1S R
revocationNotification (5),
— WA SR
16

iR 2 BRhttps://t.zsxg.com/JmiaeUR



GB/T 19714—2005

keyUpdateWarning (6)

— TEBPTE B E K B oldCertld 878 B % 4 1 28 53T

}

i) 137 5 1] LA R B3 12 DL BEAT SRR ORI BE 205 .

PKIFailurelnfo ;::= BIT STRING /{

— PR Z 15 O AT RE 3 BUR W, BT DATE 5 B4 A) LU A 22 1 AR
badAlg 0,

— AT R B AN SCHF I A AR AT
badMessageCheck (D,

— SRR AR A R W (A, 2 44 B TE S L))
badRequest (2),

— ARV LR35

badTime (3,

= AR AS M S L 355K ) messageTime 15 R S8 [A] A6 12 3T
badCertld 4,

- JCIE AR EN 5 4R AL 2% 4 DU A I 1S
badDataFormat (5,

— 2 5T B B A% U R

wrongAuthority (6),

— TR R R B AL 5 A e 1 ) A AN [
incorrectData (7,

— HIEHE B R T AR

missing TimeStamp (8,

= TE B SR IR I B AT Bt CHE R SR g 225K
badPOP (9,

— WA IEP] R

}

PKIStatusInfo :: = SEQUENCE {

status PKIStatus,

statusString PKIFreeText OPTIONAL,
faillnfo PKIFailurelnfo OPTIONAL

}
7.2.4 EHERIA

Certld ¥4 25 ¥ F T % 04 % AIIE 4 .

Certld By15H: W RFC2511,
7.2.5 “HANIRIEB A

TR CA W RE % i i — 26 407 5 SOR KA E R ST A8 . BRI 5 B A TEA SCHl 4 1Y
0 N AT SE T SRR AT VR B 45 44

— T E A PR RE Y 7R CA DU B AT B W H 2 2 UE s 308 AT LU I H St I 55 A% (B0
2l 07 20O 3K B 2L UEA L Rl CA KA B 28 24 0E 5 09 w8 A& (6 T Ch i i #DO e (CATEF) Z
i HEAT 58 BRI

OOBCert .= Certificate

ZE A3 R A QT BR A
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— R AU B 244 00 (B 28 44 25T LT SubjectPublicKeyInfo 1A LR B UED 5
— ERTFBONE R T B 5E A ] 5
— USRI T B A3 U AR RT R A 4 A R AT 4 T T T 0 [ I A A L R B S84

AH [A] 418 5

— A H ALY R I R A A G B 2 44 UE A R R (AN AR RN 28 K Y B AR VA A0 A 58
D .

OOBCertHash ::= SEQUENCE {

hashAlg [0] AlgorithmIdentifier OPTIONAL,

certld [1] Certld OPTIONAL,

hashVal BIT STRING

— hashVal J&XJ ffi certID Frdril iy B % 4 UL B #7253 15 1 E

}

B (WG A ) A0 B BTE T 2 AT o] G i 0 5 20 42 42 5% BRI HES) OO ) (19 JH 7 41 BB 3 i 1% CA
B 2 IET .
7.2.6 VAMED

iR # T LU PKTArchiveOptions 2545 Kk 4 B & 0114 B2 PKT H RS FASH .

PKIArchiveOptions #1575 WL RFC2511,
7.2.7 RGER

12K 4 7T LA PKIPublicationInfo 54 (4K 48 B &A1 14 B2 PKI & AiiiE 4 .

PKIPublicationInfo #91& % W, RFC2511,
7.2.8 HHEIERALEHAE

SRR Ry 25 44 9 B 0 B IR S CRI A3 — AN 3R UEUE 45D, W AT U B POPOSigningKey 25 4 {4k UE
B X2 24 RV I A

POPOSigningKey M35 WL 5% D M RFC2511, B 1E & & 47 #E 7 POPOSigningKeyInput f£1E
] FR 18 LAY TE

POPOSigningKeylInput ;: = SEQUENCE /¢
authInfo CHOICE {
sender [0] GeneralName.,

- U H PKIHeader ({4 % 2% 75 (1 B £ % 5] € 38 2ok He A Iy 28 Can AT & A 19 L 24 1500 40 T A ROIR S 1)

— JEBH R DND @Sz 2 5 8 FD

publicKeyMAC PKMACValue

— RIRE L HTBA O %0t 1 H 44 (GeneralName) £ 75 I {f F s publicKeyMAC 41 & — 4>

— BT O AW E X AR DER 4ifid i) MAC i (ff ] PKIHeader H1iY protectionAlg B R 1)

}s

publicKey SubjectPublicKeyInfo

— B H CertTemplate

}

T3 —J7 T80 » QSR Sy g % AR H SR IE A5 CE R — AN I D U AT RUE R 8 =8 0 2 — Rk

WX file %5 FAEH A 1A

a) 3 FEUE B IE R TR E N )5 1 R (FE PKIArchiveOptions il Z5 /K 5

b CA AN E R FEAS 1 23R 1510 2 )5 ik 45 CBP S 3R 18] A 30E 5 — A BEAIL 7™ 2B 09 X5 Bk % 51
B TN FR6 BH A B FHAIE 153 R v A0 & i A BRI ) —— X & 6. 3. 2 HR By [a] 457 5 2.
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2 S S A 3o T U A 3200 B B B A 1155 PKIConfirm 15 8 /9 MAC {8, 2k 5] CA HLALIE
HEMAmERS . (4 PKIMessage 1B HF A F5A 1 —4 CertReqMsg iE i 3K , If H B
CertReqMsg i FIAN 5] 8 %) 5 %5 4 I5F . MAC T+ 50068 FE B B A X S8 X0 FR % 3 1 — D% 40 O 3
B MAC WEAEMH 7. 1 & X i) PasswordBasedMac Algld,

¢) il EE 7£ CertReqMessages fil CertRepMessage 2 [A] 2 5 ¥k ik — 1 5 ¥ 1L (ffi POPODecK-
eyChall il POPODecKeyResp W& Z M F 30— X2 6.3. 2 R B H "0, GXF
75 2B AL 0 T PR RA B ik POP, AR 5 A0 R i SR ] CA AR AR K o 7R Rl i 40
T CA AH{E RA 75 Z o SEAR B IE UE 15 Z 17 © £ 1E i Hb 3 5F 1T POP ) 58 4% 19 PR L 4N F Fir s
(TETE red N —E BHf req HHENIKEHE)

EE RA CA

—— req — >

< chall —

-—- resp —_>
-—- req —>
<— rep ——
-——- con{ —>
<— ack —-

<— rep ——

-—- conf —>

< ack ——-

X W AR LU R T A 7 20 2 P 28 1 3 IR A4 K L (H B AR AR M TE LA (LRAD A AL I8
5 POP 554 38 1+ 22 A FF A HAE AR BUIE 1 .

TSR g B8 B VR B 25 B % (KAKD B S TE 5, 0] POP 4 56 5F AT LA %8 i 2% %5 45 % 36 91 i = 7 =
A A — o (B ECR B AR Ak . (1D TR AR 0 5 07 b B 45 45 b ) SCAS AR Sy s CRIV, TE A el AR AR
CA 1) KAK FABHFIUETE K o i 2 8 A4 R X AR & g m %) 5 (2) T il Challenge Z5 i 3& H Y chal-
lenge - BLHY S — 465 A SCAR BN « (] PreferredSymmAlg (WL 7. 3. 18) Fl— A X B % £ , 1% % 9
HTF CA 1) KAK FABAFIAIETE R P A8 M 7748 . teah iR CA B & 3A — Ay 2 3 LK Fr A1
D-H iif 43, POP A] DLl F RFC2511 H &2 L) POPOSigningKey 45 #4 & (H i, alg 7 BEHU{E i DH-
BasedMAC, % 4 5 Bt HUE 7 MAC) 1 9 3EH] POP (955 pU 5 =

F T % A0 POP 1 Bk Bk — e 78 88 AN R o T & Pk — mi 7 52 482 3 if PKIHeader H i
transactionID DA} X} PKIMessage [F££ 5 (MAC 3% £4) 5 A 1 #9 A IE TG R 1 8 (UL S 22 59 A UE i) R
AN AT 2O AH K

POPODecKeyChallContent :: = SEQUENCE OF Challenge

== B PIUGIET KX — > Challenge (K 5315 5K H UL CertReqMessages H B U IR 5

- —50

Challenge ::= SEQUENCE ({

owf Algorithmldentifier OPTIONAL,

-~ {£% —> Challenge Wb fE7E s T 4E POPODecKeyChallContent i 5 ) Challenge H 0] L) 4% %

—CHn S48 W Y 35 U F AT — > Challenge Wiy owf 7B )

witness OCTET STRING,

— XFFEAL A B R A A R ] R Cow D 25 R . 1R Challenge #0625 {5 FH AN 5] 114 5 %k
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challenge OCTET STRING

— 5 19 Rand (S FAUETE SR F 9 A BTN %D » Rand & LR

- Rand ::= SEQUENCE {

- int INTEGER,

— R ABEPL R R A

-- sender GeneralName

— RiIXHB LR PKIHeader HAYAHIA])

-}

}

POPODecKeyRespContent :: = SEQUENCE OF INTEGER

— BN B IR SRS W — R g GX L BB U 5 38 5K ) BUTE CertReqMessages H1 i it

— FPORFE—20 . IEI R CE TR B0 A #R 1] 25 8 B Challenge 1% 1% &

7.3 EREEXHBESEN
7.3.1 #BRULEKR

— R AT K B PKIBody 4% Y J&— 1> CertReqMessages K046 £5 #7325 4 14 1 40 1d
W1 T TSR A o 3 AT LA B — A HIE A AE 45 42 £ T 51 A Al 5 B : SubjectPublicKeyInfo, Keyld
M Validity (FEAI{EE 2 UUME % B . 0 B T SR AE PRI AR R i i) 9 44k .

CertReqMessages M5 WL 5% D K& RFC2511,

7.3.2 AN R

— /N0 AA AR BT S PKIBody 0 % f) J& — 1> CertRepMessage 405 45 14 14 , 3 4> 45 149 14 xF i
ANUE 37 5K 2443 45 — 4> PKIStatusInfo 5B, — 4> 32 8HIE 45 K 7T BEAFTE /9 — D FAEH GX A FABH I H 2
W YT 2 B YA B 1 protocolEncrKey AN .

CertRepMessage M L 7. 3. 4, 402k PKIJH R MRy sUR“ I Z M F R 7. 1.3) 1] ca-
Pubs “7 B N AL A7 3IE 4548 o] LB B R & 1E MR CAIE4 Rk B (51T .

7.3.3 EM/INEER

—DEEM/RUETE K S PKIBody £ % [ 2 — 1 CertReqMessages B 5 14 74, 3X 4> 25 1 74 3%
UL T T SR E T . 2 CAFTE T PRI A A v SR REHR R A1 19 1 45 i felf T 0 0 5

CertReqMessages M35 WK 5% D K& RFC2511,

VE R AT 6 $% , PKIBody 1] D4 47 — 4~ CertificationRequest 2% ¥ 4 (it 25 #4476 [ PKCS10 ]
ASN. 1 #5#4 CertificationRequest #8758 2 TEM B . HTE 5 R RGE 1T 258 HHRER,
H T 25 44 2 PR A3 B 38 5K vh AT RLGE AT S5 A0 1 o (ELAS J2 48 X0 A0 S A 175 D0 T S IO i T 25 A 1R
7.3.4  EM/INAE DR K

—ANIRIE N T B 9 PKIBody & 952 — 4> CertRepMessage B4l 45t 1, XS5 R & T 5
e AN UIE A 37 SR I AR S [ I AR i 155 00 38 F] BB A 3% — > CA A8 VR WA B — A 8k 5 i —
AN 5 B FAEH

CertRepMessage :: = SEQUENCE {

caPubs [1] SEQUENCE SIZE (1.. MAX) OF Certificate OPTIONAL,

response SEQUENCE OF CertResponse

}

Dbz

CertResponse :: = SEQUENCE ({
certReqld INTEGER,
== P O T e 157 5 SR L G AR L B8 3 3K TR R B certReqld U IR 30007 -1
status PKIStatusInfo,
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certifiedKeyPair CertifiedKeyPair OPTIONAL.,

rsplnfo OCTET STRING OPTIONAL

— 5L F RFC2511 H CertReqMsg 25 #yp 4 regInfo & X id-regInfo-utf8Pairs F4F &
}

CertifiedKeyPair :: = SEQUENCE {
certOrEncCert CertOrEncCert,
privateKey [0] EncryptedValue OPTIONAL,

— Z L RFC2511 w4 i it 158 W
publicationInfo [ 1] PKIPublicationInfo OPTIONAL
}
CertOrEncCert ;.= CHOICE ({

certificate 0] Certificate,

encryptedCert  [1] EncryptedValue
}
1E 557 CertResponse H faillnfo (fF PKIStatusInfo §1) f certificate (7F CertifiedKeyPair §1) 4~
HEEH B — A OB TR o 7K LR (20 - waiting) BE 00T PIEERA 2 H B .
Y5 %E T EncryptedCert FUAH G i 2% FABH AL AT LASRAGIE 45 . XAy XA B 902 o iF CA & [BHIE 43
B A8 S A U A 4 08 A BB A5 AR AR SE PRI IE 15 o X FP 7 R I 4F AR 7R T CA A JC ¥ TE BH 37 5K 4 il 2
AR L A B ) 2% i SR B8 4 00 T AR AR AT AR [BIE 5 G 52 B3 CA Y 315% [B1 9 PKIConfirm 3 B 5 4
AELEWD) . PN 7E POP Bk H B i) CA FFA S b AUVE BEZAE S o
7.3.5 ZHAEHEKRAE

T B R # ] CertReqMessages 1L A5 1) . 8 H . AT LAk B — A 22 503 19 % 91 42 L F 51 5 4
B¢ : SubjectPublicKeyInfo, Keyld & Validity, 3344 & T35 5K B8 © A7 78 19 IE B CRAEIE HoR i
B o ZARAEAT I BOPRAE TE A SR R L TS SE R A A0 R B 2 B LA AT 2 B A E A R
AT UE

CertReqMessages M5 WK 5% D & RFC2511,
7.3.6 ZHHAEHWMEAE

B ST WA CertRepMessage YA S5 1 . T2 -5 ) 46 4 Wi 07 AH 7]

CertRepMessage FJIE UL 7. 3. 4,
7.3.7 EAMREFRAE

WML R TE L SR E K Y CertReqMessages #[A] . 3l %, AT LAy — A48 4 2 B W1 i
kA3 IR SRR 7 B SubjectPublicKeyInfo fil Keyld Giit— 20 19 {5 B WL fif 5 B)

CertReqMessages 15 WLH 5% D & RFC2511, VERE . IR T Z B A DT 58, 3 oK & 0 076 3 oK TN
S A PRI %
7.3.8 EHAMEMNMAR

RIS I LA R AR s 6 TR SR S (A0 s waiting) , FTA Y AT R AN 22 i B

TEB

KeyRecRepContent ;: = SEQUENCE {

status PKIStatusInfo,

newSigCert [0] Certificate OPTIONAL,

caCerts [1] SEQUENCE SIZE (1.. MAX) OF Certificate OPTIONAL,

keyPairHist [2] SEQUENCE SIZE (1.. MAX) OF
CertifiedKeyPair OPTIONAL

)
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7.3.9 HHBERAE
BRI — UL A5 (2 A I T 5 Bl 45 4 . 35 5K 3 19 4 7 ) BLAE PKIHeader 4544

(LR
RevReqContent :: = SEQUENCE OF RevDetails
RevDetails :: = SEQUENCE ¢
certDetails CertTemplate,

— FVFIE R E LTI BE 2 1 B 521 SRR I A3 ) B R

— (N AR TCVE SR AR P 5 S /Y B0 )

crlEntryDetails Extensions OPTIONAL

— Frig kK i crlEntryExtensions

}
7.3.10 HsEm A B

SR I 12 AR R A VR R e Rz A BRI T I S R R R T R . CRT DA SR AR R IE T A
BHRE DA EHE

RevRepContent ;= SEQUENCE {

status SEQUENCE SIZE (1.. MAX) OF PKIStatusInfo,

-- 5 RevReqContent H1 % 3% ) I 7 AH [v]

revCerts [0] SEQUENCE SIZE (1.. MAX) OF Certld OPTIONAL,

— HEsE R 1 IDs (5 status {0 AH [H])D

crls [1] SEQUENCE SIZE (1.. MAX) OF CertificateList OPTIONAL

— 455 CRL (ATHEAS 1E—1)

}
7.3.11 ZXNEERAR

22 SCAAE 1 3R 5 — BIAIE 375 3R 4 (1915 22 40 7] (CertReqMessages) - {H H A F 31 BR il % 4 %t 4 45
Mg K CA J74E BV —E AR R R m N CA, XN ERW T LA FF CA iR CA B HZ RN
WA,

CertReqMessages 415 ¥ WM 5% D & RFC2511,
7.3.12 ZTXGNEMMERE

SE SR B 5 — & A SIE Wi 0. A 9 3 2% Al ] (CertRepMessage) o H 2 3 J& 4 23 & 2% il %5 1Y
.

CertRepMessage BN, 7. 3. 4,
7.3.13 CAZBPEHLAETANR

B CABEH 7 ACHEHARXIG /T LUE T 9 88 450 5 A0 X —F .

CAKeyUpdAnnContent ;:= SEQUENCE {

oldWithNew Certificate, — 1B FASH 25 4 1Y IHAIE 45
new WithOld Certificate, — FIIHFASH LS4 B0 E 45
new WithNew Certificate,— HIH FASH % 24 B BIE

}
7.3.14 ERERE
XAGE R AT DU T &R 1 A TE
CertAnnContent ;:= Certificate
T BT 3 T B A HARAIE A5 KA 7 B 1 B0 s X TR XL 500 B SRS & A E A S5 00 AU T 2
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15 HHEAE
4 CA TR i BIREECES — AR 45 I i) LA 50X — F0 0 CHORf ZOR R 1 S

RevAnnContent :: = SEQUENCE {

status PKIStatus,

certld Certld,

willBeRevoked At Generalized Time,
badSinceDate Generalized Time,
crlDetails Extensions OPTIONAL

— FAMEY CRL 4075 (U el 7805 A R A A7 B %)
)
CA ] DU XA~ 1 SR S (BOE D — MR A & B M IE 16 2 (e 20O Pl . X E=M

TSROk B TARIE B R A & RO

7.3.

7.3.

willBeRevoked At 5 Be i, 3% i J& — N1 19 45 R A B AH B, CRLs A ]

16 CRL &

M CA R T — M CRLOE —Ht CRL) B Al A B LR 508 25 0 5 A X — 4.
CRLAnnContent ::= SEQUENCE OF CertificateList

17 PKIWIAARE

XA T SE B O S e A O B 19 PKIMessage, i1 F PKIHeader # EAL 5 T B A7 05 19 7H

BT ERNE N

7.3.

PKIConfirmContent ::= NULL

18 PKIBREEANE

InfoTypeAndValue :: = SEQUENCE /¢

infoType OBJECT IDENTIFIER,

infoValue ANY DEFINED BY infoType OPTIONAL

}

— InfoTypeAndValue i) 254 & HABR TN FI{H C 2 (1 4075 WL 5 22 55 4%

= AR WL 3 F)

- { CAProtEncCert {id-it 1}
id-it 2}, SEQUENCE OF Algorithmldentifier

-- { EncKeyPairTypes {id-it 3}, SEQUENCE OF AlgorithmIdentifier

- { PreferredSymmAlg = {id-it 4}, AlgorithmIdentifier

-- { CAKeyUpdatelnfo = {id-it 5}, CAKeyUpdAnnContent

— { CurrentCRL = {id-it 6}

— o, {id-it) = {id-pkix 4} = {136 155 7 4}, XMt ol T X

— Wi PRIX I 4548 B PR SCA 7 SR RAH I 7F 5L 550 T H T 2 (i an 24 45

- DA R R R ECRR SE BRI A R

GenMsgContent ;: ;= SEQUENCE OF InfoTypeAndValue

— EE,RA, 50 CA# AT DU RIZIH B (R TH BN o X T T 25 i 3266, GenMsg

— 1 InfoTypeAndValue 7] % 2%k infoValue i # 29 44 0% (& H 0 H FAHE 1 GenRep 1H B

— ) U A A2 BN RE U AR R AR RAE . WERTE R th EE &4 CA, HEMNE N E W)

— R CA 7] LUK ik HoAfy R R AT BT A 15 2

, Certificate

- { SignKeyPairTypes = {

B e e

, CertificateList

23

iR 2 BRhttps://t.zsxg.com/JmiaeUR



GB/T 19714—2005

7.3.19 PKIERAMAHE
GenRepContent ;;: = SEQUENCE OF InfoTypeAndValue
— FWCOT AT LA Z s HOR RE U Y O1D

7.3.20 #HBREBEANER

ErrorMsgContent ;::= SEQUENCE {

pKIStatusInfo PKIStatusInfo,

errorCode INTEGER OPTIONAL,
- 5 SR O B B 1R A

errorDetails PKIFreeText OPTIONAL

B X R
)

8 WER PKI EIHEIhAEE

8.1 R CA#HEK

BEE S AR CA ZOREE 74 B O A S IES  XMIEBEH 5 CA %5 W8 5 &1 1 “new-
WithNew”{iE 45 45 14 #H ] .

R CA B CRIEAS XA B 2 24 Gk A5 X008 L8 N 38 128 7 A6 J7 1k R 3R 15 3 A UE A5 19 28 o SE AR A
CA BN BN E— 88, Loy S TE 1 A0 7 15 2 4 MR A% 53X S48 80, SR J5 kol LB IE CA
(R IE 45 A B ik 5 HL T A A ) 4k

38 35 B0 B s 45 44 & OOBCertHash,
8.2 IRCAEHEEH

CA A C5 HAB B FIr A7 % 40— ) 1Y AR i 012 A R 0 PR e 7 S AT R B g S BT . CA R AR ne-
wWithNew, newWithOld, F1 oldWithNew 3F45 (0. 6. 4. 1) F{ LA #E By 30 A7 A9 & o S2 A 30 A 19 B & 44
CA JIE45 ColdWithOlId) %2 4> Hu % A5 387 1) H 45 4 CA GIE 5 (newWithNew) . [ B 8 55 Bl 7 19 BV K 3k 45
new WithNew i 45 % 28 3 52 44 42 b U oldWithO1Ld JiE 45 >4 55 3k BLAFE 1) £ 45
8.3 T4 CA#taik

M PKIEFM L R E . T 9% CA BIWI a4k 5 20 SEAR B w0 a6 A= — R . ME— 1 X AE T
T CA LR [E] B 7 A= 4] 4 1 R 51 3%
8.4 CRL =&

By CACERE & AT CRL)7E & A UE 45 Z /i &0 008 5 7= A= 25 1 CRL,
8.5 PKIfEEER

4 PKI SR (CALRAL 5 EE) A7 AR5 X T CA YATRASE B A B rT LLm CA K& XHX R E B
MK . CA WA ) 3 3R 3 R4t 28 A 3 R 35 2R I Ir A 3 SR I 05 B A SR R 6 {5 AN R 4R 1L D0) b 2
251 R R B

TSR Y PR I8 B K 37 K A 41 PRT AR B A9 45 5L I8 4 37 3K 20 25 {1 ] GenMsg 4 &, Wi 1 {5 ]
GenRep {§ &, # R ] Error 57114 B . X604 8 6 & T =8 % 5 B 19 MAC (4 : Password-
BasedMAC) 8§ & Ho A DA UE 7 2 CUn S 280 S R0 A TE 45D SR E AT 497

FEUE IO 1 K R A % A B B AL S SR E.
8.6 I XIAIE

R #H CAAE N 38 SCUEAS (1 F2 44 1o 137 & CA AR 38 SCUE 1 & A 3 o

R #H CAAE RS NIERAE Z BT A 2 @ IR e s 1

A& SCINAE T 28 HeAS b 02 B ) (48 4 5 0l 2 138 o 24 U B N XA 48 4 25 3 30— A8 19 58 SCHIE 43 19 7
Ao TR A ) A8 SCUE S IR A B CA ERZE R — 28 SRR AR (B3 8 o) —Fh oy
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XAFTEIEST FEPFEL A CA B LRIE X5 1454 CENTA LR ET S ; 8U5 fExT
INETE KA IR AT A7 AN TIE . AN A

2& SCPAAIE B AR S W b 35 1) CA R . AR i 2 1) CA A 3 51 %600
N CA BA AR . w3 1 CA 3L 53 1A A O 1A FE 4 A 4% 328
KFH CA B ALETERH CA Ay A B K KRR LA He

FAHS I FGE 8 80k H A BIE . & X R SE PR « A T A 77 A o B B8 497 & SR I 15 P O o)
SR T A B A e B AR B IERS (MAC) . (IS CA AT LA s 5t 26 05 32 46 2R R0 08 JE 3 oK 6 2>
B B 2 AR AR AT DA 2 {8 4 44 R A0 MAC,)

TR A CA F—AN 8 0y BE L GR35 BENLEO 7 A2 28 SCIAIETE 3R (eer) AR B S . SR )G 3K &
CA gyma i # CA K%k cer I E . B FBAE 3 T UIERS ) MAC KB 1R B2,

WeH] cor 1M Z 5 W CA SR IETH B A MAC, SRA7 3 5K & BEALEC I B A48 B C 09 BEAILE (e
N BERNLED o« 2R 7 A VR TG BEAA RS — 3 AL & 3R CA A GG R & UEAS , 7] B FH o 1o
CA A RHIATE 4 . N CA FIZE SR W Ceep) {4 B FEAT I R o 148, o 19 7 B0 A 3% T 0E
i) MAC KB ik 2.

WE] cop H B ZJE iR #E CA BIEN B (LI UCE 1) FEHLEO F1 MAC, 55K #E CA A certConf il
BT R . I B 2R T AR RS ) MAC SR IE B M. iR & CA HBiE K % 1% (38 LA
VD UE A3 5 AGE A3 P 4 I i UE 5 B A2 4 it SR AL 35 )

W #) certConf 14 & 22 J& - Wi 0 CA B63iE 1 B A MAC, [A) i il PKIConfirm 4 B % [8 — S 1A
ARG RE W G SGAED) UE 4 A o 1 42 0 2 $2 41545 1

cor B LA F — A SE BT I IE I R - L& 10, W R A CA U E B T P 8 5 I BT A 1Y
F B (45 491 1 : BasicConstraints §7 &) . cep 14 B N %A & W B # CA B 58 GEUE 15 — 41 R A7 7E L 35 oK
H CA W20 5 UF 3 A A5 B4 s 38 35 447 SR AL D .

AL AR — B A A7 B IR 58 B XA 28 SCTAIE AR 7Y, A 3 S BB v & A 2 CA DGIE 45 5 v 3k A5 &
K CA A8 I8 3 He AL AT 30 AE SR 5 = A RV A 22 SIE AT 2 £k CAs 5, #ERZE
AT ok AR Al H A B o (R BB AT ATl B BT B S 0 T A3 40 5 AN 78 AR b o B4 3 TRl
Z W,

A& SCIAIE T B 454 WLRE s C.

8.7 #inLEEMaL

M CA —FF, 2o SR LT Z W R Ik . Lo LRI iRtk 2B 5%

— 1% PKIf5 &5

— X CA AR SMAIE

(AT RE I 23 A I (0 20 98 AL A R ARG AR A5 A5 B RIRE 3 1) CA 28 19 SR B i )

8.7.1 K{BPKIEE

FEAZ XGAERY CA R By i
BiEREW CAEHA, E

i BRI S R

— HHMR CA A

— (BAAGE CA AJEAR CA) LI TE 5 B CHS 1) 2 19 AR CA SIIAGIE CA BRI 5 (94U 51 3%
AN IE B A2 5

— WAIE CA SCHR 0 55— Pl 5 I T i 0k A AL o
N TR A — A A VGRS 3K AT BB B — LB A9 (5 B (Bl ST R el CA SRS (5 5D .
SRTAT» g 1 1 BPAL AT A 5t ] £ g 52 MR T 3 PRI B AR X 2645 B . iR &R 945 1A 7 fE T 80— L8 IA0IE
TR SRR e (o R R S S AR AR A ORI R CA AP .
T B BT DA R 8.5 BT A ok 3R AR
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8.7.2 1R CA ZEAMTINGIE

ey AR AL R MR AR CA B9 O TORIEZ: 4, AT LU 3 — 86 22 4 1) 4 A0 5 vk 2 ¢ iy
FRARME CA MUEBAF S0, DR L b SRR TT DL i i CA e . 1EIL 8. 1.
8.8 ERIFEK

223 i A 9 28 SR AT RUAEAT AT Ip Ao Ry 7 AT AT H D 385K — AN BN IE P o 33X S35 5K f I GIE
R e E . IR A SR T LA — X 2 44 % 81 G A AH DL B9 56 30 45D 8 43X A er T 2t )
TR BT B LK. CA ] CertRepMessage i[85 B3I 435 (TR IFRILID .
8.9 EHAEMN

24 585 B X o IS AR O 1 2 i S A 23 33 SR B T SR i U B AT DL SR CA B R A0
A B B UE A5 G TR E 1 DL T - 45 AR [ B9 28 B 0F — BT IE 45D o 33 A3 SRl %6 49 S8 8 3 5K Ceur) 11
B(EH AR R UL T AR BB — ) . AR SR E S A T4 44 5 P10 Gl A AR LY 3
UEIEAS) R 23 A~ 1 LWL (8 FH S MR 9 K 7 2 44 R PR . CA R 28 B 53 i 17 Ckeup) 1 JEL 3 (15T B9 3k 5
CUn SRR XA R AETE LM B L5 CertRepMessage —#£ .

9 f&i

TR E AL B R AV EERAs LA K CAs R BT Z AL % PKIEE . a2k PKIH B 7 2
R A 37 R SR 4 — A T BT 4 0 a2 i ) T Wl 26 A9 PKIProtection) , IR A £ 31X — J2 b, AS BER {45 %
1242 AL
9.1 EFXHaIHIL

f 8 PRI R SCHF AL AL & — 4> PKIHE Y DER 25 85 . B SCHE b A BB A #SM A9 Sk £5 2R
Fefd B o AR SO AT DR T8 d PRI S anfli 1] FTP Bril .

9.2 EHEET TCP WEIEMHIN

T TR fR LR BE T TCP R BT LA T8 PRI R . X — P ilsdE A T EE 80 RA B3 — 4
transaction Jf A DLid i 56 1) Rk FRAF 45 R A 15 00

WS 55 A0 #E Hy PKT 52 4R (RA 8¢ CA) 5 3 I8 4 EE 284 w2 8 A1k — S it Wy i 72, 28 4 b s 8l Jr
Pt — i S H U RV BN PR BAR b 481 PKTIH B .

AP BRI AE RA 8¢ CA FA AW #ERR AL 5 4 @ 0 829 F iy PKIJE A . HEA T .5 3h
YR e BNiZ 0 1 IF N 45 E Y transaction]ID $EAZ W) 4G 19 PRI R o Wil 1) 35 5K 75 3% [l — A PKTiH &
/A2 HH A T 55 0588 LU B E /9 PKT e R 2D

TR T 45 58 W SRS 7 A= 24> PRI Wi B L IR B 3K A0 25 26388 53 Le HC At 38 23 Ak B i) RO S TR 2
H R BT 1 2

M fa—A> PKI Wi N H B C U8 s & 3R 1505 W0 5 # ASRAER i 58 i 2 5 8.

H 55 A PR A Bh 3 1 CE Kk — A BT TCP ) PKIJH R HlCE & [ — 2T &

—HEHBESET TCP By PKIJH R i F 5145 #5873 2H AL -

length (32-bits), flag (8-bits), value (defined below)

length —— 1% % 1 8 B9 HAR TR 73 09 7 35 B CHP “ value” i F 1 50m 1) . AR BRSO B 19 32-bit
{ELHER R FH R 25 7%

a4 bk fH

pkiMsg 00'H DER-encoded PKI message
-~ PKIJH &

pollRep 01'H polling reference (32 bits),

time-to-check-back (32 bits)
— JCHER AT PKI B IR [ poll ma i s f i HH 9 polling
26
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- reference i CZEAf 1Y I 7] 7] B J5 ) Pk 45 360
pollReq ‘02H polling reference (32 bits)
- TR X TR PKT I A i L
negPollRep ‘03'H 00'H
— %A polling i (B, transaction 58 54)
partialMsgRep ‘04H next polling reference (32 bits),
time-to-check-back (32 bits) ,
DER-encoded PKI message
— X W) Y PRI I LA &8 0w iz o i b 345 2R — & 40 w7 1)
— polling reference (FI4d 11 %) B 7] [8] @ {ED)

finalMsgRep 05H DER-encoded PKI message
— X e W) PKT S0 5 2 CRJ BE 2 ME— 19 Wil
errorMsgRep 06'H human readable error message

= R T B A AR B AR X — R (A R — AN ETE R B A A R
-- 1Y polling reference)
4 2 4% 4 PKIConfirm 1 5L I R AT 3K J7 & 3% 21 Wi i 75 5 & 3% — A pkiMsg i1 & 5 & Bl — 4>
negPollRep JH B, .
A RERAE T R T 5 N
a) EE ki% pkiMsg 1 5. . #4082 19 1 . 2 pollRep . negPollRep, partialMsgRep #f finalMsgRep
T —
b) EE %% pollReq 7 B, , #: W 3] 1Y Wi . 24 negPollRep, partialMsgRep . finalMsgRep Bf errorMs-
gRep HFH)—Fi,
28 “time-to-check-back”J&—4 32-bit FYHEH & X MM 1970 45 1 A 1 HAFK 12 SR 4 i
PP, X & EE B 24 & %8 —4> pollReq 14 i1 ]
9.3 EF E-mail B E iYL
ARZAGE T —Fhidiid E-mail {23655 7 5 b R 09 F T Up g e 19 ASNL 1 Zhi b A9 9 JEL A9 O 5
— N B MIME X458 ST -
Content-Type: application/pkixcmp
Content-Transfer-Encoding: base64
< < ASN. 1 DER %4 ) PKIX-CMP J§ & , base64 Zffig > >
XA MIME Xf 42 7] U FH 3% 3 ) MIME &b BAL ] (51 8 047 4 3% A i, 2 it 7 —Fh#| T E-
mail &5 PKIX-CMP {4 8 1 77 % . B4R 528 nl fig A5 22 400 9F: {4 A “application/ x-pkixemp” MIME 2
T AR SCRY ) A JA RROAS w48 78 ) DL S 1) e A A 1
MIME Xt 2 (9 8 2 W 5% G
9.4 ETF HTTP HEE MY
AFARE T —Fhd it HTTP Prist &k b Ly iH S DER 4% 19 J7 2
— AN B MIME X 458 ST -
Content-Type: application/pkixcmp
<_<Z ASN. 1 DER %}ty PKIX-CMP ji§ ., >>>
XA MIME Xf 4 nf DL id WWW SR 5200 F 55 19 HTTP b BEAL ] (515 347 K 6 A i, 2 it
TR0 B -k 55 g Oy A% PKIX-CMP {8 8 vk o B S BT 58 Ay B2 400 9F 4 ] “applica-
tion/x-pkixemp”MIME & LA 3 5 ] 5 B S48k
MIME X & () i i 2 WHE 3% G,
27
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M A
(B B 3R
RA FHEMEE

RA FFAER AT SR M P T7 T . BRI 46 T 38 L

— R A4 R R A T REAN ST A ) 28 i S PR A X A AT WD AR AL A BE A L RA
i LA ZBUAL 155 AR L P D) B CIX R — A S ] 8D

— A SRR RE KA UE 1S R RA AT LLFE B S BLIX A~ T A 5

2 SN R A 8 44 BRI R (AR 58 4 R T IR I RA BEARER 5 HOCHR Y &
i S A AT J AN

RA FFAE R A I T

— JEIBEAE R AE RA B v LU 25 I A 1A 24 o S5 MR B2 (1 D) BB 204 A0 A 22 CHR ) 2 7 28 P 3 R R 1)
2 B IG BRI 5

— TEAL AR RA AR CA B8R X AR A SE 1 00 T R AR B2 5

— RA [ LUR G 3t B0 ARG L7748 5 e il 25 CA e W B s 8 28 3 S AR A 15 0 F 5

— X TARZ R AR Y WAL E O SR T BIA L N IR 5 7 A RA A (6 GX AT BEAS 1 ]
T CA),

28
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Mt & B
CH S 14 Bl 5%
Wik i) PKI EIBE B &

ASBE SR & T BEAGAS bn HE Y 52 06 T SRR B PRI R B9 TE AN R (S 05 8 55) .
FELLR PKI A B4 AE ip A 19 PKIMessage BS54 A0°F

— WA R/ NGIE 5

— AT E

— WEHIEK

— WHER.

B.1 XREMBHRHERAAN

a)

b)
c)
d)

e)

D

g)

h)

D

AN B G R R A AT T 7 (OPTIONAL) 884 (DEFAULT) 7 BEI L A 56 #4911 & o
WAREA (BN - 2l a) LA LTS R A 18 O 1 R 25 340 & ik S = B i ) o A0 2R 20 i i
B R A — SOAR B S i A 0R 2 SC P AS 23 R 4 R (i G < ZE A AR UE T pvno B2 2).

MEER R 1R — T B K TR IR

PKIMessage %5 ¥ f# algorithmIdentifiers $4 43 5 i

FEAE—FPRR5R 7Y X, 500 DN PR N “NULL-DN”;3x 32 8] DN 45 Kl 0 1) SEQUENCE
OF RelativeDistinguishedNames(‘gZ ) DER %@ t% % 3000° H) ,

MU B B GeneralName , {H J& XOBCA G 3 9 (8 I (91 G« 24 s 552 4R 7 0038 B 1) 44 5 Z i
T —4Ni 5K L GeneralName 5t X. 500 NULL-DN (fi] 41 : CHOICE [ Name ¥ B & A
NULL-DN), X Fl455k B9 {E LR A “NULL-GeneralName”,

LR R R W VA 45 GeneralName L fE I 41 C PKIMessage B E 5 NULL-Gener-
alName, X1 000 5 & A 78 HE 2678 219 PKT Header [ sender B,

TE - B il 45 A 5 SCR I il 34 42 7 s A8 T 5075 (11 40 - “ cert Template, subject” 75 sub-
ject FEAE certTemplate FFEH1) .

L “SEQUENCE OF types” {4 i i — ¥ 3 I FeAT T F LA 0 Oy S B i S04l 745 5 e i ik SE-
QUENCE OF i F#EB . (4l :crm[ 0], certReq. cert Template. subject &8 K 14 B P45 —
A~ certReqMsg [ FF Bt .)

TES B. 4~B. 6 B rh A 19 PRI B 58 45 2 i & 3k SEAR &% certConf 1 L, [8] I dy w7 552
k&% PKIConfirm {2 . 7ERLElA R b, th T Ay NULL, Mt kN A SR BT 3
e HIERE BT LA A4S PKIConfirm, 2B M4Ay NULL, Sk WAAE B S P RiERE . T
protectionAlg A LU FAT ] DA UE J5 7 (91 40 - 4 5 240 38 4t == g s 2 5 8 mT LA 2 T 0 42 1
MAC, B # %4 .

B.2 HEERSH

% B 1A 1 1E PRI B SOP AT R 305 € .
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# B.1 PKIZEHIERANEE

Name: 1§ 545 1) 6 T 89 b5 R 4F

Use:: 53 {0 FTT A9 J5 PR 13 Jy

MSG_SIG_ALG

%4 R PKITHE

MSG_MAC_ALG

i MAC f&#7* PKIJH R

SYM_PENC_ALG

i R 1 5 2R A X Bk 6 4 B X ik o 8 2% i S5 4% 1) A

PROT_ENC_ALG

FAT s 78 PKIMessages 57 4% %y A9 CF 0 485 A9 60 Bk 4 61 0 747 A8 A =l o R 8 0

PROT_SYM_ALG

085 L B ) LU R A7 O 28 280 1 %% B 6 PROT_ENC_ALG HEAT &) B x¢
P Jon % 5 12

B.3 FFEMHERAKXNEH

2475 FUE P P AT 1 R A UE A5 5 56 R 2 B A R 2 24 RAE L POP 7 Bt (FE ProofOfPosse-
ssion Z5# Hh Y pop F B AY signature T .

T B
algorithmIdentifier

signature

L

MSG_SIG_ALG XAUE R iRk 2 4 R P
present ffi ;i MSG_SIG_ALG 2 L4

TIE WA 975 SR A8 0E 5 5 000 5 2 SR L £ % % R B I AN i BRI e 25 4 5 15 2 8 certConf 74 B Y

CertHash B 03

e WIS SR R AN J2 B — > CA/RA #1522 0 A BGIE B (% 24 % 81 e %5 % B 808 B — 3L
B . (W] AT POP AR [ JE— AN SR W 0] 8, A — 4> CA # &S TE A AR 1 Policy OID Fil Certification
Practice Statement H1R/RTEF ) . SR, AR MEZI K CA/RA SEARAE POP G 2o K 26 77 40 /8 ik ik
FEE)—F4y . FTAT 1l 2 St S AT 06 20 BE % 4R 3t POP (i 1 . PKIX-CMP Bip LA 28 14 06 25 32 75

B. 4 #EHEM/NE(ERINEFR)

CORBIIR AL B LSk o) CA TR G — ) IEH . 24 CA i (814035 A UE 5 A1 S, 28 0 52K 2
RKFEUEHIIN . CA F & [A PKIConfirm, &M 5 . i A M B #IET T,

AR J5 58 Fu VR 28 S S AR RO AR Ml 7 AR 2 B R DA MR b R 2 44 R B o i S AL T AR R OR
B b A 91 HAKE 53 — A B X (L B 3ty Jin 8% 25 B %)

WRIERBE T — DA™ L AP OF T2 0 A 7 267 9 PKIMessage) .

2% i S AR D0 S AR oF 55 A Ml H 2 AR SR IR 1 RA B B B A BRI

R4 -

o RS B U A T AT CA
— Ry LR CA LN MACing % 4.

ﬂéj 1%\‘2%[{‘ :
AR A SR

format ir

handle ip

~N O Ul = W NN =

30

format certConf

PKI
-=> ir -=>
handle ir
format ip
<~ ip <-
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8 -> certConf ->
9 handle certConf
10 format PKIConf
11 <~ PKIConf <-

12 handle PKIConf

TEA R o, FATT % SR 2 o S AR AE — > PKIMessage W43 & i A 19 (B s — 4> 503 P AS) Cer-
tReqMsg., [A] i PKICCA) 2517 A — A~ 5 52 B M fif. PKIMessage (il A1 - 7E18% 3K & AE #E4T 1 AH L1 5K
I H LR R PR A B HMNAE LT &y SEARTE — 4> PKIMessage H1id Z 435 OPTIONAL ] 3 (14
P R AIX) o R T TR FRATTEE SR X e i B R B S — A (B A waiting™ RS ED .

L AR 5 CA/RA GHANEHAER . XA 5 @ T L2 % referenceNumber 2 2% 57 il
FE BRI sender 1 subject name ¥ A 3% ) (OPTIONALLY) distinguished name 1] i1 51| 44k DN,
AL ERE B K 12 SFAF,

1r;

TE {8

recipient CA name

— PEOR AR B CA )4 F

protectionAlg MSG_MAC_ALG
— XA R H Al MAC R, 3T

— WA AIE S

senderKID referenceNum

— Rl5 .l CA Bl R4

— LA SR (R f ik A MACing % 81D

transactionID present

— REE AT A, X 2 SR 7 L

— LRz AE CA e & B A2 ikt CA = A 4R 4831 2. ]

senderNonce present

— 128 (fl) FfAL L e

freeText any valid value

body ir (CertReqMessages)

— UM CertReqMsg
— QR R 2 BRI AT K R BT G AE M 37 ) PKIMessages H
CertReqMsg one or two present
— LR AR Y, R orm[ 0 RN — A GX &L ATUH 1)
— erm[ 1]F/R 5 =AY GXZ AR I B TR h = A & 51D
crm[ 0]. certReq. certReqld fixed value of zero
— T B AR 1R 5
crm[O]. certReq. CertTemplate present
— WAL X RN A A A 2 R ] . AR Y CfED AN 52 BR
crm[0]. pop. POPOSigningKey optionally present if public key
from crm[0]. certReq. cert Template is
a signing key
— FEACH AT RE 2R Br A BGIEW] POP (ILES B. 3 )
crm[0]. certReq. controls. archiveOptions optionally present
31
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- L AR TT DL SR AR AT A 77 2 WA R Y AL AR

crm[ 0]. certReq. controls. publicationInfo optionally present
— Ui LR AT LR A 25 RAE S

crm[ 1]. certReq. certReqld fixed value of one

-~ B AR R 5

crm[1]. certReq. certTemplate  present

crm[ 1]. certReq. controls. protocolEncrKey present

-- [ object identifier MUST be PROT_ENC_ALG ]

— A2 CA SCRREE R AR B, CACRE RIS 01 A A 00 0 o 4 2% 4]

- Rl 2 3 S A7 A ) oFe T8 CHIX B 28 BH R I 485 C A Dy 2 s S 447 A= 1 FABH
— AR L SOk I H T SR8 CA P E R AL

crm[ 1]. certReq. controls. archiveOptions optionally present
crm[ 1]. certReq. controls. publicationInfo optionally present
protection present

— i i MSG_MAC_ALG 14 He 457

ip:

TR {H

sender CA name

~ PEH BN CA A

message Time present

— CA 71 B Y I 1)

protectionAlg MS_MAC_ALG

— XA B2 A MAC {47

senderKID referenceNum

— R5l'5 . CA B RS

— Lo SR (R 38 A MACing %41

transactionID present

— FHRE ir T4 B P E

senderNonce present

- 128 (D) BEHL Ly

recipNonce present

— FAN ir JH B 7 senderNonce HI{H

freeText any valid value

body ip (CertRepMessage)
contains exactly one response
for each request

- PKI (CA) i 25 306 — > i P 4375 oK F i g

— cre[ 0] IR N (—HAFAE) sere[ 1R

= B AR T i I B A S NI RO B

- CA FAE P 7748

crcl 0. certReqld fixed value of zero

= RBZPUAL E RE AR i I R T A — A3 R 4 e
32
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crc[ 0. status. status present, positive values allowed:
status "accepted", "grantedWithMods"
negative values allowed:
"rejection”
cre[ 0]. status. faillnfo present if and only if
crcl 0. status. status is "rejection"
cre[0]. certifiedKeyPair present if and only if
crc[ 0. status. status is
"accepted" or "grantedWithMods"
certificate present unless end entitys public
key is an encryption key and POP
is done in this in-band exchange
encryptedCert present if and only if end entity’s
public key is an encryption key and

POP done in this in-band exchange

publicationInfo optionally present

— REBC L kA (i CA Y@ B MAF1E)

cre[ 17]. certReqld fixed value of one

= AR, XA i T JEL R SR A SR Y 0

crc[ 1]. status. status present, positive values allowed:

"accepted", "grantedWithMods"
negative values allowed:
"rejection”
crc[1]. status. faillnfo present if and only if
crc[ 0. status. status is "rejection”
cre[1]. certifiedKeyPair present if and only if
cre[ 0. status. status is "accepted”

or "grantedWithMods"

certificate present

privateKey present (see Appendix D)
publicationInfo optionally present

— RUHEBC & KM (1 CA g B

protection present

— f# ] MSG_MAC_ALG 12 H 4% 07

extraCerts optionally present

— CA ] RLZ 2 b S VRS2 (I A0 A1 B 19 JHE At 7 i 43

certConf;
T B 18
sender present

-~ 5 ir FHYHIE

iR 2 BRhttps://t.zsxg.com/JmiaeUR

33



GB/T 19714—2005

recipient CA name

— BRESR AR CA AT

transactionID present

- HRL ir A ip I B AYE

senderNonce present

— 128 (P HEHL HAF

recipNonce present

— M ip 14 B H senderNonce [ {H

protectionAlg MSG_MAC_ALG

- XA E Rl MAC /. MAC 2

— 5T EE #1 CA L) 1R 1) authn %4
senderKID referenceNum
— %55 .l CA Bl K4

B RIS A MACing 84

body certConf

— W 7.1. 2 § certConf FEHN A

= TR R TN A4 I IR 4

— EFF A CertStatus 454

protection present

— fdi F§ MSG_MAC_ALG 8 4

PKIConf:

TR {121

sender present

= 5 ip PRy

recipient present

- certConf H & % & W 4 F

transactionID present

- M certConf i B 153 2 &

senderNonce present

— 128 (P FENL HFF

recipNonce present

- certConf J§ B ' senderNonce {H
protectionAlg MSG_MAC_ALG
— XA R Al MAC fre

senderKID referenceNum
body PKIConf
protection present

— f# ] MSG_MAC_ALG 8 [ 45

B.5 EHEXR

34

(B 2P L IR Cl FHEFP R ED [ CA 3ERIES . 24 CA IR [l 40 & 4 3E 45 /9 3 2 i)
Ui SRS KR IE BN . CA 5% 8] PKIConfirm. X225 . BT A M AL HEFT TIAE.
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R 10 A R S5 5 . 4 o A — B AT I TR
— RIRE BT ILZAAL 5

—— ¥F request, response, certConfirm il PKIConfirm 14 & #2711 £ $F MSG_SIG_ALG # pro-
tectionAlg ({8 37 # MSG_MAC_ALG) ;

senderKID Fl recipKID {753 3K 114 S B iiF i A 42 75 5

—— body 2} cr 8% cp;

— body AT REHL G —FhE M Bl CertReqMsg 4514 5

— PR PE protectionAlg FEBORIFA .

B.6 EAEMIEK

(B &I r) Lo sk i CA R IE 1 CH T 8 H & g0 fl/ s 2 29 A B A M AEH) . 24 CA
1R (8140, B A TR A T B B 2l SR & kA IE BN . CA 5% [l PKIConfirm, KM Y. Frf Wil

EARHEAT TINIE
ARY P AH B L LA SH B4 TR IR —FE L HRA LT AR
— RIEE LT PLSATAE 5

—— £ request,response, certConfirm #1 PKIConfirm 7§ & H 2 20  #F MSG_SIG_ALG 1§ pro-
tectionAlg(tE F 4 MSG_MAC_ALG);

senderKID 1 recipKID X 7£ i >R {4 B I8 UE B A 77 5

—— body & kur 8% kup;

— body A HEAL G —FhE M A CertReqMsg 4544 5

— PR R S protectionAlg “FBORITE .

35
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B x C
(R SE P Bt 3%
iR PKI EEEHEEH

A B SR B R A v ) S B AT LS AR A PR S B8 A0 i (oo 2002 S 455 9 3 S
IR B .
FELAT PKI 45 B AE b i F ) PKIMessage I45H R AUIF -
— M CA B
AR /M 5
38 SCNHETE 3K /B 5
AN S ARIE B R N IR 1L s
— WK
— B KA
— CRL %A,
C.1 ZEHfERERE R AN

(5% B. 1 ®AHRA D

WL 8

C.2 EXERASH
(5% B.2 ZHMIF .
C.3 BHZXRIEH

H 2 2B T3 AR 7CA WA 8] RABUT ZF 05 b iy —Ff (2. 4 FoA X L8 55 0 1 il ik

k) »
FH ke
newWithNew HIEM A& LU I i A g1 26 T 5k
240 O A5 31X H AR AL T 52 8 M L IF HLWCA AT AR
oldWithNew BT IRV XT LLRT AR CA AN HZE 2
newWithOld FHULHT AR X B A CA A HZE 4

C.4 RCAZHPEH

HRCA BRI oI5 R 7 AR Gl o 7 26 1 i BIL ) D AR 5C 20 SE PR RE A 2R 45 1 CA 2 B BT A
W B o I HLAS TR 22 SR B3R A5 A TH B

ckuann message:

TB fH R

sender CA name CA &

body ckuann(CAKeyUpdAnnContent)

oldWithNew 4 {7 1E WA C.o3 &

newWithOld 07 7E e C.3 5

newWithNew W52 1% 7E e C.3 &

extraCerts A P A UE A () B e PO FA B 28 R O IE )

36
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C.5 PKI {5 215K/ Mk

Zhi SR K 3% general 3@ FHIH B 45 PKI, LAE K Bl 5 1) PKI A FEVE P TR 209411 . RA/CA H
general 38 3 (000 T4 ORI . W05 RA 7= Az i B, 8 46K f7 B bt AN CA R L e 34 19 3 S8, 1h)
i % % K o AT BB 23 #E PKIMessage H1[1) extraCerts B il EIEAS . AR B A 75 22 D 28 3 52 14 4k 4K
N A .

DS
BB K Iiik PKI

1 format genm
2 -=> genm -=>
3 handle genm
4 produce genp
5 <~ genp <-
6 handle genp
genM ;
TR {E
recipient CA name
— JEF5 7 issuerAltName §7 B 8% issuer FFEB AL 51 CA B2 F
protectionAlg MSG_MAC_ALG or MSG_SIG_ALG
= AT A — ol ) O A B 1
SenderKID present if required
— TR IR BRI RN BT e U
freeText any valid value
body genr (GenReqContent)
GenMsgContent empty SEQUENCE
— BT R A AR A B
protection present

— i MSG_MAC_ALG 8 MSG_SIG_ALG 18 [ 457

genP;

TR {H

sender CA name

— A ER CA BT

protectionAlg MSG_MAC_ALG or MSG_SIG_ALG
= AT A — ol ) O A B 1

senderKID present if required

— TET IR BRI R B0 e U

body genp (GenRepContent)
CAProtEncCert present (object identifier one

of PROT_ENC_ALG), with relevant value
— TEASG SR CA in A5 B (il an . FFRVAHK &)
SignKeyPairTypes present, with relevant value
37
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- CA X R A PIRAE R 25 2 LR R &

EncKeyPairTypes present, with relevant value
— CA X R AR AR N /5 H — BOT AR S
PreferredSymmAlg present(object identifier one

of PROT_SYM_ALG) , with relevant value
— CA & BAERE G 1 PKTH A Chy 1) v s T i % Fr o vk
CAKeyUpdatelnfo optionally present, with relevant value
— CA i I A7 B 56 T A S CA A R 15 B
— (EEXIFAFR RN E) CA g CA)
CurrentCRL optionally present, with relevant value
— CA 24t CRL 58 ¥ D1 (Bl 40, e 7] RE 58 5%
protection present
— il MSG_MAC_ALG 8 MSG_SIG_ALG {18 R
extraCerts optionally present
— AT 4 2 i I AR R R AE
— RA A DU B B UE i 7e X B

C.6 ZXINEFER/MR (EfE)

BN ZE SCIE A5 B9 7 A A - AN 2257 200 7 A2 TS AN TR I 7= A 4D o 3R CA AT Ll 5 i PKT-
PublicationInfo 4 il 6 1 £ i R 07 52 A AN CA 7 2R 92 SLIE P .

[iIE

— W p; CA 7E A BRAE SR Z 1T B % 30 UE 175 3K A9 2K I8 (AT BE 3 SR 25K T 0 5

WK CA TR AL M N 22 A AT LA 50 0 O A S CRT R SR BORA AN ) .

PKIHeader H1#) generallnfo 5 Bt pksg J& 75 fff I UE 5 3 DA F0AH B A9 i 55 & il (L 3. 1. Do BUR
WA ZOR SCRFAT AT — PRI

UERSRVE

HIR AR kR CA TR R CA
1 format cer
2 -=> cer -=>
3 handle ccr
4 produce ccp
5 <- cep -
6 handle ccp
cer
TR fE
sender Requesting CA name i3k CA
— PEH BN CA AT
recipient Responding CA name i i CA
— WEOR AR CA 14 F
messageTime time of production of message ;=4 & A B[]
— TER CA 1Y 24 i B[]
protectionAlg MSG_SIG_ALG

38
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— RANER A R4 R

senderKID present if required
= AR SRAE BRI R PR AP I AT 0 TR I 2 DU b A A
recipKID present if required
= R SRAE BRI R PR AP AT 0 TR I 2 DU s A A
transactionID present

= PATHRE I R . IR CA A
- (AR E LA N CA H T AR 2R CA = A i — R 48 5D

senderNonce present

— 128 Fefy (P BEAL He e

freeText RIS

body cer (CertReqMessages)

H #24F—4 CertReqMsg
— WK 2 8 A IR R 458 W 2T L AE A [A] 1) PKIMessage

certTemplate present

— JETH I T

version vl or v3

—# V3

signingAlg present

- AR CA g5 MiE AT 2 58 2ok e 4 4

subject present

— ANAEREUE ] subjectAltNames ¥ JB I} o] A S NULL-DN
validity present

- W ASE A AR s (I W A 5 BEAR A AR

issuer present

— ANTEHRUH A issuerAltNames ¥ @I B 0] L) 5 NULL-DN
publicKey present

- it EAENER B H T8 — & 2 R % 8D
extensions optionally present

- AR CA WL ZBUR L3R A 28 SCHEAS 3 SR i BT A 7 i e WO
POPOSigningKey present

- WE B3 &

protection present

— i F§ MSG_SIG_ALG 1% [ 47

extraCerts optionally present

— ] DU 3 R A A B AT AT S MIE

cep:

T B {H

sender M p; CA B 45 5

— AR CA AT

recipient KAEIER CA B4 7

= BOESRAEIE B CA 947

39
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messageTime 72 A 1) B ]

— W, CA [ Y4 i i [R]

protectionAlg MSG_SIG_ALG

= XA E R RS S R

senderKID present if required
—HRAE SR T DR AP AT 900 (017 0 T I S ) J0UA A
recipKID present if required
transactionID present

- FHNL cer 14 B A

senderNonce present

- 128 ke (D) BEHLEL LA

recipNonce present

== MR cer {H B 1) senderNonce

freeText 1E A B AE.

body ccp (CertRepMessage)

H A — CertResponse
= WRTE R 22 SCUE S IR 4k 22k 0 204 T A 72 AN 7] ) PKIMessage

response present
status present
PKIStatusInfo. status present

- % PKIStatusInfo. status Sy T [ P Fi iF 0L 2 —

-- accepted, 8{ grantedWithMods

— B4 certifiedKeyPair W4 AE1E , A B} faillnfo B4y

faillnfo present depending on
PKIStatusInfo. status

— N PKIStatusInfo. status i

- rejection

— Hf 4 certifiedKeyPair Ht4g , [6 i faillnfo 20 fFAE

- 1 ELBEE T ALY LR L

certifiedKeyPair present depending on
PKIStatusInfo. status

certificate present depending on
certifiedKeyPair

= TERAT ZHTHIE R CA 204G 2 1) 52 bRk 5 19 4 45

protection present

— ffi J§ MSG_SIG_ALG 53 i lb ¢ 7

extraCerts optionally present

== AT DAL 5 i 1 AR A A A AT S MIE
C.7 ERMNBEMEBHITHFNBL

CRWIEA ) 235 S2 AR 7y BB I Akl CA/PKI B — 52, R TS5 B4y . & i FH B Sk — 4 O &8 7E
H 5 — A MO CALCA-X BATE L F I IET . 78 CA-1 Il CA-X Z R MM E L @BV EIE R R, X
40
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F CA-1 A BB S E EE A i CA-X B IEB AR . Ji5h .78 EE B4 N L 25 (PSE) b 5 37
— UL, DA AR R 40 0 ST AR AT LA B MR AIE i CA-1 %5 44 1) PKIMessage (41, PSE 418y CA-1 28
BARAG 2 R B UEAS 53X A UE A HY 20 SEARAR AT 19 5 — 4> CA FEAF S uE O R J il b4 44 L X b 5 AT 157
TET AMAIE R AR B Al ) .

2w AR KR W IR TE SRR A 338 5 o 24 CA-1 AL & 8 Uk 5 709 T8 JEL 0 10 I o 24 3 S 443K [ 1E 5
ik . CA-1 &% PKIConfirm SKE553C 5 . I A MM B #1445 4 (EE 14 B 6 1 5 4038 5 433k 5 o
P23 BHAH X B I AL R 2 44 s CA-1 TH B S EE 19 PSE WS AT /49 55 — A UE 45 23 B AR X 0z 79 FA 47 o 45
LR

HEZHERAES B4 iy —F HEA LA

— EE 1l CA-1 RILZXHFR MACing % 51 (FF X 26 524 22 (8] AT 7 A6 2 1 B 25 15 80 5
ir FR £ #H sender & FMAAEAE GF H 55 B3 iE 45 X4 subject 24 F—FE) 5
— TEFrA Y S B protectionAlg A W20 A MSG_SIG_ALG 4 protectionAlg;
— fE ir 1) extraCerts 7Bt 1 454 S B 3 3E 15 5
i senderKID 1 recipKID;
body 4 ir BY ip;
— BRI R EORE protectionAlg “FBORITA .
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M & D
(B B 3R

BERHEBIT AR

PITNBYE Ok B RFC2511, FZRR T X G RIE S P i B RS 08 ; 75 40, e A 115 1% Al
B X5 RFC2511 ) —#E,

CertRequest ;:: = SEQUENCE /¢
certReqld INTEGER,
certTemplate CertTemplate,
controls Controls OPTIONAL }
AltCertTemplate ;:: = AttributeTypeAndValue
POPOSigningKey ::= SEQUENCE {
poposkInput [0] POPOSigningKeyInput OPTIONAL,
algorithmIdentifier AlgorithmIdentifier,
signature BIT STRING }
POPOPrivKey ::= CHOICE {
thisMessage [0] BIT STRING,
subsequentMessage [ 1] SubsequentMessage,
dhMAC [2] BIT STRING }
42
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WO® E
(HRHEHR)
R A4 mE"

SR I SR 05 JF R A 35 9 22 2 AL L L4808 24 1 B0k, T 4B 46 IR 55 ik kA i i T g
PE o T SR BT 48 48 CARARE P 78 SCHRFRURS 175 5K 945 00 T A0 200 S 5D BE 68 6 J2 30 ik 20K B E HL 4t
15 60 T s A 2 ARHLE (B, R B @ AN RE Vs In) B2 28 3 S A A SR AE 5258 DI o5 — A% P18 Z i
SRIE o Ry 17U L 3 B B0 A AR HE v G R SRR U 3 R T LR T SR R SR A e A
() ] DL ST IR S R A L AR 4 B R 20 S HE X I R 1 PasswordBasedMAC (LA & 45 58 0 58 1 4%
Hi 22 4 RS o

“Revocation Passphrase” & O £ 76 5 26 8 55 bl 1A — FR AL - 78 X R AL o — A 2 08 Y 1 (E
(il G ARG 1) passphrase T AN & 8 /4 password) 784S Z 11l i 76 HALAE SR F1 CA/RA Z i) 2=,
It BAE LUS T 30 e U 3 oK

FEAFRHE T 2T SRR G0 T o LA (5 B (] 4L revocation passphrase) i 45 AR J& Al BE Y
£ CMP 3 & i vERR (I anF -

— OID PLRAE 7.3.19 th5 & 19 OID PL R AH P AEATAT B (8] 7 GenMsg 1 2 o & 2%, 30 % s 7] L)
AT fr] B5F 8] 4F fi] — 4~ PKIMessage ) PKIHeader HJ generallnfo T B/ & % . (5 5l #u,
EncryptedValuen] AZE certConf jH & 3k & 1% EncryptedValue, certConf iZ 5 & & F T
C &3 7 e A 3 5K AIE 45 35 5K 15 B Br i 5K i E 5 .) X & B 5278 revocation
passphrase i 2 3y SEAK (] Q1R encValue 57 B (4 i %5 5 19 535 S FE 5 ARG CA/RA %
FEY revocation passphrases 73 &b, 4% 4t 5 138 24 1 25 AL R 52 RS 5 5 45 3547 4% iy (I
N passphrase {# § CA/RA f¥J protocolEncryptionKey JI%) .

— R CA/RA 1F GenMsg F132I F] revocation passphrase(OID DL & FE 7. 3. 19 frfg &/ OID
DL ARD B 26 25048 5 3 & 7% GenRep JH B 3XMH B AL THE 7. 3. 19 H45 € OIDUE A ).
N CA/RA FEAE ] — 4> PKIMessage [} PKIHeader [ generallnfo 5% Bt A7 82X 2] revoca-
tion passphrase, & 24 & 7EAH v i i PKIMessage ) PKIHeader [t generallnfo o7 B A7 [
151 OIDUE R ZS) . R CA/RA | T FFh J5 AN GE R (8138 Y A i 2 3 B IR 4B 2 255R
[ER 2SR “rejection” 45 1R T B[R] B AT LL4S M %6 ) —2H faillnfo JEA reason set,

— EncryptedValue ] valueHint 5 B o] LA & T — A% AR AT (il SEAR S 88, Rl B ik o A
passphrase 7 5) H] T H5 By LG 345 0 I8 #Y passphrase BAE 2R (40 . 25 468 18 5K h S8 1R 4
1wt H i CA/RA 2050,

— A5 K TH B PasswordBasedMAC 4347, F revocation passphrase fE %4, MR GE
i35 , PKIHeader # [ senderKID F B¢ 7] A4 7 valueHint F7 I {HE .

il A B4R . revocation passphrase AT LLAE AT AR] 46 75 A 3 5K #4111 8 80 47 A 52 5 5 00 T
HEATH) Jeb A 7 S 0 SR o T AN SR A A I B BT A A B N RS 3 SR AR B Gl i i ] revoca-
tion passphrase 1E 4% 819 MAC K& 3 M BGUE , ff H] revocation passphrase fE J % 4) 7] DL #£ PKI-
Header F1 45 % —/N 8 1Y revocation passphrase DA T3 UF LA 5 %F 524K (09 oAb UE B B0 35k . e 3
BEARE LT S X R AL DG T A T BE 23 78 WUES 3 SR I B P R 2 B R passphrase (AL, i AT AE 2
S R VF AR 26 IR 55 BCk B DATE SX M D0 T 78 25 88 1 passphrase 23 9K AU 25 =5 H] T B3Ik %) 52
P UE T3 B T K . RN B T AETE SR B IR A R 2 88 passphrase, AN R 7 77 28 #ilE 16
SR B 2 B T passphrase (UL A 2 15 5 78 AN [R] B9 B 468 X5 A []G0E 45 04 4508 1 =K 9 56 30E m] DA G A [A] — >
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passphrase)

T30 DA BB AT DATE AN 25 24 0945 B0 B 4R SR 6 AN iR 1 SR 1 B SR Ak i om 5 PR 4. B R
it B #2 revocation passphrase e 5 i U 17 2K Y 1 AR S 0 37 5K B A 7 B A m 25 DR 4 (A G i R
S — S UE P 9 18 SR AT RS B R BRI B = 5 I8 0 T I SR 2 SR B ) —ANIE D .
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Mt % F
(FSE MM 3
“ET4RIEVRY ASN. 1 iR IR

PKIXCMP {iso(1) identified-organization(3) dod(6) internet(1)
security(5) mechanisms(5) pkix(7) id-mod(0) id-mod-cmp2000(16)}

DEFINITIONS EXPLICIT TAGS .=
BEGIN

EXPORTS ALL

IMPORTS

Certificate, CertificateLlist, Extensions, Algorithmldentifier,
UTF8String
FROM PKIX1Explicit88 {iso(1) identified-organization(3)
dod(6) internet(1) security(5) mechanisms(5) pkix(7)
id-mod(0) id-pkixl-explicit-88(1)}

GeneralName, Keyldentifier
FROM PKIX1Implicit88 {iso(1) identified-organization(3)
dod(6) internet(1) security(5) mechanisms(5) pkix(7)
id-mod(0) id-pkixl-implicit-88(2) }

CertTemplate, PKIPublicationInfo, EncryptedValue, Certld,

CertReqMessages
FROM PKIXCRMF {iso(1) identified-organization(3)
dod(6) internet(1) security(5) mechanisms(5) pkix(7)
id-mod(0) id-mod-crmf(5) }

— Z LM R D H AT S U0 G i

CertificationRequest
FROM PKCS-10 {iso(1) member-body(2) us(840) rsadsi(113549)
pkes(1) pkes-10(10) modules(1) pkes-10(1)}

- (£ RFC 2986 H#5 2 . i i 1993 ASN. 1 i 1 IMPLICIT #5ic)

— VEOR R, AT LB A] DATE X A R B v B 45 0 6 PKCST10 1%

- RNREHY R F R AR ER A A g SCIY OID 25 4

CMPCertificate ;.= CHOICE {
45
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x509v3PKCert Certificate

— M ILFFFEL S X, 509 ARUEXTUEF I SCIRAS BT s XA TR L VR AS UE 5 487 1 B 130 £ R oK
— [E B 2R (e n X, 509 J@ M 45 . WAP WTLS 3F 25 BIFIE 1) . e © & 7= A4 7 %k il i
— YRR R . X B T E T S B A AE B 28 R A BT S A0 SR AT A B A BT LR
— BEIXAS ASN. 1 AR e 2 Jip 7 B L b P S5 A I LR R LR I 45 4

QIR 5 B AT X R Z R AR 0 PAT 52 B Y AR AR M AN A2 XA O 5 T )

- CMPCertificate ; ;= Certificate
PKIMessage :: = SEQUENCE ({
header PKIHeader,
body PKIBody,

protection [0] PKIProtection OPTIONAL,
extraCerts [1] SEQUENCE SIZE (1..MAX) OF CMPCertificate OPTIONAL

PKIMessages :: = SEQUENCE SIZE (1.. MAX) OF PKIMessage
PKIHeader ::= SEQUENCE ¢
pvno INTEGER { empl1999(1), cmp2000(2) },
sender GeneralName,
— IR EE
recipient GeneralName,
- BRI R fOE
message Time [0] GeneralizedTime OPTIONAL,
== AR KA T B I [
- CH R IR F NI 6] 1) 7% a5 335 I P 5 BRI i i) %o e SOk A 28 50
protectionAlg [1] AlgorithmIdentifier OPTIONAL,
— TR AR HURr L vk
senderKID [ 2] Keyldentifier OPTIONAL,
recipKID [37] Keyldentifier OPTIONAL,
- PN TR 79 45 5 %5 4
transactionID [4] OCTET STRING OPTIONAL,
- BRIEZ G 5 BIVEEAH SC A3 3K L o 1y AN AT 8 b o 12 BUE AR W)
senderNonce [5] OCTET STRING OPTIONAL,
recipNonce [6] OCTET STRING OPTIONAL,

= T L E R I A BEHLEC . senderNonce ({5 8 19 81 & & W E

— recipNonce Jg H A< 1 J5, A9 90 #5202 5 14 A B0 AR OC T 2 b i B ALK
freeText [7] PKIFreeText OPTIONAL,

— U TR BRSO U R P B £l N AD
generallnfo [8] SEQUENCE SIZE (1..MAX) OF
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InfoTypeAndValue OPTIONAL
- AU TR B SOM SR Y U B O 7 BOAS 2 N A A 8D

PKIFreeText ::= SEQUENCE SIZE (1.. MAX) OF UTF8String
— Jit UTF-8[ RFC2279 )4 15 () SCAS (V& : £ — > UTF8String #F o] LA AL &
- —~ RFC 1766 /RFC 3066 & &% . H T ER & ORE FHi—FiE

— 5 — WHiES W RFC2482)

PKIBody ::= CHOICE { -- message-specific body elements
ir [0] CertReqMessages, — PRI R
ip [1] CertRepMessage, — 4R Ak v
cr [2] CertReqMessages, — NIETE R
cp [3] CertRepMessage, — WAUE M
plOcr [4] CertificationRequest, - M[PKCS10]& A
popdecc [ 5] POPODecKeyChallContent, - pop Fk ik
popdecr [6] POPODecKeyRespContent, -- pop M i/
kur [ 7] CertReqMessages, — B R
kup [8] CertRepMessage, - A W )
krr [9] CertReqMessages, — MK R
krp [10] KeyRecRepContent, — AR 5
rr [11] RevReqgContent, — VEIRE R
rp [127] RevRepContent, -— AR W v
cer [13] CertReqMessages, — ZSNETE R
cep [14] CertRepMessage, == A8 SCIAUE ] )i
ckuann [15] CAKeyUpdAnnContent, — CA BB A5
cann [16] CertAnnContent, — JEBA
rann [17 ] RevAnnContent, — VBB N4
crlann [18] CRLAnnContent, - CRL A%
pkiconf [19 ] PKIConfirmContent, i
nested [207] NestedMessageContent, - HEHE
genm [21] GenMsgContent, — AR
genp [227] GenRepContent, — 8 FH ) iy
error [23] ErrorMsgContent, — HIRTH S
certConf [24] CertConfirmContent, — EH A
pollReq [25] PollReqContent, - g KR
pollRep [26] PollRepContent — I N

}

PKIProtection ;.= BIT STRING

ProtectedPart .: = SEQUENCE {
header PKIHeader,
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body PKIBody
id-PasswordBasedMac OBJECT IDENTIFIER ..= {1 2 840 113533 7 66 13}
PBMParameter ;.= SEQUENCE ¢

salt OCTET STRING,

= N T s AR 2 R 55 Mk 1R REAE . R T S B AT BE 2 R A
— AR AT A2 1 R R LT A O B R A HRE
= JRRETT LB 2 i 5 it

owf AlgorithmIdentifier,
-~ WA AR 1D
iterationCount INTEGER,

-~ OWFE B R %L

=N T PR 2 IR 55 T 6 AT RE AR L 52 B PRAT AT R 23 R

= KRR B T 32 B RO /N LA A C RS R A U
- RXRE AT LAY A 4 i 55 Uit

mac Algorithmldentifier

— Hm &k ID (Filin, DES-MAC, Triple-DES-MAC [PKCS11]
- 8fF HMAC [RFC2104, RFC2202])

id-DHBasedMac OBJECT IDENTIFIER .= {1 2 840 113533 7 66 30}
DHBMParameter :: = SEQUENCE {

owf Algorithmldentifier,

- BLY) e Rk 1D

mac Algorithmldentifier

— MAC & ID (40, DES-MAC, TripleeDES-MAC [PKCS11 ]
— #%#F HMAC [RFC2104, RFC2202 7))

NestedMessageContent ;: ;= PKIMessages

PKIStatus ::= INTEGER {

accepted ),

— RoRAG B T PSSR 1 s

grantedWithMods (D,

- 14 B B K 5 TSR A 2R AE I AT ST AR E A G 22 0
rejection 2y,

— T BB AR B Al T A E 2 R 1E B

waiting 3,

= TSR B AR 3 A B Ak B S B U R AR LA
revocationWarning 4,

— A B AL — A BIDRE AR BR 00 R

revocationNotification 5,
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— B EEMEE
keyUpdateWarning (6)
- TER Y B E R B b oldCertld #5758 (B H B & H

PKIFailurelnfo ::= BIT STRING {
— [ Z i O AT BE S BRI B ATE 5 S8R DU ACE 22 AR
badAlg 0,
- AE PN B SRR B E AR IR
badMessageCheck (D,
— SEREMEAR A R (BN 2 44 B TEAS )
badRequest (2,
~ AAVFEA LS
badTime 3,
- ARAEAS H W L 3 K Y messageTime 15 2 S8 I [A] A5 42 1%
badCertld 4),
- VLR B 5 4R AL Y 2% 1 DR T A TE A
badDataFormat ),
- e AT B R A% A IR
wrongAuthority 6,
— TR P s B R BRI 5 A i 3 ) B A [
incorrectData (7,
— HIFE MBS TR
missing TimeStamp (8,
= TE SR I B I A 2 4 R4l SR 225K
badPOP 9,
— PHAIEW] R I
certRevoked (10),
— U T &Rk
certConfirmed (1),
— IETC & IA
wronglntegrity (12>,
— TR e Y R T A A Or UER A T A T ez
badRecipientNonce (13),
- TERCH H M BEDLERL , B A #2414 RecipientNonce B IUE 5 1%
timeNotAvailable (14),
— TSA Ik 55 19 i #5014 45 2
unacceptedPolicy (15,
— THR I TSA AR TSA 55 34
unacceptedExtension (16),
— BORMY RIAY TSA K55 S+
addInfoNotAvailable 7,

= JLIE B R i B A5 S B % M A5 B ek 15 3
49
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badSenderNonce (18),

- TR RN AR B BeA 324t SenderNonce s 55 1
badCertTemplate (19,

- JEARL B IE AR L B R /D 58 ] F B
signerNotTrusted 20,

- T4 B 28 R AN AT R ECE AR A
transactionldInUse 2,

— TR E A
unsupportedVersion 22y,

= B RAS G A SHF
notAuthorized (23,

— RIR A AR AR A T P9 SR EE AT R I 4R AR
systemUnavail 24,

— RG] T LIS K T2 g Ak
systemFailure (25),

— RGER W P LA SR JC v wl Ak R
duplicateCertReq (26)

— T FERERIE A B &A7AE T DUIE A5 A A T

PKIStatusInfo ::= SEQUENCE {
status PKIStatus.,
statusString PKIFreeText OPTIONAL,
faillnfo PKIFailurelInfo OPTIONAL

}

OOBCert ::= CMPCertificate

OOBCertHash ::= SEQUENCE ({
hashAlg [0] AlgorithmIdentifier OPTIONAL,
certld [1] Certld OPTIONAL,
hashVal BIT STRING

-- hashVal 7 A IF 35 /) subjectPublicKey B ) DER 4552 Fit&

POPODecKeyChallContent :: = SEQUENCE OF Challenge
— BRI 2 BN IEIE SR X — 4 Challenge(

Challenge ::= SEQUENCE ({
owf Algorithmldentifier OPTIONAL,
— fE% —> Challenge H A7 1E 5 1M £ POPODecKeyChallContent
— Ffif5 19 Challenge Hra] DL45 g Can SR 45 s 1) 3 o D)4 T Al — 4>
-- Challenge H1 [ ow!l F B .)
50
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witness OCTET STRING,
=X B AL AR )RR R AR FH B ) R B Cow D) Y 45 2R
challenge OCTET STRING
— I )5 B9 Rand (6 FH IR R 89 2 81 0% » Rand 5 LR
- Rand : .= SEQUENCE {
— int INTEGER,
— BB A BEPL R A
- sender GeneralName
— RiXEH AR PKIHeader H Y AHTE])
-

POPODecKeyRespContent ; ;= SEQUENCE OF INTEGER
— BEAN I % B AR 37 5RO B — A~ 3 5L
— WCE R A TR B 09 AD R 181 25 A B Challenge (19 % 3% 3%

CertRepMessage :: = SEQUENCE {
caPubs [1] SEQUENCE SIZE (1..MAX) OF CMPCertificate OPTIONAL,
response SEQUENCE OF CertResponse
}
CertResponse :: = SEQUENCE ({
certReqld INTEGER,
== P O Tl e 575 SRR L AR L B 3 3R R R 4 B certReqld DU g 30T 3 31
status PKIStatusInfo,
certifiedKeyPair CertifiedKeyPair OPTIONAL,
rspInfo OCTET STRING OPTIONAL

— KT RFC2511 A CertReqMsg Z5#4 /2l reglnfo € Xy id-regInfo-utf8Pairs F & e

CertifiedKeyPair :: = SEQUENCE {
certOrEncCert CertOrEncCert,
privateKey [0] EncryptedValue OPTIONAL,

— 2% RFC2511 4t 11 13 B
publicationInfo[ 1] PKIPublicationInfo OPTIONAL

CertOrEncCert ; ;= CHOICE {
certificate [0] CMPCertificate,
encryptedCert [ 1] EncryptedValue

KeyRecRepContent ;:: = SEQUENCE ({
51
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status PKIStatusInfo,
newSigCert [0] CMPCertificate OPTIONAL,
caCerts [1] SEQUENCE SIZE (1..MAX) OF
CMPCertificate OPTIONAL,
keyPairHist [2] SEQUENCE SIZE (1.. MAX) OF
CertifiedKeyPair OPTIONAL
}
RevReqContent ;: = SEQUENCE OF RevDetails
RevDetails : : = SEQUENCE ({
certDetails CertTemplate,

- FRVFIE R E R AT RE 2 1 U WY 38 SR AR R 13 45 19 A DG B R}
— (BN - I HE AR 9 S I B0 )

crlEntryDetails  Extensions OPTIONAL

- R M crlEntryExtensions

RevRepContent : ;= SEQUENCE {
status SEQUENCE SIZE (1.. MAX) OF PKIStatusInfo,
— 5 RevReqContent H % 3% ) Il 7 4H [A]
revCerts [0] SEQUENCE SIZE (1.. MAX) OF Certld OPTIONAL,
~ VEBETE K 1 IDs (5 status B9 AH [F))
crls [1] SEQUENCE SIZE (1..MAX) OF CertificateList OPTIONAL

— 458 CRL (AJgEAS 1E—1S)

CAKeyUpdAnnContent ;::= SEQUENCE {
oldWithNew CMPCertificate,
— FUBFABA % 44 9 THAIE 43
new WithOld CMPCertificate,
— FIHFABH % 44 W B0k 43
new WithNew CMPCertificate

- JBTRA1 4 44 B BIE B

CertAnnContent ; ; = CMPCertificate
RevAnnContent :: = SEQUENCE {
status PKIStatus,
certld Certld,
willBeRevokedAt GeneralizedTime,
52
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GeneralizedTime,

Extensions OPTIONAL

— BN CRL 4075 (A s erl P35 ARG A7 B 45)

CRLAnnContent ; ;= SEQUENCE OF CertificateList

CertConfirmContent ; ;= SEQUENCE OF CertStatus

:= SEQUENCE ({

certHash OCTET STRING,

— EB Y HASH, H 5 00 it K 36 Tk iE 5 % 44 1 5 5 4 )
certReqld INTEGER,

== (A DA ARV PR 3 SR/ i iz DG

CertStatus :

statusInfo PKIStatusInfo OPTIONAL
}
PKIConfirmContent ; ;= NULL
InfoTypeAndValue ::= SEQUENCE {
infoType OBJECT IDENTIFIER,
infoValue ANY DEFINED BY infoType OPTIONAL

— 4] InfoTypeAndValue P A A4 LT 77 11 o (HAS 2 BR il £ 31X 2675 18 » InfoTypeAnd Value
— BN B S EHA R T T S OO 25 58 R EREE B A ASNL 1 A5 B i 14 8 25 4w 048 24 3t D
- A% ASNL T AR FEAT 1R o [R] IS 26 5 A9 30 58 R 4746 24 19 s B

id-it-caProtEncCert OBJECT IDENTIFIER ;.= {id-it 1}
CAProtEncCertValue :: = CMPCertificate
id-it-signKeyPairTypes OBJECT IDENTIFIER . .= {id-it 2}

SignKeyPairTypesValue
id-it-encKeyPairTypes
EncKeyPairTypesValue

:: = SEQUENCE OF Algorithmldentifier
OBJECT IDENTIFIER . .= {id-it 3}
:: = SEQUENCE OF Algorithmldentifier

id-it-preferredSymmAlg OBJECT IDENTIFIER . .= {id-it 4}
PreferredSymmAlgValue :: = Algorithmldentifier
id-it-caKeyUpdatelnfo OBJECT IDENTIFIER . .= {id-it 5}
CAKeyUpdatelnfoValue :: = CAKeyUpdAnnContent
id-it-currentCRL OBJECT IDENTIFIER . .= {id-it 6}
CurrentCRLValue :: = Certificatelist
id-it-unsupportedOIDs OBJECT IDENTIFIER . .= {id-it 7}

UnsupportedOIDsValue

:: = SEQUENCE OF OBJECT IDENTIFIER

id-it-keyPairParamReq OBJECT IDENTIFIER . .= {id-it 10}
KeyPairParamReqValue .. = OBJECT IDENTIFIER
id-it-keyPairParamRep OBJECT IDENTIFIER ..= {id-it 11}
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-- KeyPairParamRepValue

- id-it-revPassphrase

-- RevPassphraseValue

— id-it-implicitConfirm

-- ImplicitConfirmValue

— id-it-confirmWaitTime

— ConfirmWaitTimeValue

— id-it-origPKIMessage
-- OrigPkiMessageValue
— id-it-suppLangTags

-- SupplangTagsValue

- where

-— id-pkix OBJECT IDENTIFIER ..

:: = AlgorithmIdentifer
OBJECT IDENTIFIER ..

:: = EncryptedValue

OBJECT IDENTIFIER ..

I NULL

OBJECT IDENTIFIER ..

:: = GeneralizedTime

OBJECT IDENTIFIER :

:: = PKIMessages

OBJECT IDENTIFIER .

{id-it 12}

{id-it 13}

{id-it 14}

{id-it 15}

{id-it 16}

:: = SEQUENCE OF UTF8String

-- dod(6) internet(1) security(5) mechanisms(5) pkix(7)}

- and

- id-it OBJECT IDENTIFIER

i {ld*pklx 4}

= {iso(1) identified-organization(3)

= XA R AT T R SOHT Y PRIXE A3 48 B P 38R 37 SR A0 9 8 sl H A B (a0 2 45O
— LA R R A el B 5 A BEOR

GenMsgContent ; ;

= SEQUENCE OF InfoTypeAndValue

— EE,RA, 5% CA AT LLE K2 B ORIk T BN A o T B4y iy K26 4] 1, GenMsg
— i InfoTypeAndValue B 7] %2 %1 infoValue il % 24 44 W& CEN & H % FAHE A9 GenRep 11 B
= O BRI A A Z B E A RER X R AR RAT . AR R EE &1 CAL HES M NE 2,

— U] CA W] LA 16 Ho Ay B2 16 AL R BT A A5 6

GenRepContent

:= SEQUENCE OF InfoTypeAndValue

— My AT DL 22w AN RERU Y O1D

ErrorMsgContent ::= SEQUENCE ({
pKIStatusInfo PKIStatusInfo,
errorCode INTEGER

- 5SRO B B 1R S
errorDetails PKIFreeText

— G SEHUC Y B TR A b

)

PollReqContent :: = SEQUENCE OF SEQUENCE {
certReqld INTEGER

}

PollRepContent :: = SEQUENCE OF SEQUENCE {
certReqld INTEGER,

OPTIONAL,

OPTIONAL
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checkAfter INTEGER,
— DARD Ay A 1 B [
reason PKIFreeText OPTIONAL

)

END
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M & G
(R B B 3R
FF E-MAIL =% HTTP fj MIME % &

MIME 3 7l
MIME &2 7 4, 5 . application
MIME [l b5+ 25 4 5 : pkixemp

i 1) T T

WA EE NN F 5 E G PRI A ASN. 1 DER %i {4, 5 7€ IETF PKIX Working
Group specifications H5E LHI—H#E) . K MIME e-mail i 75 2 base64 %% ; % J§ HTTP W} A 75 %
G .

GRERERI .

A MIME 2% #1 B F#F PKI 5z & H £ i Public-Key Infrastructure(PKD i &, . 4.4 f3 IETF PKIX
TAERE S, e g 53 X, 509 PKI, 4128 PKIJH B A 51558 7 PKIX BLE i ir @&
PRI B A A 3K — G vh AN R R R R 8 12 2 HLT .

o AR AR S TR0 9 7 P 2 AF
JOEFEAEE P UE 45 47 B 0 A 0 B 9 P L (TETF PKIX AR 4L SCHY) - il i E-Mail 8% HTTP
K Sk PRI A R A BL A A o
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