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a)  HRHR T AELE ARSI RIE
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o) ArHT T AL FRAE L AE IR A P I B AT R B A R O 5

& VLI T ARG AR R A P SRS T SO AL B P CHTTP) (9 1 B 7 X

e) BT SRR IE IO 1CASN. DGR 7E R IE TR A UL,

AHRUE S T T 4% 28 3k T 0 T 95 B Bl 150t ) o R P AR IR R

2 MIEMSIAXH

T FN S A SR G S AR AR U 9 O R TR R AR BRI Ak . FLOE TR B BI M B SO b IS T A
A6 BB O A H5 B 18 19 N 20 BB 1T RS AN 38 T T A AR U SR T o S350 il AR 408 A s M 32K o8 0 380 14 4% 7 F 9
A AT FH o S SO R T AR o FLEASTE H R 5 SO e i AR 38 T AR .
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REC 2459 (AR X, 509 2% TT 6 B 5L full 15 it 1E 45 R UE 43 #UH 51 SR AE 42
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3.1
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3.2
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HTTP #SCAE il
OCSP  TEZIE - RAE WL
OID X RARIRSF

PKI /A 9] il it

5 g
5.1 #i&

OCSP 1E R #6252 ) CRL AR AC 7 ik sRh 78 0 925 o 78 0 200 K s 3R A5 3IE 5 4085 R 725 1 A 5615 B 1
T N S 3AY TR

OCSP R % fiff N AR 7 7 AN AR IR 19 GRS IR A . OCSP AT LT oK Tk 2 8 48 5 2 42 43 LU A

A CRL BT N Ao 4080 £ S A 4RV 225K L 38 ] LT AR AT B I A AR 45 2 . OCSP 33K 3 i) OCSP 1 i
e S — ARSI R I AE G4 32 1 A 1) A IIE 5 13 ey 17 25 4 A mE O Ik

5.2

M Ji7

5.3

A AR UERLE T A A UE 5 PR A8 00 0 P R T R R R E A5 bR A A 0 1) IR S5 4% 22 I T 5 o 1 B
Wk

OCSP 3 3K 40 & PAH B8l -

a) VMRS 5

b) RS iER

o HAREPBIRR;

&) OCSP i #5 A AL BRAY AT 6 J& , Luan - OCSP 38 3K 4 19 %5 44 (B HLER .

X BEANIE SR Y 17 . OCSP W [ #4% 97 B &2

a) KR IEM

b) R R TR R 5

©) SRR A AL A N AR AR R .

N E R AR AT — A Z5 A A 0 2 W) OCSP 1 B 5 6 &t — > 485 15815 B s 45 00, 43R 8] — 4> B 11
Mg &z

OCSP Wi 3 1 LA AS [a] 2 70, EL w17 ply w37 24 759 001 137 2 1 B30 0 20 . AN b vl RO 1 — Ff rr
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Xof T 2R H A S TE A5 Y 0 . H A0 Y2 A

a)  HARIE AR

by EARRASAE s

) WA AT R BR 5

D AIENYRE.

AR AERTUE AR AERE 1 40T B4 £ W) 1 A LA

a)  good(Uf) : FrRm XAR S A 8 8 M N . 02 7 v Y50 A ol P BT ] 380 R 55 8 R A B A 36 E 1Y
LA N L H R B 1 AR T B IE 5 R BIRCRS L (EL AN RE T IR A5 & Bl K AT B A o 10 14 B T
S TEE 5 A M I 8] 30 BN o o 1 4 8 mT P T 4% i 07 25 4 % 6 T UE B RS AE R 1 B m A
B o 491 a0 A 1 1 P B A RO SR

b)  revoked (2 « F/m UE 45 C 4 i A b sl I B 1D i .

¢)  unknown (AN + & B e N7 5 A G 58 50 15 55 E R 28 A 45 CEL 4% OCSP i 1 45 31E 5 5 75 35 TE 4R
BHIER AR — CAZLZNEH .

5.4 REBER
B R, OCSP i J 23R B 3E AR T B . XS BN RER 44 . SR ] LU T AL
a) malformedRequest (A~ 52 ¥ [ H1 45 ) : OCSP i i/ #% (AR 55 28) W 3 0GR I B E g OCSP

JIaRrr
b) internalError (N 4L 132 : OCSP M i #% Ak F=E B 98] 1 T AR AR 2 7 25 18] 5 — A0 1 2 15 Ukt
71 [A]

¢ tryLater (LLJFH£1a0) : OCSP Wi i % 1E AL Tz 17 R AS A BBk (8] i 33 SR AIE 45 9 RS S B3R B A7 7
Jv 5 9 IR 55 o (H J2 BT IS BE A 1 5
&) sigRequired (FF 2444 ) - M) ] i BLOR 135 5K Xl >R 44 5
e) unauthorized GRFZAD + 1% A 1) 2 B AR B2 BGH 5K & 1] A 7 25 4 1 A
5.5 thisUpdate nextUpdate #1 producedAt HJiF X
AW i W] A & = B R] B, B thisUpdate, nextUpdate il producedAt, X 2% B )15 X 4

a)  thisUpdate: I S I 8] B 25K 4 B fo) R 2502 1E A 1) 1 1] 5
b)  nextUpdate: T Y5 BT B [A] o & 75 TiF 45 76 1 I [A] 22 A, R 2 2 1 8 19 I B A8 e s [8) A LAFR K
PAFUE RSB 15 B 5

¢)  producedAt : % & B [A] , OCSP i) )i g 25 28 32 el Ly 4 B[]

AR B nextUpdate, i 1 g 2545 B BE AT RLSRAS SR AR (5 8 . %8 T OCSP J& 52 i 5857 A
A A HPIR S AAR E G I AT AN nextUpdate 5B thisUpdate 5 SCO CA 8 & E A5 R 25 19 1 7] 5
producedAt iy OCSP % J W o it Bsf []

5.6 T~ 4 M Az

SRy U5 B S — 4 A B 220 P R S E A5 A IR 2, OCSP i [ £ T LA 131 516 AE Al it 26 2 4 e 7 ik 5 AR 2
KN B 125 B R I 220 17 32 30 02 W 07 A thisUpdate 57 B s & R 285 5 W0 5 37 ) I [ 7 S e A7 o 7+ )
nextUpdate 5B 5 1M 7 Az Wi 1 (4 B 18] 7 5 7 i o7 i) Produce At F B

AR UE AL M T OCSP FEL R 55 5 8 H S i 5 7 F e s o e B30 ] S SR 90077 A ol g . 39
I A AN RE X 25 P 3 SR B 7 A 1Y) B ATLESAE Hh B
5.7 OCSP ZZHMHHMER

2 B RS AT B B AN AL 5 2 B A 1 B AR R . I A I A A o A — A5 A extend-
edKeyUsage ME—{E Y UEA . -4 Ky OCSP Wi 7 5 19 25 44 5E 5, O WA 45 Ik OCSP i [ 5 25 24 ALAE . Ut
UEAS A0 AT 1) CA BB A 25 W0 L 2
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5.8 CAZittiR
2R OCSP mig i 45 F13H — e € CA BRG] B B0 - W& m] RAGE P A i CA A (931 5 AT iR
[ A IR S

6 ZIhREZK

6.1 IEHAR

Sy 1a] OCSP % 7 3 i 5K 4 $& it OCSP g 17 & 19 15 [0 67 8 . CA BOZAEUE B Wb #24E J T OCSP
5[ B AuthorityInfoAccess {H (U5 0] B AUfF B (G IL RFC2459 WG 4. 2. 2. 1) ;5 &, OCSP i [ij #5 1)
accessLocation (P[] #iudik) A] 7 OCSP 2 7w b 17 48 e &

FEM OCSP IR 5511 CA LA SR M 52 BLIE J2 i 48 %€ 1) OCSP i ] & 55 B &R 20 7E AccessDe-
scription SEQUENCE 434 uniformResourcelndicator (URI) accessLocation {H Xt £ AR R 4T id-ad-
ocsp,

FARIUEAS H1 1) accessLocation (P [b] Huhik) 5 Be WA TE 4 B W T 15 0] OCSP i i g 1) {5 5 A% i i 42
Can HTTP) vl DA & HoAth 1 5 2 Cin— 4~ URL) .

6.2 % &0 KRB E K

a) e OCSP 1 B ARAE A 20 Z R - OCSP % 7 3 I B I 5

b)) A e e i 6 0 I S R R R — B

) WA N JT Y A 44 A R 5

d) R T % 44 3 B L IR SR T O PR R — 2

e) B A N AT 24 5

D 8 WIHIE AT RS A i) ] CthisUpdate) i 2 4 Hif 550 /9 B[R] 5

g WIRKE T nextUpdate B, B[R] 0 12 W T %5 7 viig >4 Aij B[R]

7 BRI

7.1 AE

ABRUER AR IE 0 TCASNL DR AR HAR PR N 25, ASNL 1535 5| ] — 2 RFC 2459 & X
MIARTE . 52 8 1) OCSP P islHti ik WL Fff 5 B. SCHF HTTP 19 OCSP 37 5K 4 2w 1 4% =X W REC2616 Fil
Z UL Ao XTSRRI S A4 W EUE 2 T ASNL T ] B 50 g A KL (DER) 2 4 5% 19

R TCR IR BT BROIAE AT ASNL T 2 AR .

5| FH 8 HAth R 1518 A : Extensions, CertificateSerialNumber, SubjectPublicKeyInfo, Name, Algo-
rithmldentifier, CRLReason,
7.2 &R

AZHUE TR ETE R ASN. T HLE . ARSI BT A A9 2 AL (HTTP.SMTP . LDAP 25) , SZhR i
TH EA% AT BE 2 & A A I 1 22 4K
7.2.1 WEKRIEE

OCSPRequest s = SEQUENCE {

tbsRequest TBSRequest,

optionalSignature [0] EXPLICIT Signature OPTIONAL }
TBSRequest g = SEQUENCE ¢

version [0] EXPLICIT Version DEFAULT vl1,
requestorName [1] EXPLICIT GeneralName OPTIONAL,
requestlist SEQUENCE OF Request,
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requestExtensions [2] EXPLICIT Extensions OPTIONAL }
Signature pi= SEQUENCE {

signatureAlgorithm AlgorithmIdentifier,

signature BIT STRING,

certs [0] EXPLICIT SEQUENCE OF Certificate

OPTIONAL}

Version s = INTEGER { v1(0) }
Request i = SEQUENCE {
reqCert CertID,

singleRequestExtensions

[0] EXPLICIT Extensions OPTIONAL }

CertID sr= SEQUENCE {

hashAlgorithm AlgorithmIdentifier,

issuerNameHash OCTET STRING, — &1 & % IV 7y
issuerKeyHash OCTET STRING., — &1 & 25 I 585 W 7
serial Number CertificateSerialNumber }

issuerNameHash J& % 1 & Mt — S PR B IS A (6 . T2 AE R BT A6 A8 UE 13 1Y & A7 35 44 B B 1) DER i b
HATITHE . issuerKeyHash J& & A 35 2 B 00 W8 A (8 o 32 (8R4 38 3ok %o 2 A 5 00E 45 o i) 32446 2 31 5 B OR
PRI B #4711 . hashAlgorithm 7 B FI R 48 W13 2605 75 7158 B (8 T A G A 357 . serialNum-
ber J& i >Rk HOR A BE 19 )57 515
7.2.2 BXRIBENERF

BEfE T CA 22 FF 43 5 A s A (ST CA 24 FR A S A (B R bR il A~ A A 5 1 = 2L 2 A CA
AR A FH A ) 1 48 Bk CEL SR 1 44 AR A M — M R ASSR D o (HU2 P CA A T3 82 A vl fig 4 [7)
(0 s R AR P & AR o 2L AN sl A % B A it s

XA AR 4 )" e S SR IR A P EI,  NK k S e B O SCREE . 7L 5 BRI T IR 2 A A
P s, e H AR v b 2 SCHA A By e 5. 2 750 Z2 A8 S S BB TR A T R I (BR AR B AT 5%
S bR R OF BN AR .

1R AT LX) OCSP iR 1T 4 4 . X FMEOL T K EE X thsRequest Z5H R G IEZE 44 . 402k
R B2 K E WL TE requestorName HH8 8 H A PR, [AIEF, XFF 0 % 4 1915 5K . 16 5K # A £ Signa-
ture [ certs F B & 45 B F OCSP 1 B #8 3030 375 5K 25 44 (08 S 30F 15 .

7.3 oKz

AGEHE T 0 E WL ASN. 1ALV . AR P TR 2 B HL il (HT TP SMTPLDAP %) . SLBR i
T B X n] BE 2 & AR AH Y B A2 1k
7.3.1 WaRIiE &

—A~ OCSP 1 Ji 28 /b fy — >4 B JE i3 5K 19 AL BER &5 1) responseStatus B . 412 respons-
eStatus ME 2 F IR A MR B responseBytes,

OCSPResponse :: = SEQUENCE ({
responseStatus OCSPResponseStatus,
responseBytes [0] EXPLICIT ResponseBytes OPTIONAL }
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OCSPResponseStatus : : = ENUMERATED {
successful 0), Wi 17 5% A 8 A
malformedRequest (1, —JEHhINTE R
internalError (2), — RAuHE N EBH 1%
tryLater (3), —FH M dE ik
sigRequired 4), WhZBUNT I SR % 44
unauthorized (5, —TH R R AN

)
responseBytes FI{E H — 4~ XF G BR VR AT R0 W 18 s 4 A%, . 3% A N7 15 s i #i B OCTECT STRING g
4 OID kRN,

ResponseBytes ::= SEQUENCE ({

response Type OBJECT IDENTIFIER,

response OCTET STRING }
XA OCSP i iy #% » responseType Jif 24 id-pkix-ocsp-basic.
id-pkix-ocsp OBJECT IDENTIFIER . .= { id-ad-ocsp }
id-pkix-ocsp-basic OBJECT IDENTIFIER ::= { id-pkix-ocsp 1 }

OCSP i i #5 W BE F= 4 id-pkix-ocsp-basic 287 il i, . AH N b, OCSP % 7 i b A fiE 1 #5252 F ik
B S e 1
response HJ{H i SN BasicOCSPResponse HJ DER g,

BasicOCSPResponse .. = SEQUENCE ({

tbsResponseData ResponseData,

signatureAlgorithm AlgorithmIdentifier,

signature BIT STRING,

certs [0] EXPLICIT SEQUENCE OF Certificate OPTIONAL }

signature FJ{HE I iZ 3% T DER %43 H) ResponseData M5 75 {HiTE 155,

ResponseData ;:: = SEQUENCE ({
version [0] EXPLICIT Version DEFAULT vl1,
responderID ResponderID,
producedAt GeneralizedTime,
responses SEQUENCE OF SingleResponse,
responseExtensions [1] EXPLICIT Extensions OPTIONAL }
ResponderID ;:= CHOICE {
byName [1] Name,
byKey [2] KeyHash }

KeyHash ::= OCTET STRING el o g8 N A B SHA-1 M 75

(Rf1FE tag Fl length FEb)

SingleResponse :: = SEQUENCE {
certlD CertlD,
certStatus CertStatus,
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thisUpdate Generalized Time,

nextUpdate [0] EXPLICIT GeneralizedTime OPTIONAL,

singleExtensions [1] EXPLICIT Extensions OPTIONAL }
CertStatus :: = CHOICE {

good [0] IMPLICIT NULL,

revoked [1] IMPLICIT RevokedInfo,

unknown [2] IMPLICIT UnknownlInfo }

RevokedInfo ::= SEQUENCE {
revocationTime GeneralizedTime,

revocationReason [0] EXPLICIT CRLReason OPTIONAL }

UnknownlInfo ::= NULL—— it 4wl MRS AR
7.3.2 WmRCiEEMER
7.3.2.1 HEiE

thisUpdate Al nextUpdate 7/~ 5 Bt T 47 % i 18 1 Wi 3% 4 B 10 4 B J2 Fl CRLs o 9
{thisUpdate,nextUpdate } [A] B A XJ )i . NextUpdate {H A< 3 58 ¢ i 18] 5L A9 ma 7 1 9 TA S J6 3L
ThisUpdate {5 Lt A< b 2 S B[] B 714 0 Rz 0 37 95 0A R oK. AR H2 A nextUpdate {BL A9 i B Al £ fi nex-
tUpdate {H#) CRL ZSCHIA .

produced At i [1] 2 i IO 4 %5 44 F4 I ]
7.3.2.2 ¥R NG R 2%

X HE A5 AR A AR B 28 44 1 85 B RN 28 SR 5 % SR b A [ . H 0 20T AR X 1 A5 L AT 28 44 1 S 4 02
AL . B UE A A28 R X OCSP M i 25 44, 5% BH ) M 38 IR #2425 75 — A LR X OCSP i
M2 4, CA @ fE OCSP i L7 #% iF 4 i extendedKeyUsage ¥ & th 3 & id-kp-OCSPSigning 3£ 18 J§
OCSP Wi 37 g XF Wi by #6472 44 . OCSP 0 i g iE 15 0 A0 B 4l CA KA i CA IR AT T i S iR
UL 5

id-kp-OCSP Signing OBJECT IDENTIFIER ::= {id-kp 9

WA T OCSP Wi 13 14 28 48 B0 FH 0 25 BE % A6 ) I AT 1 3R /9 id-ad-ocspSigning f& . B AT AT LA $ {1k
— TP R TEA M BC E — a2 A OCSP % 24 KU S AA LKA AT 33 S AL g SE A 1 CAL T 23 2k 56 i i)
;b 8 28 4 JIT e R UE 5 A BE W 2 LA T AT Al A v o o) S0 A 20 4 4 46

a)  ZAHLTCE ) OCSP % 2B SE R A A3 5 7 5 1 30 UE AR 25 19 E 43 40 DE ¢ A 3iE 13 5

b) BRI SIE R CA ES

¢) £ extendedKeyUsage ¥ B & A id-ad-ocsp Signing {8, 3 H & & 5 K uF R S UE 35 89 CA

KA

IS 00 614 4 52 BCHE &4 B o R LWL R T e B B B BN T R I R 45 44 B AIE A
7.3.2.2.1 ENMEROBHEE

BEAR — A BAXAL g OCSP 0 i g 7] AN — A8 24> CA 2 BERES(E B OCSP % 5 I 5 7 2 3E
Ly 2 A B2 AR ) B 25 A E 302 75 © B . CA ATARRE LU R =R 5 ik Z — SR Mt A~ ]

a)  CA 45 & OCSP % 5 vify 75 Wi 7 g 3F 45 09 2 > 28 77 39 N (5 AR %0 [ s o CA T8 3 76 W) 107 % TiF

PB4l 7 id-pkix-ocsp-nocheck " &R 58 UL AR E . X W i%se — D AERHMEMY R, ¥ RE
PR A BT RS WA ROH T & K A XA — AU R CA R AP 3 e B 2 % 5 1) ik 2%
] H12k % % CRL ) CA %5 gAYk 2% B fi ok i J5 2R — 4 7= 8 . CA W] AR A — Fh oA U AR

7
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BT H 2 SR B R gt 2 e A B e S
id-pkix-ocsp-nocheck OBJECT IDENTIFIER ::= { id-pkix-ocsp 5 }

b) - CA AT LAFE & W fa] 45 A g 37 TE 5 0 5 O 8 o BLan 2 )1 CRLs 8 CRL 43 A 5 K A6 A5
fR35 . SERE A A F CRL B 70 A w590 52 1 18 A0 P A 1) 7 6 DR A A 30 8 ] 2 ALl S A1 R
Vi) (AuthorityInfoAccess &) . 7E RFC2459 A7 X WA ALl i) T 20 561

o) CA AJ e PR & K A Wi N g 0 45 2 75 O U 10 7 2. TR BT R B OCSP % 1 i
FIR) A b 222 4 SR % R TR S 7 X TR, A LA

7.4 EHMFBEEMATENZHEZ

153k OCSP R % 0% P 3 W AE 8 40 T 2 25 44 i o7, Wi 1 DSA sig-alg-oid (RFC2459 | 7. 2. 2
thaE ) S DSA B %4 . OCSP Wil B % IV SCHF B S0 o 76 1 A R B 0 ol P ) 5 4% ) 48
FAEEB 1T AL AE P AH T
7.5 ¥k

ASE LT — S FRAERY B X S B EE T XL 509 19 V3 MUASIE 45 (WL RFC2459) v (i T ) 37 2 46
2o RFZE 7 i R W A5 1T 5 R BT A 3 I SCHRRER R AT IE 1Y . X TR e, & A8 T B OCSP g
IOf g AL LS PR T 0 5 DA B AT AR A 5 7 A Rz i 7 R
7.5.1 Nonce(F )

Nonce 3 123 Fh 25 b il 25 96 22 — A~ 18 K A — >0 57, LB 1R 33 B0ty . Nonce 7635 5K HAE 16 K A2
) —> requestExtensions 1] 63 3§ 78 3 2K H , 8K 1M A Wi 7 s ©F A R i b A oA — 4> responseEx-
tensions AL 5 7E M B H . AE T SR A KL A, Nonce $ i X 2 PR IAF id-pkix-ocsp-nonce #7iH » extnValue
A% T Nonce BIMH.

id-pkix-ocsp-nonce OBJECT IDENTIFIER .= { id-pkix-ocsp 2 }

7.5.2 CRL &#

XF T OCSP mi i g K 336, 78 CRL B4R — AR e MIE S . TR A M E. X —&R7E
OCSP 1y #7-4it Pe A il B0 88 B ik % 4 B . CRL AT i 1 — 4> URL(CRL A A % 4> URL Ak 3k
1) s — P85 (CRL P 9145 58— A~ B 8] s G 25 AH B Y CRL @ B[] gD 48 8 . X 269 e 9o o2
singleExtensions, Z¥ JEBHIRIRAF K id-pkix-ocsp-crl,{H & CrlID,

id-pkix-ocsp-crl OBJECT IDENTIFIER .= { id-pkix-ocsp 3 }
CrlID .= SEQUENCE {
crlUrl [0] EXPLICIT TA5String OPTIONAL,
crlNum (1] EXPLICIT INTEGER OPTIONAL,
crlTime [2] EXPLICIT GeneralizedTime OPTIONAL }

PRI erlUrl 45 7€ i T CRL 19 URL, B 2R ALE TASString; £ crlNum 45 & #& CRL K
CRL JF954" EAY(E . & 128 INTEGER; #8500 erlTime 5 & & A A CRL F I ] 55 B f1 26 5
J& GeneralizedTime,

7.5.3 TWIEEEHING R KB

— > OCSP % 5 3 o] LA Ay B2 95 72 LA BRAE A9 2 Ao N 280 . Oy 1B B AE RS H Y B RDZ AL id-
pkix-ocsp-response §" &, i 4 AcceptableResponses, Z ¥ BAE M iE K F 1 — 4 requestExtensions,
£, & 7 AcceptableResponses 1 OIDs &% % P i BE 08 32 57 19 &5 R iy 26 89 (140 . id-pkix-ocsp-bas-
ic) i) OIDs,

id-pkix-ocsp-response OBJECT IDENTIFIER ::= { id-pkix-ocsp 4 }

AcceptableResponses :: = SEQUENCE OF OBJECT IDENTIFIER

7.3, 1 Bk, OCSP i i #5 K5 RE 48 7 1 id-pkix-ocsp-basic 2 AU WA KL . AR 9, OCSP 19 % 7 ¥
4 BE B2 i AL 3 id-pkix-ocsp-basic ZE & I 1 .

8
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7.5.4 TFHEELE

OCSP w137 g A] LA E #5575 3E A5 3k 30 J5 47 D B8 AR . (09 0B 15 5L . MWL 1 produced At i [A] ik 25 [1]
I D A (L T A5 380 19 B i) 2 SC Ry T A5 19 47 R 48 LR I ]

RS g JIT 5 55 A 280 % 44 IR F5 AR A LARIT St A 199 1 3800 19 OCSP i It e £ ] OCSP 7744 8 1E
R [B] , Ofe 32 41 B 7 45 44 0 15 A RO TE ]

P S 275 SRR OCSP IR 55 e W32 78 Wi oz £, B T 60 976 A7 RS IR 97 e . SR A0 8 A7 RS AR 3
J& B R X AMEAE 8 OCSP ) singleExtensions ¥ &, 3 i1 id-pkix-ocsp-archive-cutoff F1 Generalized-
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OCSP DEFINITIONS EXPLICIT TAGS::=

BEGIN
IMPORTS
Directory Authentication Framework (X. 509)
Certificate, Algorithmldentifier, CRILLReason
FROM AuthenticationFramework { joint-iso-itu-t ds(5)
module(1) authenticationFramework(7) 3 }
—PKIX Certificate Extensions
AuthoritylnfoAccessSyntax
FROM PKIX1Implicit88 {iso(1) identified-organization(3)
dod(6) internet(1) security(5) mechanisms(5) pkix(7)
id-mod(0) id-pkix1-implicit-88(2) }
Name, GeneralName, CertificateSerialNumber, Extensions,
id-kp, id-ad-ocsp
FROM PKIX1Explicit88 {iso(1) identified-organization(3)
dod(6) internet(1) security(5) mechanisms(5) pkix(7)
id-mod(0) id-pkixl-explicit-88(1)}
Cryptographic Message Syntax (CMS)
IssuerAndSerialNumber
FROM { iso(1) member-body(2) us(840) rsadsi(113549)
pkes(1) pkes-9(9) smime(16) modules(0) cms-2001(14)}
OCSPRequest = SEQUENCE ¢
tbsRequest TBSRequest,
optionalSignature [0] EXPLICIT Signature OPTIONAL }
TBSRequest s = SEQUENCE ¢
version [0] EXPLICIT Version DEFAULT vl1,
requestorName [1] EXPLICIT GeneralName OPTIONAL,
requestList SEQUENCE OF Request,
requestExtensions [2] EXPLICIT Extensions OPTIONAL }
Signature 1= SEQUENCE ¢
signatureAlgorithm  Algorithmldentifier,
signature BIT STRING,
certs [0] EXPLICIT Certificates OPTIONAL }
Version ::= INTEGER { v1(0), v2(1) }
Request ::= SEQUENCE {
reqCert ReqCert,
singleRequestExtensions [0] EXPLICIT Extensions OPTIONAL }
Certificates s = SEQUENCE SIZE(1..MAX) of Certificate
ReqCert .:= CHOICE {
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certlD CertlID,
fullCert [0] FullCertificate,
certldWithSignature [1] CertldWithSignature }
CertID ::= SEQUENCE ¢
hashAlgorithm Algorithmldentifier,
issuerNameHash OCTET STRING,—— Hash of Issuers DN
issuerKeyHash OCTET STRING, —— Hash of Issuers public key
serialNumber CertificateSerial Number }
FullCertificate ;= CHOICE {
certificate [0] Certificate,
attributeCert [1] AttributeCertificate }
CertldWithSignature :: = SEQUENCE {
issuerandSerialNumber  IssuerandSerialNumber,
tbsCertificateHash BIT STRING,
certsignature CertSignature
}
CertSignature ; ;= SEQUENCE {
signatureAlgorithm AlgorithmIdentifier,
signatureValue BIT STRING
}
OCSPResponse :: = SEQUENCE {
responseStatus OCSPResponseStatus,
responseBytes [0] EXPLICIT ResponseBytes OPTIONAL }
OCSPResponseStatus :: = ENUMERATED {
successful 0, Response has valid confirmations
malformedRequest (1), ——Illegal confirmation request
internalError 2, Internal error in issuer
tryLater (3), —Try again later

4), is not used
sigRequired (5), ——Must sign the request
unauthorized (6), ——Request unauthorized
badCRL (8), —Error in CRL processing
}
ResponseBytes ::= SEQUENCE ({
response Type OBJECT IDENTIFIER,
response OCTET STRING }
BasicOCSPResponse .. = SEQUENCE {
tbsResponseData ResponseData,
signatureAlgorithm Algorithmldentifier,
signature BIT STRING,
certs [0] EXPLICIT Certificates OPTIONAL }
ResponseData ;: ;= SEQUENCE {
version [0] EXPLICIT Version DEFAULT vl1,
responderID ResponderlD,
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producedAt Generalized Time,

responses SEQUENCE OF SingleResponse,
responseExtensions [ 1] EXPLICIT Extensions OPTIONAL }
ResponderID ::= CHOICE {

byName [1] Name,

byKey [2] KeyHash }

KeyHash ::= OCTET STRING ——SHA-1 hash of responders public key

(excluding the tag, length and number of unused

— bits fields)

SingleResponse ::= SEQUENCE {

reqCert ReqCert,

——— MUST be identical to the same field from the request

certStatus CertStatus,

thisUpdate Generalized Time,

nextUpdate [0] EXPLICIT GeneralizedTime OPTIONAL,
singleExtensions [ 1] EXPLICIT Extensions OPTIONAL }
CertStatus ;: = CHOICE {

good [0] IMPLICIT NULL,

revoked [1] IMPLICIT RevokedInfo,

unknown [2] IMPLICIT UnknownlInfo }

RevokedInfo ::= SEQUENCE {

revocationTime GeneralizedTime,

revocationReason [0] EXPLICIT CRLReason OPTIONAL }
UnknownInfo ::= NULL —— this can be replaced with an enumeration
ArchiveCutoff ::= GeneralizedTime

AcceptableResponses ;:: = SEQUENCE OF OBJECT IDENTIFIER
ServicelLocator :: = SEQUENCE {

issuer Name,

locator AuthoritylnfoAccessSyntax }

CrlLocator ;::= CRLDistributionPoints

——— Object Identifiers

id-kp-OCSPSigning OBJECT IDENTIFIER ::= { idkp 9 )
id-pkix-ocsp OBJECT IDENTIFIER ::= { id-ad-ocsp }
id-pkix-ocsp-basic OBJECT IDENTIFIER ::= { id-pkix-ocsp 1 }
id-pkix-ocsp-nonce OBJECT IDENTIFIER ;.= { id-pkix-ocsp 2 }
id-pkix-ocsp-crl OBJECT IDENTIFIER ::= { id-pkix-ocsp 3 }
id-pkix-ocsp-response OBJECT IDENTIFIER .= { id-pkix-ocsp 4 }
id-pkix-ocsp-nocheck OBJECT IDENTIFIER ::= { id-pkix-ocsp 5 }
id-pkix-ocsp-archive-cutoff OBJECT IDENTIFIER ::= { id-pkix-ocsp 6 }
id-pkix-ocsp-service-locator OBJECT IDENTIFIER .= { id-pkix-ocsp 7 }
id-pkix-ocsp-crl-locator OBJECT IDENTIFIER . .= { id-pkix-ocsp X }
END
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