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m

B

GB/T 17904 RHAR £E2HA WHRHEFELIHUTILAHIHK.
5 1A M

%2 WMo - ETHHHHH;

5 3 WA TIE B

A ¥4 K GB/T 17902 p55 2 B4, S FIR A E BrfRiE ISO/IEC 14888-2: 199K fF B AR %2k
HHFRMRFES B2 ETHEHLHDCGETD.

AT HIME R A FOMER B RITRHEMH R .

A4y R ARICERG Bl AR
FESHLEFLELTFRAERZRASAD;
ERSEPEETFERGEAFRF FRER2EXEALREES,
FHSTEREAMERGE PER WF & KRS HRK,
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FEREA ZEHER FTHRHBFESR
E2My - BETHBONE

1 EH

GB/T 17902 LE THEBKEHENHH ZNEMRFELNE. EERH TRAELGE N BUE
WA SRR N TR.

GB/T 17902 ABAME THEERRKEHSHHHRANET FHMEFEAH SR NBTEY
BHSHEHRERIE,

2 MEHSIAXH

TR PR &FEL GB/T 17902 ARSI BRI B Mo FR. LEFEHBTIEX
B HEERENBRE REENRANBDRBITEIFRERTLBL . AT, HRRESBIER
BRRETHREETEAXILEXGNBRFTEE. LREFAFEHNSIAXH EEBFRAERTE
.

GB 15851—1995 fEEHA ZTL&BA HEBKRENETFEHL T R(dt ISO/TEC 9796.1991)

GB/T 17902.1—1999 FAHAR Z&HAR HHEHETFEE B1HL KR

3 HER

HFEZNRIEFTESLLANRIETY. FU BEFLJEERNBIIFRSSLS& . 8F
R, 582 TEMH MR IREEXTER, MEXHERERIERS A SFEER, XMFR
B “EFRHHT.

ARGFEXNETRRO T RUEHERTBEE—-ITAGE=F. IMAEE=ZFETHE
EH—FERERBER EATRUHAMIANEL Y. E4EHNREE LA FHIEBTESE
A BB B

TETEHHHELZHNRIET . FERBISR. F—T2EOVRBTERR, ©0 A LEREALR
BT A SN ERZLEHBIEEH, EXEILEM ST RHEEN. XBHEXHET SHHRILE
LM RIEFAREA - AR EE N TR REE BN,

WHFNETHHNERIH R EICOLH BB F, 0 GB/T 17902. 1—1999 FifliiR. HT%
A E L H AR MAE GB/T 17902. 11999 & 10 EE X W — I B. HPm, AFEFHT
GB/T 17902, 1—1999 M — BB R KM EXNEFS .

ETHNBOFERAPELTHRZOETFEOORTESENH. BN,

a) EHAERTRE;

b) BEZATE;

¢ BiFd#.

4 REMEX
FHIAREREGEAT GB/T 17902 A4 .
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4.1
¥ domain modulus
BERER-NEBE.ERENGESF A MBERNTE ARG ZEMET £,
4.2
HIITIE%  domain verification exponent
— MBS ER-DERH.
4.3
FHEMRIEH  key generation exponent
— AN RAAEE=Z A HMENEBR.
4.4
NS HEY public key derivation function
— M ESEEMIIRE R AR K.
EL S MAEATHESRRRARES R ERRIESS. HAETHH R,
a) BERWEM—3TBH AR L OE S REORALE EHELRRTHR,
by BEMUEBURME Y, Y 7 BRI AR BE N BI AT DL /E B s B XA R O RO 4R T B AR
HEWALETR LBRRTITH,
2 TRBESHE PRI SEBTREANELERNFE.,
4.5
WEE=FH trusted third party
—MEENMREEHARE EXEMATR T E, HEAEEE,

5 HE
GB/T 17902. 1—1999 HHi7 69 & T FI4F 555 B F GB/T 17902 A E 4
D A IR
1 tRIR B R
N B 3K
P,Q K
\4 R UEHE
y N L
lem(A,B) 48 C mod A= 0 #1 C mod B=0 5/ NE®¥ C
6 HHREMNTE

ETHBHHERZVM G FHERGSERE GB 15851—1995 M A FHMEMNE L F RN — PR A,
EHTFHHAN SRR

a) EREBH;

by AL TY.

R — AR EAERE=F. GACACHRE. ARESTAEINSHRERTZENRE
BRAEH. HEHRTIRMORIREIRN B,

CEREFRT . BAFEHTHESEMEPATIN. EXEET GB/T 17902 #4854 35 [H .
6.1 &£MEHESE

Bapaet, X g T —K.

TEREH AR BIERRE V MR N, BB sy — AR, RN R EA
KEBEPHQUMRB.P-1HMQ-15VEE., B2 IEESTHEFHERER D, CHE2
DV—1 3 lem (P—1,Q— 1) M55 19 B /N E %L,

Bk, D R4

2
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U”mod N = U XEFHBK U, 0<U<N

NHMVARTTHEEZH. TEF=SRED NHCHER. HAeSEBEL N VED FELH%R
ENIEST B

W NFVOEMSHERIEUKERERRELMOBE, N KB BN 1024 IS H 2 048 WAF Z @, T

VEKEREESH 80 WA,

BT TMLEEBT — T = LVHER.X B S4%5. T Y BN 6.2 FE X HE
EHH. M XT= X"+ Y mod N .

BE—DHET THEL R, S, WTLELHE S =S Y'mod N (R 7. D ER—4 M F T
WEHZR, SO, FH LAEFEEBROVUERAET B, T HHERN THEFT — T =0
mod V MR L5/,

EFGMHTHROELNHNESHNRELEHE LAY HER . THATR -4 THhw
PRIRBR SR — /T N B IERHK.

6.2 EHRIEFPMNELEYN

BRI LEEHE MRS, B MR RREY I ISR ERRE S LS ES, TEE=

FEHANAHSHEE y AR T TR HRIFEFH Y.
Y=yCI)

E: AEPAQESK NYSTRERLEET P B Q MM BRI BET 28,

AEENFHERESEATH X K.

X=YPmod N

TEREHERS BN — MR ARFEE T WL HE 2T X EHETE,

X" e y(ID) mod N =1

EETHBWEANH T EIHEY = 5 (1) RIEFAES TIRGFRKE B TEL%

FHBIEEANGELR. YBRIEH#TE, TSR EEELUEHEA.

7 EEWE

EEBTHAETERMNSAVHNEL TR, RILH RGO IERM GB/T 17902, 1—1999
HRMEIAE AV —RMR, E4:38 0 TASBUR.

a) ERWESL;

b) EEHEE;

o HEIEE;

D HEEL.

RS ERAEFAEHELEH X AALBSHEN AV,

HEBRMMEAES S, EHBERS RS HR. EL4LETEREBA R — 1 8H SRR R
EXATE. ZEAMENXEFRBENR. CHELERMBINEE.
7.1 (MBS

ETHEHNEENHMRASEELBETER NS BAR.

a) HRBEHLE K

b IHEHEA .
7.0 ARRBEALE

BRERAE BTV ER— R K, B 0<K<N, KETFZMNE, T UEX D B E
PREERERMGAR. X—B0HHN K. 248 LThEEREERE.
7.1.2 AR

R—ZRBMANBIE K., HEE PSS ILHEARMT .
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IO =K modN
7.2 BEEHEE
HHE M SHEANFEEFE M, 81 M, , 20 GB/T 17902. 1—1999 A9 8. 2 TR,
WEHEBHAREWETIHAREZ—:
a) BMHEMIUEM MM EFHWEL;
b ERUFARFENHEEMAM, #HSHAH M M)5WM, .M, OM%, £11E BT
[Ey:u
E-MEENANELRE M =M (4 M B, HEM=MCYM HEM,E M=M=
M, EFE_#EES .M M, SFHEHE M AHIIE.
7.3 HHIERE
ER- TR RELE DITEE M, 85 H. 28 .
FEHULIESE R 58 SR — R F R 8, © 1 F TR R8O R B8 % 7 5, 3 8 o s i
FIREORITE ., MR M RASKHE R KBTRES L BT S E0EHBF M OLE 2),
B BB RO B A WL SRS RO — TR 4, OB R MR R B L A AR o
7.4 HAEE
EETEHHELNBP N ERHITERTHSRAR .
a) HHEELENE—HD;
b)  HERE;
o) HEEBNE L.
7.41 HEBENFE—BS

FHRB|EF X X

[( &mmma—;—( HRERE S ]
M, K
HER iu

M, H

: ( )
E ' l HREENE—B I

..................

l ngaan=ms |
— _/

s R

L E8z I

B SHERIRNELETE
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[ B TS

E&f&&‘]?:%% ' B J

S

s R
I E4 = J

M2 WHNALERNERTE

MBEEEEREEN TEBELZNE-FFPR.EEHMINEBEER., XTREETAHTATR
AT

B2 0 REIRE H A UERRGAED,

MREEREIN, WEREEME -4 RFARFEHLE-SHITHAE 2).

H: RBERLARE A EFTABHER—A LR R — N EBRNT S, UEE —SHUEHR.
7.4.2 HABE

R TR~ EER-ERENESLNE—BoWERHHE LR, R M RAS  ZREKRT
HERE S M,.

HE IR, DT ERERENT M4

BER G EEMFLSEN R, DREMFE M, DM, I, 68 RRTITH.
7.43 WHHZERZHE_BS

ETFRBHRELVHMEEEEEFMTER.

S =K+ X" mod N

HeKR7Z LI PHERKENR. TE .42 PiFBHNRE. X ZEL4FH. T N EH.

BEXERNEEAEZNE TS,

8 WiEdR
RIES A THLBRAL:
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a) WERMEE;

b) KEIEHE;

o) HRRIERH:

D RAFIERE.

TERUE 13 B B9 JF 2R B BE , 3R UE J7 W AR Q0T A A i B e
a) BMBENHMV;

b) ZHEHNRIEFHAY;

o) HE M;

d) BHI= (R,S);

e) HEACRATHR .
BEZWBARIERREZELRRAMN TRIEZH Y WELZFH X kBN,

8.1 H&EHR
EAMABRERT 7.2,
8.2 WRIEHE

WRAES R E A MAR B 7.3 itk BIENBAR 3 PR,
IR R A BAES B A 4 PR, RRIEFBEZERWE ST R.

Wa M | l whr | | wiEwe Y
M R \; Y
HEEME Ve ™
MZEM} 77777777777777 HRHEL
T

EFAARES

(= ] T B

EFHIEE

|

B3 FHREMTROHRIELE
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| Wi M AJ , £4x 4] I REEH Y '

M s R Y

: :
o L REHE
] | 7

B HAES

EFHERE

ool

R
weer |

B4 WEYLIERARIETE

8.3 WHHEHRBIFAEMN

ETHOMNELENBRERRMITERTHSRA R

a) KRERRME;

b) HEFITEHESE

o) BHFITHEUER.
8.3.1 KRAME

ZHEBERT 7. 4.2, WEM AAT RIEEHERE T, ERES. 2 PERUMER MBPLEM,
MR, BRE T2 MEEHK.
8.3.2 EtMEER

BIEFESEALTARERTBELENERITEME O:

O=Y" S5 mod N

Hb Y ARIEFES N HEEE.V ARBIERE.T HES3. 1 FRARUMNRET S EEENE
et 15 8
8.3.3 EI®IEE

MRETEEAENES. &M HENEH, BITEEFRMIOVTELEMIBEMEH,

MRIEERRENEN, T ESRT 7.3 A PRARBI INEFTEE TN MOEFITEE
M, , HiHERAEHIEER,
8.4 FiF#E

ZEBEA 8.2 HRR YR ESEMEMN 8. 3.3 PEHTE L NI BHEAMTHR. nREX
PN IE 5% B0 A AR S I B AL

9  Guillou-Quisquater % % #1 &

Guillou 1 Quisquater IR FHRHBFEL FENFHARL B S L4 ABARIESBE
7
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GB/T 170024 E4r P56 TME 3 HRE 2 1l 4 iR,

PRAE XS F T B 3 A2 0 of BGE AT R s i A

a) APSHEE;

by HEHEL;

o HEIEHE:

d HESENE—F5;

e) HERE.
9.1 AHSHAR

A2 EAR GB 158511995 RRRM AR KR ERE . SL2TEMFAKE LR EWEIIR
FRZE GB 15851—1995 (9 5. 1 B 5. 4 hHiRME R P BIERNHAME. SHEOAFFHY =5 (D
B Ak T R A R . 2 GB 158511995 sy #k ok s E 4L,

9.2 HE&HE
7 Guillou-Quisquater P, M= M H M, H5=,
9.3 HRiEE

£ Guillou-Quisquater HL&| #,iEHE R St E bk, B R % 0| M WEFIAUR, K4 1 ZHEE .
R=HU (| M
9.4 HAELEZNE—XH
7 Guillou-Quisquater HL# 1, IE#E R M ERE L HFE -5 .
9.5 tHEIE
WIE TSFR,HERI—IEBEK.
i RBRMAEE—IEFTEBHER—~ P EBEN T ERRH T & UEISBUENR,

10 HERENETHHHEER

LARZEFME T Guillou -Quisquater JFRH — AR, BF i THREAL 2 A SN E A /0 i 8¢
DM s4 LR, MNnNENERATRSPESEMNKE. BHEZFFNEH &HTUHEHE
JEEFRMER T E P, ENARTHME, L F O FH EXANE&E, MERDAFMERNR, DY
A AFMEEETE ERAATH.

EAHLEE T I RT , RAFET Guillou-Quisquater FE:

a) HWEHE

by TEIERE;

o) HWEEZWE

& HERME.
101 #&EHE

EXNERFRD EEBHANETSM M RERBLE MOBFIUE H.
10.2 HHiE#H

iR R BEa S H | H SRR H, 886, £+ HRE WL HHEEEMN. ER
W& 0 HEAPUE.

. BIFERFIAE H BT ABRE A S 7 .
10.3 HHRE

WA TEHHEEEH | ROEIIEHE H, 8380,

11 FHBEIBRRNETEHNEE
Guillou-Quisquater 7 R P H XM EHNE S, RN EH AT LS HANBIES B—EH 73 H.
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ETHRHBTFERVHNMELIBABIELIBHHRAER 1 B3 F. XMHETALRIES
Guillou-Quisquater 7 R A [F] .
a) ITEIEE;
b HEZFENE .
A EBRBHEAFEEROBEIK K WHEK %~ 0mod P K # 0 mod Q, M N WHF 418
Hgd. B, ETLEEHSES DAL PR Q BEK.
1.1 W HEER
BRI PR A SO IR T R . ERHE M BSIAGE H .
.2 HHEENE—8S
HEHELAME-FS RET.
R=1I+ Hmod N
BE—-IAEAWEIEME O, RIELES 0 T EEEEWERH TERE H:
H=1I"'Rmod N
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B R A
(HERHERR)
o & & F
R AR EE.
Al EPRLERETENSESNT
ALl EHESN
BEENERIRRAMERP 1Q MBERM., XMFIFH,PHQRSI2 ILENER Bt N £
1024 HLRFIOEL. '
P = FFFFFFFF  EAZDE66E  D3BIB7E9  61B75DFC  DYFAEZFF
A07A2345 9B7956FB 1B9B16D7 E1B6D59B  BDF15B85
3CBFOSEA 3BC7AIBD 541CB3A8 80E02E43 87CATDEF
50948E87

Q = FFFFFFFF E275B7F4 98A3811D E906 ACF7 BFEB5CD6
A445AF09 D7906DE1 97CC2CCD 87614718 8C7CO084F
CE9231CA B7CFA113 13C3DDCF F1B70A54 84494467

8FCEF193
N=PQ=

FFFFFFFF CCA39ES63 6EDICF52 950C23A0 38AE0291

012B984A 964FFBBD 99EIDACB 91400431 0C5DD264

B1873126 44A725C5 DSBC73F4 97CFD100 89FD1342

656026 BE 3FBS83FE B134FF43 6957A1E1 D975B5BE
DF1A9570 4C81A337 FO6ESFOF 9388ATAC 5ABFD5CF
0356D91A 9861C69F E50509C2 323E5270 F2015FBD

CO8AA2CO 391CEES85
BB ENTBE, EE5 P-1 MQ—1 EX., EXMIFH,VRH2°+1.FHV BKEE 80
LA,
V = 8000 00000000 00000001
FRAERIEE D RERM (48 DV—1 £ lom (P—1,Q— D HMHEH.
lem ( P—1,Q—1) =
7FFFFFFF E651CF31 B76CE7A9 4A8611D0 1C570148

8095CC25 4B27FDDE CCF4ED65 C8A00218 862EE932
58C39893 225392E2 EADE39FA  4BE7ES880 44FE89A1
32B0135E 1FDACIFF 7248B0O6F FE81346D 475BD565
229A2ACD 03EO0E874 3EB24D61 7010B203 78D3DC8D
5D733AA2 C68845F5 78B6E378 E52EE07C 3FB51392

DA3B7034 ACS5CB736

D = 1BC6COED 36435CBF AB9CT7A35 50CE3D54 C6ABCYF5
EESE75C9 E458AADA 6178CB20 C7339C4E F30413A6
586DA8SB6 45A72BDF 291C9218 FOCAS3EF A4234FAD
8394B2BF 8F4AOEF9 61E098FC 2CCSAFAA  46CCC821
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0427D3EE
4FD1A5B9
EC058601

3461AF0B
62E01B8B
17D9A7B7

A 12 ABBIEEHNEREYS
RIEFEH Y RUAA BRI EARANAHAREREWEE, FEAR P Q MER, XAM6F
HEH—A/MF N B 1024 HEHE Y.

Y = C50ECCC9 64443B0A
9B1B5SECS 2AA1201A
323F0812 42ABE843
E709E3BD 515B5D86
0E557D5B ABE96D7C
6BED4407 6F8E9805
E89A6B62 7B6E60R7

AENHITEREEZERNT .

X =Y"mod N =
AT763FA4 3895CFDD
10F0075C 48FCBOE7
0F42F6FD C296DCE1
26C2CDEE 11D927BA
07452397 TF3ACAS8C
0670A128 0ED7C8C1
70FD7158 0B7A6EEC

46895311
967F97E2

1C974F40
001EA009
09F926BB
C3ED4B7F
B55FBF41
42E37105

D80627 A6
F2885275
F50FBDED
CBEC4A6A
422E2461
A72D4BIC

GB/T 17902.2—2005/1SO/IEC 14888-2.:1993

E1DAD21F

41ECFS6E

1C94E500
FE90DO1D
9338A841
C15FA876
37F601FF
522E7184

A8271250
AAA32829
D5C33C7C
C022C063
3B7F3BBO
C566381B

A.2 TEH 9 HHR A Guillou-quisquater 242 ¥4 Ky & & 6 F

XA G A B R B B R HGR B E 1 L 3F HOR A B BT A SRR B B R R BB IR
i A SHA-T 4 REF AT .

BER BAEAEANRIEFEASSE A1 ZMF.

A2.1
A2.11

foEguk
TSR

35217CBC
DBF85278

FA8214FC
F32C6B43
5DEF2EF6
26ESE9C7
47B7CCCB
42A717DF

97C184ES
CO08CF352
63298C4F
1F30E880
E61D04B8
0665F83B

EE LA —TREVE ER— RV MR R K, P 0<<K<IN., &H6H—

A~ 1024 EEFFIBELE K.

K = B2045A19
5C7F1673
C7D8108B
10DA755E
6D3399190
BFCC333D
C24F3E05

WE& DENT:

I =K modN =
15B35BB7
4EFB7E84
B5S3EE703

83150F5B
029C1BFC
95943332
B03720F0
D2ADE1CD
F5FDD599
2D8DYFFA

0DDD7EDS8
58562B6D
FAC96534

B04CB524
05A84C60
FF6B20D3
5A0CDCS3
9E11EF4E
1D3B78A7

OFAD7EDE
6F1885D0
6C18A714

2B566A37
E401897A
004CCD40
66EB4374
ASFF6969
4868B0CE

A80F828E
A02FD892
17D12FD7

8779F416
CEAD9DES
36BDBB7E
BE091A80
3DOEB942
381AEA61

46B3F86D
8838C128
211C3956
i1
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B6AD1ALS F4399ERO
5FB384CC DO0190FA9
9044433C 7A416B62
1CBD7EOA 2780DFD8
A2.1.2 BEHRB
EAF L, HE RN F XAE:

CCO65E8F
DC995DEC
99297387

M This is a test message! (XE£—WiRBED

A.2.1.3 HNIER

EAB R RS L E -5

R =1 || M#BIRIR =

42AF9098
A2.1.4 FHHRE

WRE T%HF R, FRAI—ADEERK.

T=R

F1596D17

A2.1.5 HREEZHNE_BS
BB WS SHEMT
S=K+ X" mod N =

B7FAF642
80C6FF87
020F0B6C
0C332BF5
C19EBB38
F968F760
E80BD095

59F99E7A
9FB07983
F37E4A85
B3D47ESF
D466970C
72F2D6F5
5D00C051

B4 SHBEEARNR.S.

A2.2 BIENE

AR A T 5T R AR
N,V,Y,M,S = (R,

A2.21 RRRE
BETHETEHNE
T=R

Q%KﬁR:

A.2.2.2 BFIHRESR
BiFEERFAELN—DEFHEBME O=Y" + S mod N:

I=Y"+ S mod N

EAC6EA31

B32029A6
A61C047B
05EAEF00
C654747F
39CEC404
0CD75C73

CCO0039F3
BB07947F
0174FB6A

36E7D9F3

1FDEE247
34CEE1C8
01E825E5
E1289D61
703FB359

E13A8EFE
72124D7B
94A8FA8B

30F8ESFB

F068853F
F69FF97B
8B8F3438
061F124B
A0019692

1D9EEE7F EFFB6F98

. MR YT mod NYFI(SY mod NG HITHE M, EARSRENT

Y" mod N =
3C18CAA0
AB314537
E02E33E8
111E9BFO
FESFAAGF
4518DECB
8D5C60D9

339EDECA
0B8CEDF1
4F557C86
82825727
C1C45803
EC2B58FF
419695E7

6C80AF2C
92766BC4
A51FE7B5
85B047F3
77AC051D
791DCO6F

201481C1
C3FDRCl4
9769CF40
82F51DB4
85A094BD
D202E815

74054C22
76 EDD630
98E34D29
51558F87
65472145
1A39ACAS
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S" mod N =
ABE6DDCF 74D3C94D 23F5FDEQ 820431B4 FA51F3D9
150D5CDE DB0692A0 735FD729 BCAC0825 7CA19BAl
565F03BA 7849B538 BYBF1797 5473FC28 299F0F3C
04C3EE35 E31BFA2C A17F1781 0488F988 05439C3E
7B8BE70C F027401D 786IDAC48 AE2507F5 30EC01C7
1090504D 9BD82673 CD472405 8EF34697 21F90D3F
1E2DD798 50AC0090
A.2.2.3 EFITHIERHARIEIERE
ERBEH ALK CEBIIMFEO=Y" - S mod N | M =R,
B EHRMIEE O=Y" « S¥ mod N 54K HEMIFE R MR,

A3 EF VERHRAMNTRERENETFSHNERNBENT

TEX B F o, BT A B Y R O R Y L 3 BV A A BT SRR E AT, B R R EHOAR AT .
EnfEH SHA- £ R@FIB4s H.H 8 H., B4—NEFR H, BEZ T EH A it Bk,
BAFA 160 AFHM AR, B & —1 80 HLARMHIH -

ECullo) = {Cui® u) + (0,@w;)} mod 2%

Hftu=u 2+ Ml v =0 2+ v, ,ORLE SRR IRE.

BER AELELZFAMBIEFHESE A1 EhHMM.
A3l EEER
A3 L1 EARTESR

BaEHER— M. TR N RS AREIENBE K, P 0<K<N, ARFHEH—
A 1024 LLAFBENLE K AR TS 4 D7E AL 2. 1.1 HEBE,

H;, B E R BT — 7R o FEA SO B .

H,= &% 0 MBI =

7B2B1483 46BSDOB0  F42C762B  FE93D691 C9BC3841
A3.1.2 EEHER

EAFP,HEE A 2. L2 FHMEMERA.

H = {8 MH#FIsF =

A9DEEDAB  652597FB 32DD1092 E7C9CDE1  8FOC7FBC
A.3.1.3 HEEENEZNE—BS

AT IEEERELEWE T R,

R=H,= 8384 H, | H=

D6149DF3  DAZE60EA  817CAADE  D2F9F785 8800903F
A3 1.4 itSmE

WA T R@E S EBEER | H MBI H: REBHM.

T=hCH|R) =360E D9’CDECO 01E15EA4
A3 15 HAERNEZHRS

BERZMB WS SHENT .

S=K+X " mod N =

FA17252E 94A3D992  C5CE7953 DO0939F9E  45A4AESA
A9F2B89F  1345528F 658959C9 B5B16E92 9131A3A0
BFA8490C  E4652452 90ECCFDF  73E67220 7D34AFA0

FOB1C381 EDE82B2C 2B2D520E 4E91EB67 98922DF5
13
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04B1883E D7CD9AC3 1E3E4E99 FF2E57F9 ACESF5E6
475A029E 1821081F 02DB73ED 6640A148 EF281E9B
63E3B7E1 DAOESAA9
&8 SHREHR,S.
A.3.2 RiEdi2
BIEH WA THEIETE A -
N,V,Y,M,3 =(R,S)
A3.2.1 EEHBR
H = M H#5r
A3.2.2 RERME
BAE T EEFHERER | HWEIIRU: H, 828,
T=h(H | R)
A3.23 EFHAEES
BiEHFERASLEWEHITHEEI=Y + " mod N,
(YT mod N)FIC(SY mod NDRSHIHBH,EMMNAEMT
Y  mod N =
390AB7EB 69A80EEQ D382FFAS6 6D6557B3 D17D68A4
CE5SD67F1 FCF76F27 D660941A 90941033 D3269612
DC989EA4 78257463 8C98ADEA  FO05DAC71 87A000BE
C7E20991 9B0598D1 47B22923 6C45DF67 358E4DEF
900DC37C 8812CD7A D827A550 3703BC3C DES43E4E
B12C7C16 DBB7AD5B  98F4F0D9 D4918CAS5 32060A48
E58A9445 437328E9
S mod N =
3A65050A 97021E9A 8ABE825A 26 EE068D EF06D046
0617DSFE 3C577159 06C15DDO0 2EBF8707 CC681798
373B4E16 9A12A839 04B7CBAF D578BC4AE 7DOFD50D
0C7E549C CECCI18BA  A198682F CB46844A ESC904E4
A9003E35 A0035D96 B170F5A7 E1C5B285 4F66C7BD
8132EB24 A9F3EDF1 10EC1C02 377B0963 ACEFBB7B
8A48243B F771D47F
A.3.2.4 EFHHIERHBIEIERE
EEFEEHITEER, ERO=Y" - S mod N,
O=Y"+ 8 mod N =R
BT R M SRR HORMIERE R AR,

A4 EENEFHRNAHHESIIRBREANBTSHNEZNMENTF

AE AT o, 57 (5 B0 S OB R A YL IR BN AR BT SR B AL B I AT E BN IRAT .
@R SHA-1 A B85 AUE .
RER DESLEFANREFHASE A1 EPHER.
A4l BRTE
ALl EERES
B2 TIRAER RS TR SR K. R 0 < K < N, &flf#HA
14
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—~ 1024 WWRPRIBEHLE K, MMM MBS L A 2. 1. 1 BT,
A4 1.2 BEHEE
EAGT.HES A 2. L2 FHEBHRLFAEWNEIIAE HS A 3. 1.2 BHFE.
H = M B3R
A4.1.3 HHIEERNZEENE—B5
AR S IR R4 ME - R,
R=1II*Hmod N =
425DCEDD  1D408F3F  6633CEFE  225B92DE  920BEIAF
BD2CE776  446410E7 A08527BC  5ADAODDD 13C8B371
053FD47C 69BDS6FA  1114EE0C  698B7EL0 1662529C
9B53662D 64BCD974  4DCF5276  BF576154 407AB43F
85BCC21B  2075B492 142A5724 464A6E30  21777BDO
C5BBCO2F  7B93F42C  07916DA7 1BD4D276  81D21D5A
58F5A5AC  DSC3ASEA
A4 1.4 HEBE
EARF P, RETHFR.
T=R
A4 15 HEZENEZBS
BEEZME S SHEWT.
S=K+ X" mod N =
3205E60E 84EB7AC6  28866B9D 2CA2A080  D182BF95
27FE80D3 EC2EF3F9  F27FOFF3  4DCEC086  BDBOE072
08EDE468  E5C2F36C 25452213 A3AD3731  3A518CF9
IDE84C4D  25AA2AB9  84D76885 CA9B8A2C DB388FID
139AA00F 15340501 D6B7F867  DS313E2B 60F64E34
F7650FED  23C032EB  DDB82BDO  A5AB49FA  CCS5F5AAB
ABI7F14A  180E6A76
B SHPRBHNR.D.
A 4.2 WEEE
BIEEHA THRETHET A .
N.V,Y,M.,S =(R,S)
A42.1 A&HHA
H = M BI#FITR
A 4.2.2 HmERE
WE T%TFR.
T=R
A 423 BUHEWES
KiEHEER - AFEZWEFHITEM I=Y" - S mod N,
R YT mod N)FI(S” mod N) B4 BB, SIIMAENT .,
Y  mod N =
E7D8C6CC  45A8B29F  200F5(C52 148824 E0 771624FC
DEOFDD70  BC83BE2E  22AAFE20  C0233C14 E6E4ESE2
BEEE7C5C  022FD464 92D0A055  5A0D7782  7AFBEFB4
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6D8085FD AF8A27C1 775285B7 DD7894F4 FOSDAF37
BFCF170C B3638CE7 A796D639 B296D8DY 09B8DESF
8AC5A98F 3BBDA623 3BB66CS5 5127 A854 4DC7206B
EDOEB25D 0AB17CDC

5" mod N =
F673DE2 B802FA537 DE498937 F969AA84 9FSCE1F0
708BDEB3 D389CD31 2FSBDBD1 C036BDD4 449D4FB4
00AD359F 02B997 A6 273B23CF 1F414CIF C27B7556
74D64887 1B2A3185 12E098D9 2ED260C8 CC511579
886C4EA2 2D638A5A B727D984 B6F1C2E4 501761BA
74066387 CBODBA34 A9822A32 E1761CE8 4622E52D
71AB16D9 267B748E

A4.2.4 BFITHIERFRIEER

ERBEEHHENT

O=YT+ S mod N =II= Y7 « 8 mod N« Hmod N = R

FEHH BB KEMIFE D= Y7+ S mod N SR HEMIEE R HE.

AEWEAMESFITEME I BIELHES TAHHESNERNERITEEH.

H=I"'Rmod N =
43F85D2C D63CD833 74D74837 591623A2 26734169
5BF58243 070B14C7 8B93E68F 4FFF6D7E FA150C1D
052ECBSF D743721D 2481469B C1375059 3A05C239
98EIFA8S 3EE7634E 013726 RF 8A04FDD3 ASDEASgZ2D
2B93F990 55E842BE A40DCB27 0E74F8BC 1A243E46
A274BD40 7B5B7 A40 45B5F936 R30CAAZE 7C4F1F72
711EA20E E3CEEFD2

H=O"'Rmod N=0"'"Rmod«I=Y"+S mod N
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(B RHER RO
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GB/T 17902 gy AW 43 £ & o WK A T Ebrdnse [SO/IEC 14888-2:1999 M % B & FIf5 L.

EXTFEMNERAYMBEEREXIUE.

HEEENEXERGEENT

B EBRARHE (ISO/IEC 14888 55 2 FAM) ROME A& AR, E T ZEFREN AT EENH XS
FMER. MALFMTRAR, HE, X FERMOAFHIEREE,ISO/IEC B4 4 BUR 1 = 2 m K
ZR.

XUEEMEHOFELCEHET  MRIRBRETHEATFAEM R S EEYHABTL T
|, AR GE B A B 4T .
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ol A ERE h2ik= RAEHM B ik
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