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][

]

GB/T 158525 B AR Z2HEAR WEXIB BIMTHRILAR:

—% 184 RASABEBHILE;

——% 2 ¥4 RAL ARERBEWILE.

A ¥4r & GB/T 15852 W56 2 #4r.

A4 R GB/T 1.1—2009 A HMHMNUEE,

AFMEUCRA ISO/IEC 9797-2:2002( fE BHEAR ZLE&HEAR HEXLHNB F2¥WoHRALH
ZERBHMVLED, BT ETEAEERR WHIRLPOOL i MAC £ B ERHIF, EH T H R
2% 3CHR, 34 1SO/IEC 9797-2:2002 it H HH# 6. 3 RAE B AW W 9 F,

A2 EF R ELEREARZ RS (SAC/TC 2600 R HIHIHA .,

A BRERN . PEREERERRFT EEELERXREAZREE.

A EERE N RO KL ER R IR PR BERS .
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51

i

AER A HE BB — A MAC B33 % R/ MDx-MAC, EFA—KEBHAERE HEXMHK
R T AR B IE—- N EE B TRREOMEmE R L. B2 MAC B 58 BRE

HMAC, B ARREZEHAER K. H=/1 MAC % E MDx-MAC i—/ 2 F, EMR &M AKE
AKRTF 256 totfr. ERLERGHANELT . EAEHFRHERE.

AR EH =M MACERRXANMAEHRZEREGE P, EHRBRK 1.2.3 M4 2512
HERTH RN & AR B R

ISO/IEC 10118-3:2004 FEM EARERE 1.2.3 M7, FANLAXMEREET U NERERE
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FEHEAR AKX HEEHEH
F28a .- RAETARZ[ZHINE

1 SEHE

GB/T 15852 MAMAME T Z=FRALARBRHNHE L LENBHE. XEHBENBAET
RfESEEEERE, SREEER B HIFRICHBE. RN ENHEERETAERLLS, R
MEHE RS, JEEBUMEREHNBRERBRTEANKEREAREE AERENE LR
BEREGEHRE HEENBHKEMBAHHEELINBEE,

FHIERTEMNLZLEREH ARILANELRS .

2 HMeHsiAxs

THISCHN FAXGHERARBAT K, R HI85] A, U B M RAER T4
. FLEATE B AXH, KB RA (BREFERER R ERTAXH.

GB/T 1988—1998 f5BHAR FBEXHHAELMNEBFRHE (eqv ISO/IEC 646:1991)

ISO/IEC 10118-3: 2004 fFEHEAR ZELHER REBEEH BIVS TARBEHN

(Information technology—Security techniques—Hash-functions—Part 3:Dedicated hash-functions)
3 REMEX

THIARE FE SGE T4 X
3.1

HEX5 % message authentication code; MAC

FIAXHREBRER, UFHISH BHEFHOBET ., EMRFEX—FH 0T, #aTF HY
BEFEREHENEBEEMBRE. ‘ ‘
3.2

HEBEHNBMACOHEES MAC algorithm key

—MATEHESLXINBELERENEY.
3.3

HEXRMEE message authentication code algorithm

HEXFBERRNE MACEE  HEAXNEHAEE AU A KkENKESE . HETH
P -

—XtFEAIFHME S  MAC B Rt uits.

— N THEABEENEH, LEEERFREBEAGENHLT, . IERE T —-EGEE, MAC

Xt , XTI B W MAC EHE FRATTH.

E: I MACEBRENERE-ITEBERERER. HERTHEARTERAERANRLEREIAFTE.
3.4

I output transformation

REFES S » X AR AR 5 B R 4T SR 3
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3.5
A EFE  collision-resistant hash-function
WRMTHRAORERE.
—IRE I AEEAFREMNNEEHAR EHELREATITHN.

R4S () data string (data)
REBERBHBMALRS.

Z%E{H hash-code
RBERBHEL RS,

ZE /¥ hash-function
BEEKHEELFRBRABEK LSRR B2 T AR
——Xf AT &, BB BT R AL B L ERTTH.
— N TEMEARIXF TEERMEEAHABENBRALTE L ERTITH,
3.9
¥4 1E initializing value |
FREE BB IR T/ERT B ROME .
3.10
EH# padding \
204 8 A 8 TP EA5 P8 SR
3.1
4+48 block
—WEXT{":J%B‘JHS%%:‘
3.12 i
BEHEH  round-function |
KW NKER LA LA RSB B — AN RERN LI B R 4( -, - ),
HE: CRRERAERERRT O BRKEN LRSS ERENY L 8 HEHES .
3.13

2 word
KER 22 AM S,
4 FFESMILE
TR HICEEHATEHSL.
D.D’ HEHEWMAD MACEBHNHE B LS
m MACH# sk B
q SITHFANDERES , B LS D WA
MSB; (X) RS X BAHN ) iF
X®Y R X Y WRERE
Xy IMFR LR e X F Y 3 B ity iU oA o
3 = MAC B 8: 2 X h i AN RER 5
D ZEEFTHME B LR
h FBERH

2
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K\Kl \KZ
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L
OPAD.IPAD
R.S:.5:.5;
ToT1. T,

U, .U, .U,

’

$

K, [i]
H

Ly
C:.C,
CC;
L,

L,

+32

GB/T 15852.2—2012

BB T EERMBIRER R E R A

TP R 4488 R b, WA BB FEFIK B M I

KBEW L, s, 78 MAC Bk P B R AERE I B 45 R
IR {E

MACHEEHAKMLEKE

MACH¥:HEH

MACH ¥ 113 PR HEH

MACH % 2 P HEH

MAC H ¥ 3 HRRHBKER LR &

MAC ¥ 2 P EFARE LR B

MACHE¥ 1 # 3%, fikBH—-RIIEHHERILES

MACH®: 1 fM 3+, AXRSFHFEAMN 128 L HE

MACE®¥ 1 f3#,FiRFHFHEHAN 768 LLFEH

FEREUEE RS

128 b4 K W58 « A%, B K, =K, [0] | Ki[1] || K.[2] || K,[3]

REHE

RS X ML KE

REHHHAMEREF

LHRBERE 4 F BN EBOERE

BMABREHE ¢ WA LFRR, F-N R RE

BMABSER s HHANLERF. F N HFRNELFERE R s Al
H A LR B B IR ME TV M EL R R B

REE.B.EXMY AFIRRAKERL A LMD, U (X, YORRH
$EFB X MY Fri8 Bl LR R

B2k tE, Bl .35 A FIB BF,IBAL A B BEEEEW 2 #H%
NLIFEEAINMERE 2% BRI RE 0 f1 22 -1 ZELIBERERNFE,
iefE A+:.B

. RRBEBAKAEREY LOBESNBA LSS,

ER

FRATS MAC B MM &R MiEE.
1D M 6.7.8 ERHEB—F MAC B,
2) M ISO/IEC 10118-3:2004 HH & FIZ BB 1.2.3 F1 7 3B — NI B

3) MACHKE m,

3 F MAC 2585 1 A1 2,MAC B KB m R R— P ERBOF AR K FREMKE Lu. XF MAC

H 3, MACHKE m MR~ EEFHEARTRBEREN 22—, 8l m<Lu/2,
FMACH: 1 f 2, BB S D WHEKEAKRT 2% —1L;xF MACH % 3, HELFHR D -
B R K EAR KT 256,

St—AEAE MACE S ERMERE m HNEERE TARS R EHTHEE .
. FREEEREH MACEERNELRE, MKESEMR B.
H R MAC FKIE MAC X446 B RRE 34,
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6 MACEE1

MAC ## 1 758 MAC EER A — K28 B T HE KRG S e w5,

F 2 BB M M ISO/IEC 10118-3:2004 P9+ FIZ4 B iR 4 1.2.3 F1 7 B,

FHAKE E AKT 128 i,

. FEAKEIE MD-MAC KRS . Bk, FRAEAHE R 1, MAC 83k 1 d8#E RIPEMD-160-MAC;
HRAEAZRERYE 2, MAC ¥ 1 W #4E RIPEMD-128-MAC; & R & Fi 70 38 8 3, MAC B 3% 1 3
B SHA-I-MAC; # R4 A EEH ¢, MAC B 1 ¥ #H/E WHIRLPOOL-MAC,

6.1 MACHEZE 1 HR
MAC B3 1 BRI T A RE . BHY B B ERAMMGAME B 8E R T R R 8k,
6.1.1 BATR

# K RE/NT 128 Wi, IR ¥ K BERRSZWE AEBER 0 S S BB 230 128 4%
6% 128 LR K/ G K RRBERIER 128 AT JU K+ = KO, B

K' :=MSB ;s (K| K| | KD

BRI T RETETFEH K KK, .
Ko :=h(K' | U, | K"

K, :=MSBp, (h(K' || Uy || K'))

K; :=MSB .y R(K' | U, | K'))
Hob Uo JUn A Uo f2 768 HAFRGHBOAES 0 B A X haom WAL ZR B B b o B0 B0 0O B

FEAK LB
E: BEERNKERE A, EE X BMA RS RRKESE 2L .

FHHMEH Ko RNEAF, 2R K [0<G<3), l1:K, =K, [0] | K;[1] | K,[2] || K.[3].
ML RBFHNER, FEASFTHHIRE. X B M%), %A ISO/IEC 10118-3.2004
st AT & A RO E B E W HESI R .

6.1.2 (EXEBMMYEE

HEBCPR AN MEL BBERES KGN FRH— DT 27 MR, it .
Co :=C, +5K,[0]
RO FREART KiFHHNFSHWAEEAEM. A IV« =K B8 BN 16 E
IV, BB 28 MBGEAE 1 P B RBGEE ¢

6.1.3 FBIRIME
Fi D RSB R RERE R PR A, B
H' : =h'(D)

6.1.4 WHETH

BRI AEEUNRER ¢ EFRANE-IPSERI K, | (K.OT) | (K. BT || (K. D

T:), 8 2ASEh H (REBEMNET B,
4
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H": =¢'(K, | (K;®To) || (K.DT) | (K. DT>, HD
KB To .Tif T, #MEKEN 128 KRB, /K FXMHEFTAKBERIIFE L.
. BHARX N TAE-MSMBES A XIMFSINBRESARERERANRKRERNBREZE, & K,
Fili.

6.1.5 BERE

BULR S H'BRED m R, fEX MAC &, B .
MAC : =MSB, (H"

6.2 MACHZ 1 I E

BREEXEHHEBLERERE ¢ M EGXBEEET BB AN RERERE) B4 MACH ¥ 1
FRAREE ¢ +7 K,

BRABHE Ko K 1 K, I BAERERBWMASH IVERA IV, MACH ¥ 1 AR KRR
B LARRRE ¢ +1 K.

AEREHE B RN, MAC B 1 AN E RS,

7 MACH%2

MAC 33 2 5 MAC EEREAR KL BH.

J ¥ BN 24 M 1SO/IEC 10118-3:2004 H % FI 7008 BBk 1.2.3 A1 7 BB, 3R ER L2 8
B IEEEBHAE, L. <L,,

. ISO/IEC 10118-3:2004 FHIZERE 1.2.3 1 7T EX B E&HE.

B & F/NTF Lo b (L BB AR KD R AT L oA (L 4 A B8 BB Ho A
B AR BE) L BP . L, <<R<CL,,

7.1 MAC &% 2 gk
MAC B¥: 2 BRINT WA RE . FHY B LB HRE B E B MEBNERE.
7.1.1 BHEFR

FEH K WAENEF L, —k A 0, B EEY L 8 A BIEEK,
WRINTF M BKT BARASTEHK, MK, .
o ¥ 16 B AYME 367 (= I F R H 001101107 EH L,/8 Wk ER K, Fifs i 8tk

IPAD. RIE¥KH L IPAD MR R, iE/EK,. B
K, : =K®@®IPAD
o 5 16 3 B9 “5C” (k% R R “01011100") EH L,/8 W & B X%, 8 145 8 itk
OPAD. RIE¥KF L5 OPAD MR R, iCfEK,. 8.
K, : =K@®OPAD

7.1.2 FZBRIE

WK, F D M8, 16 i A B 208 RO Hoa e, B
H : =h(K, | D

SR B BRhttps://t.zsxg.com/JmiaeUR
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7.1.3 #WiTEHk

W, H M8 e A B 2 R s e B
H : =h(K, | H).

7.1.4 EHERE

MAC : =MSB, (H"),

7.2 MACE* 2 %

BEEEFHEA LR AE M EGXBEET T Eh BN RE RERE) . BARAE A%
RS .2 f1 30, MAC 5 2 JMARER ¢ H3 WGRAS RS RN 4 i, MACH 3 2 MARER
gt+4 K.,

B ERAERTRB, MAC B 5 2 V8 F % R W DIRIE 2 K.

FERETUBHE IV, ¢ =¢(K,, IVF IV, : =¢(K,,IV), }HESE—KAFAREERNE IV,
B IV, e A Hoh (8 kAR E RSO IV, BRIV, A, XuERMEETFEHTBER.
EEE,MREREEFRRARNREREST L, XHLHE LiEms Ly .

AEERH BTN B LA SR B, MAC B3k 2 FIMIRE 2905 BB ML BB AR 24

8 MACHE%3

i AKREEMACHE 1 H—MER WENBACRKT 256 A BT 4.

MAC 5 ¥: 3 it MAC{H, BR M 7 KRR BEGHERE T BOTE, o LA BE A — K
Ak

FR B3 RPN 2 M ISO/TEC 10118-3:2004 FE & FIAREE RS 1.2.3 71 7 H3E AL,

FYIRE EAKT 128 5, MACHKE m AKTF Lu/2 lEF.

8.1 MACHEHZE3IRHER

MACHE3IERMT L HBIE - BHY R B UUR BB H B BRI A R A
BIE,

8.1.1 EHIRE

HZEKEENT 128 I8, 28 KEEREBSWRE NEEERMLIE S RBRE LD 128 i
YER 128 H %4 K (B K KRR 128 4F, W K’ = =K), 8.
K': =MSBy (K || K || == I K>

BRI TRETEFEHA K K. M K, :
K, =h(X' | U, | K"
K, : =MSBy; (h(K' | U; || K’
K, : =MSBy; (h(K' | U, || K'))
Hoop U, JU I Uy A 768 RSB BZESK 9 A & X . hRB BB I RS R , BB 38
FARKEMR .

3 BEBEERRKERMT A%, EENEIERALBSRHRELSE 2L liF.
6
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SHEFH K BB ENANF,RZak K O<G<K3), 8K =K, [0] || K;:[1] | K.[2] || K,[3].
MHFRBFEFNELR, BEAECFZ T NHIIRF . X BHERS, R ISO/IEC 10118-3:2004
WX} B % P 2R 88 R O 8 I 1 HES R

8.1.2 BURIAHMER
WREPRAMEMER BB ES KiWNMFHH—FTE 22 MR, .
Cot =Co+3: K, [0]

EEIEFAAHMET K. FHBNFEBMEEMM. HIV : =K BR&EREN W HE
IV, B B R BGETE ¢ .

8.1.3 ¥iEHE%

TR A E BIE T A A8 R AN E MAC, It X S L (MR A AU BER 1R B 6%
HE%E. MACHRIEEN YAHEEA NP REEFCEWFHREKE.

MEMAB MACEEBKNEB WS D, ERANEAR TS (TRERA WO IEHRETER L
fE DI B R 256 LLA%.

X MBWEEHES DRSS, RANEHFEE M LIESDY 256 1407,

8.1.4 MAREAY

WE LS DWKEIDE Ly, Ko EREAL L BEREREB OO ES L HKE
% 128 toke, L BA s i LA L SR BIARRT I .
¥ K. DR K, 5 L 8 REMEE MERRERH ¢ ERBETREEOREA .
H' : =¢/(K, | D || (K,®L), IV,

8.1.5 WETHRIE

MAC : =MSB, (H").

8.2 MACHEZE3IRXHX
MACEEITERA 7T REEBR, ELHHE K, K. 1 K, , 7 IREEE —K.

9 BHMIHHE

EEXPRERER KB ALE MACHE 1 XK 8K MACH K 3 .
B T. MU 2 MACEREYPEENITE, EITEdRERECTAEB A (RHE - . FEEN
TEAZRBRETEAHER.
128 LLAFRY T. F1 768 LLAFM U, I T B H B E X -
T; : =MSBy; (R(S: | R)), i=0,1,2
Ui =Tl Toga | Texe | Ti |l Tega Il Tz i=0,1,2
KA TREMERLEKE 3 M. R="ab--yzAB--YZ01---89" 2 496 LRI B H, S, .S fl S, # &
16 KIFREE . HP S BLEEWKRET 1 16 #tiH ASCIL BB B (LM, S KRR 313D,
RF1S; #F A ASCI 4715, ASCII 4B &R F GB/T 1988—1998 Fr AR RIS .
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Xt F B M E R C .CRIFTA T K. [, @ B R 0 WA R . %% C. 71 CIF 16
KR

9.1 TRARBREN

LHABERE 1 P 128 HIEER T, @ XW0F (A 16 #HERR)
T, =1CC7086 A046 AFA 22353 AE88F3D3DACEB
T, =E3FA02710E491D851151CC34E4718D41
T,=93987557C07B8102BA592949EB638F37
LRAZBER ] WRERTAIAFRNEREFS C,CioyCufll Co s Clyme Cry » EFTE LN -
C:=K;[0]+;,00000000, (0<{i<15),
C.=K,[1]+,,5A827999, (16<<i<31),
C.=K,[2]+:,6EDIEBA1, (32<i<<47),
C.=K,[3]+:,8F1BBCDC, (48<(i<63),
C:=K,[0]+;,A953FD4E, (64<i<<79),
C/=K,[1]+:50A28BES6, (0<<i<15),
C/=K,[2]+;,5C4DD124, (16<<i<31),
C/=K,[3]+:,6D703EF3, (32<i<<47),
Ci=K,[0]+;:,7A6D76E9, (48<i<63),
C!=K,[1]+:,00000000, (64<i<79)

9.2 TRFEEH?2

LHRBERE 2 PR 128 WEFEER T, B XWF : (H 16 #HIERR)
T,=FD7EC18964C36D53FC18C31B72112AAC
T, =2538B78EC0OE273949EE4C4457A77525C
T,=F5C93ED85BD65F609A7EB182A85BA181
?iﬂ%‘—:%%ﬁ 2 B‘J%Eﬁ*ﬁﬁ@]ﬁi’l"’%’ﬁ#ﬁﬁﬂ Co,Ci e 9C53ﬂI C{) ,C; [ ’Cc’az ,’E’ﬂ‘]E)‘LIIH'F
C.=K,[0]+3:,00000000, (0<{i<<15),
C.=K,[1]+3,5A827999, (16<i<31),
C.=K,[2]+:,6EDIEBAL, (32<i<<47),
C.=K,[3]+3,8F1BBCDC, (48<i<63),
C.=K,[0]+3:,50A28BE6, (0<<i<15),
C;=K,[1]4;,5C4DD124, (16<i<<31),
C,=K,[2]+;,6D703EF3, (32<i<<47),
C.=K,[3]+ 300000000, (48<i<(63)

9.3 EHFHEEYS3

TRZERE 3 PR 128 IWFHE T @ XW0TF - (16 #HRR)
T, =1D4CA39FA40417E2AE5A77B49067BBCC
T, =9318AFEF5D5A5B46 EFCA6BECOE138940
T, =4544209656 E14F97005DAC76868E97A3
THRERY 3 WREETHB - EEHFFH C\Cry s Cro  BEREXIT
C.=K,[0]+3:5A827999, (0<i<19),
C:=K,[1]+6EDIEBA1, (20<Ki<39),
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9.4 ETRRERHKA

THRBERE 4 128 LR EE T, & XH0TF - (A 16 #HIRA)

ERRBERE 4L WRERF AR - EBEREFS CC.,CCyy e, CCw» BT X

C(:) =

CC;=

CCs

CC7 =

GB/T 15852.2—2012

C.=K,[2]+;,8F1BBCDC, (40<0i<59),
C.=K,[3]+:CA62C1D6, (60<i<79)

T,=36129D71469F205824E118E1F922295A
T,=19A934B16952C37951C31AA9699FD5A4
T,=313D9B56799988C1A3639FB2BDFEF274

[1823C6E8
K, [0]

00000000
00000000
00000000
00000000
00000000
| 00000000
[60BCIBSE
K;[2]

00000000
00000000
00000000
00000000
00000000
| 00000000
[157737E5
K;[0]

00000000
00000000
00000000
00000000
00000000
| 00000000
{BD5D10F4
K,[2]

00000000
00000000
00000000
00000000
00000000
| 00000000

87B8014F]
00000000

00000000

00000000

00000000
00000000

00000000

00000000 |
A30C7B35"
00000000
00000000
00000000
00000000
00000000
00000000
00000000 |
9FF04ADA]
00000000
00000000
00000000
00000000
00000000
00000000

00000000 |
CB3E0567]
00000000
00000000
00000000
00000000
00000000
00000000

00000000

’ CC2=

,CC,=

9CC5 =

,CCy

[36 A6D2F5
00000000
00000000
00000000
00000000
Ki[1]

00000000
L 00000000
[1IDEOD7C2
00000000
00000000
00000000
00000000
K.[3]

00000000
L 00000000
[(58C9290A
00000000
00000000
00000000
00000000
Ki[1]

00000000
L 00000000
[E427418B
00000000
00000000
00000000
00000000
K.[3]

00000000

| 00000000

796F9152
00000000
00000000
00000000
00000000
00000000
00000000
00000000 |
2EABFES7]
00000000
00000000
00000000
00000000
00000000
00000000
00000000 |
B1A06B85"
00000000
00000000
00000000
00000000
00000000
00000000
00000000 |
A77D95D8)
00000000
00000000
00000000
00000000
00000000
00000000
00000000
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CC,=

10

[FBEE7C66
K,[o]
00000000
00000000
00000000
00000000
00000000

00000000

DD17479E]
00000000
00000000
00000000
00000000
00000000
00000000

00000000

yCCyo =

(CA2DBF07
00000000
00000000
00000000
00000000
K.[1]

00000000

00000000

AD2A8333]
00000000
00000000
00000000
00000000
00000000
00000000
00000000
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B ® A
(FRHER R
£ MAC B Z &£ B MAC 7R 8

A1 R

AHRBATHEE MACEE 1.2 M1 3 £ MAC W BRE, RANME ALERR. Kb, %
FAZEB % 1.2.3 #1 4 4352 ISO/IEC 10118-3:2004 FHEM L AMERE 1.2.3 M7, BIMHENR
BENHEEAANRO. RALIGETHFSHIZINBALESR., EBEIMHFZP, THELERR
F3 ASCII 4355, ASCII 475 % 5 F GB/T 1988—1998 Ff{i By 475 .

B 128 AR ESHIT -

#4] 1=00112233445566778899 AABBCCDDEEFF

#4] 2=0123456789 ABCDEFFEDCBA9876543210

KA1 BTARHBARE

Fs WAL S
1 (R
2 “a”
3 “abc”
4 “message digest”
5 “abcdefghijklmnopqrstuvwxyz”
6 “abcdbedecdefdefgefghfghighijhijkijkljklmklmnlmnomnopnopq”
7 “ ABCDEFGHIUKLMNOPQRSTUVWXYZ abcdefghijklmnopqrstuvwxyz0123456789”
8 “1234567890”EH K 8 WET MK R 80 HF AP
9 “a”E$ 1000 000 kG2 1 K KM F1F B

A.2 MACHE

EX—HRBIF B m=L,/2, RERH  EXHARERE 1A 3P, m=80;FELHARER
B2h,m=64;ELHRERE 4 P,m=256,

A.2.1 ETRHEERYI

4] 1:00112233445566778899 AABBCCDDEEFF

Fs MAC {4
1 B7F4508111EB8C3B5229C6 AED406 DE9ECA640133
2 BC78F55933BCEB1 EE85A906 F9E18374F23E310F9
3 6300DC20E97 A5 AA29DBIC7D607D23D126FA36863

11
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*® (8D
H4H 1.00112233445566778899 AABBCCDDEEFF
Fs MAC {4

4 3A2AC89B78EEAB8759F5112BCAD4CD405EEBSD35
5 16DC174925BBC27E0C93D426C346846F97F8BC69
6 E062210BA5C9C94737BF3A6E85B3B5664FBD1ID4E
7 9B462D5CBDAE1485FFE10BCO01EF9E3AF6D128B5
8 88E73A01A1DE36C92D6F9E41F7278D407B4A4CCD
9 E7B128E4A1842B750F1E61A486C867C4887 A4B21

#F4A 2.0123456789 ABCDEFFEDCBA9876543210

Fs MAC &
1 B45D6CA84CFB9020E0D5 ABA2A7609D3D81F3F57F
2 8844375992037D1BCDOD118EE548D70C3F19CBBB
3 917C59B8ACTFC19DC25BEF82766412FA16BBC6 A7
4 E0737CC7976 D8F424390CB8798D623D751AFE15A
5 D57FAE83687-718EFA4BD4ASF2F322A179A8735E
6 42B20D4C8FD5E8672760CF83C0478D7BF8021404
7 42B20D4C8FD5E8672760CF83C0478D7BF8021404
8 10441DF4F68CE8815818DCOFB370 ABF87BCA4464
9 E06 AD21D2AF04DD4217 AB03B1A578F036997D01A

A2.2 FRHEBEH?2

4 1.00112233445566778899 AABBCCDDEEFF

Fs MAC &
1 A47A64E9EDE0741B3FDDE33E5C1C6D78
2 51355051852FDC79FB228EAC905633AD
3 D83940DAFFBD4CBBE6BA30A6FIE63F5F
4 1A7CFE2BB26E973E213C1CBI6FA4C2EF
5 798 AEAC6046B31907C197BD68E59D376
6 0BSE1D4A571F32657189322A1F2F4A53
7 B814730F482300C6E474FD255A66D680
8 9060A30758 EBE3368D939AC168F1A9FD
9 20763FDEDF01E56FF5756954302C7DEO
12
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%4 2:0123456789 ABCDEFFEDCBA9876543210

Fs MAC &
1 35FA3AC39F50F2A4E3FFC7AF5776 B4EB
2 A89E25E6796747B630A2A00B802EAS3E
3 66339027 A36608EBD932DD551616 E7B2
4 1F8779BAD84B50373931211A2761EAD3
5 31BF5B5B7 ABAC2567DCOE02F1C3A25D7
6 B5BSBA3B8EA895FBC83CB7588FBD2656
7 8D27BBEC257C848D5CF375EBSEDA4CCY
8 B40B5BF6727DE90B26F770850F059C89
9 76C7BC831BOBCE593DFD44ESE054A373

A.2.3 LERFEBEH3

%47 1:00112233445566778899AABBCCDDEEFF

B MAC &

1 C8A8B3C75E6CE7C6C4F79CC19853CCD54 ABCB079
2 8DD9AE643BF10BBB7B978EF13EE6COF480618FB0
3 A738B26 A8BD318184E76707 A99CAE14C670B9711

4 1EBFE413E55D6B288 A2BD01D294 A21FD8 D4 B20BF
5 0CE7BF40A73D977 AB4999CF3A9BD1C5B3DC442E9
6 12A6823CC181294F95109073A6 AAOC8961B14386

7 9369EE4A043AF1CA6E078DOBSAICESC1545440BA
8 _ B00D37D70A84B762FCOA8 A9BC1B15F0E517B5EDF
9 DDDF44613E8559D12C150D022D5FE33F9EOFBACE

#4 2.0123456789ABCDEFFEDCBA9876543210

F5 MAC {8
1 C3A5ECDI1E715C7272CFE78BC278086587B040422
2 D5DSOFFA7EFDF1B17E96 E2EC14DBC4412F7B771F
3 01BFDD568008D412158F5BOCI0AE2730DCFB77FB
4 9982E0EE91DB89 AE7E7618 AD1D649BA43406DBDD .
5 ACD04E1004FCE53DECA9EE7 AB35DAF97B7C44AA8
6 FADF62DCE789E86E60756 AA819EF62C8ESC25E94
7 46DBIA49FB4976D007B14B1574843D019CA99445
8 4EF5BED3E816C530B23F491583C038596 BB76 FDB
9 BAC6BE6BE6153FECE2891F9DA03824DD4D535D19
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A2.4 ERFERY

4 1:00112233445566778899 AABBCCDDEEFF

F5 MAC &

1 064F757F9F4 ASE84CCOA859CD5 A3658C3BOBDOC2ESFC8955724E3E0022DF1F05

2 05AF97181F1C367FD8 A4DOB7803A79CI6EASEB64829CAF8CBB68CA6302342CDE
3 A7D9D03F712C5942FBA478B7CA18FA567ES06 E60A5B121520BDE1D22E7C0993B
4 40C93B6C941A84EB4589EBAFOEF3ER68D056 DA8D854795 ACE567D5 A7C6FD52C7
5 6893767C115A21DCA5828BC3F9640DE7473E22C2572657EF47327E9C238FEOCS

6 3F3A93D580FBCE562DE0AD7 AF321E5ED7B8ES1816C300B7F5FC21DF80EEE7F71
7 5FC693ED3C3763AF071FA3A02B79E0DSD35041C709DIECA95662 AF2DCCIA0090
8 D4E2D986D5BC4CFFDAF05C6D1C0E433910C867C06D47 A5 A9B2736 ESAAB490150
9 E155B811AAD52FA647452BACIF97F9B6134634605920C23CBEOES43C931BA2DA

# 4 2.0123456789 ABCDEFFEDCBAS9876543210

F5 MAC &
1 AC20EA6E726BD180EBOBASDFF9761F459 AFB67F803496172FFDC6D1482D7E3FB
2 A583B2B736F7450FF3E83CDA1A12647D4A44DBA64FECCBE7A05F526 AA63BCC6C
3 E0B2DE807F2506 A2FASF6E6 AEDEDF348690BF6 A4BS8EA A4767D7EFD871051912
4 46C4DF153EBAOBD231919EC2D26F611B66B635836F5235 AAASD2BB240329F657
5 2D174A353C4FD84177E43F67B3CD685D3549BD03SEEFDS A496F3855F73110CEC
6 06B49 ABF50036613798815119D94 A37B26B975C53D8A753037FBABF6F6774422
7 FD74C324D3C4D5001797 ACD458995FEB4CS50F3D5502D778895 EE4AE6353BF3586
8 00BB8AB26F991C10EBD0789467C67EC4988E51ED78A9A9596C36E9817D63B7C1
9 B5B781DC131DF455727 ASDDADA1F4BC3402E74865D28917D0B31E9AF61D0CE0?

A.3 MACE%2

X~ RBI P, BB m=L,/2. BAERYEERAKBERRIMIF,m=80; ELHKER
B2, m=64; % FRBE R4 P ,m=256,
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A3l ERAZESEHF

#49 1:00112233445566778899AABBCCDDEEFF

S MAC {8
1 9EBEA41FBC24CD90BF2ECFD5B8C8CC8181D3FCAE
2 75CB722C50024COE8A7 AODBA7D5C36B86DID1DDS
3 5B48C1749DDED71EDFE0ADE2B944E808E4A65820
4 F9033064567F541235C3944EE95CB476055985D1
5 B37885405B71E025AF0CB574021 A562A62733628
6 5C6429B982C8054B5B3348 A0D7D2CE24D7032BC1
7 BOA4A451D0926855E52428 E16 DIFEAA241C4DD9B
8 1CCEEC5122F08 A76 EBCDSE3DES8610D942D8A5F6
9 45D61908BFF6039E6DE3C037FDCE6191F19F6410

#4] 2.0123456783 ABCDEFFEDCBA9876543210

FSs MAC &

1 2FDE5DAF7050D14E6D7 ACD2254D17FA3A8CBFCDD
2 239C4020610429A8662BF81 A2CAAEA47F8EA0A44
3 89EFFBYF5 A6BCEAE3C65D0C9803F3464ESE9E349
4 F5FC87FD5702F5D4E7BB634DA4CB4B41CD505B6C
5 5686C00F69E6C868732C67402AA107CEABS513439

6 525EC4893A221EFDIB6DD351059B40C05B4CE2D3

7 B975ED3893FC8D535376 EF49211E2E6B1BB30B90

8 BC201FFA581357C271DAE25104167F3DCC97BADC
9 95A875A1D64D55E677D8E4455E1445E7E940F758

A.3.2 THZEERY2

P4 1:00112233445566778899 AABBCCDDEEFF

FE MAC

1 ADSDB2C1E22AF9ABSCA9IDBES A86F67DC
2 3BF448C762DE0OBCFA0310B11COBDE4C
3 F34EC0945F02B70B8603F89E1CE4C78C

4 E8503Q8AEC2289D82AA0DSD445A06BDD
5 EE880B735CE3126065DE1699CC136199

6 794DAF2E3BDEEA2538638 ASCED154434
7 3A06EEF165B23625247800BE23E232B6

8 9A4F0159C0952DA43A8D466D46B0 AF58
9 19B1B3AF333B894DD86D09427116DOAD
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%4 2:0123456789 ABCDEFFEDCBA9876543210

5 MAC {§
1 8931EEEES6 A6B257FD1 AB5418183D826
2 DBBCF169EA7419D5BA7BDSEB3673FF2D
3 2C4CD07D3162D6 A0E338004D6B6 FBCIA
4 75BFB25888F4BB77C77 AE83AD0817447
5 B1B5DCOFCB7258758855DD1840FCDCE4
6 670D0F7A697B18F1A8AB7D2A2A00DBC1
7 54E315FDB34A61C0475392E5C7852998
8 AD04354D8AA2A623E72E3594EE3535C0
9 6F9B1COFC06753618D6DB4B007733795

A.3.3 LTRARBEH

¥ 40 1:00112233445566778899 AABBCCDDEEFF

F5 MAC &

1 86C2962E58B3498A2608935AF7726311F2BFB538

2 0497FF21DAE3251DA0ED2F47F5 A3B74 ABA6B2560
3 6EE2A25F943E3F3EC05225FBB86 BA73E2E5D51D2
4 CD4C0D1328DC4 A8DC2801001B129 AEFC6 EOCFICE
5 89ECE303FAD1E4313950CC3B008CB239B5B85844
6 9DF741057D075D3C4E1533E38 A5FF469647194B4
7 188A58390A6EF9827035B81CDF1B5049211F0EES
8 98A98D6 A81FD361030856D2C19742 ADSDBC468E7
9 D2986310BA18A78786534882F9C6BCBF06CCESE3

%4 20123456789 ABCDEFFEDCBA9876543210

F5 MAC &
1 2739B6BE63F539EB70FE250346F6382A2DFA345F
2 A0C2711A6B1DA4CD8F85EF1E6FF7BF70B412B477
3 18F570E864FF903D2773D53C2E114E1A62152953
4 A80845A89BA15E941 A2457084BC431F3E47759E1
5 14143EA1057B02D20C0157216190A006 E30F3D41
6 DAB4B41BA639B4715889406 FE18E0C037017E063
7 AEAEAS5415B4F266CB15CBEB844E56 AEC2DABADSD
8 3DBA11471EB4FCCF21BAEBOBFF7E20150132C6CF
9 3BB917B8BD8560E8IFF9054FBE0S6CBACA109DSF
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A.3.4 LTHZEERHEY4

%45 1.00112233445566778899 AABBCCDDEEFF

F5

MAC &

5A77B599D2DBIB6B8C8E5112DD5F0OB88719D60A4866688C2DFF624 A6EA4ADB62

[

177B98F9F215046 E640BSEFE3E723C4E7233C5E745B72DE9381D6 A3F47E30F95

F92ECF9FB82E39ECB2D3ECSCFEF76317A8C4E6F835BD4994D4D156B68F640D37

= | w

078067C14C1E393011BFE58E1E94F03F9062DA01378760A65F7BE1FF041B8087

05411A95D2A5CDAOCB4A7339A70E62FF790D945F25963F1595E39486BADSSB2F

8E2A8C15E9611E575BF67165B38B04259A30C8C15F9IDE72997391B32575D9C78

9A7D93D28BA451CDES7570C1CC41E943D288F3FD112C7E3222185F2163AE9328

A3676 A0TDIE79CABDAAIDAGEAB3FBAD128114F4D7E00050AB7167400203585B6

ol | || wv;

521EAS57548F1068EC0364330 ABEEAC859E008D976323B1BA13ECFB405E0909EB

F4H 2.0123456789 ABCDEFFEDCBA9876543210

F5

MAC

FDB6120 AFEDAEB87 A4DDC952FE02C1ECB17DDD6647DOFAB67194CAAS06 EEDIDB

-]

8B73801 1A43BD81363C38B9.41E81975B02562EC9 185B7CB5503D34FEA89BOE3B

C97109474261CEDB4FE524CE8319BD1E4FAD2DCAS5434840030238EB26812644D

A320497D440E9452846 B8OEFDA4578628 ACD969D64 A6 EC42EF350F05BE6F604E8

E1C734A8E6301FD270655FSE6DACCES115083D3DA974D41182C219F74F357E48

66E060BF156 AEC454058E4D4A88 AODASSFADED118D5B731060FA0BB68B673DDB

608FB970FD10D1BBCEAEEIFA02E44C062F1711A214E2594BES7A71FCC419042F

D3B314AD10D07CC45708D35526B165A89B5 AE596 D24 ABEACFCD3COEF2DCCF196

W 0|~ | v | > w

024F0B3B7A403417B8191F8383DFFES5F23F5B1A29E3FC24BB29097E294FE798

A4 MACHE*%3

EX—FAHRB T, BB m=L,/2. BRI, ELHARERE 1M 3 H,m=80;E% HARBE

A4l ERFEEREY
%4 1.00112233445566778899 AABBCCDDEEFF
F5 MAC 4
1 6606 EF2ZD3BBD010F516C65372C3CFOACF111B3F7
2 FOBCOC81307E17A71F4C40AE0B2 AC39FCB23CE12
3 7720FD23925B854F963E8812573CD86EBA61EB66
4 2683D6CE053BA0420E76130EAE2367734B7D2D53

DE532D156CB312464BB6147E99470C471D91F1Cé
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4 2.0123456789 ABCDEFFEDCBA9876543210

Fs MAC (&
1 4BD390E9EC460AD4866CCB32D091 AFBF73ESBSDA
2 CD2847BAB4636CIBCEADCF3D187122A9199DA670
3 15C3910C42638ESEE6DEBD506 BD8C4DB94713A3A
4 04148DCB47728 E3E57B836 A66043D5145879796E
5 829A24010704DBDOEE34 A6D607F7B34829E04E95
A 42 LRAFERE?2
40 1:00112233445566778899 AABBCCDDEEFF
FE MAC &
1 AEB2C45F13COC6F5F10BE2F1E3E9C322
2 16874DOE17E4F1C290DD749CCEFF7834
3 A289AA06 AEBSFC99B989C377BAADDID4A
4 0D80DB68BBF99442DC3D6B83D038DEF3
5 11DC4A6BD375C64F78BB78 AD265ED7CD
%40 2.0123456789 ABCDEFFEDCBA9876543210
F5 MAC i
1 7248481816B8D3AF29F5C002FF769EAS
2 DFE1E36CE9792476 E0889F1BECEF18A9
3 9B4F1D21320F4A327F023947554BFC3B
4 3D2D658D0196 E4AEE9F42 ADA5S0DFCFA6F
5 0A34452D9DA70C70183DFFDDBSEEC056

A 43 LRAFEHRH3

%47 1.00112233445566778899 AABBCCDDEEFF

FE MAC &
1 708F4A226CDE708820643CBEEFDCBE6CB36FB269
2 EAB87BE709D1E5CB62C7489C2B1407130B772760
3 C1BD6F9C908132FEF5187CBE681B42A8C785FBF6
4 F34DEB241D46C6448D67 ACE6BSCD4DF00DA23EBC
5 669DED2BD6 A1 AEOBCFF7D3B74494C1D8161FA0DS
18
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%4 2.0123456789 ABCDEFFEDCBA9876543210

F5 MAC &
1 EAF6FIDDBAFD299320FFOFC8E02E2BE62879F341
2 2AAE9DEOAS555E7CD7383C27506 A467BSDF4E3A33
3 FE6031710329D12090F73F55CFFCC6215F9BEAEY
4 0CCDDIDAB6B0126800EC1CC7A02656 E12EDEA42C
5 ABDBC8AAAE4A8CE734432188740A149BDF2D215F

A4 4 LTRHEZEEFEH A

%47 1.00112233445566778899 AABBCCDDEEFF

Fs MAC f&
1 35E68BCFCD5548 A09F6 A1615B84BEE9 AAE35D286 BD948BFD7EC1132A8D462C88
2 72E8DA475B0F5C97F71D7 A98FB3EOD4E1032 AF8080F3BD793EC034B06E619067
3 45 AD62CA5 AS0E3AFD20B645 AACSD77614DB847790867F348D1732BBIBA816CIE
4 " 039731A1305C30B2F443D403F40B55C6B3B16B5B1B20B60B5942B01E16 DOADEA
5 7F2E3B78CAB48C93E6E7C33BD52B2911C3FBB5BB3F9D40242BB5861D70C1D29C

¥4 2.0123456789 ABCDEFFEDCBA9876543210

FS MAC 8
1 BB52A0272197E3C112A502A994 A12B20CB257C7C4F00D134E9B8SE92CD280907
2 DB4C2DC7512E00D835FAF9680F855EAE1379B6 A380A8C53F2507F5 A5 AFOA447C
3 3D75654FC093B5318C05455A212416FD3 A4C82F58468C3327C5C8109F7973FBA
4 BE3D19D1E4D6 A0F644742 AGEABID371447D77B8BAE26 AE63D4797C5CBBB10E71
5 84EES51EF07D23E2E043061E2C1 ESDYACBADDDAFAF8FD6FC98 A384F6 FEEB2BOE
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W ® B
(HHEHERR)
MAC HZEHREM I

ERFITET AR S MACEENRLRE. EHERENIEARINEAELEBEEGEN
MAC B¥#:,

g, MACK(D)RRABEHAN K ¥ MAC BE¥%xHE B D #47iHE B 218 MAC,

AT MAC Bk R LB, 2 M R B8 T 07T Wik Bty 5w -

D AEEE - XHEERERETH K BT, 5EE D Bl MAC.(D), MRKEEES

M —ANE BB BIE MAC, RFARMARN “HE”. EREHAGELEFER—-ITHELY
RIFR, B3, FRUEET 1 MEERAIEN MACRIEHK. ME,EFSMNAT,
HEAERENRR, XRBHRENHE D A HINRE

2) HHRRERE XHRAEREABRNOEE, MAOXMHE MACEERNEH K, BHREK

G R HTER K, BN E— BRI AT B,

—AWEHE R TTERBE TR EE MAMEENGHE  MACO ST H Y R B LMWK .

Y MACEHEWRBKEFHANT HERXBHFAFRIEFZETHENEE. ARG RE B
M, R B, BATHEM MACEBBMER. HEMERTHEMERN MACER(ELEEHSH
[5D.

e Bl MAC, XF &R RIEN, RIIBERN max(1/27,1/2)), XMHGEERTHREN

MAC &, A SEM %S » f & A BB HEPLX T .

o BRFHE, XMAGHFFESITFH 2K MACEE FHETBE k/m T QEE,MAC) LIME—
WEFEH. AEXMRNETERATHA MACERE, A EEE BB RAXFHIE. B,
MAC B:fF B0 UM 1E S 358 b/m S QE B, MAC) R X f ;. Hoinis, &
k==128,m=64, A FHEN GHE . MAC X, KAF 2% NEHMHE XN R G REH
MAC H¥EE BT, BAFAFTHERREH A LHEN MACHHERK.

o AHAKEHFY., MRAHHIBLFHEEANGER . MAO X, BB RBIXHEFHMEL DA
D' /2 : MACx (D) =MAC, (D) 3t H. 5 YK i th 25 8 B 30 A (BLZE Bk MAC 8 RAH S
XBEHRERNTAEE. MEBEEDMD HWRARME, MASTERNLIEFR Y A MAC
(D Y)=MACx(D'||Y), XBMHWBT —Fths, Y H B LRES DY B MAC B,
R TR LA D' || Y B9 MAC, XA KE T 8 MRk X, T RE x5 2 B B H B
B, XFMAGEHYT REAEHERATEAERNRESE. SHAEFTEEZE-THEHE
bR IR KA 2V X E M E R MAC F1 2 X B GHE  MAC) , o » B FEIRESH
BFRE.

W UF AR AT LGB A HBGE AEAEMESEN E—- N FSH B, 48 MACHER
WREAN., XMERE MACEEIZHFERIEE-—TEHARMA.ENFFSE MACHESES
HA—K, ZFMERIFANRIEFEFRETHALT.

o BEEYRE. ETHNMENFEHKIBGEEATHEE MACE L HERIAKRA XTI

4 MAC B3 MEERFHIRE g,

o MfEEME. 4% RIPEMD-160 F1 SHA-1 5 5k th 5 5 M b0 RS 56 32 B0 A0 40 4, T LA T 22
SRR HEKE MACHE 2 &A™,

KLk
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=M T BRI, R4 MACH S 1 BIEHRELH™ .

o [ERSENVIGE IV RIS KRR ¢ B HREHLELK.

i —/;*Wﬁm&&ﬁm—/r%‘%ﬁ,N?xﬁliﬁﬁ%ﬁaﬁﬁ%‘i,’E:&@%ﬂﬁ——ﬂﬁm&&#ﬂw(tﬁﬁ%%ﬁﬂﬁfm&&
AL RBBAEXED .

4T BSR4 MAC B3k 2 BIEIRE LK .

o Y IVRBKAE, RERK L BB,

o [EEEINMGE VIR s B3R MAC Hik (BRER, RETWEHELD.

o wHK, K MEAEERT KA MY TFEREAEY IVHRER s B“H"HEHEK
CERTRFEAREREIK K.,

S R TEBI S i, R K 4 2 DV BEPLE B, B ET AR EE MAC F ik 2 RAOVEEHLEECY . 55,

e B L2 7R D HE RN R T O R B9 B4R, MAC B3 2 BAEH R AR A s,
T FRIT I, R AT B2 B MOEHR , MAC 33k 2 R 244 BT
MAC B 3 M4 HEEA MAC Hik 1 #1 2 xRl ¢ EREAEEL.
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